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Abstract: A blockchain network offers flexible and trustworthy solutions for the storage of sensitive data like patient’s medical records.
Nowadays 10T devices are used to connect and transmit sensed information between object and human using internet. 10T has major
applications in almost all the sectors like smart transportation, cities, and healthcare etc. In healthcare sector a doctor can monitor the
patient parameters remotely in case of any emergency. The wearable 10T device is continuously sense the patient parameters and export
the data over cloud or any storage unit. The accurate previous data and real time sensed data must be shared with doctor immediately
during an emergency. In this paper the aim is to improves the functionality of healthcare system by integrating 10T system with blockchain

network which is used to store all the sensed data by 10T devices.
Keywords: Blockchain, Encryption, 1oT, Health, Security,

1. Introduction

The Internet of Things (IoT) is comprised of resource-
constrained devices connected to the internet and interacting
with other networks with or without direct human
intervention. The [oT’s primary objective is to maintain
operations regardless of location to provide seamless
interaction between users and “things” to transfer and/or
retrieve data and respond with intelligent actions. The last
few years, the performance, and capabilities of 10T devices
have improved, nevertheless, the security of 10T devices has
not kept the pace and it remains as the main challenge to
address [1]. In October 2016, the major internet service
provider Dyn suffered a major Denial-of-Service (DoS)
attack by an army of compromised IoT machines, which has
increased the urgency to deal with ill-protected 10T devices
[2]. Forbes (2016) believed that by 2020, the Internet of
Things would exchange over 40 Zettabytes of data as over
20 billion devices interact over the internet [3], increasing
the risk spectrum significantly for the 10T. A main property
for loT devices is to be ubiquitous, which entails
requirements for power efficiency as well as limited
computing capabilities that do not drain the power of the
device. Such intrinsic properties are found to contradict
cryptography-based applications and other securing
algorithms, making the 10T security environment even more
challenging [4]. Nevertheless, security researchers have
paid attention to new technologies that could help to cope
with the current computing, energy, and security necessities

of the 10T. The blockchain and its cryptocurrency
applications have disrupted the Internet environment over
the last few years, providing a new way to securely transact
digital assets by combining reliable cryptographic principles
and secure protocols. The I0T security community has been
trying to use the

blockchain’s strengths to make embedded devices less
prone to cyberattacks. In a blockchain network each block
store hash of previous block making it more secure.
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Figure 1: Blockchain Hash Structure

The purpose of this work was to present an application of
the blockchain protocol to protect networks at different
levels and, therefore, the 10T devices in it [5]. Also, this
document introduced a security framework that uses the
blockchain to share security intelligence, gathered directly
from cyber targets, that within all network stakeholders.
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Figure 2: Blockchain Based Framework [6]

2. Literature Review

[7] had proposed an encrypted framework for healthcare
using 10T and blockchain network. The framework helps in
providing a secured control access policy to the end user to
maintain the security and privacy of the patient health data.
The proposed framework also supports the keyword-based
data search to access and find the records easily with lesser
time complexity. The proposed method had shown better
accuracy, dead node, and search operations than existing
models such as Medrec, Medchain.

[8] proposed a custom blockchain security model for the loT
that utilizes an Inter-Planetary File System (IPFS) that
queried transactions. The 10T devices interacted as nodes of
the blockchain, that isolates their interface with external
networks, as only validated and signed transactions are
processed. The authors simulated a deployment that
indicated excessive latency and low throughput as the
number of nodes and transactions augmented, which might
indicate performance problems if the solution is taken under
more challenging situations. Additionally, the paper does
not offer data nor analysis on device performance as loT
equipment actively interacts with the blockchain and the file
system.

[9] had proposed a model to secure the healthcare data using
blockchain and internet of things. The 10T network sense
and collect the environment data in real time and store data
over blockchain network. The network is immutable and can
detect and block all the malicious activities. But still the
model had not addressed several issues like the power
consumption of 10T devices and latency.

[10] offered a new security model custom blockchain
inspired after Bitcoin, that trades tokens instead of coins that
are used to distribute voting power and limit transactions
rate to prevent DoS attacks. The new protocol exchange
additional messages that exchange authentication
information as well as public keys to enable confidential
exchange of data. Nevertheless, the publication lacks
cryptoanalysis of the different exchanges as well as
experimental data that confirms the operability of the
protocols. Custom offerings for blockchain protocols need
to present empirical evidence of their feasibility and
reliability.

Blockchain technologies can also be organized by their
operation type: (1) Public, (2) Consortium, and (3) Private
[11]. Public blockchains are accessible by anyone over the
Internet, users can
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interact freely with it and secured by monetary
compensation. Consortium blockchains are maintained by a
“pre-selected set of nodes” [12] where read rights may be
public or not, and private blockchains are fully restricted
systems with constrained rights to read, generally belonging
to a specific organization. Table | compares the three types
as the consensus method, the efficiency, and the security
differ within each other.

Table I Blockchain Operational Categorization [13]

Parameter Public Consortium Private
Blockchai Blockchain Blockchain
n
Access Unrestrict | Selected set | Restricted,
ed Public of nodes can | only
access the | authorized
network private node
can access.
Read and | Public Public or | Public or
Write Restricted Restricted
Permission
Security Cannot be | Might be | Might be
tampered | tampered tampered
Consensus Permissio Permissione Permissione
Mechanism n Less d d
Efficiency Low High Highest

[14] introduced an access control management solution for
IoT devices that uses blockchain technology to provide
secure data sharing protocol. The Bitcoin blockchain stores
access permissions that are granted on a data-stream basis,
which could be revoked at any time by the data owner. The
0T devices interact with the blockchain through the loT
gateway that also serves as a intermediary storage unit, that
also caches recently used data. The paper includes thorough
description of the blockchain and data storage process that
include formal message definitions. The primary evaluation
presented by the authors shows a slowdown compared to
Amazon’s S3 storage service that increased with the
inclusion of more nodes. Further testing and supporting data
is needed for blockchain mining efficiency suitability from
a proof-of-concept implementation.

[15] came up with a one-time authentication scheme built
on top of a public Ethereum smart contract that determines
resource accessibility. Once the user is authenticated, and
granted an access token, she/he can interact with the loT
device (running an Ethereum lightweight client) by any
communication method during the authorized time or until
revoked. Initial testing showed resiliency against replay,
man-in-the-middle (MITM) attacks, and malicious packet
injections, although cryptanalysis is missing. It also shows
ease of use, as the end user needs to make a single request
to maintain data accessibility. In terms of blockchain
efficiency, even though the study did not present data, seems
reliable as mining is not needed as a Proof-of-Authority

(PoA) protocol is used. Nevertheless, the solution needs
actual currency (gas) to run instructions determined in the
contract, which can mean an important financial stress over
the system owners when more devices are attached. Also,
the proposed platform requires blockchain-enabled devices
to complete the authorization process, that might be difficult
to achieve as loT manufacturers need to be involved.

[12] proposed a multilayer network distributed architecture
for enterprise environments. The solution uses the
blockchain for network controllers to allocate network
topology and traffic data to dictate policy rules for the
software defined networking (SDN) management platform.
The system learns common traffic patterns and reacts to
abnormalities that interact with SDN and access control
rules to block possible threats. The proposal strengths reside
on its ability to adapt current technologies with fault
tolerance distributed protocols without altering loT
composition and functioning that interact with a high-
availability architecture. However, the solution works on
top of a custom blockchain private network that might not
offer the same robustness as major blockchain offerings.
Also, additional real-world testing and comparison studies
are needed as the published simulation might not encompass
all variables. Finally, due to its complexity and scope it is
limited to organizations with the financial means to deploy.

Table Il 10T security challenges and requirements [[18]-

[20]]

loT Layer | Security Challenges Security
Requirements
Perceptio e Poor Physical e  Tamper
n Security of loT Resistanc
devices e
e Jamming
e Integrity and
Confidentiality
can be
compromised
Network e  Weak e  Strong
Authentication Authentic
e Insecure ation and
Network Access
e DoS Control
e  Eavesdropping e Availabilit
e  Network y
Heterogeneity U Integrity
e  Multiple entry e  Strong
points attack
defense
mechanis
m
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Applicatio e Insecure Web e  Secured
n Interfaces Environm
e  Poor privacy ent
and security e  Secure
control data
e  Weak migration
passwords over cloud
e  Malware for
penetration recovery
e  Faulty Software e  Control
development access for
methods privacy
e  Poor client
security
e  Fishing Pages
e Application
crashes
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3. Proposed Framework

In this work the focus is to propose a remote healthcare
model to monitor the patients outside the hospital. The
proposed model is based on two major technologies internet
of things to sense the data using wearable devices and to
transmit the data to a blockchain network [19]. The
blockchain network store the data of the patient maintain the
ledgers. The patient data is continuously monitored using
10T or wireless devices that will be uploaded over local
database where the possible anomalies are monitored. In
case of any emergency event the doctor can immediately
take a suitable action. All the data is stored and analyzed
from time to time to check the occurrence of various
alarming events and o check their pattern of occurrence. The
data in the complete scenario is confidential and must be
only available for access by patient or any authorized party.
In this work a blockchain based architecture is used to store
data and monitor the patient.
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Figure 3: Blockchain Based Healthcare Framework

a. Patient: Patient act as a node for medical device
blockchain network. Patient node receives data from various
deployed medical devices and shared with patient. The data
from node then transmitted to medical device blockchain
where data is stored in ledger after data encryption.

b. Medical Devices: These are small wireless devices that
can sense the patient parameter continuously. These devices
are portable

c. Wireless or 10T based Medical Devices: The wireless

medical devices are deployed at patient location or devices
are wearable by the patient. These devices are deployed to
record and collect the patient data to store over blockchain
network. The smarts contract will be executed by minion
nodes to commit the transaction. A learning network can
also be used here that is trained to monitor the patient
medical records and in case of any expecting emergency the
report can be sent prior to a medical staff.
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Figure 4: Patient and Medical Device Blockchain Interaction

d. Health Worker: A health worker can be any doctor
or nurse. A health worker act as a node between both
medical and consultation blockchain network. A health
work physically visualizes and monitor the data of the
patient using live monitoring system that displays the data
stores over medical device blockchain network. i
e. Encryption: Medical Blockchain provides an
access control encrypted environment. Most of the existing
model had just worked on providing the access control, but
in this model the encryption is also used to provide the
security. The keyword search is also providing to ease the
data accessibility.

Algorithm 1: Encryption

Input: Public Key used for encryption and search

X € 0 initial index value of keyword K;

Select key K; for Kg (eyword);

Choose key V rounds + 1 (Ks, Kt ...Ky);

for K[]do Z* p >parse DB (Kig1, idx+1);

t¢&< DB (Kidl, idx+1);

for id € DB(K) ip do

set Counter ¢ < 1;

Query: ¢ x Q (cipher used to encrypt query
cQ<Encrypt(Q);

Function Encrypt (cQ) {

Initialize charnum = [0];

While(infile! >eof) do read

Text<infile.read(line) update charnum —>eof;

cDB [charnum++] € Encrypt(c); // Query encryption
end while;

return Qg;

exit;

f. Blockchain Consultation Network: This network is
used to store all the history of the patient information and
records. It is distributed to medical centers that make it easy
more secure to exchange the data between hospitals and

Vi.
Q)

Vii.

viii.

doctors. This blockchain is to store
permanently and make in immutable.

the patient data

4. Overall Interaction Process (Health Worker, Medical

Blockchain, User)
A patient visits the hospital where unique id given
to patient. The patient interacts with doctor to
generate the medical data.
Once the information is generated a smart contract
is initiated on blockchain by health worker. The
generated hash value corresponding to signed
medical data is stored in blockchain network.
The medical records then are encrypted with a
mutual access policy between doctor and patient
and upload over LMS.
LMS return the data location to the health worker
where all the records are stored.
The health worker then encrypts the location of
medical records and then embed cipher text (C) in
transaction and broadcast on blockchain.
For all the confirmed transactions, the address of
those transaction was stored.
The blockchain network encrypt the medical
keywords and generates a keyword index. Then the
generated keyword and transaction address are
recorded in smart contract information format.
The authorized user can request for patient medical
data access, the identity of user is be verified by
doctor. In case of an authorized user the
information of user is added into smart contract.
The attribute key of data is generated and shared
with the user added in smart contract through a
secured channel.
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The authorized user creates a search token and
execute the smart contract passing search token as
parameter.

The identity of authorized user then verified before
smart contract execution, if identify is verified the
smart contract share the search results with user.
The request user read the transaction data from
block chain network and compute the address of
file location.

The request user once obtains the file location then
can download the encrypted medical records.

The request user identifies the cipher file structure
and obtain the decrypted copy of medical data.

Live Monitoring
File System

Contract

Blockchain

Figure 5: Interaction Process Flow

5. Security and Performance Analysis of Proposed
Algorithm

The proposed framework introduces the control access with
data encryption for better security and a learning algorithm
model of reinforcement or back propagation learning can be
used to analysis the information from patient data and helps
in prediction future health issues. Also, the network can help
the patient by suggesting the suitable course of action in
emergency when doctor is not available. The proposed
model ensures the secured storage, provides the privacy,
tamper proof.

a)

b)

Secure Storage: The data storage security is one of
the most important aspects of this work. The
complete process of exchanging and generating
information is secure. The medical records of the
patients are stored over blockchain network, and
the stored information cannot be tampered and not
available for public view. The health worker is
authorized to generate the hash value for the record
to store on blockchain. The records are encrypted
and store on blockchain recording its location. The
distributed storage system ensures the data storage
security.

Protection of Privacy: The request user demands
the records in anonymous way with different
values of public and private keys, this protects the

c)

user identity [20]. The address location of the data
is stored on the blockchain any malicious user
cannot access the information. Further if the
contract execution policy not satisfied then it is
impossible to obtain the data from blockchain.
Tamper Proof: The information stored on the
blockchain public. The consensus mechanism of
the blockchain network is not relied on any third
party. Once the information is written on the
blockchain network after the 50% polling from
authentication nodes the information cannot be
tampered as each block is saving the hash of
previous. In case any malicious node tries to
modify the information than 51% of the total
computation power or 51% of the node’s
authentication required, which is impossible to
obtain for a malicious node. This makes the
proposed network non tempered.

Learning: The proposed model used a learning
framework with designed consensus mechanism
based on learning gradient verification. The data is
downloaded from the latest blockchain block and
the average gradient for all the qualified blocks is
computed. The training rounds are continuous till
the max round reached. In each round the
reputation value of IoT device is increased or
decreased according to the threshold. In case of
value lesser then threshold the node is blacklisted.
The model is trained based on the real time present
and past information and helps the patient in case
of an emergency.

Algorithm 2 Federated Learning

Input: Dataset D //recorded data from loT devices
Output: Out_model Ofinal

Initialize Osina model parameters

for i end do repeat

Forward propagation- out->model = func f [p(D;,
0i);

Forito n calculate loss: L = loss(func f p (D;), out);
if Li < € then

break

else

back-propagation: gradient; = bp(D, Oy, Lj);

for each round forward ->gradient value to server
- out new gradient

update: gradient value as

Oi+1 = Oj— Ir * gradientypdated

end if;

end for;

return > Final Model = Ofinal

6. Conclusion
In this paper the focus is on developing a healthcare
monitoring system where the data sensed and collected by

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2022, 10(3), 95102 | 100



the various 10T devices is critical. This paper proposes a
framework integrating the blockchain and 10T network
together to ensure the privacy and data security. The module
of learning is also introduced with blockchain to learn from
the patient data and predict the future problems. This helps
the doctor and patient to understand and take a required
action against the predicted problem This network also
helps the patent by suggesting the course of action in case
of emergency based on the past experience in case of doctor
not available. The proposed model looks promising in terms
of security analysis too. In future, the proposed model can
be implemented using suitable tools to analysis the
performance of network in real time.
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