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Abstract: Location based service is one of the most promising fields in the information & communication society. The use of ubiquitous 

devices increases because they are enabled with various location based system, i.e. mobile phone, GPS enabled devices, Laptops, PDAs, 

etc. Moreover, LBS users use their location information to get important information from the service providers. i.e. location based 

search, emergency service, location based social networking, friend finding services, etc. Due to the advancement in technology the 

usage of LBS become more demanding because of its several advantages. So growth of LBS users increases more. Users need to provide 

his/her identity, location information to the service provider that is highly personalized information. Location information directly related 

to the privacy of the LBS users. Location privacy is a critical issue that needs to be solved. Collaborative TTP free model is the best 

model where users work together for location privacy in LBS.  Location based Social Media is currently one of the fastest growing 

networks where growth of the LBS users increase rapidly.  Many approaches are already proposed by various authors that provide 

location privacy. But none of them provide location privacy of the users that support growth of the network with the least cost. In this 

paper, the attempt is to propose a complete solution that provides location privacy with the least cost and improved scalability using a 

centralized approach. 
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1. Introduction 

1.1. Information and communication technologies are playing a 
vital role in computer and information society. Due to innovation 
and rapid growth, location enables devices are becoming very 
popular nowadays. Location Based Services (LBSs) are gaining 
popularity because of advances in mobile network & positioning 
systems. These devices are ubiquitous & use location information 
systems so the user can get highly personalized information at 
any time. E.g. location based tourist information, location based 
search, location based social networking, etc. Users will send a 
query to the service provider to get their desired information 
based on their location information. i.e. “Show me the list of 
hotels nearby me”, also perform social networking based queries 
to take help. i.e. “Suggest best Italian pizza based restaurant 
nearby me”. With the query, the user needs to send some 
personalized or sensitive information under some situations. i.e. 
personal identification, location information, etc. they don’t want 
to disclose such kind of information to the service provider. Any 
malicious or adversary may obtain highly personalized 
information of the user. Location privacy is one of the most 
critical issues in location based services. User’s location 
information can be determined by the attacker and based on that 
they may infer many things. E.g. trace the user, infer the habit of 
users, daily routine, etc. due to the tracking capabilities, it opens 
many possibilities. All users to access location based on the 
services without compromising their location privacy. 

 

 

2. APPLICATIONS: LOCATION BASED 
SOCIAL MEDIA 

Users are very active on social media on internet and using 

variety of applications that are available on that platform. i.e. 

Facebook, Twitter, Myspace, whrrl etc. User finds new way to 

communicate and keep in touch with their friends, family 

members and others. Initially people are connected on social 

media and then they start sharing their location information on 

social media by using their GPS enabled ubiquitous devices.  

i.e. ‘Check in’ activity means sharing your important location 

information to others or large groups of people that are connected 

with each other through social media. 

Geo social networking allow users to connect & communicate 

with each other and also attract the people by proving new 

services, their recommendation information based on their 

location, plan their events. i.e. Food sourcing, Location-planning, 

mood sourcing, adhoc networking, social shopping, etc. 

3. Theoretical Background 

The section contains the description of location based services, 

the information flow models that are widely used, various 

security and others parameters and types of cryptographic model 

for privacy in LBS that has been proposed by various authors. 

 

3.1. Types of Cryptographic Based model for Privacy in 

LBS 

In this section, discussion is done regarding various approaches 

for location privacy that are proposed by the various authors. It 

has been analyzed information flow model, study of various 
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parameters requires for the LBS, types of cryptographic model 

for privacy in LBS. 

 

3.1.1. Location Privacy 

LBS user’s location information should not be revealed to the 

unauthorized users/ attacker. Location privacy is the most critical 

issues nowadays. Users’ needs some techniques that provide the 

highest location privacy with some features.  

 

3.1.2. TTP Free Schema 

Users will compute some tasks without taking the help of third 

party/ others. TTP cannot always trustworthy so he/she can infer 

the user’s location by applying some technique.  

 

3.1.3. Collaborative-Based Schema 

This privacy schema does not rely on an intermediate entity of a 

trusted third party. Collaborative schema is totally distributed or 

collaborative where the trust will be scattered among all nodes in 

a given ad-hoc network & they perform together to complete their 

task with the strongest privacy.  

 

Location privacy is one of the central points of contention that 

should be unraveled. There are different diagrams proposed by 

various authors [1, 6, 7, 8, 9, 10, 11, 13, 14, 22-24]. Collaborative 

TTP Free model [1-6, 9-11] is probably the best strategy for the 

strongest location privacy. Though schemas [1-6, 9-11] have the 

advantages, there are as yet open issues that require 

consideration. Hence, there is a need for a methodology that gives 

lower communication and computation cost, improves scalability 

along with privacy that is not proposed until now. Consequently, 

in this area, a novel methodology is proposed for privacy 

preserving LBS schema that is TTP free, support scalability, 

lower execution cost, and furthermore improves privacy.   

 

 

 

 

 

 

 

 

 

 

  

Fig.1. Communication schema of collaborative method [3] 

 

4. Problem Statement & Proposed Approach 

 

There are many open challenges that need to be solved, such as 

execution cost, data transmission cost, issues with increasing size 

of the network, etc. There is a need of effective approach that 

gives promise of the privacy of LBS users with improve 

scalability with minimum cost. It’s a challenge to design 

computationally efficient and practical solution that provides 

strong privacy by reducing the processing overhead with 

improved scalability [20]. Proposed approach uses centralized 

approach for location privacy of the users.  

 

The proposed approach has following advantages: 

1. Improved Scalability - Easy to increase the size of the network. 

2. Reduced Cost- It provides low communication cost and 

computational cost. It will reduce the number of data aggregation 

operation. 

 

 

Proposed system architecture is represented in Fig 2. It contains 

two essential parts, for example a) LBS Clients and b) Location 

based service provider. Every client sends their private data to a 

LBS provider like his/her identity Uid & location (x_i,y_i ). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 2. Proposed schema between LBS Users, and LBS provider 

 

In the technique, the primary perception is to find out the range of 

Users Ui inside the cloaking place who're soliciting for location-

based information. Then all users will add noises by using the 

random secret share function. One of the users will be elected as 

Secure Aggregator (SA). After this, users will perform secure 

data aggregation using privacy homomorphism PH [5, 16, 17, 18, 

19] in region R using tree topology that is shown in Fig. 2. All 

users will send their secure sum to the Secure Aggregator SA. 

Then, last Secure Aggregator SA will compute the encrypted 

secure sum SS. Then, Secure Aggregator SA, sends the results to 

the LBS service provider P as shown. 

The main aim is to hide the exact location information of the user 

from the other users and also give imprecise location information 

to the LBS provider. The approach is based on centralize 

approach that provides minimum cost, parallel execution, and 

support scalability. 

 

Proposed Algorithm: 

_______________________________________ 

Algorithm 1 - Proposed Algorithm for Secure Sum in PPLBS 

using Secret Sharing, Paillier Homomorphic Encryption 

Schema 

1. Input: LBS Users  (User ID , Location 

Information  

2. Output: Secure Sum  

 

3. Any LBS user takes initiative and fined their companion 

in their cloaked region  

4. Let p=0, i=0,  NU, k=0 
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5. 

  

6. Select any user works as Secure Aggregator   

 

 

7. //Phase-1 Random Secrete Sharing  

8. Each user will add some random secrete share in their 

original location  

9. Secure Aggregator SA call random secrete sharing 

function 

10. Call Random_Secret_Share_Function; 

11. Each user has added some noise in their original 

location information 

 

12. //Phase-2 Homomorphic Encryption using Paillier 

Homomorphic Encryption [19] Schema 

13. foreach user do 

14.      Each user make use of public key 

infrastructure and request to public key  

           authority   for Public Key of LBS provider ; 

15.      Public key authority   will provide valid public 

key  of LBS provider ; 

16.      Each user  will encrypt his/her noisy location 

information   using   

     Paillier- Homomorphic Encryption Algorithm [20] 

(  ) where    

      is the encrypted noisy location information of 

user  

17. end  

 

18. //Phase-3 Compute Secure Sum of Location using 

Centralized Approach in Cloaked Region  

19. Secure Aggregator SA  is construct the tree topology in 

cloaked region  

20. foreach user do 

21.            Every child nodes will send their encrypted 

location to their parent node using tree  

                 topology; 

22.            Perform secure data aggregation using 

Centralized approach in cloaked region  

            ( ); 

23.            Last,  Secure Aggregator SA will receive the 

secure centroid  

24.  ( );  

25. end 

 

26. //Phase 4  Secure Aggregator SA will send this 

encrypted secure sum to the LBS provider  and 

find the Secure Sum of location in that cloaked region 

 

27.  Secure Aggregator SA will send a message  to 

LBS Provider . 

28. LBS provider  will decrypt the value  by using 

his/her Private Key  and find  

29. LBS provider  will find secure sum  by using 

 ,  

 

 

Function: Random Secret Share  

1. Secure Aggregator SA generate the random share 

as per number of users  and   such that,

 (  

2. Secure Aggregator SA distribute the share 

randomly to all the users  LBS User   

3. foreach user     do 

4.     for i=0;i< l ;i++do  

5.        ; 

6.      end  

7.      return  

8. End 

 

5. Implementation Methodology 

In this section, discussion is done regarding experimental setup, 

datasets and various parameters for the evaluation.  Simulation 

scenario was implemented in Java.  In order to this, experimental 

evaluation with average computation time taken by the processes 

was performed with the proposed approach with different dataset 

of users.  

5.1.  Dataset 

Some benchmark datasets i.e. Gowalla datasets [23], Weeplace 

dataset [22] have been used in the simulation. Weeplace [22] is 

integrated with the API of other location-based social network 

(LSBN) like Facebook place1, Gowalla, etc. Gowalla dataset [21] 

is based on a popular location based social network. Various 

dataset of mobile users was generated. 

 

5.2.  Performance Results and Analysis 

Various parameters as i.e. scalability, communication cost, 

computation cost were considered for evaluation purpose for the 

proposed approach in location based services. Moreover to that 

experimental evaluation of the approach, with, total time is taken 

to execute all steps, total execution time of the approach are 

calculated.  

Table 1. Time Complexity Comparison of Approach of All Dataset 

No of Users Datasets 
Proposed Approach 

–Total Time (ms) 

50 

Gowalla 

107 

100 149 

200 321 

500 618 

1000 1101 

2000 1923 

50 

Weeplaces 

88 

100 149 

200 189 

500 436 

1000 827 

2000 1782 
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Fig. 3. Time Complexity Comparison of Proposed Approach of All 

Dataset 

 

Fig. 3 shows time complexity comparison of proposed approach 

for various data sets. 

6. Conclusion 

Location privacy is absolutely critical to the quick development 

of LBS users. The collaborative TTP free model is one of the 

promising methodologies in LBS but that also contains open 

research issues. Hence the proposed approach provides location 

privacy of the user with minimum cost and improves scalability. 

Proposed approach uses centralized approach and homomorphic 

encryption. All the steps were performed on benchmark datasets. 

It is observed from the analysis and results that the approach 

gives better results in term of execution cost, support scalability 

and also preserve location privacy users.  
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