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Abstract: Wireless Sensor Network (WSN) is considered as the ad hic network environment in the resource-limited devices for the
energy, storage, bandwidth, and computation. In WSN environment security is a significant contribution for more computation and
power in the nodes. Sensor node comprises of the hostile environment for the remote management of network topology. The captured
node exhibits the fundamental characteristics in the security of the WSN. The security constraints in the WSN derives significant
attention towards the vast range of application for traffic monitoring in the network. Another challenge in the WSN is the mobility of the
sensor nodes in which nodes are located far away between the nodes each other with the one-hop neighbors. In this paper proposed a
Probability Neighbourhood Estimation (PNE) model for improved security in the WSN environment. The proposed PNE mode estimates
the neighborhood estimation of the node. With the computation of the threshold value in the neighboring nodes, the probability features
of the nodes are computed. The performance of the proposed PNE model is comparatively examined with the existing Pworm and RTT
based approach. The analysis of the results expressed that the proposed PNE model achieves the effective performance for the throughput
and PDF value of 0.99 which is a significantly higher value than the 0.91 and 0.98. The analysis expressed that the proposed model~6 —

7% than the existing models..
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1. Introduction

Sensor nodes are distributed in a given area for monitoring real
world environmental or physical conditions such as location,
pressure, temperature, motion, sound etc [1]. It is widely used by
military applications. Normally the environment is hostile or
disaster area. Due to the presence of malicious nodes in the
sensor network, it has to face various security problems [2].
Major research issues in wireless sensor networks include energy,
self-management, hardware and software issues, MAC layer
issues, data collection and transmission, deployment,
decentralized  management, multimedia  communication,
synchronization and real time operations [3] Due to the
fundamental characteristics of sensor nodes, security is the
important and crucial issue. This study focuses on security attacks
in wireless sensor networks.

Each node in the wireless sensor network contains power supply
(battery), radio transceiver, analog-to-digital converter and
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microprocessor [4]. Each node sends data to the neighboring
nodes and the neighboring nodes forward it to the next
neighboring nodes and at last it reaches to the sink node. Major
applications of wireless sensor networks are divided into two
parts: event detection applications and data collection
applications [5]. Sensor nodes are deployed in the field. When
any event occurs, the information is routed to the base station or
sink node [6]. User can access base station through internet or
satellite. Security is effective parameter in the resource constraint
environment based on the fundamental operation. The
vulnerability of the WSN subjected to the different attacks such
as wormhole, sinkhole, blackhole, selective forwarding, sybil and
so on [7].

Among the different security model, the wormhole is challenging
in the network with the consideration of the gateway model [8].
The gateway model comprises of the different attack parameters
that are very difficult to handle without the implementation of the
cryptographic process in the network. The malicious node attack
computes the location traffic in the network based on the
consideration of the different locations those are distributed in the
routing process [9]. Recently, the wormhole network is
considered as the more challenging to the WSN environment for
the network security. This paper presented a probability-based
neighbourhood estimation model in the network. The developed
model PNE is estimated the neighbourhood estimation of the
WSN variables for the prevention of the security in the network.

2. Related Works

In [10] developed a distance vector routing algorithm for the
computation of the periodic node transmission in the routing table
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with the estimation of the neighbors. Every node in the network
computes the routing table value with the computation of the
neighbours with the periodic update of the values in the routing
table through neighbourhood estimation in the routing table. The
routing table evaluate the distance entries for the broadcast of the
routing nodes. The neighboring nodes are estimated connected
with the wormhole attack to update the value in the routing table
based on the hop distance.

With the demand routing protocol integrated with the Dynamic
Source Routing (DSR) and Ad Hoc on Demand Distance Vector
Routing (AODV) presented in [11]. Based on the on demand
routing the RREQ packet is incorporated for the forwarding of
the RREQ messages to reach the destination. Upon the reception
of the RREQ message the destination nodes are transmitted for
the RREP for the path reverse. Upon the reception of the RREP
node the path is established between source to destination for the
transferred data packet from source to destination in the route.
This approach detects neighbors which are not within the
transmission range but are remotely connected [12]. When node
A sends RREQ packet to the next node, that is node B, it
promiscuously monitors the behavior of node B. If node A
transmitted overhead data packet by node B, then it identifies that
RREQ is not affected by wormhole. If node A does not transmit
data packet overhead by node B, then it identifies that RREQ is
affected by wormhole.

In [13] presented mobile beacon-based wormhole detection in
wireless sensor networks. Attackers are localized accurately and
eliminated. The intersection point of the chords’ perpendicular
bisector is found when the communication properties are violated
between mobile and static beacon. The wormhole attacker is
localized as the center of the communication disk. For
communication with the static beacon, mobile beacon moves in
the network. The authors have presented location-based
compromise tolerant security approach which uses location-based
keys for wormhole detection. Each node has a unique private key
which is bound to both location and ID of the node. A node-to-

node authentication protocol is presented in [14]. It is based on
location-based keys. It is an efficient countermeasure for
wormhole. If the node is within the communication range and has
the location-based keys, then it is accepted as a real neighbor. If
the node is outside the communication range, then the
authentication process is denied.

The authors have proposed mitigation of wormhole in mobile
multi hop wireless networks using secure localization and key
distribution approach [15]. Communication keys are loaded in
every sensor node. If two sensor nodes are within the
communication range of each other, then they can share a
communication key. If the nodes are not within the
communication range, then they cannot share a communication
key. A node does not process the message received from the
neighbor connected through tunnel because the node does not
have the shared key used for decryption. The authors have
presented secure range independent localization approach for
wormhole detection in [16]. The locators transmit the beacon
information. Based on the beacon information, each sensor node
computes its location. This method is range independent and
distributed. Wormhole is detected if the transmission range
violation property and the sector uniqueness property are
satisfied.

3. Probability Neighbourhood Estimation

All sensor nodes are assumed to be static. It is also assumed that
for some initial interval malicious nodes are not present and every
node safely establishes neighbor information. Two malicious
nodes create high speed tunnel. One malicious node is located in
one area and second malicious node is located in different area.
One malicious node attracts traffic from one part and tunnels the
traffic to another malicious node located in different area. The
goal of an adversary is to disturb routing with the flow chart is
presented in figure 1.
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Figure 1: Flow Chart of the PNE

Node A first verifies that one of its neighbors is included in the
neighbor list of node B. To do this, node A finds the intersection
of neighbors of its own with the neighbors of node B. If any

common neighbor is found, then attack is not present. If not
found, then node A verifies that one of its one hop neighbors is
directly connected to one of the one hop neighbors of node B. To
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do this, node A finds the intersection of its one hop neighbor list
with the one hop neighbor list of node B. If any common
neighbor is found, then no attack is present in the network. If not
found, then node A asks all its one hop trusted neighbors to find
shortest path to node B. This path cannot be direct path and does
not pass-through node A and report the number of hop count. If
for any path, no of hop count is less than or equal to the threshold
value then attack is not present in the network

The steps of the proposed PNE protocol are as follow:

Step 1. Node A verifies that whether node A and node B share
any one hop common neighbor. Two fake neighbor nodes will
not compute the neighbour node with the one hop count. Two
genuine neighbor nodes generally share a common one hop
neighbor node among them. If found then go to step (4),
otherwise go to the next step.

Step 2. Node A verifies that any neighbor of A is directly
connected to any neighbor of node B. Node A visits its entire
neighbor’s neighbor table to verify that if any of B’s neighbor is
present. Then go to step (4) else go to the next step.

Step 3:  Based on the trusted neighbor value the shortest path is
computed based on the suspicious node B. The path is formed
based on the direct path those are not passes through the node A.
If any length is computed based on the threshold than the value is
minimal, otherwise go to step (6)

Step 4: Eliminate the suspicious entry in the node based on the
trusted list value. The identified route from the source A to B is
computed based on the estimated values. This illustrate the
wormhole attack is not present in the network.

Step 5: Stop.

Step 6: The identified route in the data transmission between A to
B is computed with the estimation fo the fake route in the
network.

Step 7: Stop.

The proposed PNE model is estimated based in the
neighbourhood values in the network nodes for the radius R
between the node value of P and Q. The transmission probability
in the occurrence node for the transmission is estimated as in the
equation (1) — (3)

Sector Area (PASB) = G) *R*S = (S)* R? 1)
cos (g) = (;3 =D/2R 2)
(3)= cos) @

Based on the computation of the deployed sensor nodes in the
network the PNE compute the estimated neighbouring values
using the equation (4) — (10)
PASB = R? x Cos™(35) @)
Area of Triangle (PAB) = (3) « AB + PO = (3) + 04« D/2
(®)

R? = P0%+04% =2 1 042 ®)
4

DZ
042 = R? — % @
2
0a= [rR2— (Z)« ) ®)
Overlapping Area A(D) = 2(PASB — PAB) 9)

A(D) = 2 * ((RCos-1 (%)) - Jre- (B)+d (10)

The PNE model overlapping area in the node are computed as in
equation (11)
= e 04D (11)
The maximal probability distance computed between the
variables are computed using P and Q is R as in equation (12)
1 aD? 2D
PO = ()~ (5) = & (12)
Trough the consideration of the proposed PNE mode the
algorithm 1 is presented as follows:
Algorithm 1: PNE in the WSN Security
Input: - the number of nodes in the network, length of the grid in
the network, Cluster centre, Area of the network, radius of
communication, density of the grid
1. Classify the network into partition in the grid plane
defined as P(D)rwith the equal cluster values i—lz), with
the transmission radius
2. Compute the each grid in the network, those are
computed PASB
3. Evaluate the probability value of th every grid in the
network based on the density level in the cluster as in
equation (6)
4. Calculate the area of the network asP(D) = (%) the
cluster grid number is calculated as (12)
5. Elect the neighbour node in the selected cluster groups
as A(D)
6. Compute the cluster probability grid number using the
equation (10)
The probability value of the nodes are computed.

4. Simulation Setting

The proposed PNE model evaluate the probability value of the
WSN model with the estimation of the neighbours. One can
deploy more no. of nodes (200, 300 etc). But if more no. of nodes
are considered for deployment then no. of neighbors of all nodes
increase. It will increase the size of neighborhood table and
increase the storage cost and also creates an overhead. If no. of
neighbors of all nodes increases, then it will also consume more
energy for route request packet broadcasting. In the table 1 the
simulation setting for the proposed PNE model in the WSN mode
is presented.

Table 1: Simulation Setting

Simulator

Values

No. of Nodes

14, 25, 50, 100

Simulation Time

500s

Area

1000 *1000 m2

Routing Protocol

IAODV

Mobility Model

None (Static)

IAttacker

1 pair

Traffic Model

CBR(UDP)

Channel Type

Wireless

Packet Size

512 bytes

MAC Protoco

IEEE 802.11

Antenna Type

Omni Antenna
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The performance of the developed PNE model the detection 25, 50 and 100. In the table 2 the detection accuracy is presented.
accuracy is evaluated for the varying number of nodes such as 14,

Table 2: Comparison of Detection Accuracy

No. of Nodes [P worm |RTT Based MDS|Proposed PNE|
14 0.80  10.93 0.97
25 0.82  10.95 0.98
50 0.86  [0.96 0.99
100 091 [0.98 0.99

The proposed PNE model detection accuracy for the varying approach is consistently maintained between 0.97 to 0.99 whereas
number of nodes are estimated. The proposed PNE model that of Pworm falls down to 0.80 to 0.91 and RTT Based MDS to
provides the overall detection accuracy of 0.99 for the 50 and 100 0.93 to 0.98. The figure 2 provides the comparative analysis of
nodes in the network. Detection accuracy of our proposed the detection accuracy.

14 25 50 100

No.of Nodes

1.2

°
o

Detection Accuracy
o o
B~ [e))

©
o N

HPworm  HERTT Based MDS Proposed PNE

Figure 2: Comparison of Detection Accuracy

Table 3: PDF and throughput for sinkhole-based wormhole attack

No. of NodesThroughput (KBPS) PDF (Percentage)
\Without AttacklwWith Attack\Without Attack|With Attack]
60 84 72.15 99.70 85.14
80 84.75 72.90 99.76 85.90
100 85.10 73.20 99.78 86.10
__ 90 105
S5 100
T 95
= 80 g -
> L
Q.
£ 2 ss
o LW LN LN » |8
£ 65 - - Ll 75 - - L
60 80 100 60 80 100
Number of Nodes Number of Nodes
@ With Attack ® Without Attack @O With Attack @ Without Attack
Figure 3: Comparison of Throughput Figure 4: Comparison of PDF

The table 4 provides the estimated throughput and PDF value for the with and without attack environment.

Table 4: Comparison of throughput for denial of service based wormhole attack

No. of Nodes Throughput (KBPS) PDF (Percentage)
\Without Attack  With Attack \Without Attack  With Attack
60 84 62.30 99.70 59.40
80 84.75 62.65 99.76 59.85
100 85.10 62.75 99.78 60.10
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Figure 5: Comparison of Throughput

The figure 3 and figure 4 provides the computed throughput and
PDF value for the proposed PNE under with attack and without
attack environment.

5. Conclusion

The WSN model comprises of the challenges and issues
associated with the improved security in the network. To improve
the security in the WSN the PNE model for the computation of
the features based on the distance computation in time
information, secure neighboorhood estimation, connectivity
information and location information. The presented mode uses
the estimation of the neighbourhood distance between the
variables for the estimation and computation of the features. The
performance of the proposed PNE model is comparatively
examined with the existing P worm and RTT based approach.
The analysis of the results expressed that the proposed PNE
model achieves the effective performance for the throughput and
PDF value of 0.99 which is a significantly higher value than the
0.91 and 0.98. The analysis expressed that the proposed model ~6
— 7% than the existing models.
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