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Abstract: The increased Internet utilization leads to emerging group-basedapplications such as military, healthcare, online collaboration, 

video conferencing and so. However, in the group-oriented application resources are secured through a constraint network. The 

promising multi-cast communication group-oriented communication model exhibits reduced bandwidth with the different decentralized 

group key management such as the decentralized group key framework. In this paper, proposed a Multicast Polynomial Key Distribution 

Scheme (MPKD)model with acentralized and decentralized key management framework. The proposed MPKD model comprises of the 

three process such as generation of key, distribution of key and refreshment of key. The proposed MPKD mode uses the logical key tree 

structure with the computation of the polynomial in the key generation process. The performance analysis is based on the structure 

protocol with the key distribution in the centralized framework model. The performance of the proposed MPKD model is comparatively 

examined with the conventional OFT, SKD and MUKD model. The analysis of the results expressed that proposed model ~2% - 4% 

reduces the communication and storage cost. The storage cost of the existing model exhibits the value of maximal 63 but the proposed 

MPKD model achieves 34 for the user count of 32. Similarly, the communication and storage cost is minimal for the unicast and 

multicast communication. 
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1. Introduction 

In recent years, Internet-based group-based application exhibits 

significant advancement in the home, char, video conferencing, 

healthcare, military and so on [1]. The increase in the group 

communication focused on the security with the resource 

constraint network. The secure group communication is a 

communication between group of members where all the 

members are interconnected and all are able to communicate with 

each other in a secure manner [2]. At the same time, each 

member is securely isolated from all others. When the 

confidential data or commercial value data are transmitted in a 

group, it is mandatory to protect the group communication from 

the unauthorized access through suitable security mechanisms 

[3].Before proceeding further, it is necessary to clarify the reason 

for choosing the appropriate communication model for the secure 

communication. The applications like video on demand and video 

conferencing force the transmission of multimedia data in the 

group communication [4]. The bandwidth requirement of the 

multimedia transmission is higher than the ordinary data 

communication. When the security mechanisms are incorporated 

in this situation, the efficiency of the group communication is 

affected [5]. This reveals that the secure group communication in 

a resource constraint environment is not only compelled by the 

security mechanisms but also striving by the communication 

content [6 – 9]. Hence, it is mandatory to choose an appropriate 

efficient communication model without compromising the 

security of the group communication. The group communication 

can be carried out in the following ways namely [10]: Unicast, 

Multicast, Broadcast and Anycast. The security issues of group 

communication are discussed. IP multicast is an open structure 

and does not provide any support for closed group, because the 

multicast address is publicly available to all [11]. Due to the open 

structure, any node can easily join in the group without getting 

any permission from the network router. This simplicity leads to 

a lot of security challenges and vulnerabilities. Denial of Service: 

Implementing access control is very difficult in the multicast 

group communication, because the receiver does not have any 

provision to send their interest directly to receive the group 

message to the source. Eavesdrop: Since no access control is 

involved in multicast group communication [12], the data 

transmission is carried out through unsecure channels. Hence, 

eavesdropping opportunities are higher in the group 

communication.Masquerade: In the group communication using 

IP multicast, there is no mechanism to check the identity of the 

sender of the group message. So any non-legitimate member can 

join in a group and act as a valid member and can involve in the 

group communication.Leakage of Information: If there is a 
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possibility of having masquerader in the group, then information 

leakage may occur [13]. Hence, the unauthorized member of the 

group can read the group message and may involve in illegitimate 

activities. 

2. Related Works 

With the decentralized key management scheme, the multicast 

members are fragmentedinto different smaller subgroups that are 

controlled by a variety of groups [13]. However, the scenario is 

the elimination of the vulnerability in the single point with the 

effect of N issues with the reducing the cost of the key. The 

review is based on the examination of the decentralized key 

management scheme for group-oriented communication. In [14] 

proposed various evaluation metrics to carry out the performance 

analysis in terms of efficiency and security. The efficiency of the 

investigated protocols can be analyzed in terms of cost of 

communication, storage and computation. The security analysis 

expressed that the secrecy is effective for forwarding, backward 

and group key.  

In [15] proposed the use of Logical Key Hierarchy. In this 

protocol, all the keys are logically mapped into tree structure. In 

this tree structure, all leaf nodes correspond to the group 

members and each member has the keys of the nodes that lies on 

the path from leaf to root node in the tree. Hence, every member 

holds log 2 n+1 keys. The non-leaf nodes correspond to the group 

managers which possess Key Encryption Keys (KEK) and the 

root is the server that possesses Traffic Encryption Key (TEK) or 

group key. Whenever a node joins in a group, all the keys that 

lies on the path from the new member to root must be changed. 

The server creates a new TEK and new KEKs of the intermediate 

nodes which are on the path of root to leaf and individual key of 

the new member. In [16] proposed a One-way Function Tree 

(OFT) for the improvement of LKH. The OFT model uses the 

binary tree for the key management implementation in bottom-up 

approach. The process of key refreshment and generation is 

performed from the tree bottom. 

3. Proposed Multicast Polynomial Key 
Distribution Scheme (MPKD) 

The proposed MPKD mode uses the logical key structure for the 

generation of the multicast key in the group-oriented 

communication. The proposed model comprises of the members 

(N) are places in the tree leaf nodes. The members in the higher 

level of SMs are located in the Heads of the SMs (HSM) are in 

the higher level. Between the members the maximum hop count 

is estimated as the SM in the one key tree. Each member in the 

tress generate the secret key and shared to the subgroup manager 

with the unicast scenario as shown in figure 1. The shared secret 

keys comprise of the Diffie-Hellman exchange for the key 

management. The embedded key is evaluated with the 

polynomial expression those are distributed between the groups 

with the multicase approach. For every subgroup the manager is 

responsible for the process of key management with the inter-

group HSM assists key distribution in the subgroups. The 

subgroup manager is involved in the management of key and 

intergroup communication assistance. The root node is 

responsible for the authentication and prevention of attacks. 

 

Figure 1: Key distribution in MPKD 

The process flow diagram of MPKD is shown figure 2. Like 

MUKD, MPKD also starts with subgroup formation. The nodes 

having hop count one with others can form a subgroup. After 

subgroup formation, the manager for each subgroup is elected. To 

elect the Subgroup Manager, each member shares its MAC value 

to all other members. The highest weighing node is selected as 

the manager of that subgroup. The other members register with 

the SM to become the authorized members of that subgroup. 

After registration, each member securely shares its Secret Key to 

the SM using unicast approach. The SM generates the group key 

using Diffie- Hellman key exchange algorithm. Again the SM 

generates a polynomial based on the generated group key and the 

SKs. Then, SM multicast the expanded polynomial without 

encryption to all its members. When the authorized member 

receives the polynomial, the member easily derives the group key 

by substituting the SK. Through the polynomial unauthorized 

members the group keys are not derived. Additionally, with the 

factorization of the polynomial in MPKD it is difficult to 

perform.  
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Figure 2: Flow Chart of MPKD 

Consider the subgroup as S, subgroup mangers as SM and N 

members are involved in SM. Every member in the SM tend to 

ranges from Ni (i=1 to n) involved in the transmission of 

information from 𝑆𝐾𝑖 to 𝑆𝑀. The process of 𝑆𝑀 uses the Diffie 

Hellman key exchange for the generation of the common key 

group.  

The generated keys are defined as the  (𝑁𝑖  𝑎𝑠 𝑡ℎ𝑒 𝑚𝑒𝑚𝑏𝑒𝑟𝑠, SM 

as subgroup manager, Secret Keys 𝑆𝐾𝑖, Intra-Group key GK. 

{  

𝑁𝑖tranmit data from𝑆𝐾𝑖to SM 

SM elect the prime number p 

SM chooses α, α is the primitive root of p and α < p 

SM compute the public key𝑏𝑠𝑘𝑖 = ∝𝑠𝑘𝑖 𝑚𝑜𝑑 𝑝 

SM compute the Intra-Group key 𝐺𝐾 =  (𝑏𝑆𝐾𝑖)𝑠𝑘𝑖𝑚𝑜𝑑 𝑝 

} 

3.1 Inter-group key generation 

With the group key distribution process the manager of subgroup 

generates the polynomial 𝑃(𝑥) =  𝑒log (𝑥)  with the 

embedded group key. With the distributed group key process the 

polynomial generated by the manager is represented as 𝑃(𝑥) =

 𝑒log (𝑥)and the embedded polynomical in the group key are 

expanded with the conventional encryption process. With the 

receiver polynomial , the derived group leys are evaluated with 

the secret key. In the MPKD process the key distribution is 

represented as 𝑆𝐾𝑖, the generated polynomial of the key is 

represented as in equation (1) 

𝑃(𝑥) =  𝑒log((𝑙−𝑠𝑘1)(𝑙−𝑠𝑘2)(𝑙−𝑠𝑘3)……….(𝑙−𝑠𝑘𝑛)+𝐺𝐾)(1) 

Then it is expanded as in equation (2) 

𝑃(𝑥) =  𝑒𝑙𝑜𝑔𝑙𝑛−𝑙𝑛−1+𝑙𝑛−2………..±𝑧(2) 

Through multicast addressing the expanded polynomial 

distribution function in the members are represented as the 

multiplied polomial those are substituted in the SK values for the 

derived group key presented in the equation  (3) – (5) 

→ 𝑒𝑙𝑜𝑔𝐿𝑛−𝐿𝑛−1+𝐿𝑛−2………±𝑧                                          (3) 

→ 𝐿𝑛 − 𝐿𝑛−1 + 𝐿𝑛−2 … … … . ±𝑧                                      (4) 

→ 𝐺𝐾 𝑤ℎ𝑒𝑟𝑒 𝑥 =  𝑆𝐾𝑖                                            (5) 

The key distribution process is based on the (𝑁𝑖 members, SM as 

the subgroup manager, Secret Keys 𝑆𝐾𝑖, Intra-Group Key GK) 

{ 

𝑁𝑖transmits the𝑆𝐾𝑖 to SM 

SM records the value of 𝑆𝐾𝑖 in its table 

SM generate the polynomial based on GK computed as in 

equation (6) 

𝑃(𝑥) =  𝑒log((𝑙−𝑠𝑘1)(𝑙−𝑠𝑘2)(𝑙−𝑠𝑘3)……….(𝑙−𝑠𝑘𝑛)+𝐺𝐾)  (6) 

SM multicast 𝑃(𝑥)to 𝑁𝑖 

𝑁𝑖 receives 𝑃(𝑥)and computes 

𝑁𝑖 substitute 𝑥 =  𝑆𝐾𝑖 on 𝑃(𝑥) 

𝑁𝑖derives GK. 

} 

The polynomial computed for the multicast routing is presented 

in equation (7) 

𝑃(𝑥) =  𝑒 log 𝑥5 − 15𝑥4 + 85𝑥3 − 225𝑥2 + 274𝑥 − 114(7) 

The values are derived from the SK value assignment as (SK=1) 

for the polynomial derivate presented in the group key between 

the equation using the (8) – (10) 

→ 𝑒 log 𝑥5 − 15𝑥4 + 85𝑥3 − 225𝑥2 + 274𝑥 − 114                              

(8) 

→ 𝑥5 − 15𝑥4 + 85𝑥3 − 225𝑥2 + 274𝑥 − 114                                    

(9) 

→ 1 − 15 + 85 − 225 + 274 − 114                                    (10) 

→ 6 

For second member (SK=2) in equation (9) computed as  

→ 25 − 15(2)4 + 85(2)3 − 225(2)2 + 274(2) − 114 

→ 32 − 240 + 680 − 900 + 548 − 114 

→ 6 

Based on the derived subgroup members the group keys are 

generated.  The algorithm for the proposed MPKD is presented as 

follows:  
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Algorithm 1: MPKD for the group -oriented security 

Procedure join (Ni is the number of members in the group, SMi denotes the subgroup manager, root Kr, Secret Keys SKi, 

Intra-Group Key GK) 

{ 

Ni transmits the transmission request  + SKi to SMi 

SMi sends Ni request to Kr 

Kr verifies for authentication 

If (Mi = valid) 

Sends yes to SMi 

Else 

rejects the request 

then 

if (SMi receives acceptance) 

SMi records the new SKi in routing table 

{ 

SMi generates GK’ and polynomial  

SMi multicast P’(x) to Ni 

Ni receives P’(x) and applies x=SKi on P’(x) 

Ni derives GK’ 

} 

Else 

return null. 

} 

4. Performance Analysis 

The performance of proposed MPKD model is comparatively 

examined with the existing techniques those uses the OFT and 

SKD. The developed MPKD model is evaluated for the varying 

number of users maximum of 32 members. The efficiency of the 

proposed MPKD model for the intra-group and inter-group 

communication is evaluated. The effective of the proposed 

MPKD model is comparatively examined with the existing 

technique in terms of cost effectiveness key distribution function 

such as storage, computation and communication cost.  

4.1 Communication Cost 

The number of keys transmitted in the key management process 

is defined as thecommunciation cost. In table  the estimated 

communication cost for the proposed MPKD model with the 

existing OFT, SKD and MUKD is presented. The estimated 

communication cost expressed that 25 members for the join and 

leave operation.  

Table 1: Comparison of Key Size 

 Number of message / key exchanges 

 Unicast Multicast Multicast 

OFT logd(n)+1 logd(n)+1 logd(n)+1 

SKD logd(n)+1 logd(n)+1 (d-1) logd(n)+1 

MUKD 1 1 1 

MPKD 1 1 1 

MPKD (Inter Group) 2 2 2 

 

In table 2 comparative analysis of the communication cost for the 

unicast and multicast scenario is presented. The figure 3 – 5 

provides the illustration of the communication cost measured for  

 

 

the varying number of users under unicast and multicast 

environment is presented.  

 

Table 2: Comparison of Communication Cost 

No of User OFT SKD MUKD MPKD MPKD (IG) 

Communication Cost – Unicast 

2 2 2 1 1 2 

4 3 2 1 1 2 

8 4 3 1 1 2 

16 5 3 1 1 2 

32 6 4 1 1 2 

Communication Cost – Multicast 

2 2 2 1 1 2 

4 3 2 1 1 2 

8 4 3 1 1 2 

16 5 3 1 1 2 

32 6 4 1 1 2 

Communication Cost - Multicast 

2 2 6 1 1 2 

4 3 6 1 1 2 

8 4 9 1 1 2 

16 5 9 1 1 2 

32 6 12 1 1 2 

 

The comparative analysis expressed that the OFT exhibits the low 

performance due to balanced binary tree structure. The 

communication cost for the SKD is observed as higher value due 

to the intermediate nodes in the SKD. This implies that the 

communication cost performance is based on the number of 

users.  
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Figure 3: Comparison of Unicast                   Figure 4: Comparison of Multicast 

 

Figure 5: Comparison of MPKD (IG) 

4.2 Storage Cost 

In table 3 the comparative examination of the storage cost for the 

proposed MPKD model with the existing OFT, SKD and MUKD 

model is presented. The examination is based on the 

consideration of the 25 server members. The figure 6 and 7 

provides the storage cost for the proposed MPKD model inform 

the Unicast and MultiCast environment is presented.  

 

Table 3: Comparison of Storage Cost 

No of User OFT SKD MUKD MPKD MPKD (IG) 

Communication Cost – Unicast 

2 3 2 3 3 4 

4 7 5 5 5 6 

8 15 10 9 9 10 

16 31 21 17 17 18 

32 63 42 33 33 34 

Communication Cost – Multicast 

2 2 2 2 2 2 

4 3 2 2 2 2 

8 4 3 2 2 2 

16 5 3 2 2 2 

32 6 4 2 2 2 

 

Figure 6: Unicast Storage Cost                                                   Figure 7: Multicast Storage Cost 

The figure 6 and 7 expressed that the OFT subjected to the higher 

cost due to number of keys in the server as 2n-1. The SKD 

storage cost is higher and the proposed MPKD model exhibits the 

reduced storage cost. 

5. Conclusion 

With the evolution of the Internet Group-oriented communication 

are evolved effectively. To provides the secure communication 

between the group-variable MPKD based muticast scheme is 

developed. The proposed MPKD model uses the tree architecture 

for the analysis of the key in the variables. The proposed model is 

evaluated for the Unicast and Multicast environment for the 

group-oriented communication. The comparative analysis 

expressed that the proposed MPKD model exhibits the improved 

efficiency for the unicast and multicast environment. The 

proposed MPKD model achieves the minimal communication 

and storage cost compared with theexisting OFT, SKD and 

MUKD model. The proposed model achieves the storage cost of 

34 which is significantly minimal than the existing model. The 

proposed MPKD model achieves the ~2% - 4% reduces the 

communication and storage cost. 
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