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Abstract: Unmanned Aerial Vehicles (UAVs) serve a lot of key roles in human lives. It has been shown that UAVs can be clustered in
different ways to form swarm networks. One such type of swarm network is a Flying Ad-Hoc Network (FANET). In a FANET, the
ground station communicates with one focal UAV to control the entire network, which makes the focal UAV highly prone to a
communication security attack. Such an attack has to be averted by introducing additional features of security into the network. A recent
research emphasis has been on the use of Intelligent Reflecting Surfaces (IRS) for improving the physical layer security in
communication networks. Hence, its relevance to UAV networks cannot be ignored because of the wide range of purposes that UAVs
promise to serve in the coming days. These surfaces consist of nanoscale antennas that can tailor the wavefronts of incident
electromagnetic waves and reflect them to the UAV. The communication in such metasurface-assisted swarm networks can be modelled
by means of mathematical expressions. In this letter, a model for the enhancement of physical layer security of FANETSs through phase
control IRS has been proposed along with simulation results. The simulation results show the relationships between different network

parameters and secrecy performance.
Keywords: Metasurfaces, secrecy, communication.

1. Introduction

Ever since the first human flight conducted by Wright brothers in
1903, the aircraft technology has progressed by leaps and bounds.
Automation has also helped in bringing about tremendous
developments in aircraft industry. Unmanned Aerial Vehicles
(UAVS) happen to be among one of the most exciting
developments in the recent days. UAVs have been in use even
before the first human flight in 1903 [1]. UAVs date back to 1849
when unmanned balloons were used by Austria to bomb Venice.
Since then, UAVs have been under discussion. Presently, UAVs
serve in several areas encompassing military/ defence,
agriculture, mining, surveying, surveillance and security, fire
control and emergency services [2]-[5].

An emerging area of research pertaining to UAVs is the UAV
swarm networks [6] — [7]. With this new area in discussion, a lot
of effort has been dedicated to the design of communication
architectures and algorithms for swarms of UAVs. A swarm
consists of a formation of UAVs with a defined communication
and control protocol as well as a specific objective.

There are a number of architectures for swarm communications
[8]. One of the key ones is Flying Ad-hoc Network (FANET).
The noteworthy feature of this protocol is that there is a gateway
UAV that acts like the backbone of the entire network of UAVs.
The ground infrastructure communicates with this particular
gateway UAV. The gateway UAV, in turn, communicates with
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the rest of the UAVs in the network and ensures coordinated
movement of the swarm. FANETS may be more complex and
contain multiple layers of communication where there are more
than one gateway UAVs communicating with their own
individual groups of UAVs.

This can present as an alarming situation when eavesdroppers
want to exploit the network for their own malicious objectives.
This particular architecture gives them a very direct target to
attack the network. The direct target is the gateway UAV. Once
the gateway UAV is attacked, it becomes vulnerable. If the
eavesdropper succeeds in breaching into the gateway UAV’s
configuration, the complete FANET is now at the disposal of the
eavesdropper. Therefore, the enhancement of the physical layer
security in FANETs is a pertinent concern and needs to be
addressed.

This issue has been reported by a detailed review on FANETSs [9]
while discussing ‘UAV direct communication’. The paper has
elaborated on various FANET security issues. Another paper has
presented a taxonomy of five UAV Ad Hoc Network (UAANET)
routing protocols and explained their pros and cons [10]. A
common issue reported for all the protocols has been lack of
consideration for security. Noor et al. [11] have emphasized that
the communication security issues in FANETs have to be
addressed. They have mentioned eavesdropping as a possible
security and privacy challenge in FANETS. Their discussion also
involves the promising role of fifth/ sixth generation (5G/ 6G)
technology towards the ubiquitous wuse of UAVs. A
comprehensive survey has been done on the privacy issues
related to UAV communications. The major issues have been
classified into 4 categories: sensor level, hardware level, software
level and communication level. A part of the discussion on
communication level issues identifies points of cyber-attacks on
the UAV networks. Backbone UAV has been identified as a
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potential point of attack in a similar manner to this paper [12].
Researchers have also been trying to cater to the FANET security
issues in the past. The authors of [13] have proposed an
encryption scheme for UAV communications. In their scheme, all
of the network devices can exchange encrypted messages which
can be decrypted to extract the actual messages. In this way, the
identities of the UAVs remain recognizable. The use of
encryption techniques in UAV communications has also been
reported in [14]. Zhang et al. have proposed another simulation
framework for enhancing UAV network security. They have
presented a scenario where the ground station communicates with
an airborne UAV while a malicious entity on the ground tries to
eavesdrop [15]. This scenario is similar to the one presented in
this paper. The important difference is that in this paper, the
eavesdropper is mobile and trying to attack the gateway UAV in
the network.

In this paper, a FANET security issue has been identified and
reported from literature. Then, a new solution to the mentioned
problem has been proposed that includes the use of metamaterial-
based surfaces to enhance the physical layer security of the
network. Metamaterials are artificially engineered materials that
display unique properties through which the electromagnetic
waves can be altered to create interesting effects [16] — [18].
Metamaterials can be used to design and fabricate ultrathin
surfaces that can engineer electromagnetic wavefronts on the sub-
wavelength scale. Such surfaces, commonly known as
metasurfaces, consist of nano-antennas that can change the
properties of electromagnetic waves when they interact with
them. For example, the phase and polarization of electromagnetic
waves can be altered with the help of these nanostructures. This
work primarily targets the use of nanostructures in changing the
phase of incident electromagnetic waves.

It is very clear from the existing literature that the use of
metasurfaces in the domain of communications is inevitable due
to their special characteristics [19]-[23]. Coupled to this is the
fact that physical layer security in communication architectures is
a serious concern for network integrity, confidentiality and
access. Therefore, a complete theoretical model and simulation-
based analysis for phase change intelligent metasurfaces have
been presented in the context of physical layer security of Flying
Ad-hoc Networks. This makes it a unique and promising effort in
securing UAV communication networks.

2. Problem Analysis

Nowadays, the concept of smart cities [24] is really being focused
by many countries. One of the many prominent features of smart
cities is the Intelligent Transport Systems (ITS). UAVs are a
valuable part of the smart cities for the applications mentioned
earlier.

UAVs can be clustered into different network architectures. In
this paper, the primary focus is on the Flying Ad-hoc Networks
(FANETSs). Figure 1 shows the communication pathways and
configuration of the proposed model for enhancing FANET
security.

The design of the improved model has been depicted in figure 1.
In the figure, the ground station can be seen to be communicating
with the UAV, but the signal received by the UAV is not the
same as that sent by the ground station. It is modified by the
Intelligent Reflecting Surfaces (IRS) deployed on the building.
The IRS contains a number of nano-antennas that cause a phase
change in the incident signal. Since the IRS nanostructures’
orientations can be reconfigured, the phase change in the incident
signal can be reconfigured too. Through this controllable signal
phase change, security aspect is enhanced in the ground to UAV

communication.

It is imperative to compare this configuration with a traditional
FANET without the presence of IRS. In the absence of the IRS
building, the ground station directly communicates with the
gateway UAV and the gateway UAV coordinates the entire
network. The communication channel between the ground station
and the gateway UAV clearly presents as a vulnerable link
through which the security of the entire network can be
compromised. This research aims to work on this aspect by
improving the security of the ground station to gateway channel.
If the ground station signal is denoted by x, the signal received at
the gateway UAV can be represented as

y = [Z:=1(hshu,ne_j0'n )] x+e (1)

In equation (1), hg represents the channel coefficient for the path
between the ground station and IRS building. h,, represents the
channel coefficient for the path between the IRS building and the
UAV. h, can either mean h, or h, depending on whether the
UAYV under consideration, is the gateway or eavesdropper UAV

respectively.

Ground Station

@ Gateway UAV

. Swarm Target UAV

. Eavesdropper UAV

Fig. 1. Model of the Proposed Network.

Table | describes the symbols and notations used to formulate an
expression for the average secrecy capacity of the proposed
network. The formulation of the average secrecy capacity for the
upgraded FANET (with IRS) has been given below.

The channel coefficients can be can be modeled by means of
Rayleigh distribution, channel distances and phase components.

hsn = A gs,nds_ﬁe_je'n 2
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hu,n = 1’gu,nd;ﬁe_jw'n (3)

The channel coefficients lead to the expressions for the
instantaneous Signal to Noise Ratio (SNR).

— Zg=1p|hs,n|2 |hg,ﬂ|2

e o @
Zg= IJh‘S,TL2 he,nz
y, = Hadltul ol ©)

The secrecy capacity of the channels depends on the SNRs in the
following way:
Cs =loga (1 + y,) — logz2(1 +7e) Yo > Ye 6)

Finally, expectation operator can be used to obtain average
secrecy capacity:

CTS =E [CS(Vgr ye)] (7)

Alternatively, analytical expressions for the average secrecy
capacity are given as

CTS = f0°° fooo CS (yg' Ve) f(yg' ye) dyg dye (8)

Here, f (v4.7.) represents the joint probability density function of
the SNRs (25).

C; = ﬁ O°°§(1 — Mg(2))e~2dz 9)
M;(z) = E [e_P ds_l\zifz Thet gs,ngg,n} (10)
Gy = é 0°°§(1 — Mg(2))e “dz (11)
Mg(z) = E [e‘”s_jod;ﬁz 211\1,=1gs,nge,n:| (12)
G =Cc — Cg 13)

The average secrecy capacity is the difference between the
average capacities of the gateway and eavesdropper UAV
channels [26] - [27].

3. Simulation Results

It is of utmost importance to understand the dependence of the
different parameters on the performance of the proposed model.
For this purpose, the analysis of the mathematical model and its
physical realization has been performed in MATLAB with the
aim of thoroughly understanding the viability of the system as
well as suggesting further improvements. The results of the
simulations have been presented in the form of plots.

Figure 2 presents an interesting relationship between the number
of metasurface unit cells and the secrecy capacity values. It also
shows how the power levels of the ground base station affect the

secrecy capacities. It is obvious from the figure that the increase
in ground power results in an increase in the average secrecy
capacity. The figure also highlights that the greater the number of
unit cells on the metasurface, the better the secrecy capacity. It
can clearly be seen that for the same level of ground station
power, a larger number of meta-atoms of the IRS give rise to
higher values of average secrecy capacity. The comparison has
been shown between 0, 50, 100, 150, 200, 250 meta-atoms. The
values of the constant parameters used for figure 2 are as follows:
dg = 10 meters, de = 20 meters and ds = 40 meters.

Another significant insight into the parameters of this study is
provided by figure 3. The figure explains the relation between
different distance values and the secrecy performance of the
model. The values on the x-axis in (a) indicate the distance
between the base station and the IRS building. The simulations
have been repeated for different values of distance between the
IRS building and the gateway UAV, dg. It is easier to attack and
take over the gateway UAV when it is far away from the IRS. On
the figure, as the value of dg increases, the secrecy capacity
decreases. Meanwhile it can also be observed that an increase in
the distance between the ground station and IRS affects the
secrecy capacity. The secrecy capacity drops if the distance
between the ground station and IRS is kept large. The values of
the ground station power and de are kept constant at 500 Watts
and 10 meters respectively for the simulations in (a). Similarly,
(b) and (c) prove that a greater distance between the IRS building
and eavesdropper UAV results in better secrecy performance.
Figure (c) also provides evidence that for any given scenario, a
greater ground station power would provide improved results. P =
500 W, ds =10 m for (b) and ds =10 m, dg =8 m for (c).

These results provide a reasonable understanding of how the
proposed model should be used in practical terms. It is imperative
to acknowledge the role of MATLAB in running the rigorous
simulations to generate detailed plots. In-built functions have
been utilized to get probability distributions. Combinations of
different parameters have been chosen to provide multi-
dimensional perspectives on the problem since the UAVs are
mobile, which makes the network dynamic.

This paper provides a way forward for the use of 2 dimensional
surfaces in the smart cities of tomorrow. It also introduces the
concept of metasurface secured UAV communication networks.
This idea will start taking its practical form in the near future.
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Fig. 3. Relationship between different distance values and
average secrecy capacity.

4. Conclusion

This paper targets an important discussion in metasurface assisted
communications and associated aspects. The rising interest in
UAVs provides a clear indication of the significance of
communication networks pertaining to them. It is paramount to

Table 1. List of symbols and notations.

Symbol Description
X Station signal
£ Additive White Gaussian Noise (AWGN)
@,n Phase induced by the nth nano-antenna
hy Source to IRS channel coefficient
hyn IRS to UAV channel coefficient
N Number of nano-antennas on the metasurface
O,n Source to IRS channel phase component
Isn Rayleigh fading for source to IRS channel
ds Source to IRS distance
du IRS to UAV distance
dg Distance between IRS to Gateway UAV
de Distance between IRS and Eavesdropper UAV
B Path loss exponent
Jun Double Rayleigh distribution (IRS to UAV channel)
U,n Phase Component (IRS to UAV channel)
P Station Transmit Power
No Power spectral density of AWGN
Yg Instantaneous SNR at Gateway UAV
Ye Instantaneous SNR at Eavesdropper UAV
[0 Secrecy Capacity
Expectation Operator
Ce Average Capacity of Gateway UAV
Cg Average Capacity of Eavesdroppe; UAV
Cs Average Secrecy Capacity
Mg MGF of SNR at Gateway UAV
Mg MGF of SNR at Eavesdropper UAV

2MGF stands for Moment Generating Function

make sure that critical areas, where UAVs are playing key roles,
are kept safe from cyber-attacks. In the present day, there is a lot
of emphasis on the use of sub-wavelength nanostructures to
manipulate the properties of electromagnetic waves, carrying
vehicular communication messages, to add an additional layer of
security to the entire network. Several of these nanostructures can
be fabricated onto planar surfaces called metasurfaces to provide
a variety of control over the incident waves. In addition to that,
the orientation of the nanostructures can also be reconfigured to
change the ways in which wave matter interaction takes place. As
discussed, the aim of this paper is to introduce the use of
metasurfaces in UAV communication networks. Mathematical
modelling and subsequent analysis of the Flying Adhoc Network
(FANET) has been presented in the context of metasurfaces. The
results present an encouraging view of the way ahead.
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