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Abstract: In recent days, computing and communication environments are extensively more difficult and disorganized than classically
distributed systems over the internet, lacking any centralized organization or hierarchical control. In such case the emerging technology
peer to peer overlay network is the answerable one. The peer to peer networks will provide a good layer for creating a data sharing,
content delivery and optimal routing in many applications. Structured peer to peer network has a fixed structure that will be formed as a
fixed topology. If any one of the nodes leaves or enters in the network, topology may vary. In such case, it will lead to load failure, link
failure and resilience. a new architecture namely Distributed Hashing distributed grouping management (DHDGM) is proposed. The
proposed DHDGM model uses the secure group architecture model those are processed vertically for the selection of group header. The
resurces are shared between the group headers for the detection of the intruders. With the distributed grop management of the data
between the network group data is transmitted in the P2P network. The simulation analysis of the proposed DHDGM model exhibist the

~4% - 7% reduced delay and packet drop rate compared with the existing ATAR and RSPP model.

Keywords: Peer-to-peer Network (P2P), Distributed management, Trust scheme, secure group, Intruders.

1. Introduction

With the overlay existing network, the underlying features
are computed based on the data forwarding and routing.
The nodes in the network are connected with the overlay
virtual logical links related to the underlying network path
[1]. Peer to peer (P2P) features are computed with the
overlay network for the internet connection. Peer-to-Peer
networks (P2P) are the file swapping networks for
supporting the distributed content sharing. The file sharing
is considered to be an important goal in P2P networks,
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which is developed and deployed [2]. The working group
gave the definition for P2P systems as “The sharing of
resources and services of computers by directly
exchanging among the systems”. The P2P networks have
two main key characteristics of scalability and reliability.

Peer-to-Peer (P2P) networks are the self-organizing
networks, which acts either as the client or the server at
any particular time. The main aim of the P2P network is to
collect and distribute the resources among several servers
and clients [3]. File sharing is considered to be an
important issue among the Peer nodes. The trust
management approaches and the Data Integrity approaches
are used for securing the files by encrypting the files using
the AES encryption algorithms. The Peer selection
strategies are used for selecting the peers optimal from the
set of peers. The files are shared among the peer nodes by
efficiently encrypting using the encryption algorithms [4].
The files shared using some other networks are not
effective so, the Peer-to-Peer networks are used for sharing
the files among the peers.

The malicious node effects are evaluated with the
introduced mitigation scheme for the trust overlay. The
different processing in P2P are presented as follows [5]:

1. Assignment of the certificates for the authority those
are external to drawbacks associated with the
centralized elements in the network.

2. Using peers sign reciprocal values the Pretty Good
Privacy (PGP) values are estimated based on the
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features for the trust model in the peer certificates.
However, the theoretical features are evaluated with the
extreme features those are significant for the trust
scheme.

The P2P network trust model classifies the different
models such as identity and behaviour trust model. The
identity trust model uses the identity authentication scheme
for the charges in the encryption of the user rights, digital
signature and authentication [6]. The network security
features are evaluated with the authentication mechanism
such as certificate for electronic process and biometry. The
cryptography scheme is evaluated based on the electronic
authentication scheme for archieving the electronic data.
The behaviour trust model uses the malicious peers for the
different research concern. The trust behaviour considers
the trust problem associated with the significance of the
P2P network features [7]. To improve the peer-to-peer
communication between the groups Distributed Hashing
distributed grouping management (DHDGM) is propsoed.
The developed model involved in reduced delay and
packet drop rate.

2. Related Works

In [8] discussed about topology mismatch problem in
structured and unstructured P2P overlay networks. To
reduce the cost of traversing a path in the network, one has
to adopt a perfect topology which became a best fit for
underlying network. Finally, the author concluded that the
criteria used for comparison are efficiency, overhead and
scalability in which none of the proposed solutions is
superior to the others on all three aspects.

In [9] proposed a new trust model to avoid the issues
which are occurring in the rough and simplistic trust
models. A service is requested by the requester as a
broadcasting message in the network and it will wait to
receive the responses. After the requester receiving the
responses from several responders, the receiver has to
select a trusted one. In such case, the receiver has to
calculate its expectation vector and each responders trust
vector in order to choose a trusted one. After the service,
the requester updates the recommenders recommending
reliability, which will be used for the future transactions.

In [10] proposed the microblogging network architecture
with three different networks. The first network is used to
authenticate the users, second network is used to storing
and assigning key for the users and the third network is
used to disjoint the affected nodes using the bit tolerant
protocol.

In [11] suggested fuzzy type 2 logic framework for P2P
networks. A trust value is computed based on the previous
transaction of the individual peers with their counterpart.
Also, the trust value received from other peers in the

network will be used to compute the reputation of the
individual peers. The proposed system achieves a high
level of accuracy in detecting the malicious nodes in the
network.

In [12] suggested the artificial neural network which is
used to predict the location of the mobile peers in the P2P
network. The Geographic routing protocols are typically
light weighted and require only local network knowledge
to make the routing decisions. But it is not providing more
resistant to the vulnerability effect of the mobile nodes. In
such cases, the proposed system uses an artificial neural
network to perform the location prediction in the network.

In [13] explained about the Distributed Spatial Data
Structure (DSDS) for P2P network. The DSDS is
implemented using non redundant Rainbow Skip graph.
This graph can be used by DSDS in order to coordinate the
transmission of information between the nodes. The
distributed model aims to provide the increased reliability,
flexibility and robustness to data structure. A failure
method has also been introduced in order to serve the
queries even when a node in the network fails. The
proposed method requires only fewer messages to answer
the queries compared to its existing system.

3. Overlaying Strategy with the Distributed
Hashing distributed grouping management
(DHDGM)

With the proposed DHDGM comprised of the Internet-
Autonomous System (AS), the peers in the network are
divided into many groups. The single administrative
authority in AS topologies decides the border between the
peers. The Distributed Hash Table (DHT) maintenance and
the similar ID mechanism are applied to generate the
overlay models. The two-level mapping mechanism is such
that the participated peers are overlaid into groups in one
level and teams in another level. The variations of the
nodes within the team govern the physical clustering
activity and hence the stabilization improvement. Each
team comprises a HhcHy number of nodes and the node
with the high bandwidth and availability is selected as the
leader. The proposed DHDGM model uses the unique 1D-
generation through MAC depends on the length of bits.
The first 16-bit represents the group ID and the next 16-bit
denotes the team ID. The object generated during the
communication process is stored in the team. In general,
the team includes two copies of objects as follows:

Condition 1: The header file uses the response obtained
through the queries from the peers

Condition Il: The group members comprises of the peer
copy Il those are splitted based on the coding techniques.

In the figure 1 the simulated P2P network topology for the
network are presented.
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Fig. 1: General Topology
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Fig. 2: Data transmission between nodesatodandator

The proposed DHDGM uses the data transmission path
between the path those are estimated based on the feature
vector. The proposed scheme uses the trust model for the
estimation of the features.

3.1 Trust Metrics for DHDGM

The trust management unit is responsible for the peer
networks to perform the secured data transfer. The trust
ratings depend on the past transactions and the neighbor
recommendations. The detailed description of trust metrics
and their influence on secured P2P network creation are
described as follows:

3.1.1 Service trust metrics

The computation of competence and integrity belief
functions is the initial stage of the service trust metric
computation. The acquaintance satisfaction level and the
average value of past interactions govern the competence
belief estimation. The peer t; calculates the competence
belief function by using the equation (1)

Ctl}( k bk L’j) (1)

In the above eqution (1), the Normalized coefficient is
defiend as B.,; af; -satisfaction level; b/; — weights in the

Sti]' ﬁ ,

relay and cl-k]- — fading values

The integrity belief defines the deviation from the average
behavior. The standard deviation formulation of the
integrity belief function is mathematically expressed as in
equation (2)

i = Ct”( fobfs.c mu)

()

The fading effect and the weight parameters are
independent and they are eliminated for service trust
metric computation since it depends on the transaction size
as follows:

at

3.1.2 Lower Transactions

The lower estimate value of peer t; assures more
confidence levelt;about . The service trust metric for lower
transactions is mathematically expressed as follows in
equation (3)

btU = Stij -
3)

Large Transactions

atU/Z

The more transaction size increases the importance level of
the integrity belief gain value is given in equation (4)

ctyj = %(Stu at”) +(1- iix )9

(4)

In the above equation (4) the reputation trust metrics are
stated as g;;. If the peer is a stranger, then the value of
nt;;is zero and hence the service trust metric depends on
the reputation trust metric. Alternatively, if the peer has

more transactions, then the —— equation defines that the

Itmax

reputation metric has no effect on service trust metric.
3.1.3 Reputation trust metric

After all the recommendations are collected by the peer ¢; ,
The estimation of reputation of peer is defined by equation

()

rtl] ZtkEr l]lk']klk'r]]k
()

In the above equation (5) the variables considered are jk;,
stated as the Reputation trust metric and rj;, stated as the
recommendation count.

3.2 Secure Group Management with the DHDGM

Based on the requirements, number of peers in P2P overlay
network will vary. Further, number of nodes will be
divided in to sub groups and are indicated as identifiers.
Moreover, each sub group will create its own group head
and all the group heads are interconnected. The groups
separated into equal column consist of some limited nodes
and that nodes will further create a group. Group node is
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elected as Group Head (GH), if the distance between group
node and its neighbouring group node will be nearer and
common to both sides of the group. DHDGM structure.

3.2.1 Group Selection

DHDGM is portioned into vertical columns in such a way
that each column contains some nodes as its member. The
overall network is considered as a connected graph G =
(V,E), and the columns denoted as groupl, group2 and
group3 are considered to be the subgroups as presented in
equation (6) and (7)

GV =G(V,E) — Tie{vi} (6)
GW") =GW,E) = XX v} — ZN_{vi}
©)

In other words, subgroup will be formed by removing
some vertices (nodes) from overall group . Subgroup will
be formed by removing the vertices from as well as from .
Similarly, subgroup will be formed by removing some
vertices in and so on. Groups in the overlay can be
constructed as stated in the above equations. The algorithm
for the proposed DHDGM model is presented as follwos:

Algorithm 1: DHDGM for the computation of the
network assignment

Select the group features
Assign the group members GM = GM1,GM?2 ... ...
Assign the group member features as Gm

Group member transmit request as { Gmi} //
i=1,2..n

Acknowledge the group members in the network
Check entity for the GM
if
entity <=1
Eliminates the intruders
else
Affects the intruders
Discard GM

With the group head selection scheme the groups are
identified with the group members. The transmission is
evaluated based on the group head based on the message
request for the members. The members in the group are
requested based on the entity features. The value of the
entity is higher in intruders are not affected for the data.
The intruders higher than one are affected for the data
group head based on the members.

4. Results and Discussion

Distributed Hashing distributed grouping management
(DHDGM) features are evaluated based on the
consideration of the simulation settings. Simulation results
are examined with the proposed DHDGM maodel for the
varying different size of data. The performance of the
proposed DHDGM model the features are estimated for the
Gs= 5, 10, and 20. In table 1 the group members for the
every group are increased with the node number as with
the size in group. With the increase in group size the each
members in the network are reduced.

Table 1: Group Members in the P2P

Number of |Gs=5 Gs=10 |Gs=20
nodes
100 30to40 |[5to10 [3to5
200 50to60 |15 to [8to1l
20
300 70t080 |25 to |12 to
30 15
400 90 to |35 to |16 to
100 40 19
500 100 to |45 to |20 to
110 50 25

In table 2 the overhead ration for the P2P network with the
trust model is presented based the distributed group
assignment. The performance of the propsoed DHDGM
model is evaluated for the increases in size of nodes. In
figure 2 the comparative analysis of the overhead values is
presented for the ration of number of control packets to th
total received data packets.

Table 2: Comparative analysis of Overhead Ratio

50 0.703| 0.607 0.335 0.349 0.2

150 |0.82610.801932 0.407 0.316 0.392
250 (0.726| 0.703 0.495 0.302 0.301
350 |0.875| 0.804 0.309 0.395 0.392
450 (0.892| 0.857 0.484 0.302 0.229

In figure 2 the overhead ratio of the proposed DHDGM
model for the varying number of nodes are presented.
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Fig. 2: Comparison of Overhead Ratio

The performance of the proposed DHDGM model is
comparatively examined with the existing Adaptive
Trusted Authorization and Request (ATAR) and Resource
Sharing in P2P network (RSPP) is examined. The
comparative analysis expressed that proposed DHDGM
model exhibist the higher performance than the existing
ATAR and RSSP model. The proposed DHDGM model
exhibits the reduced overhead value. In table 3 the delay of
the proposed DHDGM model and conventional techniques
are examined.

Table 3: Comparison of Delay

The packet drop rate measured for the varying number of
nodes from 50 to 450 is estimated based on the table 4.

Table 4: Comparison of Packet Drop

50 0.48 | 0.44 0.29 0.22 0.26
150 0.44 | 0.47 0.32 0.23 0.25
250 0.51 | 0.48 0.35 0.31 0.28

350 0.60 | 0.55 0.38 0.36 0.38

450 0.8 | 0.77 0.44 0.47 0.34

DHDGM |DHDGM| DHDGM
Gs=5 Gs=10 Gs=20

Number

ATAR|RSPP
of nodes

50 0.5 | 0.40 0.2 0.17 0.11

150 0.63 | 0.47 0.25 0.20 0.14

250 0.64 | 0.59 0.23 0.35 0.23

350 0.79 | 0.71 0.35 0.34 0.25

450 0.87 | 0.79 0.48 0.39 0.26

In figure 3 the proposed DHDGM model characteristics for
the varying number of nodes are presented. The proposed
model exhibits the existing ATAR and RSPP model
achieves the higher delay and the proposed DHDGmM
model achieves the minimal delay .
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Fig. 3: Comparison of Delay

THe figreu 4 provides the comparative analysis of the
proposed DHDGM model with the existing model is
presented.
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Fig. 4. Comparison of Packet Drop

The performance of the proposed DHDGM model for the
varying number of nodes for the different nodes are
considered. The performance of the proposed model
exhibited that proposed DHDGM model achieves the
minimal packet drop rate compared with the conventional
ATAR and RSPP model.

5. Conclusion

With the P2P overlay network the proposed Distributed
Hashing distributed grouping management (DHDGM)
scheme shares the resources between the peer groups. The
proposed DHDGM model classifies the network vertically
to form a group. Every node in the group comprises of the
head for the group members those are assigned internally
for the assigned group. The proposed distributed group
manages the intruders for the entity level for the
examination of the different groups for the size. The
simulation resulst expressed that proposed DHDGM model
achieves the ~4% - 7% reduced dealy and packet drop rate.
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