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Abstract: Different sensors, digital devices, and objects may all sense their surroundings thanks to the Internet of Things 

(IoT) concept, which also links them to the worldwide Internet for data exchange. Integrating Edge, Fog, and Cloud 

infrastructure is becoming more necessary to enable Internet of Things (IoT) applications that are both latency-sensitive and 

computationally heavy. Security in the IoT, particularly for healthcare applications, is a big issue. In this research, a unique, 

lightweight encryption method for Internet of Things (IoT) based on fog is developed. For the execution and interaction of 

IoT applications and compute instances, Fog Bus provides a platform-independent interface. It lets service providers manage 

their resources as well as customers run numerous apps simultaneously and developers create applications. In order to 

safeguard activities on sensitive data, Fog Bus also uses Blockchain, authentication, and encryption mechanisms. For 

enhancing security, the blockchain with Tiny Lightweight Symmetric Encryption (TLSE) is introduced. The TLSE chooses 

the best key by taking the Aquila Optimization Algorithm into account (AOA). The UCI machine library is used to gather 

health care data in order to verify the proposed approach. The suggested method is put into practice using Python, and it is 

contrasted with more established methods like Rivest-Shamir-Adleman (RSA) and elliptical curve cryptography (ECC), 

respectively. 

Keywords: blockchain technology, fog computing, encryption technique, tiny lightweight symmetric encryption, fog-Bus and 

aquila optimization algorithm. 

 

1. Introduction 

By 2025, 39% of all IoT devices will be used in the 

healthcare sector. At the same time, a study by a clever 

business [1], Tractia, predicts that by 2025, the yearly 

revenue for current uses of blockchain would reach $19.9 

billion. IoTs are presently employed widely in the 

healthcare industry to allow patients and professionals to 

constantly communicate with management. Time-sensitive 

applications are necessary for certain medical services, 

such as ECG and EEG testing, which necessitates ongoing 

analysis of patient health data and medical reports (PHD). 

By using IoT devices for healthcare in medical institutions 

and organizations, all of these may be imagined. However, 

the growing usage and increased scale of IoT devices have 

increased the volume and reality of information traffic [3]. 

The management of heavy IoT information traffic has 

grown to be a serious issue and cause for worry when 

employing integrated cloud server components [4]. 

As a consequence, dangers pertaining to patient security 

and privacy have increased. Openness, information 

seeking, accountability for well-being information, and 

partial safety are all risks in the name of patient safety [5]. 

Now that information can be duplicated and IoT devices for 

medical services may have different personalities, hackers 

and programmers can more easily traverse the IoT network. 

The IoT-cloud scenario is now facing a number of 

challenges [6], including poor connections caused by 

concentrated activity, retaliation attacks, security leaks, and 

surveillance of reported IoT devices. sharing of data 

between medical services IoT and cloud need trust, device 

identification, client network security, and confirmation for 

safe PHD exchange. medical assistance [7] IoT has a built-

in scalability and flexibility issue. Gigabytes (GB) of 

healthcare data are still being produced by healthcare IoT, 

which presents an unexpected obstacle to its integration 

with blockchain [8]. Additionally, the variety of medical 

IoT devices highlights the question of security in IoT 

businesses [9]. Healthcare security and insurance 

Information from IoT devices has a clear source that can be 

identified. For instance, if not verified, hackers or attackers 

may hijack the ECG IoT device, pose as the genuine 

sensor, and provide fraudulent readings [10]. 
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For important medical care IoT devices, blockchain-based 

systems need enormous amounts of power, delay, and 

processing [11]. With distributed registration, it is possible 

to foresee the reproducibility of patient data across several 

edge-located fog centers. Hash hubs and blockchain both 

operate in a decentralized and proprietary manner. The 

change from centralized control to decentralized control 

has led to the popular adoption of both FC and blockchain 

[12]. Classified patient information may be recorded in 

several fog centers in order to provide IoT devices 

immediacy, security, and character. In a composite model, 

FC hubs may be utilized for mining purposes. In order to 

solve the issue of PHD verification and traceable 

provenance of IoT devices in medical services, FC uses the 

blockchain paradigm and significantly contributes by 

providing IoT firms with a decentralized and flexible 

solution at the edge. As miners may gather transaction data 

in batches, equipped FC hubs can observe legality. By 

decreasing parcel error during PHD transmission, FC gets 

over the healthcare IoT bottleneck caused by high data 

traffic [14]. The IoT-FC-Cloud architecture's safety and 

security issues may be resolved and overcome via 

blockchain [15]. 

The remainder of the article is already set out as follows, 

with section 2 mentioning similar studies on security in fog 

computing. Section 3 provides a detailed discussion of the 

anticipated method. The results are described in Section 4. 

In section 4, the paper's summary is offered. 

2. Related Works 

To establish security in the architecture of fog computing, 

many solutions are available. This section only reviews a 

few works. 

In order to support Internet of Things (IoT) applications in 

smart urban communities, Parminder Singh et al. [16] have 

proposed the Blockchain and Fog-based Architecture 

Network (BFAN). The suggested solution uses blockchain, 

encryption, and authentication to safeguard physical data. It 

allows architects and system designers to deploy 

applications with a focus on smart cities. The suggested 

design aims to decrease inertia and energy consumption 

while ensuring further enhanced security measures. The 

redesign's outcomes show that the suggested engineering 

outperforms the current structures for the relevant 

metropolitan neighborhoods. 

A three-stage architecture, an intelligence model, a 

numerical system, and advanced signature-based 

encryption (ASE) computation for IoT device identification 

proof, verification, and Patient Health Data (PHD) 

Verification have been described by Saurabh Shukla et al., 

[17]. From a number of administrations, the healthcare IoT 

and the growth of secure connectivity to end users were 

beneficial. In fact, the suggested model and computation 

ought to provide a reliable technique to support various 

near-edge transmission and transmission kinds. By dividing 

the output of the unique ASE calculation under 

consideration into performance, bundle fault, reliability, 

and dangerous hub detection precision. 

Elliptic Curve Diffie-Hellman Ephemeral (ECDHE) Key 

Trading Computation with Pre-Shared Key (PSK) has been 

developed by Sanaz Amanlou et al. [18] as a compact and 

secure confirmation system taking into account Haze 

gateway and IoT device. The buy-in convention is 

distributed via Message Queuing Telemetry Transport 

(MQTT) in a dispersed hash processing scheme. The 

perfect forward secrecy (PFS) component of the proposed 

ECDHE-PSK verification technique enhances the test's 

security via remarkably quick and reliable PSK calculation. 

The Message Queue Telemetry Transport (MQTT) 

protocol over SSL/TLS has been established by Sejal 

Gupta et al., [19]. Elliptic bend ElGamal cryptography 

calculation is offered since MQTT was defenseless against 

spying. This computation adds a homomorphic component 

and subsequently guards against man-in-the-center assaults. 

By shifting information to clouds and fog according to the 

information object, the effective core transformation and 

associated information loading presented in F and Flow 

research works aid to preserve core energy. 

A microservice-based blockchain component for hashes 

has been presented by Whaiduzzaman et al., [20] and 

serves as a decentralized client-server network medium 

(i.e., got gadget-based correspondence). Here, a security 

system created for a blockchain is used. Look at the 

encryption and decoding latencies from the Internet of 

Things, via integrated components, and a security system 

designed to check information logs in this investigation. 

Blocks on a blockchain combine existing calculations, 

particularly AES, RSA, and DES, to provide superior 

processing outcomes in terms of algorithmic productivity. 

3. Proposed System Model 

With the use of software devices that provide platform 

agnostic execution interfaces as well as organized 

communication, the fogbus system links many hardware 

components. Figure 1 depicts a high-level perspective of a 

linked IoT-Fog cloud system utilizing fogbus. 

 

Fig. 1. Fog architecture 

Different applications in the fog computing layer prioritize 

security as a top priority. Blockchain technology and 
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effective encryption techniques have been developed to 

address security concerns. The databases are first gathered 

from the open-source system. Following that, blockchain 

technology is created to separate the data into separate 

blocks and store them with a hash function and security 

key. The data is then encrypted and stored using the 

encryption process. The AOA algorithm is taken into 

account while choosing the key in the encryption method. 

The section below provides a detailed overview of the 

proposed approach. 

3.1. Blockchain technology 

Blockchain technology has been used in many various 

applications recently, including ad hoc networks, fog 

networks, cloud and edge computing, the internet of things, 

cryptocurrencies, and more. due to its peer-to-peer 

networking feature, which is described as a group of nodes 

that behave similarly in order to reduce the chance of 

single-point failure. Blockchain approaches are being 

developed in order to allow cost reduction and provide total 

anonymity using distributed ledgers. Bitcoin is the first 

blockchain built on the blockchain technology, which is a 

peer-to-peer network distributed through a timestamp 

server. The primary function of this bitcoin is to 

computationally prove the transactions' order. Typically, a 

chain of digital signatures is how bitcoin is defined. In this 

section, the blockchain architecture of the bitcoin 

blockchain is discussed. The blockchain is made up of a 

series of interconnected blocks that keep track of a long 

history of transactions in the style of the conventional 

public ledger. The parent block and a prior block hash are 

the sole blocks that make up the block header in figure 2. 

The block connected to the hashes of the block's 

predecessors may likewise be stored in the Ethereum 

blockchain. Typically, the blockchain is used as a genesis 

block without a parent block [21]. 

Block: Its basic definition is the block header, and its term 

for the body is block body. Block version, timestamps, 

nBits, Nonce, and Parent block hashes are all included in 

the block header. The block version specifies the guidelines 

that block verification must adhere to. Uneven 

cryptographic techniques are employed in blockchain 

technology to confirm the validity of messages. The digital 

signature is controlled by uneven cryptography, which is 

used in dishonest and unreliable environments [22]. 

 

Fig. 2. Basic Architecture of the blockchain technology 

Digital signature: Every user of blockchain technology is 

an owner since they have both a public key and a personal 

key. The secrecy of the personal key may not be 

guaranteed. For this reason, the blockchain's secrecy is 

strengthened by the use of the digital signature. The digital 

signature system has two stages: the signing stage and the 

verification stage. It is entirely safe. Data is maintained in 

blocks and safeguarded with the use of blockchain 

technology. After that, a new encryption method is created 

to improve data security. 

3.2. Tiny Lightweight Symmetric Encryption 

The proposed small symmetric encryption technique is 

designed to dynamically increase key confusion in each 

round. This method uses 128-bit key generation and 64-bit 

plaintext consumption. This method takes into account 32 

cycles, each of which may include two rounds and result in 

64 rounds [23]. The plaintext may first be split into two 

phases, 𝑃0 𝑎𝑛𝑑 𝑃1, each of which has 32 bits. Every part 

of plaintext is subject to the round operation op. Four 32-bit 

partial keys, designated as 𝑘1, 𝑘2, 𝑘3 𝑎𝑛𝑑 𝑘4 may be 

created from a single 128-bit key. As a result, two partial 

keys are taken into account: 𝑘1 𝑎𝑛𝑑 𝑘3, which are used for 

rounds with odd numbers, and 𝑘2 and 𝑘4, which are used 

for rounds with even numbers. The golden ratio is 

represented by the compute key schedule constant 𝐾𝑆𝐶 =

𝑓𝑙𝑜𝑜𝑟(231/∅). The golden ratio is computed as (1 +

√5/2). and taken as 1.61803. As seen below, the round 

function is calculated. 

𝑃0+= ((𝑃1 𝑙𝑠ℎ𝑖𝑓𝑡 4) 𝐴𝑁𝐷 𝐾0) 𝑋𝑂𝑅 (𝑃1 𝐴𝑁𝐷 𝐾𝐶)  

𝑋𝑂𝑅 (𝑃1 𝑟𝑠ℎ𝑖𝑓𝑡 5) 𝐴𝑁𝐷 𝑘1)                                                         (1)  

And 𝐼, 𝐼 is even,  

𝑃1+= ((𝑃0 𝑙𝑠ℎ𝑖𝑓𝑡 4) 𝐴𝑁𝐷 𝐾2) 𝑋𝑂𝑅 (𝑃0 𝐴𝑁𝐷 𝐾𝐶) 

 𝑋𝑂𝑅 (𝑃0 𝑟𝑠ℎ𝑖𝑓𝑡 5) 𝐴𝑁𝐷 𝑘3)                                                       (2) 

The first cycle generates partial keys like k0, k1, k2, and 

k3. 

When the second cycle begins, 

𝐾0 is assumed to be a constant parameter for the odd 

round, while 𝐾1 is modified throughout the whole odd 

round, which is provided as follows. 

𝐾1

= 𝐾1

+ (𝐾0 𝑋𝑂𝑅 (𝑋𝑇𝑅𝐴𝐶𝑇 (𝑃0)))                                  (3) 

K2 is assumed to be constant in the even round, but K3 

varies for all even rounds. 

𝐾3

= 𝐾3 + (𝐾2 𝑋𝑂𝑅 (𝑋𝑇𝑅𝐴𝐶𝑇 (𝑃1)))                                 (4) 

To compute the integer parameter in the range of 0 to 32 

from P0 and P1 connected to the variable being processed, 

the function's XTRACT () is used. This parameter's 
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definition states that it serves as an index to an array that 

may be generated on the fly based on the choice of the key 

parameter. This method will return the array parameter to 

which the computed index parameter points. As a result, 

the key ambiguity might be created dynamically and cannot 

be discovered prior to execution. In addition, the parameter 

varies with each algorithm run. 

 

Fig. 3. Proposed encryption technique process. 

The input data is first divided into chunks using blockchain 

technology. To produce the cipher text, the block data is 

transmitted to the encryption algorithm. Data from the 

input source is converted into a binary file, which is 

displayed as zeros and ones. With the use of a secret key 

that has been verified with sender and receiver agreement, 

the binary format may be passed to the proposed encryption 

method to produce encrypted text. The decryption method 

converts the encryption text to plain text once it reaches the 

recipient end. Binary data that has been modified and 

converted to input format. The AOA algorithm is used to 

produce the key in the encryption process. 

3.3. Aquila optimization Algorithm  

The most effective raptors are the aquila, which are found 

in the northern hemisphere. Aquila is a widely distributed 

species of aquila. Accipitridae, sometimes known as the 

related group of complete birds, includes aquila. Aquila are 

often dark brown in color with golden brown feathers on 

their necks. White spots may sometimes represent a little 

wing, although the aquila of this cluster is dependent on the 

color of the tail in addition to generally [24]. Aquila may 

catch a variety of prey, including ground animals, squirrels, 

marmots, deeps, hares, and rabbits, by using agility, speed, 

strong feet, and talons that are sharpened. The aquila's 

hunting habits may be stated as follows: 

❖ The first method, a vertical stoop with a high soar, 

may be used for birds' in-flight hunting behavior since 

the aquila becomes better at a greater altitude. Aquila 

begins a lengthy, low-angle glide while its prey is 

being investigated, with the idea of increasing speed 

as they draw closer to one another. For this approach 

to be effective, the aquila needs a significant 

advantage over its victim. The tail, wings, and feet 

may all be extended before to the strike in order to 

make the attack on the prey seem like a thunderclap. 

❖ The following maneuver, a brief glide assault with 

contour flying, is the most effective one that is often 

used by aquila because it allows it to improve at a 

lower level relative to the ground. If the target is 

capable of flying or running, it can almost always be 

pursued. Using this method to capture seabirds, 

nesting grouse, and ground squirrels may be 

advantageous. 

❖ The following maneuver involves low flying and a 

gradual descending attack. The quila advances into the 

prey assault position while also lowering to the ground 

throughout this procedure. The aquila choose its target 

and then settles on the prey's back while also 

attempting to pierce. This kind of hunting may be used 

on sluggish prey, such as tortoises, foxes, hedgehogs, 

rattlesnakes, or any species without an escape 

reaction. 

❖ The third strategy is for the quila to walk on the 

ground and try to drag in its prey while simultaneously 

walking and grabbing it. It may be used to remove the 

young of larger prey from the covered area. 

In conclusion, aquila are perhaps the most effective, 

skilled, and successful hunters after humans. The following 

is how the mathematical modeling of the AO approach is 

presented: 

Initial population 

In AOA, the optimization procedure might start with the 

population of potential solutions (𝑋), which is shown 

below the equations. The lower limit and upper bound of 

the particular problems may be used to generate this 

population stochastically. The best responses from each 

iteration are combined to create the best solution. 

𝑥 =

[
 
 
 
 
 

𝑥1,1 … 𝑥1,𝑗 𝑥1,𝑑𝑖𝑚−1 𝑥1,𝑑𝑖𝑚

𝑥2,1 … 𝑥2,𝑗 … 𝑥2,𝑑𝑖𝑚

… … 𝑥𝑖,𝑗 … …
… … … … …

𝑥𝑛−1,1 … 𝑥𝑛−1,𝑗 … 𝑥𝑛−1,𝑑𝑖𝑚

𝑥𝑛,1 … 𝑥𝑛,𝑗 𝑥𝑛,𝑑𝑖𝑚−1 𝑥𝑛,𝑑𝑖𝑚 ]
 
 
 
 
 

 

= 

Here, 𝑛 may be regarded as the total number of candidate 

solutions, 𝑥𝑖as the decision values, 𝑥 as the collection of 

available candidate solutions, and 𝑑𝑖𝑚 as the issue's 

dimension size. 

𝑥𝑖𝑗 = 𝑅𝑎𝑛𝑑 × (𝑢𝑏𝐽 − 𝑙𝑏𝐽) + 𝑙𝑏𝐽, 𝐼 = 1,2,… , 𝑛  𝐽

= 1,2, . . , 𝑑𝑖𝑚 

In this case,  𝑙𝑏𝐽 is the jth lower bound and  𝑢𝑏𝐽  is the jth 

upper limit of the provided problem. 

Fitness Evaluation 

The minimum encryption time-based key is chosen from 

the random key parameters in the fitness assessment. The 

following is an explanation of how this system's fitness is 

assessed: 

𝐹𝐹 = 𝑀𝑖𝑛(𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑖𝑜𝑛 𝑡𝑖𝑚𝑒) 
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Mathematical design of AO 

The activities of each stage of the hunt are shown using the 

projected AO method, simulating an aquila's character 

throughout a hunt. The four techniques used here to 

describe the optimization process of the projected AO 

technique are: selecting the search space by high soar with 

vertical stoop; exploring within a diverge search space 

through short glide attack with contour; and exploiting 

within a coverage search space through slow descent attack 

and low flight in addition to swooping through grab and 

walk. Distinct parameters relating to various situations are 

used to transition the AOA method from the exploitation to 

the exploration stages. The exploitation stages will then be 

properly handled, and the exploratory phases will be 

thrilled [25]. 

Phase 1: Expanded Exploration 

The aquila uses a vertical stoop and a high soar to locate 

the prey and choose the best hunting site in its first 

strategy. Additionally, the AOA can often be computed 

from a high altitude to determine the search area. 

𝑥1(𝑇 + 1) = 𝑥𝑏𝑒𝑠𝑡(𝑇) × (1 −
𝑇

𝑡
)

+ (𝑥𝑀(𝑇) − 𝑥𝑏𝑒𝑠𝑡(𝑇) ∗ 𝑅𝐴𝑁𝐷) 

Here, the variables 𝑥𝑀(𝑇) and(1 −
𝑇

𝑡
)  can be defined as 

the mean parameter locations parameter of the current 

solutions correlated with the tth iteration, 𝑥𝑏𝑒𝑠𝑡(𝑇)  can be 

defined as the optimal achieved solution up until the tth 

iteration, and 𝑥1(𝑇 + 1)can be defined as the solution of 

the upcoming iteration that can be created using the search 

technique. Following are examples of the maximum and 

current iterations: 

𝑥𝑀(𝑇) =
1

𝑛
∑𝑥𝐼(𝑇), ∀𝐽= 1,2,… , 𝑑𝑖𝑚

𝑛

𝐼=1

 

Here, 𝑛 may be thought of as the number of potential 

solutions, and 𝑑𝑖𝑚 as the size of the problem's dimensions. 

Phase 2: Narrowed exploration 

In the second method, the aquila soars over the reference 

prey, attacks the prey, tests the land, and confronts the 

target prey, from which the position of the prey may be 

determined. This method is known as the contour flying 

short glide assault. Additionally, while creating the assault, 

the AO specifically investigates the position of the 

reference prey. 

𝑥2(𝑇 + 1) = 𝑥𝑏𝑒𝑠𝑡(𝑇) × 𝐿𝑒𝑣𝑦(𝑑)

+ (𝑥𝑅(𝑇) − (𝑌 − 𝑋) ∗ |𝑅𝐴𝑁𝐷) 

Here, 𝐿𝑒𝑣𝑦(𝑑)  can be defined as the levy flight 

distribution function, 𝑑 is defined as the dimension space, 

and 𝑥2(𝑇 + 1) is defined as the solution of the following 

iteration that can be obtained by the second search 

technique. 𝑥𝑅(𝑇) is defined as the random solution in the 

period of [1,n] at the ith iteration. The formulation of the 

Levy flight function is as follows: 

𝑙𝑒𝑣𝑦 (𝑑) = 𝑆 ×
𝑈 × 𝜎

|𝑉|
1
𝛽

 

Here, 𝑆 is defined as the constant parameter values set to 

0.01 and 𝜎 may be considered as the constant parameter. 𝑈 

and 𝑉 can be defined as random parameters between 0 and 

1. 

𝜎 =

(

 
Γ(1 + 𝛽) × 𝑠𝑖𝑛𝑒| (

𝜋𝛽
2

)

Γ (
1 + 𝛽

2
) × 𝛽 × 2

(
𝛽−1

2
)

)

  

In this case, 𝛽 the constant parameter may be specified as 

1.5. In the search space, Y and X may be used to create the 

spiral form that is calculated as follows: 

𝑌 = 𝑅 × 𝐶𝑜𝑠(𝜃) 

𝑋 = 𝑅 × 𝑆𝑖𝑛(𝜃) 

𝑅 = 𝑅1 + 𝑈 × 𝑑1 

𝜃 = −𝜔 × 𝑑1 + 𝜃1 

𝜃1 =
3 × 𝜋

2
 

Here, 𝑈 is defined as the small parameter that is fixed to 

0.0565, and 𝑅1 is defined as the parameter between 1 and 

20 for the fixed number of search cycles. 𝜔 can be defined 

as the small parameter that is taken as 0.005, 𝑑1 can be 

defined as the integer numbers from 1 to the length of the 

search space. 

Phase 3: Expanded exploitation 

In the third method, the aquila descends ideally with a 

preliminary attack to determine the prey position, and in 

addition, the aquila may be ready for attack in addition to 

assault. This approach may be described as a low flight and 

a leisurely descending attack. To carry out the assault and 

capture the prey, the AO takes use of the target's selected 

position. The following list of this stage's features is 

provided: 

𝑥3(𝑇 + 1) = 𝑥𝑏𝑒𝑠𝑡(𝑇) − 𝑥𝑀(𝑇) × 𝛼 − 𝑅𝐴𝑁𝐷

+ ((𝐿𝑏 − 𝑈𝑏) × 𝑅𝐴𝑁𝐷 + 𝐿𝑏) × 𝛿 

Here, 𝑈𝑏 and 𝐿𝑏 are defined as the issue's upper and lower 

bounds, respectively., 𝛼, 𝛿 is defined as the exploitation 

adjustment variables and is taken as a small parameter 

(0,1), 𝑥𝑀(𝑇)  is defined as the solution's mean parameter at 

the tth iteration, 𝑥𝑏𝑒𝑠𝑡(𝑇)is defined as the precise location 

of the prey, and 𝑥3(𝑇 + 1) is defined as the solution for the 

following iteration. 

Phase 4: Narrowed exploitation  

The fourth strategy involves the quila getting near to its 

target, attacking it, and flying across the area affected by 
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stochastic variations. This method is known as "grab and 

stroll the prey." Additionally, AO strikes the prey's last 

resting place. 

𝑥4(𝑇 + 1) = 𝑞𝑓 × 𝑥𝑏𝑒𝑠𝑡(𝑇) − (𝑔1 × 𝑥(𝑡) × 𝑅𝐴𝑁𝐷)

− 𝑔2 × 𝐿𝑒𝑣𝑦 (𝑑) + 𝑅𝑎𝑛𝑑 × 𝑔1 

Here𝑔2is defined as the flight slope's lowering parameter, 

𝑔1is defined as the AOA's various movements used to 

follow prey throughout the chase, and 𝑞𝑓 is defined as the 

quality function used to achieve equilibrium. The fourth 

search strategy is used to generate the search method, 

𝑥4(𝑇 + 1), which is defined as the answer for the next 

iteration. The mathematical formulation of the current 

iteration of this technique is as follows: 

𝑞𝑓(𝑡) = 𝑡
2×𝑅𝐴𝑁𝐷( )−1

(1−𝑇)2  

𝑔1 = 2 × 𝑅𝐴𝑁𝐷( ) − 1 

𝑔1 = 2 × (1 −
𝑇

𝑡
) 

𝐿𝑒𝑣𝑦 (𝑑)  is defined here as the levy flight distribution 

function, 𝑇 is defined as the number of iterations, 𝑅𝐴𝑁𝐷 is 

defined as the range between 0 and 1, and 𝑞𝑓 is defined as 

the quality function parameter at the ith iteration. 

4. Outcome Evaluation  

In this part, the effectiveness of the suggested technique is 

evaluated. A laptop with an Intel Core i5-2450M CPU 

running at 2.50GHz and 6GB of RAM is used to apply the 

suggested approach in order to verify the existence of the 

anticipated blockchain-based security in fog computing. 

Python is used to carry out this procedure. Table 1 provides 

the recommended method implementation parameters. 

Utilizing performance indicators like encryption, 

decryption, waiting, and processing times, the suggested 

solution is put into practice and confirmed. The proposed 

method is contrasted with more established methods like 

RSA and ECC, respectively. The UCI machine library is 

where the input data is gathered [26]. 

Table 1 Proposed method parameters 

S. No Method Description Value 

1  

 

 

 

Proposed Method 

Number of IoT devices 100 

2 File size 5MB 

3 Number of iterations 100 

4 Number of populations 50 

5 Upper bound 10 

6 Lower bound -10 

7 Probability factor 0.5 

 

Fig. 4: Encryption time versus users 

Figure 4 analyzes and illustrates the encryption time based 

on users. The proposed method is contrasted with more 

established methods like RSA and ECC. 20 users in the fog 

network can reach the 3ms in the predicted approach. 

Additionally, with a comparable user base of 20, RSA and 

ECC are accomplished in 7 and 5 milliseconds, 

respectively. The 20 users' predicted approach is achieved 

with a short encryption time based on comparative analysis. 

40 users in the fog network may accomplish 4 ms using the 

projected strategy. Additionally, the RSA and ECC are 

obtained with a comparable user of 40 in 10 and 11 

milliseconds, respectively. The 40 users in the comparative 

investigation show that the predicted approach achieves a 

quick encryption time. With the proposed method, 60 users 

in the fog network may accomplish 4 ms. Additionally, the 

RSA and ECC are obtained with a comparable user of 60 in 

16 and 18 milliseconds, respectively. The anticipated 

approach is achieved with a short encryption time, 

according to the comparative study of the 60 users. 80 users 

in the fog network are able to reach the 5ms in the planned 

approach. Additionally, the RSA and ECC are 

accomplished with an 80 user at 22 and 26 milliseconds, 

respectively. The predicted approach is achieved with a 

short encryption time, according to the comparative study 

of the 80 users. With the planned approach, 100 users in the 

fog network can accomplish 6 ms. Additionally, the RSA 

and ECC are obtained with a comparable user of 100 in 26 

and 30 milliseconds, respectively. From the comparative 

study, the planned approach is achieved with a short 

encryption time for 100 users. 

 

Fig. 5. Decryption time versus users 
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Figure 5 analyzes and exemplifies the decryption time 

based on users. The proposed method is contrasted with 

more established methods like RSA and ECC. In the 

envisioned approach, 20 users in the fog network reach the 

1.8ms. Additionally, the RSA and ECC are obtained with a 

comparable user base of 20 in 2.5 and 3 milliseconds, 

respectively. The anticipated approach is achieved low 

decryption time from the comparative study, the 20 users. 

40 users in the fog network may achieve a 2.5ms response 

time using the projected approach. Additionally, the RSA 

and ECC are obtained with a comparable user of 40 in 5.2 

and 7.5 milliseconds, respectively. The 40 users in the 

comparative investigation show that the predicted approach 

has a short decryption time. With the proposed method, 60 

users in the fog network may accomplish 4 ms. 

Additionally, the RSA and ECC are obtained with a 

comparable user of 60 in 7.5 and 11.5 milliseconds, 

respectively. The proposed approach is achieved low 

decryption time from the comparative study, the 60 users. 

80 users in the fog network are able to reach the 5ms in the 

planned approach. Additionally, with an 80 user, RSA and 

ECC are obtained in 11 and 15 milliseconds, respectively. 

The proposed approach is achieved low decryption time 

from the comparative study, the 80 users. With the planned 

approach, 100 users in the fog network can accomplish 6 

ms. Additionally, the RSA and ECC are obtained with a 

comparable user of 100 in 12.5 and 20 milliseconds, 

respectively. The anticipated approach is achieved low 

decryption time from the comparative study, the 100 users. 

 

Fig. 6. Processing time versus users 

Figure 6 analyzes and illustrates the processing time based 

on users. The proposed method is contrasted with more 

established methods like RSA and ECC. 20 users in the fog 

network are able to attain the 2ms in the planned approach. 

Additionally, the RSA and ECC are obtained with a 

comparable user base of 20 in 2.5 and 3 milliseconds, 

respectively. The 20 users' predicted approach is achieved 

with a minimal processing time based on comparison 

analysis. With the planned method, 40 users in the fog 

network may accomplish 3 ms. Additionally, the RSA and 

ECC are obtained with a comparable user of 40 in 5.2 and 

10.5 milliseconds, respectively. The planned approach is 

achieved with a low processing time based on the 

comparative study with the 40 users. With the proposed 

method, 60 users in the fog network may accomplish 4 ms. 

Additionally, the RSA and ECC are obtained with a 

comparable user of 60 in 9 and 16 milliseconds, 

respectively. According to the comparative study, the 

planned approach achieves a low processing time for the 60 

users. In the envisioned approach, 80 users in the fog 

network reach the 4.5ms. Additionally, with an 80 user, 

RSA and ECC are obtained in 14 and 22 microseconds, 

respectively. According to the comparative study, the 

planned approach achieves a low processing time with 80 

users. With the predicted method, 100 users in the fog 

network can reach the 4.8ms. Additionally, the RSA and 

ECC are obtained with a comparable user of 100 in 14.8 

and 26 milliseconds, respectively. From the comparative 

study, the predicted approach is achieved with a short 

processing time for 100 users. 

 

Fig. 7. Waiting time versus users 

Figure 7 analyzes and illustrates the waiting time based on 

the users. The proposed method is contrasted with more 

established methods like RSA and ECC. The 0.4ms is 

accomplished at 20 users in the fog network using the 

projected approach. Additionally, the RSA and ECC are 

obtained with a comparable user of 20 in 0.5 and 1 

milliseconds, respectively. The 20 users in the comparative 

study show that the anticipated approach achieves a low 

waiting time. 40 users in the fog network are able to attain 

the 0.5ms using the projected approach. Additionally, the 

RSA and ECC are obtained with a comparable user of 40 in 

0.8 and 1.6 milliseconds, respectively. The 40 users in the 

comparative investigation show that the anticipated 

approach achieves a low waiting time. The 0.6ms is 

accomplished at 60 users in the fog network using the 

projected approach. Additionally, the RSA and ECC are 

obtained with a comparable user of 60 in 1.5 and 2.5 

milliseconds, respectively. According to the comparative 

study, the predicted approach achieves a low waiting time 

for the 60 users. The 0.8ms is accomplished at 80 users in 

the fog network using the predicted approach. Additionally, 

the RSA and ECC obtain equivalent results with an 80 user 

in 1.6 and 3.2 milliseconds, respectively. The 80 users in 

the comparative study show that the proposed approach 

achieves minimal waiting times. With the planned 

approach, 100 users in the fog network may accomplish 1.0 

ms. Additionally, the RSA and ECC obtained equivalent 
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user of 100 in 2.1ms and 4.1ms, respectively. From the 

comparative study, it can be shown that the planned 

approach achieves a low waiting time for 100 users. 

 

Fig. 8. Encryption time versus file size 

Figure 8 analyzes and exemplifies the encryption time 

based on file size. The proposed method is contrasted with 

more established methods like RSA and ECC. The 0.1ms is 

attained at 1MB file size in the fog network using the 

projected approach. Additionally, the RSA and ECC attain 

equal 1MBfile sizes in 0.2ms and 0.28ms, respectively. 

According to the comparative study, the proposed approach 

is able to achieve minimal encryption time for files up to 

1MB in size. In the fog network, the proposed approach 

achieves a 0.28ms response time at a 2MB file size. 

Additionally, the RSA and ECC reach equivalent 2MB file 

sizes in 0.32ms and 0.58ms, respectively. According to the 

comparative research, the proposed approach is able to 

achieve minimal encryption time for files up to 2MB in 

size. In the envisioned approach, the fog network achieves 

0.18ms at a 3MB file size. Additionally, the RSA and ECC 

reach equivalent 3MB file sizes in 0.6ms and 0.8ms, 

respectively. According to the comparative research, the 

proposed approach is able to achieve minimal encryption 

time for files up to 3MB in size. In the planned approach, 

the fog network's 0.21ms at 4MB file size is accomplished. 

Additionally, the RSA and ECC reach equivalent 4MB file 

sizes in 0.7ms and 1.2ms, respectively. According to the 

comparative research, the proposed approach is able to 

achieve minimal encryption time for files up to 4MB in 

size. In the planned approach, the fog network's 0.3ms is 

reached at a 5MB file size. Additionally, the RSA and ECC 

reach the same 5MB file size in 1.0ms and 1.4ms, 

respectively. According to the comparative research, the 

proposed approach is able to achieve minimal encryption 

time for files up to 5MB in size. 

 

Fig. 9. Decryption time versus file size 

Figure 9 analyzes and illustrates the decryption time based 

on file size. The proposed method is contrasted with more 

established methods like RSA and ECC. The 0.1ms is 

attained at 1MB file size in the fog network using the 

projected approach. Additionally, RSA and ECC reach 

equivalent 1MB file sizes in 0.18 and 0.21 milliseconds, 

respectively. According to the comparative investigation, 

the predicted approach achieves a quick decryption time for 

files up to 1MB in size. In the fog network, the anticipated 

approach achieves a 0.19ms response time at a 2MB file 

size. Additionally, the RSA and ECC reach equivalent 

2MB file sizes in 0.2ms and 0.38ms, respectively. 

According to the comparative investigation, the proposed 

approach achieves a quick decryption time for files up to 

2MB. In the fog network, the planned approach achieves 

the 0.19ms at 3MB file size. Additionally, the RSA and 

ECC reach equivalent 3MB file sizes in 0.3ms and 0.6ms, 

respectively. According to the comparative investigation, 

the proposed approach achieves a quick decryption time for 

files up to 3MB. In the planned approach, the fog network's 

0.22ms at 4MB file size is accomplished. In addition, RSA 

and ECC reach equivalent 4MB file sizes in 0.4 and 0.7 

milliseconds, respectively. According to the comparative 

investigation, the proposed approach achieves a quick 

decryption time for files up to 4MB. In the fog network, the 

proposed approach achieves a 0.28ms response time at a 

5MB file size. Additionally, the RSA and ECC reach the 

same 5MB file size in 0.5ms and 0.95ms, respectively. 

According to the comparative investigation, the proposed 

approach achieves a quick decryption time for files up to 

5MB. 

 

Fig. 10. Processing time versus file size 
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Figure 10 analyses and illustrates the processing time based 

on file size. The proposed method is contrasted with more 

established methods like RSA and ECC. In the fog 

network, the proposed approach achieves a 0.12ms 

response time at 1MB file size. Additionally, RSA and 

ECC reach equivalent 1MB file sizes in 0.18 and 0.22 

milliseconds, respectively. According to the comparative 

study, the proposed approach is able to process files up to 

1MB in a short amount of time. In the fog network, the 

proposed approach achieves a 0.15ms response time at a 

2MB file size. Additionally, the RSA and ECC reach 

equivalent 2MB file sizes in 0.3ms and 0.5ms, respectively. 

According to the comparative investigation, the proposed 

approach achieves a low processing time with a 2MB file 

size. In the fog network, the planned approach achieves the 

0.19ms at 3MB file size. Additionally, the RSA and ECC 

reach equivalent 3MB file sizes in 0.5ms and 0.7ms, 

respectively. According to the comparative research, the 

anticipated approach can handle files up to 3MB in size. At 

4MBfile size, the anticipated approach achieves 0.19ms in 

the fog network. Additionally, RSA and ECC reach 

equivalent 4MB file sizes in 0.62ms and 1.02ms, 

respectively. According to the comparative research, the 

anticipated approach can handle files up to 4MB in size. In 

the proposed approach, the 5MB file size in the fog 

network allows for a 0.2ms response time. Additionally, the 

RSA and ECC reach the same 5MB file size in 0.8ms and 

1.3ms, respectively. According to the comparative 

investigation, the anticipated approach can handle files up 

to 5MB in size. 

 

Fig. 11. Waiting time versus file size 

Figure 11 analyzes and illustrates the waiting time based on 

file size. The proposed method is contrasted with more 

established methods like RSA and ECC. In the fog 

network, the predicted approach achieves 0.01ms at 1MB 

file size. Additionally, the RSA and ECC attain equivalent 

1MBfile sizes in 0.021 and 0.022 milliseconds, 

respectively. According to the comparative investigation, 

the planned approach achieves a low waiting time for files 

up to 1MB in size. In the planned approach, the 2MB file 

size in the fog network is reached in 0.025ms. Additionally, 

the RSA and ECC are successful in achieving a comparable 

2MB file size in 0.041ms and 0.048ms, respectively. 

According to the comparative investigation, the planned 

approach achieves a short waiting time with a 2MB file 

size. In the predicted approach, the 3MB file size in the fog 

network results in 0.038ms. Additionally, the RSA and 

ECC reach equivalent 3MB file sizes in 0.05ms and 

0.068ms, respectively. The 3MB file size and anticipated 

methodology are reached by comparative analysis. In the 

proposed approach, the 4MBfile size in the fog network 

allows the 0.05ms to be attained. Additionally, the RSA 

and ECC reach equivalent 4MB file sizes in 0.07ms and 

0.085ms, respectively. The 4MB file size and anticipated 

methodology are reached via comparative analysis. In the 

planned approach, the 5MB file size in the fog network 

allows for 0.05ms to be realized. Additionally, the RSA 

and ECC are successfully completed with a comparable file 

size of 5MB in 0.07ms and 0.11ms, respectively. The 5MB 

file size and anticipated methodology are reached via 

comparative analysis. 

5. Conclusion 

In this research, a unique, lightweight encryption method 

for Internet of Things (IoT) based on fog is developed. For 

the execution and interaction of IoT applications and 

compute instances, FogBus provides a platform-

independent interface. It enables consumers run many apps 

simultaneously, service providers manage their resources, 

and developers create applications. FogBus also uses 

encryption, authentication, and Blockchain to safeguard 

activities on sensitive data. For enhancing security, the 

blockchain with TLSE has been deployed. The TLSE 

chooses the best key while taking AOA into account. The 

UCI machine library is used to gather health care data in 

order to verify the proposed approach. The suggested 

method is put into practice using Python, and it is 

contrasted with more established methods like ECC and 

RSA, respectively. Based on the study, it can be concluded 

that the proposed approach produces effective results in 

terms of processing time, waiting time, encryption time, 

and decryption time. 
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