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Abstract:  Watermarking is effective technology for processing for secure image through transform domain. With ever increases in security 

threats demands for security in medical images. This paper proposed a Undecimated Discrete Wavelet Transform (SVDUWT) for 

evaluation of watermarking in medical images. The proposed model is incorporated in two stages. At first, SVD – DWT is performance of 

embedding of the watermarking in an medical images. Secondly, entrophy scheme is incorporated for computation of pixels in an images, 

With normal embedding watermarking scheme involved in transformation of low-frequency sub-band of images. The proposed low-

frequency bands are classified in to non-overlapping blocks. The experimental evaluation expressed that proposed scheme significant 

performance in performance analysis of watermarked method. Also, performance of proposed method is evaluated for attack scenario such 

as noise and scaling attack. The analysis confirmed that proposed model exhibits good performance for medical image watermarking. 
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1. Introduction 

The realm of insertion for the mark is related to the 

numerous watermarking picture methods accessible across 

the literature (spatial, frequential, multi-resolution, etc). 

There are several performance choices available for each 

picture representation region [1]. The selection of the 

insertion domain is thus a crucial stage in development of 

watermarking methods. Spatial domain insertion is 

accomplished by altering image's pixel values directly. This 

domain's key advantage is that insertion as well as detection 

operations are computationally cheap, allowing it to be 

utilized in real-time watermarking applications [2]. The 

biggest downside is that, following integration, the visual 

quality of the image declines. Subsequently, these methods 

are vulnerable to attacks. In frequency domain insertion, 

mark is injected into converted domain rather than image 

Discrete Fourier Transform or Discrete Cosine Transform 

[3] is utilized to obtain the image's frequency representation. 

The selection of the marked coefficients is the most difficult 

aspect of this type of scheme. The most effective methods 

for achieving a good robustness-invisibility compromise 

frequently position the mark in the image's middle 

frequencies to enhance imperceptibility simultaneously 

minimising the likelihood that the mark will be eliminated 

by compression or noise addition if situated in high 

frequencies[4]. Despite domain's inherent advantages of 

translation as well as scale invariance, computing costs for 

this technique are high also susceptible to windowing and 

tiny local deformations[5]. It is distinguished by sub-

banding of image, It makes it possible to separate low-

frequency components, creating a portion of the insertion 

that is less sensitive[6]. A multi-resolution translation of the 

image preserves its spatial content, which may then be used 

to find a mark after a geometric shift. 

Digital picture watermarking methods aredivided into two 

groups based on domain in which watermark is introduced: 

spatial along with transform domain approaches.Using 

spatial domain approaches, watermark is quickly applied to 
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overlay a picture by changing the pixel values[7]. They are 

beneficial due to their brevity and ease of execution, 

however, they are frequently vulnerable to geometrical 

attacks.  

2. Related Works 

The realm of insertion for the mark is related to the 

numerous watermarking picture methods accessible across 

the literature (spatial, frequential, multi-resolution, etc). 

There are several performance choices available for each 

picture representation region [8]. The selection of the 

insertion domain is thus a crucial stage in development of 

watermarking mechanisms.The key advantage of this realm 

is that insertion and detection operations are 

computationally cheap, enabling its implementation in real-

time watermarking software [9]. Spatial domain insertion is 

accomplished through altering image's pixel values directly. 

The biggest downside is that, following integration, the 

visual quality of the image declines. Subsequently,  these 

methods are vulnerable to attacks. In frequency domain 

insertion, mark is injected into converted domain rather than 

the picture.A DFT or a DCT is utilized to determine the 

image's frequency representation [10]. Selection of 

indicated coefficients is the most difficult aspect of this 

approach. The best techniques for achieving an appropriate 

robustness-invisibility balancing frequently position the 

mark in the image's middle frequencies to enhance 

imperceptibility simultaneously minimising the likelihood 

of the mark being dislodged by compression or noise 

addition if situated in higher frequency[11].  

They offer a hybrid watermarking method in [12] that 

combines visual cryptography with watermarking (WPT).A 

WPT is used to segment image as well asdetermine smallest 

energy band in which watermark text is incorporated for the 

incorporation of a watermark transmitting the information 

of the one who owns a medical image.Anand& al propose a 

technique for combining numerous watermarks in medical 

photographs. The watermark that is embedded consists of 

both text and a picture. To boost security, the watermarked 

picture is subsequently encrypted using the HyperChaotic 

encryption method.[13] proposes a blind watermarking 

system that utilises DWT along with SVD. A quick Walsh 

Hadamard transformation is implemented to each block. 

Blocks of the LL sub-band are subjected to singular value 

decomposition created by Hadamard transform.To improve 

security, watermark image is scrambled utilizing Arnold 

Transform. Khare and Srivastava offer DWT, singular value 

decomposition,homomorphic transform as well as Arnold 

transform [14]. After that, watermark bits are incorporated 

into unique values obtained.The HL subband is first 

dissected into illumination plus reflectance factors using a 

DWT, and then the homomorphic transform is used to 

deconstruct it into illumination and reflectance components 

in this work. 

The watermark is jumbled using Arnold transform. The 

reflectance component's singular values are then used in the 

integration procedure.Zhou& al present a watermarking 

system that is both strong and hybrid [15]. In this work, 

DWT is applied.After applying singular value 

decomposition to HL also LH subbands, a watermark is 

integrated by changing direct current coefficients. Based on 

DWT and DCT, Benoraira& al offer a blind as well as 

durable image watermarking method[16]. DCT is utilized 

initially in this method. The watermark bits are then 

embedded using two DCT sub-vectors. Original sub-vectors 

are found by subsampling approximation coefficients of 

host picture's DWT transform. 

3. Undecimated Discrete Wavelet Model for Image 

Security 

The improved watermarking scheme involved in 

construction of SVDUWT scheme for robustness. Usually, 

the performance of network is incorporated to protect 

documents those involved for medical images. Also, the 

implementation of watermarking scheme offers possible 

solution against the attacks. The developed watermark 

fragile concentrated to protect the images those need to be 

protected along with integrity check. Along with an integrity 

checker, the suggested SVDUWT ensured robustness 

against attacks. The proposed SVDUWT has three steps: 

watermark creation, integration, and extraction. Due to the 

fact that the SVD and DWT are components of the proposed 

SVDUWT architectural paradigm process for watermarking 

with entrophy estimation within the medical images.  

3.1 Integrated SVD with the UDWT 

 SVD comprises of the matrix with (DWT). The product of 

SVD considered for 3 matrices is defined as U, S and V. The 

identity matrix of I illustrate the matrix size of 𝑚 × 𝑛 those 

can be decomposed in to r. The identity matrix of 𝐼 the 

matrices are therefore written as in equation (1) 

𝐼 = 𝑈 ∗ 𝑆 ∗ 𝑉𝑡 = ∑𝑖=1
𝑛  (𝜎𝑖 ∗ 𝑢𝑖 ∗ 𝑣𝑖

𝑓
)                                 

 (1) 

Where, the matrix size is represented as S, the diagonal 

positive terms is defined as r. The singular matrix 𝐼 for non-

zero element is denoted as 𝑠𝑖. In consideration of linear 

algebra MRI image can be  computed as scalar non-negative 

elements. The image I matrix is shown as in equation (2) 

I = USVT                                                             

 (2) 

 In above equation left and right singular vector is denoted 

as U and V. The diagonal matrix component of element S 

represented as singular value of I. The element eigen values 

of the MRI images are denoted as in equation (3) 
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𝑆 = [

𝜎1 0 0 0
0 𝜎2 0 0
0 0 0 0
0 0 0 𝜎𝑀

]                                                 (3) 

Where 𝜎1 ≥ 𝜎2 ≥ 𝜎3 ≥ ⋯ ≥ 𝜎r ≥ ⋯ ≥ 𝜎M = 0 1 

represented as larger value of element with rank r of matrix 

I. The principal component (PI) matrix of the elements is 

obtained for matrices 𝑈 and 𝑆. The unique feature 

components of the matric is evaluated based on false 

positive value as in equation (4) 

𝑃𝐶 = 𝑈 × 𝑆                                                                   

 (4) 

The variation in coefficients of  DWTrepresentation of 

images is evaluated based on image contours and texture 

components. The regions related to the domain specific 

wavelet coefficient. In figure 1 illustrated the overall 

architecture of the proposed SVDUWT for watermarking of 

medical images are presented. 

The overall steps involved in extraction of the images 

watermark are presented in following steps: 

Step 1: Four sub-bands are applied to the input MRI medical 

images for processing. 

Step 2: Medical image sub-band LL1 is classified as non-

overlapping block size of 8 × 8 

Step 3: The  coefficients of each blocks are evaluated with 

DWT 

Step 4: To derive the watermark from copyright center 

Step 5: With incorporation of secret bits extraction is 

performed for watermark bits using equation (5) 

𝑒𝑤2(𝑖) = mod(𝑛, 2)                                                      

 (5) 

where n is evaluatedusing equation (6): 

𝑛 = floor (
abs (Δ)

𝛿2
) 

Δ = 𝐵𝑖
′(1,2) − 𝐵𝑖

′(2,1)                                                   

 (6) 

where B i is ith blocks denoted by secret sequence K6, δ2 is 

embedding factor 

Step 6: Similarly, decryption of watermark performed using 

equation (7) 

𝑠𝑤2 = 𝐾5 ⊕ 𝑒𝑤2 ⊕ 𝑧𝑤                                               (7) 

In above equation, encrypted watermark is defined as 𝑒𝑤2, 

the scramble decrypted watermark is denoted as 𝑧𝑤 with the 

sequence of 𝐾5.  

The algorithm 1 provides the information embedding within 

the medical images is presented. Similarly, in algorithm 2 

encryption process performed by  the proposed SVDUWT 

for security is presented. 

 

Fig. 1: Overview of developed SVDUWT scheme 
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 Algorithm 1:undecimated wavelet transform  

Require: Cover image 𝑃, 

secret sequences: 𝐾1, 𝐾2. 

direction information 𝑤1 

Ensure: Cover image with direction information 

embedded 𝑃′ 

1: ewq1= 𝑤1 ⊕ 𝐾1 

2: 𝐿 =length(ew1) 

3: 𝑍 = CalRHFMs (𝑃); 

4: for 𝑖 = 1 to 𝐿 do 

5: 𝑗 = 𝐾2(𝑖): 

6: 𝜆 = round (
|𝑍(𝑗)|

𝛿1
) 

7: if mod (𝜆 + ew 1(𝑗),2) == 0 then 

8: |𝑍′(𝑗)| = (𝜆 + 0.5) × 𝛿1 

9: else if 𝜆 > 0.5 then 

10: |𝑍′(𝑗)| = (𝜆 − 0.5) × 𝛿1 

11: else 

12: |𝑍′(𝑗)| = (𝜆 + 1.5) × 𝛿1 

13: end if 

14: end for 

15: 𝑅1 = Reconstruct (𝑍); 

16: 𝑅2 = Reconstruct (𝑍′); 

17: 𝑃′ = 𝑃 − 𝑅1 + 𝑅2: 

4. Simulation Results 

For the computation of original picture to watermarked 

image, performance of suggested SVDUWT is tested. In 

table 1 presented computation of the PSNR and SSIM for 

the watermarked image is presented. Extracted watermark 

from an images is also evaluated with computation of the 

BER values and NC values that are shown in table 1.  

Table 1: Comparison of extracted watermark 

Watermarked 

Image 
PSNR & SSIM Watermark 

Normal  Zero  

NC 
BER 

% 
NC 

BER 

% 

 

PSNR = 40.26 dB SSIM = 

0.9638 

 

1.0000 0 0.9873 1.26 

 

PSNR = 40.17 dB SSIM = 

0.9784 

 

1.0000 0 0.9829 1.66 

 

SNR = 41.29 dB SSIM = 

0.9715 

 

1.0000 0 0.9792 2.05 

In table 2 presented the medical MRI image with different watermark scheme are presented for different MRI images. 
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Table 2: Comparison of different watermark 

Watermarked 

Image 
PSNR & SSIM 

Extracted 

Watermark 

Normal 

Watermark 
Zero - watermark 

NC 
BER 

% 
NC BER % 

 

PSNR = 40.16 dB SSIM = 0.9658 

 

1.0000 0 0.9873 1.26 

 

PSNR = 42.37 dB SSIM = 0.9684 

 

1.0000 0 0.9829 1.66 

 

SNR = 41.29 dB SSIM = 0.9915 

 

1.0000 0 0.9792 2.05 

 

The evaluation of the different watermark schemes over the 

medical MRI images expressed that the minimal influence 

is observed for the medical data. With binary watermark 

scheme the encryption is performed with the cover images 

for estimation. However, in the watermark scenario the 

watermarks are extracted with minimal data loss. As a 

result, the proposed SVDUWT may be inferred to be 

effective for a variety of images and watermark formats. 

Additionally, histogram of the input dicom MRI images data 

is illustrated in figure 2. 

 

(a)                                 (b)                                   (c)                                          (d) 

Fig. 2: (a) histogram for watermark 1 (b) histogram for watermark 2 (c) histogram for watermark 3 (d) histogram for 

watermark 4 

In the figure 2 presented the sub-band estimation of the 

watermarked images for different watermark is presented. 

The evaluation of LL-sub band is based on consideration of 

SVD – DWT transformation process with frequency domain 

analysis.In table 3 Evaluation of the suggested SVDUWT 

system in comparison to the watermark scheme are 

presented. 
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Table 3: Comparative analysis 

Attacks 
Others Normal Watermark Zero - watermark 

Ref [11] Ref [12] NC BER % NC BER % 

Salt&Peppers (0.005) 0.9516 0.9516 0.9350 10.06 0.9835 1.66 

Gaussian (0.001) - - 0.9676 5.08 0.9795 2.05 

Speckle (0.005) 0.9678 4.59 0.8571 17.97 0.9855 1.46 

PSNR 40.40 41.17 - 

SSIM 0.9820 0.985 - 

 

 

The performance of proposed SVDUWT scheme with 

conventional scheme for watermarking is as depicted in 

table 3. The analysis expressed that the suggested plan 

demonstrates superior functionality compared with 

conventional technique. 

5. Conclusion 

This research described an SVDUWT watermarking system 

for medical image security. The developed SVDUWT 

scheme is incorporated the encryption scheme for 

watermark images. Watermark image embedded with the 

SVD-DWT is involved in computation of LL1 sub – band 

for computation. In watermarking process, a effective 

sequence is generated with the watermarked positions with 

respect to position of images. The entropy computes the 

values  of the each pixel and calculate the effectiveness. The 

proposed SVDUWT method is tested under a various attack 

types scenarios, incorporating scale and noise attacks. 

Comparative investigation revealed that the proposed 

method performs superior than conventional technique. For 

many scenarios, the performance of the suggested 

SVDUWT framework is effective. 
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