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Abstract: The advancement in the field of technology and science has rendered the classical algorithms
used for securing data vulnerable to attacks by quantum computers. Post quantum cryptography aims at
establishing quantum safe algorithms so that data can be secured. Advanced Encryption Standard (AES) is a
symmetric key block cipher which provides security against known quantum attacks. The Shor’s and Grover’s
algorithms are the quantum algorithms which have proved to break encryption provided by security mechanisms
like RSA and even have the potential to break AES-128 in future. However, if key size of symmetric key security
mechanisms is increased then security provided by them cannot be broken by both classical and quantum
computers in near future. Quantum computers are becoming more and more prevalent, but there is still some
concern about their security. In this paper, we will show that the current quantum computers in use cannot break
AES-256 encryption with Grover’s algorithm. We have implemented AES-256 for encryption of files in our
system and proposed a proof that the qubits used by quantum computers are not enough to break AES-256 with
Grover’s algorithm. We believe that this provides strong evidence that current quantum computers are not a threat
to encrypted data using AES-256. We hope this will ease concerns about using quantum computing for secure
applications and encourage further development of these powerful machines.
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Sycamore (quantum computer developed by Google
in 2019). The ideology of developing a quantum
computer and achieve quantum supremacy is leading
to the development of post cryptographic algorithms
s0 as to safeguard the systems which use the classical
security mechanisms. An initiative has been taken by
NIST (National Institute of Standards and
Technology) in 2017 for testing of potential
algorithms which can be resistant to quantum attacks.

Introduction

Digitization in recent years has resulted in
development of technology and security schemes
which are capable of doing computations at an
exponential speed. The advancements in the field of
quantum computing has led to the advent of quantum
computers [30]. Organizations like IBM, Google and
many others are rigorously dedicated in developing
quantum computers with a large number of qubits.

Recently in December, 2020 a quantum computer
named Jiuzhang has been developed by a team of
researchers in China which is considered to be do
computations 10 billion times faster as compared to
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Currently, submissions for round-3 have been
received by the organization for review in June 2020.
According to the submissions received in round-2 the
public key security systems have been implemented
majorly in FIPS 186-4 and digital signature standard
which are considered to be vulnerable to the quantum
computers having large number of qubits [1]. In this
paper, we have discussed the working and capability
of a computer which has the ability to use quantum
theory along with the properties like entanglement
and superposition. The qubits used in quantum
computers can be superimposed to do computations
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having exponential or quadratic speedup. This
property has been used by Grover’s algorithm which
works on unstructured data to perform search which
is comparatively very less time as compared to the
algorithms used by classical computers, this method
is used to find the key combinations in the field of
cryptographic systems [26]. The proposed solution to
this problem is increasing the key size of the
symmetric key algorithms so that they cannot be
broken, the Asymmetric key security systems
however are susceptible to be decrypted by Shor’s
algorithm which possesses the capability of finding
the prime factors at a exponentially high speed.
Advanced encryption standard (AES), is the best
known block cipher developed by NIST in 2001, uses
key sizes of 128, 192 and 256. Although the
traditional computer systems can break AES-128 in
5x1021 years [2], but with the advancements in
quantum computing the post-quantum era has the
capability of breaking down AES-128 in fairly less
time. Therefore, we have implemented AES-256 to
encrypt the files in the system so that they are safe
from both classical and quantum computers. One of
the known quantum attacks includes Demirci- Selguk
meet-in-the-middle attack [3], which is unable to
break the encryption standards used by AES-256.
Related Work

The literature review shows that the studies
derived aim at providing an insight of the
advancements which have been made in the field of
quantum safe algorithms and the research gaps which
need to be reviewed so as to propose a framework for
building systems which are quantum safe.

Brandon Rodenburg and Stephen P. Pappas
[4] published a research on vulnerabilities which need
to be addressed by blockchain architecture as the
world advances to a new technology known as
quantum computers. The second threat to blockchain
which uses the asymmetric key security model at any
point is by Shor’s Algorithm which can factorize
prime numbers by exponentially increasing the
computations. To counter the threats posed by these
quantum algorithms, post quantum cryptographic
methods along with some secure algorithms and
security models and have been discussed. The
development of Quantum Key distribution (QKD)
protocol in which a randomly generated random bit
stream is used to encrypt a secret message, also
known as OTP or One time password is
recommended by the authors. This generation of
random key needs to establish by the sender and
receiver and once that is achieved then the message is

considered to be unconditionally secured [4]. It has
been stated in the paper that NIST has been working
towards building stronger quantum resistant
algorithms which work on some promising areas like-
Hash-based cryptography, Code-based cryptography,
Lattice- based cryptography and multivariate
guadratic based cryptography. Therefore, either QKD
can secure this computational data structure from a
qguantum attack or post quantum cryptographic
algorithms. It has also been stated that a proposal of
Quantum bitcoin has been put forward which will
work on the classical computers but will use the
albitites of Quantum computing to mine and verify
the block.

Sandeep Kumar Rao et al. [2] published
about post quantum cryptography, QKD (Quantum
key distribution) and have done a comparison
analysis of security provided by various popular
cryptographic algorithms.  According to their
research, the Public key cryptographic security
models like RSA, ECC can be broken down by
attacks carried out by an quantum computer by using
Shor’s algorithm. They have also discussed about
Grover’s algorithm and it’s capability to break down
some of the symmetric key cryptographic algorithms
like DES, AES-128 and IDEA [2]. After the
comparison analysis and examining the capabilities
of Grover’s algorithm it has been concluded in their
paper that AES-256 is quantum safe and can be used
to provide better security and strong encryption
standards to the confidential data.

Awadesh Kumar and R.R Tewari [5]
extended a framework which implements AES-256
and AES-512 key generation algorithm. The model
discussed in the paper is based on AES-512. The sub
key generation model discussed for 512 bit key
constitutes of 16 rounds and17 sub key. Although this
model is not implemented yet because larger key size
provides more security and takes more time in
encryption and decryption process to take place but
the computation becomes complex. AES-256 is being
used currently and is considered to be secure for
providing security as compared to other key lengths
in AES. They have also discussed about the time
required for encryption and decryption during pre-
computation and fly key generation. In their paper
they have proved that fly key generation method takes
very less time as compared to the pre computation
method [5]. The encryption decryption carried out
using the operation modes like CBC take large time
and if OFB and CFB are used for decryption
mechanism.
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Deepraj Soni et al. [6] discussed about the
post-quantum cryptographic security scheme and the
hardware required to implement them. As stated in
the paper the lattice based security systems are built
on shortest vector problem and are hard to break even
with a quantum computer. Their study has improved
the latency by using optimization techniques such as
loop unrolling and loop pipelining for enhancing
PQC. For the signature algorithms they have
performed the key generation procedure along with
signature verification. Since NIST is rigorously
working towards finding algorithms which are
quantum safe the studies in this paper have helped
enhance the hardware implementation of two
algorithms so that in future they can be implemented
with wase and provide the security which the other
classical algorithms fail at. The key takeaways from
their findings is that as the security is improved the
latency also increases at a significant rate but the
overhead of area does not. Also they concluded that
gqTESLA has more requirement of area as compared
to CRYSTALS-Dilithium for 1-3 level security in the
case of key generation and verification of signatures.
These findings can be used for development of more
such secure algorithms which can safeguard the data
against the quantum attacks.

Stephen Clarke [7] published a research
based on Shor’s algorithm along with the detailed
explanation of its capabilities to factorize prime
numbers has been discussed. An experiment has been
carried out to compare the functionalities and
workability of classical computers as compared to
simulated and physical quantum computers. In the
first segment of the paper the basics of quantum
computing along with some important terms like the
Bloch Sphere, Qubit, Hadamard gate, superposition
and entanglement have been explained. Later, the
discussion and implementation of Shor’s algorithm to

find the prime factors has concluded the research that
the traditional computers cannot exceed their
computations greater than 2" but Shor’s algorithm can
complete the task in n® computations. This makes the
public key cryptographic security model RSA
vulnerable to the quantum attacks as the time for
calculation of prime factors has been fairly reduced.
By increasing the key size also RSA cannot be
secured as it will make the transmission of the key a
very difficult task. The research paper also depicts
that major companies are working to build strong
guantum computers in the future but regardless of the
portability of these computers have to offer they can
still be accessed through cloud platforms.

Xavier Bonnetain, Maria Naya-Plasencia
and André Schrottenloher [3] suggested a framework
based on post quantum cryptography and security
analysis of AES. The framework proposed by them
focuses on the classical and Quantum attacks. They
have used a Q1 model wherein it has been pre
assumed that the attacker has an access to the
guantum computer but can encrypt and decrypt the
data by using only classical algorithms. In the other
segment of their research they have applied the square
attacks on 6 round AES-128, 7 round AES-192 and 7
round AES-256. DS-MITM attack has been applied
to 8 rounds of AES-256 [3]. Detailed explanation on
the cost effectiveness of Grover exhaustive search is
also discussed along with some quantum tools which
can efficiently be applied to differential properties of
AES S-box with a small memory usage. The quantum
attacks that they have used to target AES-256 only
reach till 8 rounds, thus it gives a good security
margin for its usage. After evaluating the results
obtained for the attacks which are carried out against
AES in classical as well as quantum world it is termed
that AES-256 is safe to be used to encrypt data and
files.
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Fig. 1 Conclusion of the literature review

Table 1 shows a comparative analysis of
various cryptographic algorithms which are reviewed
for building a strong security model resistant against
the quantum attacks [37,39]. In Fig. 1 it has been
depicted that the post quantum cryptographic
algorithms which are considered to be secure are
based on symmetric key algorithms with larger key
sizes [38]. Although many researches and
advancements are being done by NIST in the this field

to review new and secure algorithms which are
quantum safe [34] but the switch from traditionally
used algorithms to new upcoming algorithms remains
a challenge and as a solution we propose to improve
the traditionally used algorithm AES by increasing
their key size because AES-256 and AES-512 are still
guantum safe against the known quantum attacks and
algorithms.

Table 1 Analysis of cryptographic algorithms

Technique Category Gaps identified
Quantum key Encryption by using QKD, can be used to generate strong OTP, but cannot be used to
distribution (QKD) random bit stream or one | transmit the data through secured channel
time password
RSA Public key encryption Susceptible to attacks by Shor’s algorithm and therefore even the
larger key sizes are considered to be insecure.
MARS Symmetric key-Block MARS as compared to AES has low performance on the basis of
Cipher speed and diffusion
RC-6 Symmetric key-Block This block cipher uses block size of 128 bits.
Cipher
IDEA Symmetric key-Block Uses block size of 64 bit and 128 bit key, therefore less secure
Cipher as compared to other block ciphers.
AES Symmetric key-Block It is considered to be quantum safe only if larger key sizes are
Cipher used to encrypt the block of size128 bits.
gtesla Lattice based Digital It is inefficient for software implementation
signature scheme
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Overview of Grover’s Algorithm

In 1996, Lov Grover Implemented the Grover’s
algorithm which works as an quantum search
algorithm [4]. Grover’s algorithm can be applied on
unstructured data to search the components by using
qubits in superposition to make the computations
[8].To understand this algorithm let’s consider an
Oracle function.

f(p) >0
f(q) —»1

f(p) signifies all the values which don’t lead to the
significant search result which is required, whereas
f(q) signifies the value which is required as a search
result [29].

Step 1: Put Qubits in super position through
Hadamard Gate, it’s a quantum gate which is
responsible for superposition of the qubits with a 0.5
probability of the qubit to be 0 or 1.

This can be done with the following equation:

Is)
N-1
= > )
“UnL’?
p=0
The above equation helps the qubits in having
uniform amplitude.

Step 2: The Equation to be implemented in this step
is as follows:

Us |p)
= (=1/® |p)

f(p) gives the value 1 when the required value is
found, else it will give a value something other than

1. So, in this equation if the eigen value comes out to
be negative for the value which we are looking for
then the amplitude of the required value will be
flipped to the negative side of the axis other values
which are not required will remain as they are.

Step 3: This step is again performed on the Hadamard
gate.

Us
= 2|s)(s]|
-1

And the probability of finding the correct value at
time t+1 is given by the following:

|¢f+1>
= UsUfllpt)

Us stands for oracle matrix and Us stands for
Hadamard gate.
This step increases the expectation value and
amplifies the value which we required to search.
The probability and the expectation value is amplified
to a greater extend [8].

€Y)
Final Step: After the amplitudes are increased, we
need to take square root of those values to check the
highest value and that will be the desired output.

)
= (UsU;) Tho)

The above equation gives us the final output after the
steps 2 and 3 are repeated t number of times.
Therefore, the time required for Grover(’%)algorithm
to perform a search on unstructured data is Vn as
compared to n in the traditional systems.
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Fig. 2 Flow chart of working of Grover’s Algorithm [18]

i == niteration?

B == diffusion
gate

In Fig. 2 the working of Grover’s algorithm is and the results can be obtained in time comparatively
depicted based on the equations discussed. The less than the traditional search algorithms.
Grover’s algorithm can be applied using a simulator

Algorithm 1: Grover’s Algorithm

Input: f:{1,2,.....,N} - {0,1}
Output:
Index which satisfies f (p)= 1 denoted as @

Initialization:
1. Uniform superposition applied to system
over all states

N-1
1
'S>:szolp)

Repeat the process r(N) ~ Z VN times where N=2"
2. Define Oracle operator U,

U is Us when ancillary qubit is in the state
=) = % (10)-11))
Where,

Ur Ip) = (=1)/® |p)

3. Apply U, to qubit states
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4. Define Operator U,

5. Apply Grover’s diffusion operator to qubit state

Ug = 2|s)s| — 1
6. Measure resulting quantum state
7.End

4. Quantum Safe Algorithms

The various cryptographic algorithms which are
available for providing security to confidential data
work on either Symmetric key or Public key
cryptography. All algorithms which fall under these
categories are not susceptible to quantum attacks,
some algorithms are considered to be quantum safe.
By the term quantum safe we refer to the segment of
those algorithms which can resist attacks that can be
performed by all types of known quantum algorithms
[9]. The algorithms which can easily be targeted and
broken down by a quantum computer have the
following characteristics:

Security protocols or algorithms working on the
theories of Integer factorization and discrete
logarithms.

Any algorithm or protocol which derives the security
from the public key ciphers which use the
complexities of the above stated theories.

Security systems or products which are in use by
adapting to the security standards of above protocols.

It is important to note that RSA, Diffie Helman,
ECDH, ECDSA, Digital signature Algorithm and
other variants of these ciphers are not considered to
be quantum safe [28]. Almost all public key ciphers
use the theories of the above mentioned algorithms
for providing security [9]. The algorithms that are
considered to be vulnerable to quantum attacks but
still can be rectified by certain way is the AES
(Advanced Encryption Standard) algorithm. Table 2
shows the report released by NIST in 2016 on post
guantum cryptography and effect of quantum
computers on popular cryptographic algorithms [2].
In the quantum era the public key security models will
stand insecure due to the issues of integer
factorization and discrete log [10]. Whereas, in the
case of symmetric key cryptographic methods
Grover’s algorithm as a quadratic speedup and it is
relevant from the researches that exponential speedup
for search algorithms is not possible [10].

Table 2 Impact of Quantum Computers on Classical and Common Cryptographic Algorithms

. . Impact Of Quantum
Algorithm Encryption Type Purpose Computer
Larger key sizes
AES Symmetric Key Encryption needed
SHA-2, SHA-3 Hash Function Larger output needed
. Digital signatures, Not secure
RSA Public key establishment of key
ECD.SA.\' ECDH . Digital signatures, Not secure
(Elliptic Curve Public Key .
establishment of key
Cryptography)
DSA Digital signatures Not secure
(Finite Field Public Key gita’ SIg ’
establishment of key
Cryptography)

Other public key security controls like RSA
and ECC cannot resist the power of algorithms used
by quantum computers because they cannot adapt to

the security which can be ensured by increasing the
key size of these security controls. If the key size of
these algorithms is doubled then the run time capacity
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of these public ciphers will increase by a factor of 8.
This chain continues every time the key size is
doubled due to the advancements the quantum
computers will have in the coming future [38]. Rapid
advancement in the run time of public ciphers by
doubling the key size will transcend Moore’s law and
will soon become non-viable in terms of speed and
channel size which is required to maintain the
required bandwidth to transfer the key information
over any electronic channel [19]. By increasing the
key size used in AES encryption it can be ensured that
AES can resist the quantum attacks. In the further
sections of this paper this has been explained that
AES-256 is considered to be quantum safe. Quantum
resistant cryptography or post quantum cryptography
aims at designing or identifying algorithms which are
capable of securing the data even if a quantum
computer is used to decrypt the data encrypted using
those algorithms. The most popular communication
channels encrypt the data by using public key
encryption, digital signatures and algorithms which
use the concept of key exchange. These techniques
are primarily implemented using Diffie- Helman key
exchange algorithm, Elliptic curve cryptography and
Rivest-Shamir-Adleman (RSA) cryptography
[31,20]. Symmetric key cryptography also termed as
secret key cryptography is a method wherein a single
key is used to encrypt and decrypt the data, therefore
the sender and receiver should be aware of this key
which is transmitted using a secure channel [21].

4.1 Quantum attacks

Quantum attack is a phenomena which aims
at recovering the key faster than the classical search
[40]. As in the case of classical search the key is
recovered and calculated after searching all the
possibilities but a Grover’s algorithm working on the
process of function inversion has to work only till Vn
times where n is the possible number of outcomes
[32]. IBM uses a quantum computer with 65 qubits

and recently it has announced that by 2023 it will be
successful in building a 1000 qubit quantum
computer. Microsoft and Amazon have also
announced their plan to accelerate their technology of
cloud quantum computing. While the industry giants
are working towards quantum computing it is
believed that in next 20 years significantly large
guantum computers using thousands of qubits will be
able to break all public key cryptography algorithms
currently in use [33]. Therefore we need to closely
look at the algorithms which are quantum resistant
regardless of the fact that we still cannot estimate the
time by which quantum supremacy can actually be
achieved [35][41].

4.2 Quantum Resistant Cryptography- Comparison
Analysis

In Fig. 3 a comparison analysis has been
done on the basis of qubits required to break the
encryption provided by various symmetric and
asymmetric key cryptographic methods [9]. It is
stated that public key ciphers are not quantum secured
but by using AES with a larger key size it becomes
difficult for a quantum attack to break this algorithm.
Therefore, it is considered that in applications where
public key cryptography is favoured as compared to
Symmetric key cryptography to outstrip the difficulty
of key distribution and management, quantum
resistant algorithms should be used as an substitute to
safeguard the data and other confidential information
which is transmitted over the electronic media. IBM
has promised a quantum computer of 1000 qubits by
the year 2023 and thus many other leading companies
are also working towards achieving the quantum
computer of a greater capabilities [12]. The
cryptographic algorithms which are popularly used to
build secure channels and provide security are
vulnerable to quantum attacks. However, some
algorithms can still be trusted for providing security
based on their increased key size [11] [42][43].

AES-256

Comparison Analysis of Symmetric and
Asymmetric Cryptographic Systems

Z56

AES-128

2953

e

RSA-2048 20

RSA-1024 10

=0

Quibits 10 20
= Bits 20 112

RSA-1024 RSA-2048

Qubits = Bits

so0

AES-128 AES-256
2953 6681
128 256

Fig. 3 Comparison analysis of Asymmetric vs Symmetric key cryptographic systems
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Advanced Encryption Standard

Advanced Encryption standard (AES) was
introduced in 2001 by NIST as a substitute to the Data
Encryption standard (DES) as it was more susceptible
to brute force attacks. AES is a symmetric block
cipher encryption mechanism which is used to
encrypt the sensitive and confidential data by
implementing the encryption algorithm in hardware
as well as in software across the world [44] [45].

5.1 Structure of AES

There are three block ciphers associated with the
AES algorithm depending on the key length which is
used by them: 128, 192 and 256. Each of these block
ciphers use a single key of respective length to
encrypt and decrypt the data [6]. AES has two version
implementation [50][51][52].

Plain text block of 128 bit and 128 bit key size.
Plain text block of 128 bit and 256 bit key size.

In this paper we will be implementing AES-256
as it is considered to be more secured due to its large
key size. It is important to note here that AES uses
Galvois Field (2% to perform the arithmetic
operations  like  addition, subtraction and
multiplication. In case of AES encryption or
decryption input size of 128-bit is used as a single
block. A 4x4 square matrix of bytes is used for
representation of this block. The block is then copied
to the state array with modification which is
performed at each step of AES encryption and
decryption. The state is copied to the output matrix
after the completion of last stage. In the similar
manner the key is also represented as a square matrix
of bytes and is further expanded. For key generation
15 subkeys are required for key length of 256 and are
arranged in matrix of 4x8. Therefore, 60 word length
key schedule is developed after the expansion of the
key length of 256, while ordering of bytes in the
matrices is by column.

Table 3 Key schedule for AES

Key Length No. of Rounds No. of sub Required Iteration Key length after expansion
keys
128 10 11 10 44 words
192 12 13 8 52 words
256 14 15 7 60 words
512 16 17 4 68 words

In Table 3 it is important to note that as the
key size increases the iterations required to generate
the sub keys in AES decreases, this depends on the
size of keys and the size of fixed block size. These
keys are computed recursively [6]. The key schedule
depicted in the table is represented in the word format
where each word is 32 bit or 4 bytes and these sub
keys are stored in an expansion array in the word
format. As depicted in Table 3 there are 15 sub keys
which are used for maintaining 14 rounds with 7
iterations required all sub keys are stored in key

expansion array from W[0],W[1],....W[59]. To
transform plain text into cipher text using AES
encryption algorithm a series of steps which are
constituted in a round are performed. These steps
include Substitution using S-box, transposition and
mix column operation to finally obtain the cipher text.
In total the above steps are performed 10 times in case
of key size 128 bit, 12 times when the key size is 192
bit and 14 times for 256 bit key size [46][47].

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2023, 11(5s), 181-198 | 189




Initialization

tain the
actual key

block by
expanding
the 32 byte
key.

ne time
initialization
.| of the of the

16 byte plain
text block

State is XOR
— with the key
block

13 Rounds

each 14th Round
Each plain Each plain
| text byte is | textbyteis
applied with applied with
a S-box a S-box
Row k of Row k of
state is | stateis
| rotated by K rotated by K
bytes bytes
S
Mix column State is XOR
—| operation is — with the Key
performed block
~——
State is
XOR with
the Key
block

Fig. 4 AES-256 Description Flowchart

As the key size increases the number rounds
increase which ensure more security to the data
encrypted using this security mechanism. Fig. 4
shows the flowchart description of the various steps
involved in implementing AES-256 [6]. To transform
plain text into cipher text using AES encryption
algorithm a series of steps which are constituted in a
round are performed. These steps include Substitution
using S-box, transposition and mix column operation
to finally obtain the cipher text. In total the above
steps are performed 10 times in case of key size 128
bit, 12 times when the key size is 192 bit and 14 times
for 256 bit key size. As the key size increases the
number rounds increase which ensure more security
to the data encrypted using this security mechanism
[48] [49].

AES-256: Quantum Safe Cryptographic
Algorithm

The search which is performed by Grover’s
algorithm is much faster as compared to the classical
computers. AES-256 is quantum resistant which can
be proved by looking closely at the logic
implemented by Grover’s algorithm. As stated by
Bennett, Bernstein, Brassard, and Vazirani, the proof
that Grover’s algorithm is asymptotically optimal is
that there is no quantum solution available to a

problem which can evaluate the problem in less than
O(h) time order [2]. The algorithm is considered as
an quantum search algorithm which has a quadratic
speed up factor of 22, where k is the length of key or
hash value in any cryptographic algorithm, which can
be very efficient. Therefore, if the key size is doubled
then the security of the various cryptographic
algorithms can be secured. Grover’s algorithm is used
to implement function inversion by finding pre-image
value of a function which is difficult to invert [53].

Let’s consider a digital signature calculated by
applying hash function on some data P = H(X),
provided the hash function H(X) is implemented on a
quantum computer, then by using Grover’s algorithm
we will be able to find X in time order O(+h) where n
is the number of valid hashes calculated. Whereas, in
classical computations brute force search is
implemented which calculates the valid hashes in
time order O(n). This implies that if Grover’s
algorithm is used for finding all possible solutions to
a 128 bit symmetric cryptographic key then 25
computations will be required and for a cryptographic
key algorithm which uses 256 bit then 2%
computations will be required [2]. Therefore, it can
be stated that AES-256 is an quantum safe algorithm
and can resist the quantum attacks till date.
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7.

Implementation Of AES-256

AES-256 is implemented using ASP.net in this
paper. Visual studio 2019 has been used for the
implementation and execution of code on a computer
system of 4GB RAM and 64 bit Windows 10
operating system. ASP.net supports AES with key
size of 128,192 and 256 [13]. By default the key size
used in this case is AES-256.

1. Key Generation process- ASP.net supports AES
with key size 128,192 and 256. 256 is the default key
size which is implemented. While the key is
transmitted, hash of the key needs to be generated
since it’s an symmetric key algorithm. For hash SHA-
512 is used which increases the security of the key. A
Pseudo code generation of describes the
implementation of this process.

2. File Encryption- For encrypting the files using
ASP.net RijndaelManaged class is used which cannot
be inherited. In this step itself we will also consider
the length of entire file which needs to be encrypted
using the method fsinput.Length.

3. Scanning the entire file to be encrypted- The entire
file will be scanned using the method declared in the
previous step and the length of the file will be stored
in a variable.

4. Deletion of Original file - Once the file has been
encrypted then the unencrypted file will be deleted.
5. Update the user that the encryption has been done-
For this step a message box is used which gives the
message to the user about the encryption process
completed.

Fig. 5 shows the pseudo flow chart for the
procedure to be followed in ASP.net framework for
completion of the above mentioned steps. The
decryption process is only possible if the user has the
key for decrypting the file. The time taken for this
process to complete depends on some parameters
like- system configuration, size of file to be encrypted
and the RAM of the system. This can usually differ
when the algorithm is executed on different platforms
operating on different configurations and operating
systems. The cryptographic algorithms which work
on the theories of integer factorization and discrete
logarithmic logic have more probability of being
attacked by a quantum computer because the
algorithms used by the quantum computers having
large number of qubits have the capability of breaking
down the cryptographic keys these popular
algorithms use. Some of the algorithms which are
more susceptible to such attacks are as follows:
Digital signature Algorithm (DSA), Diffie Helman
key exchange algorithm, RSA, Elliptic curve Diffie
Helman and Elliptic curve Digital Signature
Algorithm [25]. Advanced Encryption standard
works on the capabilities of securing the key with a
hash and then encrypting the files, therefore the
security provided increases with the increase in key
size. The cryptographic algorithms which are
popularly used to build secure channels and provide
security are vulnerable to quantum attacks. However,
some algorithms can still be trusted for providing
security based on their increased key size [11].
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Fig. 5 Flow chart of Pseudo algorithm for AES-256

Algorithm 2: AES-256 Encryption

Input: File to be encrypted, Secret Key
Output: Encrypted file

Key Generation:
1. Function: CreateKey(string strPassword)

Convert strPassword to an array and store in chrData

2. Declare hash to be used and store in bytResult[]

System.Security.Cryptography.SHA512Managed()

3. Declare bytKey[]
4. Store first 256 bits of 512 to bytKey[]
5 fori=0toi<=31
bytKey[i] = bytResult[i]
6. return bytKey[]
7. Declare Initialization vector, bytlV

Encryption:
8. Function: EncryptFile(string strinputFile,
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string strOutputFile, bytKey, bytlV, CryptoAction Direction)
9. Declare variables for encryption process
bytBuffer = new byte[4097]
10. Declare your Encryption scheme,
System.Security.Cryptography.RijndaelManaged
11. while IngBytesProcessed < IngFileLength
12. Read file with the input filestream.
fsinput.Read(bytBuffer, 0, 4096)
13. end while
14. Delete original file
fileEncrypted.Delete()
15. End

32 Byte key generation process ‘
Hash of the key is created using SHA-512 so
that when it is transmitted even then it is
secured using the hash value

A 4

Encrypt file ‘
File Encryption is done using the
RijndaelManaged glass in ASP.net

Scan the entire file to be encrypted \
While loop is used for this purpose
IngBytesProcessed < IngFileLength

Deletion of original file after encryption

~

Update the user when the file is encrypted

Fig. 6 Step wise implementation of AES-256 encryption algorithm

7.1 Implementation results
The process to be executed for encryption of files and data implemented using the pseudo code discussed
in the previous section is shown in Fig. 7.

Select file to be File will be
> Encrypt > e ted * encrypted using
P Key of size 256 bits
Initial
Screen
Decrypted file saved
Decrypt * %t?::rﬂi:; > with the original
> name on the system

Fig. 7 Encryption and decryption process
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A. Execution of the AES-256 Algorithm using
ASP.net will display two options on the screen for
encryption or decryption.

B. After clicking on the encrypt button any file can be
selected which needs to be encrypted. The file content
will be scanned entirely and the encrypted file will be
stored in the same folder, the name of the new
encrypted file can be selected by the user. A progress
bar will show the progress of the file being encrypted
and after process completion the message will be
communicated to the user.

C. The encrypted file will not be opened by clicking
on it until the decryption process is executed and the

file is decrypted using the decrypt option of the initial
screen.
7.2 Analysis of AES Encryption and Decryption

The estimated time in microseconds
required to encrypt a file using AES is projected in
Fig. 8. It shows the time required for encrypting file
using key sizes-128,192 and 256. As per the analysis
of the graph it can be stated that as the file size
increases the time required for encryption also
increases but still the process does not take much time
even in conventional computer systems. Fig. 9 shows
the time required in microseconds to decrypt a file
encrypted using AES in classical computer system if
the decryption key is known. The estimated time
required to decrypt a large file is greater as compared
to a file of smaller size.
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Fig. 8 Estimated file encryption time by AES

AES

Fig. 9 Estimated file decryption time by

Conclusion

Researchers are constantly working on the
development of mechanisms and also on the
capabilities of the quantum computer to break those
mechanisms so that the limitation of known attacks
do not yield us in further difficulties. In this paper we
have discussed about many such security schemes

and their susceptibility to the known quantum attacks.
According to a study published by the researchers of
a encryption focused Canadian Company- Kryptera
in 2019, a Quantum computer with 2953 logical
qubits can break AES-128 and for breaking down
AES-256 a quantum computer with 6681 logical
qubits will be required which is so far not achieved
by any leading companies working on quantum
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computers. A comparison analysis is also Therefore,
in the quantum era the secret key algorithm- AES-256
is considered to be safe if the key size is increased
which also ensures its security against the attacks
which are possible on the classical computers.
Further, the implementation results of AES-256
shows that it is capable of encrypting files on the
system with a strong encryption scheme and cannot
be decrypted if the key is not known. The time
required to encrypt and decrypt the files in a
traditional computer system is also computed after the
implementation. The parameters which affect the
overall functioning and time required to encrypt the
files in the system include the size of file and
specifications of the system being used for both
encryption and decryption process.

Future Scope

Quantum supremacy is still to be achieved by the
companies working towards it, however Google in
2019 declared that it has reached quantum supremacy
with it’s quantum computer Sycamore which uses 53
Qubits to perform the tasks. It was stated by google
that Sycamore has solved problems which are
virtually impossible to solve using the most efficient
classical supercomputers. It successfully completed a
complex computation in 200 seconds which would
take 10,000 years to finish by using the most powerful
supercomputer as stated by a team of researchers
working on this in a study published in journal
Nature. With the advent of quantum era, other
security  applications and technologies like
blockchain can also be susceptible to attacks by the
qguantum computer since the hash values which are
calculated for ensuring the security of the blockchain
can easily be calculated with the algorithms used by
quantum computer. Therefore, a security mechanism
and cryptographic schemes can be built by using
AES-256 which can enhance the security of the
technologies working for ensuring security for
various systems like cloud technologies and increase
their security to overcome the challenges which might
lead to the data to be insecure in future.
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