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Abstract: Various techniques were used to improve and propose cryptographic systems based on elliptic curves. In particular,
the Diffie-Hellman key exchange protocol is widely used in most of these systems. In this work, we introduce an efficient
approach based on the block matrices integrated with elliptic curves to increase the security of this protocol. With the new
system, we can reduce key size without expanding the underlying elliptic curve. Therefore, the proposed protocol security will
be more intractable since it will need to solve the Elliptic Curve Discrete Logarithm Problem more than once based on the

chosen block matrices compared with the original protocol.
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Introduction

Information needs to be transmitted safely
over insecure channels more than ever in the
information era. The science of safely
transferring and retrieving data over an
unsecured route is known as cryptography [1].
The method used to distribute keys between
communicating parties is significant in
contemporary cryptography. Either secret or
public key cryptography can be employed to
distribute keys [2]. Secure communication
relies on public key cryptography as its
underlying technology. The Diffie-Hellman
(DH) key exchange was introduced by Diffie
and Hellman in 1976 as the first public key
cryptographic scheme to secretly distribute
keys [3]. This protocol employs a combination
of keys (private and public keys). For instance,
if Ali wishes to communicate with Ban, he uses
his private key and Ban's public key to encrypt
his communication. Ban decrypts the
communication at the receiving end using her
private key and Ali's public key [1]. The
Discrete Logarithm Problem (DLP) is the
foundation for the DH key exchange algorithm,
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which is founded on the challenge of computing
logarithmic functions of prime exponents [4].

Elliptic curve cryptographic schemes
(ECCs), which are based on the idea of public
key cryptography, were independently
introduced by Miller, 1986 [5]; Koblitz, 1987
[6]. This marked the beginning of an ongoing
study into the application of ECCs for public-
key protocols like the Diffie-Hellman key
agreement. These systems are more
computationally effective and provide greater
security with reduced key sizes [7]. As a result,
ECCs are an ideal cryptographic method for
limited environments such as smart cards and
wireless networks. The security of these
systems depends on how difficult it is to solve
the discrete logarithm on elliptic curves
problem (ECDLP). The implementation of
ECC with security and efficiency has been the
subject of extensive research. Finite groups
dependent on elliptic curves are very attractive
because, despite numerous efforts, the best
methods for solving ECDLP have exponential
running times [8] [16].

In [9], J.-J. Climent et al. introduce a new
mathematical problem that applies to public key
cryptography. In particular, they developed a
DH key exchange algorithm that combined
elements of matrix algebra and the addition of
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elliptic curve points. F. Amounas et al.
suggested a novel mapping technigue using
matrices and the elliptic curve [10]. They
employed the properties of invertible matrices
combined with elliptical curve points to provide
a new mapping technique for
encrypting/decrypting processes. A. Chillali et
al. [11] recently designed public key exchange
protocols over a noncommutative ring,
specifically over the ring of the "elliptic"
matrix, whose security is based on ECDLP
[17][18].

The main idea of this work is to introduce a
new group of block matrices dependent on
elliptic curve points. In particular, we develop
the ECDH key exchange protocol by employing
the block matrices whose security will be based
on ECDLP. This development can efficiently
increase the security level of the protocol
because the key size will be large enough to
resist brute-force attacks. For example, if one
selects the size of base matrix 2 x 3, the
attacker needs to solve the ECDLP six times
instead of once. This means the security of the
new approach for ECDH key exchange will
increase based on the size of the base matrix
[19][20].

The remainder of this paper is structured as
follows: Section 2 provides preliminaries of this
study. We describe the development of ECDH
key exchange protocol in the next section. In
Section 4, the security of the suggested protocol
is provided. Section 5 ends with a summary of
the complete work.

2. Preliminaries
2.1 Elliptic Curve CryptographyéEZCC)
The equation y? = x3 + ax + b,” Where
4a® + 27b*> mod p # 0, can be used to define
elliptic curves over the prime field F,. By
altering the values of the curves’ a and b, which
belong to Fy, different curves can be produced.
A group, designated by the symbol E(F,), is
made up of all the points (x,y) that fulfill
above equation when the addition operation is
applied. For elliptic curves, this operation ()
can form a group with a specific point O,

where this point is known as the point at infinity
or the identity (i.e. (E(F,), ) be an group)
[18]. If P = (x1,y1) and Q = (xz,¥2)
belongs to E(Fy), then P @ Q = (x3,y3) can
be defined as follows:
PHQ =0,ifP =0,andQ =0,.
PH Q=PorQifQ =0,0rP =0,.
P®©P) =0, if Q=0P=
(X1, —y1).
Otherwise P @ Q = (x3,y3) where:
x3=A%—x1— X3, ¥3=MA(xq4—X3)~

Y1,
and
3x§ .
— fP=
A=4 1 Q.
Y2—)1 .
po— ifP£Q

In ECCs, the public key, which has an order
n point P, is created by multiplying the secret
key k € [1,n — 1] that is an arbitrary integer.
The point P is called the generator of a cyclic
group <P > = {0,,P,[2]P,...,[n— 1]P}
and its order is described as the smallest
positive integer n such that [n]P = 0., which
denoted by ord (P). The ECDLP is crucial to
the ECCs' protection. This issue is as follows:
If P € E(Ep) has ordern and a point Q € <
P >, then finding k € [1,n — 1] such that
Q=kP=P+P+P+--+P is known as

k times
the discrete logarithm of @Q to the base P and is

represented by k = logpQ. Because k can be
derived from Q if the ECDLP is simple, the
ECDLP's complexity is critical to the security
of these cryptographic  systems [12]
[21][22][23].

Elliptic Curve Diffie Hellman Key Exchange
Protocol

In this paper, we are interested in Elliptic
Curve Diffie Hellman (ECDH) key exchange
protocol which differs from the standard DH in
that it depends on ECDLP rather than DLP.
ECDH is a key agreement protocol that enables
two parties, A and B, who each have an elliptic
curve private-public key pairs, to create a
shared secret key over an unsecured channel
[13]. Initially, the following domain parameters
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are chosen to share keys between two
participants using ECDH: D =
(Fq,E(Ep), P,n), where E(E,) is elliptic curve
with parameters a, b, and Fy is finite field such
that g is a prime or an integer of the form 2™,
and P is a base point (P has prime order) on the
elliptic curve with an order n [14]. Following is
a description of an ECDH method for
calculating a shared key:

A randomly selects de[1,n—1] and
calculates key dQp = (xi, ¥x), Where d is A’s
private key and Qg = eP is B’s public key.

B randomly selects e€[1,n—1] and
calculates key eQ4 = (xg, ¥r), Where e is B’s
private key, and Q4 = dP is A’s public key.
Since dQg = deP = edP = eQ4, then the
shared secret computed by both sides is equal.

2.3 The Group My, (E(Fy))

In this section, we introduce the theoretical
idea for the suggested development of the
ECDH key exchange protocol using the matrix-
group, in the following form:

Mipnsn (E(Fp))
Pyy Pz 0 Py

=[P P P by e BGR),i
Pni Pmz = Pun

We can define the on My, (E(Fp))
internal law called addition “+ as follows, let

Piy1 Pz - Pig
X = P:21 P:zz :PZn and Y =
Pui Pmz = Pun

Q11 Q1z - Qm
Qg1 Q;z QZn

-Q;n1 Qr.nZ an

be two elements in

M,n (E(Fp)), then Z=X+Y=
(P11 P12 P
. P
R &
[Pri Pmz ' Py

Q11 Q12  Qm
Qa Q2 v Qm|_

Q;n1 Q;nz .an

Py ©Q11 Pz D012 Pin @ Qin
P34 @021 Py, @sz Py EB Q2n
Pm1 69 le PmZ eanZ Pmn Glann

We can also define SA, which is the outcome of
the matrix scalar multiplication that can be
formed by multiplying each point of X by S as
follows:

Py Pz - Py
I b
Pml PmZ Pmn
SPyy SPy; -+ SPiy
SP21 SPZZ SPZ"_
SPml SPmZ SPmn

where S be an integer number.

Proposition 2.1:

The set of all matrices over the group
E(F,) with addition “+” (i.e.,
(Myxn (E(Fp)),+)) is a unitary abelian
group with identity,

0, 0, O,
0= 0., 0:00 o 0y
0, O 0.

Proof:

One can easily show that the proposition is
true by checking component by component.
[

We adopted the Hadamard product of
matrices in [15] to extract the definition
below, which is used later to develop ECDH
key exchange protocol [24][25].

Definition 2.2:

Let W be a matrix whose entries are
integer (i.e., ki]- €Z for i=1,...m,j=
1,...,n.) and X as defined above. Then the new
Hadamard product is defined as follows:
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ki1 kg2 kin
w O X = k21 k:ZZ k:Zn O
ki koo Kon
Py Py Py
Py1 Py Py,
Pml Pm2 Pmn
kP,, KkP,,.. kP,

3. The Development of ECDH Key Exchange

Protocol

In this section, we will introduce
developments of the ECDH key exchange
protocol using the above concepts.

3.1 The First Proposed Development of
ECDH Protocol

A cryptographic procedure known as
Diffie-Hellman key exchange enables two
parties to generate a shared private key over an
insecure communication channel. It was
developed by Diffie and Hellman in 1976 and
is considered one of the oldest and most
important public key cryptographic protocols.
It provides a way to exchange a shared secret
between two parties without transferring the
private key itself, making it difficult for
attackers to intercept and crack the
communication. The security of the Diffie-
Hellman protocol depends on the difficulty of
computing discrete logarithms, which is
currently thought to be a computationally
infeasible problem [26].

We improve the protocol by mean of using
the matrices concept combined with the elliptic
curve points. Suppose two users Ban and Ali
want to exchange keys via the ECDH protocol,
the procedure goes like this:

1. Initialization

 Ban and Ali publicly select a base matrix B
(all Py; have prime order) over the group E(Fp)
(ie., BE

withm rows and n columns

Minsn (E(Fp))).

2. Key generation

 Ban selects a private positive integer e and
calculates eB € M,;,p, (E(Fp)).

« Ali selects a private positive integer d and
calculates dB € M,;xp, (E(Fp)).

» Keep e and d private and make eB and dB
public.

3. Calculation of the private key matrix deB
» Ban calculates the private shared key edB =
e(dB).
« Ali calculates the private shared key deB =
e(dB).

The only information intercepted by the
eavesdropper Ahmed is the matrix over the
group E(F,) with m rows and n columns, as
well as the matrices B, eB, and dB. As a result,
Ahmed's issue is that he must use only B, eB,
and dB to calculate edB. Ahmed could use B
and eB to discover Ban's private key e if he
could solve the discrete logarithm over E(Fp).
Ahmed could then compute e(dB) to obtain
edB. However, in order to solve this issue, you
must be familiar with solving discrete
logarithms many times based on the size of the
base matrix B, which was thought to be
intractable to solve over E(Fp).

Example 3.1:

Consider an elliptic curve E define over F4q
with parameters a =1,b =5 where 4a3 +
27b> modp =23 # 0 and B =

(414) (12,8)
(33,31) (9,28)]
agree upon an E(F,4) and a base matrix B. How
can they exchange the key?
Solution:
Ban selects a private positive integer e = 11.
4,14 12,8
eB =11 [((33,31)) E9,283 =
11(4,14) 11(12,8)
11(33,31) 11(9,28)]
(9,28) (39,35)
- [(14,37) (12,8) |’
9,28 39,35 .
((14,37)) ((12,8))] to Ali
Ali selects a private positive integer d = 35.

Suppose Ban and Ali

and

send[
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3.2

3 (414) (12,8)] _
dB_35[(33,31) (9,28)]_
135(4,14)  35(12,8)

[35(33,31) 35(9,28)
_[(26,10) (32,28)
~1(10,21) (28,38)[

(26,10) (32,28)

(10,21) (28,38)

Ban calculates the private key e(dB):

(26,10) (32,28)

e(dB) =111 051) (28,38)]

11(26,10) 11(32,28)

11(10,21) 11(28,38)]

_ [(28,38) (8,19)
_[(0,13) (32,28)]

Ali calculates the private key d(eB):
B (9,28) (39,35)

d(eB) = 35 [(14,37) (12,8) ]

35(9,28)

35(39,35)
35(14,37) 35(12,8)]
_ [(28,38) (8,19)
- [ (0,13) (32,28))
Now, Ban and Ali have the same matrix key
(28,38) (8,19)
edB = [ 0,13) (32,28)]

and send

] to Ban.

The Second Proposed Development of
ECDH Protocol

Ban and Ali agree upon an E(F,) and a base
matrix B € My,xn (E(Fp)) @l Py have
prime order).

(Ali) selects a random and secret matrix E(D)
whose coefficients are integers with same size
of the matrix B, and computes E® B (D ©
B) and sends it to Ban (Ali). Then E ® B and
D © B are public and E and D are a private.
Ban (Ali) calculates the private shared key E ©
DOBDOEQB).

There is no fast method to calculate
EGDOB if only B, EOB, and DOB are
known. Following these designs, Ban and Ali
have the same matrix (only Ban and Ali know

it).

Example 3.2:
Suppose that Ban and Ali agree upon an
E:y* = x3 + 553 over p = 3023 and a base

matrix B = |(1977,876) (2025,384)]
(2028,59) (1977,2142)]

How can they exchange the key?

Solution:

é ﬂ and

calculates E ® B and sends itto Ali E®Q B =
[1 4] o [(1977,876) (2025,384) ]
3 1 (2028,59) (1977,2142)
1(1977,876) 4(2025,384)
[ 3(2028,59) 1(1977,2142)]
(1977,876) (1769,2636)
[(154,254) (1977,2142)]

Ali selects a matrix D:[

e Ban selects a matrix E = [

g Z] and

calculates D ® B and sends it to Ban
DOB
[2 5] o [(1977,876)
3 4 (2028,59)
2(1977,876) 5(2025,384)
[3(2028,59) 4(1977,2142)]
(1159,507) (1474,2846)
[(154,254) (1368,1640)]
Ban (Ali) calculates the private shared key E ©
DOB((D OEQB)
EODQOB
[1 4] o [(1159,507) (1474,2846)
3 1 (154,254) (1368,1640)
1(1159,507) 4(1474,2846)
[3(154,254) 1(1368,1640)
_ [(1159,507)  (134,2857)
~1(1942,1305) (1368,1640)]
DOEQOB
_ [2 5] o [(1977,876) (1769,2636)
3 4 (154,254) (1977,2142)
_[2(1977,876) 5(1769,2636)
B [3(154,254) 4(1977,2142)]
(1159,507)  (134,2857)
[(1942,1305) (1368,1640)

(2025,384)
(1977,2142)

Figure 1 depicts the input file size vs encryption
execution time, in total in our experiment we
have used three different encryption techniques.
Our proposed approach ECDH takes less
execution time in comparison to other two
technique RSA and DSA.
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Figure 1: Input file size VS encryption execution time

4. Security of Proposed Protocol

ECDLP is the foundation for the
security of the proposed ECDH method.
Attackers must answer either the algorithmic
Diffie-Hellman problem or the decisional
Diffie-Hellman problem to break the protocol.

Finding E©QD (O B or edB from
E O BoreBand D ® B or dB in the context
of the computational Diffie-Hellman issue. The
most potent technique for attacking discrete
logarithms in finite fields is the Pollard's-rho
approach, which is dependent on the size of a
subgroup produced by the generator P. The
complexity of Pollard's-rho technique equals
O(Jr) if ord (P) = r, where r is the order of
P.

Thus, selecting the size of base matrix
B is equal to m x n will make the attackers
need to solve the ECDLP m x n times instead
of once, and hence the security of the new

approach for ECDH key exchange will increase
based on the size of the base matrix. The
complexity of Pollard's-rho technique will also
increase based on the base matrix.

Conclusion

The more complex systems are those
that can only be attacked by exhaustive search,
so the square root attack is the only viable strike
against them. The DLP lacks this toughness, but
the ECDLP does. However, with the DLP, it is
simple to increase the key sizes and thus
enhance the hardness and acquire the desired
system security. The ECDLP requires a
significant quantity of time and computational
resources to increase the key sizes, raising the
time required to crack them.

The approach we suggest has a level of
difficulty comparable to the ECDLP. However,
with the method revealed, we can expand the

International Journal of Intelligent Systems and Applications in Engineering

IISAE, 2023, 11(5s), 353-360 | 358



key values as desired by adjusting the size of
the base matrix whose components are points
on an elliptic curve, thereby increasing system
security to the desired level. This new approach
to security is built on exponentiating the block
matrices of the discrete logarithm on an elliptic
curve.

This new approach to security is built
on exponentiating the discrete logarithm over
block matrices on an elliptic curve. We applied
the proposed approach to the Diffie-Hellman
key exchange protocol, and in the future, we
will attempt to study its use on some
cryptosystems.
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