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Abstract: In order to securely transfer confidential photos among participants, visual secret sharing (VSS) techniques are often used.
Traditional VSS methods, however, have drawbacks in terms of security and usability. The suggested research has been investigating
ways to provide meaningful shares that are user-friendly in order to solve these limitations. One approach combines a least significant bit
(LSB)-based mechanism with a block-based progressive visual secret sharing system. The user experience might be negatively impacted
by the poor visual quality of shares produced using this technique.

This research seeks to improve user-friendly shares' visual attractiveness by offering a unique way to address the issue of poor visual
quality in user-friendly shares. The recommended solution combines the pixel value differencing method with a block-based progressive
visual secret sharing system. By using this strategy, the shares' visual quality is considerably enhanced, producing a result that is more
visually pleasing and satisfying for the participants.

The performance of suggested system is assessed using standard performance measure metrics. The recommended technique outperforms
other ways in comparison to the findings, which were compared and contrasted.

Keywords: User friendly share, meaningful share, Progressive Visual Secret Sharing (PVSS) scheme, Block based Progressive Visual

Secret Sharing (BPVSS) scheme, visual cryptography, Pixel Value Differencing (PVD

1. Introduction

Throughout a contemporary era of communication, many
individuals use the internet for distribute multimedia
content via unsecured networks, where hackers might
potentially get access to or steal this information.As a
result, it is critical to send multimedia data discreetly via
an open network. To the aforementioned difficulty,
researchers devised a number of solutions based on
steganography and cryptography. Although cryptography
deals with the study of how to encrypt and decode data,
steganography focuses on how to conceal data without
affecting its functionality. Video and image data are too
large for text-based encryption methods to handle
effectively. Visual Cryptography (VC) is one way to the
aforementioned problem.

VC systems are cryptographic methods for securely
distributing confidential pictures among several users.
Many different applications, including secure image
transfer, watermarking, and privacy protection, make use
of these techniques. The secret image is divided into
shares in traditional VSS systems, which are
subsequently given to participants. Only when a large
enough number of shares are joined can the secret picture
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be recreated.

The visual cryptography technique was created in 1994
by Noar et al.[1]. A person who creates share using this
technique is called dealer. By using a secret binary image,
the dealer creates n shares, prints them on transparency,
and then distributes them to n stakeholders. The human
visual system (HVS) can decipher concealed secret
picture information with only a simple stacking action of
the shares. This approach is safe and easy to use, but it
has certain drawbacks, like a pixel expansion issue, user
unfriendly shares generation, low visual quality of the
restored picture, etc. One of the methods offered by
researchers to address the issues stated above is PVSS,
which is free of the pixel expansion problem.

The PVSS method may either be block based or image
based, both of which are distinct but complementary
approaches. A complete secret image is used to create
shares in image based PVSS [2]-[7], whereas in block
based PVSS [8]-[11], individual, non-overlapping image
blocks are used to create a complete secret image. Blocks
of the secret image are revealed one at a time as BPVSS
system [9] progressively reveals all of the information
contained in each share. In image based PVSS, as the
number of piled shares increases, it enhances contrast of
rebuilt secret image.
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User friendly and noise-like shares may be generated
using the BPVSS technique. Since the transmission of
noiselike shares via the internet raises suspicion among
intruders and is not very user friendly, thus meaningful
share is a better alternative.

The BPVSS system produces user-friendly shares with
low visual quality; thus, the adoption of steganography is
the answer to the aforementioned issue. When
steganography is used to conceal an image, the cover
image's visual quality is far better than the meaningful
shares produced by VSS schemes. When BPVSS and
LSB are used together, the maximum contrast (as
determined by the PSNR, that is standard for measuring
performance) and entropy are roughly 31.79 dB and 7.69
[11]. This study suggests a strategy based on
cryptography and steganography that uses the BPVSS and
PVD technique to enhance the safety and look of the
generated shares. Standard performance measures are
utilized to ascertain the effectiveness of the proposed
system.

The rest of this paper is put together as follows. In section
2, we take quick look at the research on how visual
cryptography schemes can be used with steganography
methods.

Section 3 discusses the suggested methodology for
generating user friendly shares using BPVSS and PVD
method. Section 4 contains the experimental findings and
comments. Section 5 includes closing comments.

2. Literature Survey

People have always wanted to communicate their data in
a private and safe manner. People nowadays trade their
personal information over the internet. Cryptography and
steganography methods are used on the internet to
encrypt and conceal data, respectively. Text based and
image based messages are encrypted using different
encryption algorithms[1], [4], [6], [9], [10], [12], [13].
Simply said, cryptography is the science of securing
information, and steganography is the science of
embedding secret. There are three categories of
steganography approaches[14],and they are no key,
symmetric key and asymmetric key steganography. The
techniques to steganography [15], [16]that were
mentioned before may be further classified into those
that focus on the time domain and those that focus on the
transform domain. The proposed system makes use of
time domain steganography rather than transform
domain steganography since time domain techniques
need less time and power than transform domain
approaches at secret image rebuild side. There are three
methods of steganography that may be used in the time
domain. They are Pixel Indicator (PI), Pixel Value
Differencing (PVD), and Least Significant Bit (LSB).

Because cryptography or steganography alone cannot
offer enough security and confidentiality, the answer to
the aforementioned challenge is to use a hybrid
technique. The table 1 below depicts many researchers'
hybrid approaches to addressing the aforementioned
challenge.

Table 1 Comparison of different researcher’shybrid approach

Study Encryption Steganography Secret Share Type Pixel
Technique Technique (Message / expansion
Image)
[17] VC LSB Message / User friendly Available
Image
[18] AES & VC LSB Message / Non user friendly Available
Image
[19] Cipher using LSB Message User friendly Available
blowfish and
VC
[20] VC and secret LSB Message / User friendly Available
key Image
[11] BPVSS LSB Image User friendly Not available
[21] VC and DES Bit-shifting and Message / Non user friendly Available
LSB Image
[22] VC Text Based Message Non user friendly Available
[23] VC Text Based Message Non user friendly Available

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2023, 11(7s), 187200 | 188




[24] VvC Text Based Message Non user friendly Available
[25] Chaotic VC DCT /DWT Image User friendly Not available
[26] Secret key and Secret key Message User friendly Available
VC
[27] AES MPVD & LSB Image User friendly Not available
Proposed BPVSS PVD Image User friendly Not available
System

3. Proposed System

First, decide how many shares will be generated in the
proposed system and then use the BPVSS technique to
create that amount of noiselike shares. Since this method
avoids the issue of pixel expansion, the reconstructed
secret image will retain the same visual quality of
original secret image. Figure 1 is a block schematic of
the proposed system, and Figure 2 is an example output
from the proposed system on the dealer
side.Becausenoiselike shares are not user friendly, pixel

value differencing steganography is utilized to construct
user friendly shares, which are then distributed among
stakeholders. The following algorithm-1 explains how to
build user friendly shares using the suggested method.
When recovering a secret image, first remove the cover
image from each stakeholder's share image before
recovering the noiselike share. If recovered shares are
stacked, a low visual quality secret image will be
recovered; however, for accurate original secret image
reconstruction, all noiselike shares are first preprocessed
and then piled.

g ™
Using BPVSS tech.
generate noiselike

shares

Select secret image

v

N

v
Generate
.| meaningful shares

“ -

Select n number of

cover images using PVD

technique
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Pile all share to Pile all share to rebuild
rebuild secret image secret image
3 A g A
noiselike shares | [ Generte modifedn |
> using inverse PVD —» noiselike shares !lsmg
technique \ predefined algorithm |

Fig 1: Proposed system block diagram

Using a standard performance metric, the reconstructed
secret image’s quality will be evaluated. Algorithm 2
illustrates how to reassemble a secret image, Figure 3

depicts the sample output of the proposed system at
‘nf'.

secret image reconstruction, and Figure 4 depicts
histogram analysis of the cover image with and without
embedded data.

Secret Image
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Fig 2: Proposed system sample output for color secret image (lena_color_256.tiff) at dealer side
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Fig 3: Propose system sample output at color secret image reconstruction side

A) Generation of share using BPVSS technique

In the suggested system, n number of noiselike shares are
generated from color secret image using BPVSS based

Cover 1

approach[8].The BPVSS technology is able to expose a
hidden picture block by block. The halftoning approach
used in this study is bitslicing. The BPVSS

Share 1 Embedded in Cover 1
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Fig 4: Histogram of cover image with and without embedded data

method has following stages: create n number of non-
overlapping blocks ( Bi, Ba,---,Bn) from whole secret
image, say B, corresponding to the quantity of
stakeholders. Examples of splitting patterns of secret

image are shown in figure 5. Secret image splitting must
satisfy the following equation number (1), according to
description of BPVSS technique.

B1
B1 B2

B2

B3
B3 B4

B4

(@)

(b)

Fig 5: Different image splitting patterns (a) pattern-1 (b) pattern-2

B =U B;j for1<i<n

BiNBj=NULL forl1<i#j<n

(€]

Then, using the following equations (2) and (3), generate n+1 basis matrices of 2 x n size, with the C° matrix representing a
block with white pixel and the C™ matrix representing a black pixel in each block.

Cl= [ M rlcl]2xn:

0, ifrl=1,1<cl<n
1, ifr1=2,1<cl<n

2
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ifflI=1,1<cl=m<n

11
C™ = [Ma] 2xn = 1,{ ifrl=1,1<cl#m<n
0,otherwise

Wherem=1,2,3,----,n

®)

Following table 2 shows basis matrices for noiselike share creation using BPVSS technique.

Table 2 Basis matrices for noiselike share creation using BPVSS technique

Matrices 0= [0 0 00 1 =[10un 00 7 [0 1l 00 _[o0......01
C [11 ------------- 1 1] C [01 .............. 11 C [10 ............. 11 Cm [1 Lol 0

Explanation For white pixel in | For black pixel in this | For black pixel in this For black pixel in
all blocks use above | block use above | block use above | this block use above
matrix matrix matrix matrix

The secret image is then converted to a binary image
using bit slicing halftoning method. Use the
aforementioned basis matrices to process the pixels of
each non-overlapping block separately.If pixel is white
and originates from block B™, use th C° basis matrix for
share generation; otherwise, use the C™ basis matrix for
share generation. To make it easier to predict the pixel
value of the related shares, the proposed system picks at
random one row from the C° basis matrix for white pixels
and one row from the C! to C™ basis matrices for black
pixels of the relevant block. As a result, there is a 50%
chance that each row will be chosen, increasing share
security.

B) Embed noiselike share in cover image using
PVD method

The user friendly share has excellent visual quality and
doesn’t make data embedding look suspicious to
outsiders. Thus, the PVDtechnology is used in proposed

system forinsertingnoiselike shares in the cover image.
The cover image’s embedding capacity must be bigger
than the secret image’s size (in bits).Baboon, flowers,
house and peppers are only some of examples of cover
images utilized in proposed system. Size of each cover is
2048 x 2048 x 3. Below is presentation of the PVD
technique for embedding a share in a cover image.

Stepl: Select color noiselike share image

Step2: Separate planes of share

Step3: Convert each plane in serial stream of bits

Step4: Select cover image based on embedding capacity
of image

Step5: Calculate the difference between two neighboring
pixels in cover imagei.e.

d= |Pi+1* P; |

Step 6: Use the following table to calculate how many
bits should be hidden in the cover image.

Table 3 Number of bits to be encoded in cover image

Pixel  Difference Range | Lower limit of | Range | No. of Bits
(With lower & Upper Limit) | range (Lk) can be
Embedded

0—7 0 8 3

8—15 8 8 3

16—31 16 16 4

32—63 32 32 5

64—127 64 64 6

128—255 128 128 7

Step7: Select that numbers of bits from bit stream and
convert it into decimal form

Step8: calculate addition of lower limit and decimal
value of bits stream using following formula
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d’ = (bitvalue of secret image + Lower limit of range (L)
) if d>0

d’ = - (bitvalue of secret image + Lower limit of range
(L)) ifd<O

Step9: calculate difference between d’ and d which is
denoted by M. Also calculate floor and ceiling value of
M using following formula

M=d’-d
M_Ceiling = (M/2)ceil
M_FlOOI’ = (M/Z)ﬂoor

Step 10: Calculate modified pixel values of cover image
(which is denoted by Qix1 and Qi )using following
formula

Qi+1 = Pi+1 + M_Floor
Qi =Pi -M_Ceiling
Qi+1 = Pis1+ M_Ceiling  for d modulo 2=0

for d modulo 2 #0
for d modulo 2 #0
Qi =Pi- M_floor for d modulo2=0

If bits of R-plane of secret image are
1110001011100010111000---- then following table gives
different steps output

Table 4 Different steps output values of PVD algorithm

Pixel wvalue of R-| 001 135 | 140 | 143 | 142 | 144 | 142 | 148
plane (cover image)
Pixel Difference (d) 8 2 6
Pixel Difference 8-15 0-7 0-7
Range
Lower limit of range 8 0 0
(1)
No. of Bits can be
Embedded 3 3 3
Bits from stream 111 101 110
Decimal equivalent

. 7
of bit stream S 6
Calculate d’=Ik +
Decimal bit stream (8+7) (0+0) (0+5) (0+6)
value 15 5 6
Calculate M=d’-d 7 3 0
M_Ceiling 4 2 0
M_Floor 3 1 0
Modified cover 127 | 141 | 140 | 143 | 141 | 145 | 142 | 148
image pixel values

Following algorithm-1 shows steps to generate user
friendly shares, while algorithm-2 shows steps to rebuild
secret image.

Proposed system algorithm-1(at share generation
side)

Inputs: i) Color secret image
ii) Quantity of shares to be generated (n)

iii) n number of cover image

Output: n number of user friendly shares with embedded
data

1) Choose the secret color image for which shares
will be generated.

2) Decide the number of shares needed (n), and then
divide the color secret image into n number of non
overlapping blocks (m).

3) Create n noiselike shares using the BPVSS method.
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4) Select n color cover image based on embedding
capabilities. Using the PVD method, generate user
friendly shares by inserting noiselike share data into the
cover image.

5) Figure out a standard performance metric of
generateduser friendly shares.

Proposed system algorithm-2 (at secret image rebuild
side)

Input: All n number of user friendly shares
Output: i) Secret image with poor visual quality

ii) Secret image with original secret
image visual quality

1) Choose all n number of user friendly shares

2) Use the inverse PVD technique to recover n noiselike
shares after removing the cover image from all user
friendly shares.

3) Create an original secret image by stacking n noiselike
shares.

4) Apply a predefined algorithm to n noiselike shares to
get modified n noiselike shares.

5) Generate the original secret image by piling n
noiselike modified shares.

6) As a typical performance measure, calculate
parameters such as structural similarity index, peak
signal to noise ratio, andmean squared error of a rebuilt
original secret image.

Above figure 2 and 4 demonstrate the suggested system
output at share generation side and the secret image
reconstruction side.

4. Results & Discussion

This study was conducted on an individual’s Windows 10
HP laptop with MATLAB 2015a as software tool, with
Intel i5 CPU and 8 GB RAM. Images from USC SIPI
image database [28], chapter 6 of Digital Image
Processing, 3" edition by Gonzalez and Woods [29] and
Wang’s image database [30] were used for experiments.
In Wang’s image database total 1000 images are
available.

The BPVSS approach is utilized in a proposed system for
producing n noiselike shares. Noiselike shares don’t
provide visual information to the human visual system.
The security of shares is increased when share structures
become more random, but this also makes it difficult for
shareholders and dealers to identify individual shares.
Therefore, user-friendly sharing enters the scene. It
resolves the aforementioned issue. To provide user-

friendly sharing, the proposed system combines the
BPVSS and PVD methods. The outcome of the proposed
system for a color secret image is shown in figure 2
above. The spatial domain steganography technique used
in the proposed system is PVD rather than LSB because
1) generated visual share quality is superior to LSB-based
technique, and 2) it is very difficult for intruder to
identify existence of embedded data through histogram
analysis technique. Above figure 4 shows histogram
analysis of cover image with and without embedded data.

Bit slicing technique is used in place of error diffusion
method for halftoning in the proposed approach because
1) it needs fever time and computational power to rebuild
the original secret image, and 2) inverse halftoning
requires relatively less arithmetic calculation.

It has been discovered that the choice of a cover image
for a certain share relies on 1) the quantity of bits
available in the secret image planes, and 2) the
embedding capability of the relevant cover image planes.
If the capacity of embedding cover image is much more
than the capacity of bits of secret image, then the PSNR
value of the produced shares is excellent. Following table
5 shows different cover image embedding capacity
according to respective planes. Furthermore, it has been
discovered that the histogram analysis approach may be
used to predict the presence of embedded data in a cover
image when the number of consecutive pixel difference
values in the image is greater than or equal to 128. Table
7 shows PSNR value comparison of proposed system
with other method.

It has also been discovered that the size of the cover
image is at least double the size of the secret image for
successful embedding of total data. Time needed to
reconstruct a secret image rises proportionately with
secret image size.

In proposed system first Noiselike shares are
reconstructed form meaningful shares using inverse PVD
method then recovered shares are processed then it is
stacked to get original color secret image. Therefore,
overall time and power complexities required is more at
secret reconstruction side.

Peak signal to noise ratio and entropy, respectively, are
used as standard performance measures[31], [32] at the
dealer side to assess the quality and safety of created
shares. Entropy is a metric for measurement of
randomness structure in images. Its value ranges from 0
to 8, where 0 denotes complete uniform structure and 8
denotes maximum randomness in an image.

Entropy values for user-friendly shares should be close to
the entropy of cover image. Table 6 shows entropy
comparison of proposed system with other method.
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Similar to this, the structural similarity index, peak signal
to noise ratio, and mean squared error used to evaluate the
visual quality of the rebuilt secret image. The reading for
all reconstructed secret image for MSE, PSNR and SSIM
were zero, infinity and one respectively in the proposed
system. Therefore, a rebuilt secret image has same visual
quality just likeoriginal. Table8 shows proposed system
performance analysis at secret image reconstruction side
using standard performance measure.

5. Conclusion

To develop user-friendly shares in the proposed system,
BPVSS and PVD based approaches are applied. The

BPVSS approach was chosen for share creation because
it is free of the pixel expansion issue, and the PVD
technique was chosen because it produces a higher
quality cover image with embedded data than the LSB
technique. The entropy of user friendly shares are near to
the entropy of a cover image without embedded data,
making it difficult for an intruder to infer the presence of
hidden data through histogram analysis. As a result, it
indicates that the suggested solution improves
cryptographic security. How to rebuild large secret
images in less time using the inverse PVD approach is
interesting and deserve further studying.

Table 5 Embedding capacity of different cover images

Cover Image Name Coyer Irr_1age Data Hiding Capacity of Cover Image (Bits)
pimension R-Plane G-Plane B-Plane

pool.jpg 128X128X3 25679 25492 25512

girl3.tiff 256X256X3 99865 99651 99642
housel. tiff 256X256X3 100339 101615 101859
girl2.tiff 256X256X3 102113 101712 102953
girl4.tiff 256X256X3 102596 103574 102317
pair.tiff 256X256X3 103028 102611 102737
lena_color_256.tiff 256X256X3 105103 106975 103782
tree.tiff 256X256X3 106947 108822 108049
woman_baby_original.tif 512X512X3 394733 394818 394845
color_bars.tif 512X512X3 397442 399134 395751
splash.tiff 512X512X3 398733 402210 400556
fruits.png 512X512X3 404158 406793 406627
flower tiff 512X512X3 407076 410044 416173
strawberries_fullcolor.jpg 512X512X3 407914 407973 407420
airplane.png 512X512X3 407934 412946 403298
peppers.png 512X512X3 412649 413861 410205
top_left_flower.jpg 512X512X3 418334 418719 420319
lake.tiff 512X512X3 419077 438334 432180
house.tiff 512X512X3 421304 423985 417749
baboon.png 512X512X3 458946 470530 476319
monarch.png 512X768X3 610977 612012 612004
sails.png 512X768X3 640373 637953 637236
watch.png 768X1024X3 1215174 1214995 1207388
pappers_1024x1024.tiff 1024X1024X3 1581470 1594084 1585657
flower_1024x1024.tiff 1024X1024X3 1581690 1583714 1599812
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house_1024x1024.tiff 1024X1024X3 1599812 1604513 1600049
baboon_1024x1024.png 1024X1024X3 1609898 1632298 1650199
flower_1536x1536.tiff 1536X1536X3 3548634 3551305 3566971
pappers_1536x1536.png 1536X1536X3 3549284 3562171 3550059
house_1536x1536.tiff 1536X1536X3 3568600 3577398 3565630
baboon_1536x1536.png 1536X1536X3 3595512 3626079 3649417
flower_2048x2048.tiff 2048X2048X3 6298349 6300310 6316216
pappers_2048x2048.png 2048X2048X3 6301946 6315222 6300381
house_2048x2048.tiff 2048X2048X3 6315547 6325213 6313954
baboon_2048x2048.png 2048X2048X3 6332719 6362041 6387999

Table 6 Entropy comparison of proposed system with other method (at share generation side)

BPVSS and LSB based algorithm [11] BPVSS and PVD based algorithm
Entropy Entropy

Secretlmage

Share-1 Share-2 Share-3 Share-4 Share-1 Share-2 Share-3 Share-4
airplane.png 7775116 | 7.693179 | 7.774665 | 7.553047 | 7.744439 | 7.676313 | 7.702091 | 7.49694
color_bars.tiff 777511 | 7.693152 | 7.77466 | 7.553017 | 7.74444 | 7.676295 | 7.702087 | 7.496938
fruits.png 7775127 | 7.693177 | 7.774647 | 7.553047 | 7.744436 | 7.676312 | 7.70208 | 7.496924
girl2.tiff 7725249 | 7.691688 | 7.772068 | 7.548632 | 7.743786 | 7.674386 | 7.692852 | 7.492246
girl3.tiff 7725252 | 7.6917 7772081 | 7.548734 | 7.743787 | 7.674387 | 7.692866 | 7.492271
girla tiff 7725236 | 7.691644 | 7.771965 | 7.548681 | 7.743786 | 7.674383 | 7.692853 | 7.492242
housel tiff 7725304 | 7.69172 | 7.772042 | 7548677 | 7.743786 | 7.67438 | 7.692856 | 7.492254
lake.tiff 7775092 | 7.693173 | 7.774645 | 7553028 | 7.744434 | 7.676302 | 7.702058 | 7.496926
'f‘;”a—co'or—z‘r’&“ 7725242 | 7.691694 | 7.771975 | 7.548698 | 7.743786 | 7.674384 | 7.692841 | 7.492219
monarch.png 777564 | 7.693135 | 7.77486 | 7.553027 | 7.745466 | 7.677151 | 7.708019 | 7.497758
pair tiff 7725311 | 7.691617 | 7.772009 | 7.548727 | 7.743788 | 7.674384 | 7.69285 | 7.492248
pool jpg 7658762 | 7.679681 | 7.770208 | 7.534743 | 7.743702 | 7.674072 | 7.692041 | 7.489117
sails.png 7775654 | 7.693128 | 7.774846 | 7.553033 | 7.74546 | 7.677147 | 7.707996 | 7.497746
splash.tiff 7775107 | 7.693166 | 7.774657 | 7.553037 | 7.744434 | 7.676308 | 7.702079 | 7.496925
Zﬁf:‘;ggrr'es—f“"c 7775119 | 7.693153 | 7.774644 | 7.553043 | 7.744432 | 7.676313 | 7.702018 | 7.496986
;°p—'6ft—f'°""er'1p 7.775108 | 7.693158 | 7.774643 | 7.553035 | 7.744435 | 7.676314 | 7.702063 | 7.496929
tree.tiff 7725193 | 7.691679 | 7.772014 | 7.548646 | 7.743785 | 7.674382 | 7.692851 | 7.492221
watch.png 7764160 | 7.692765 | 7.774409 | 7.553411 | 7.747349 | 6.094974 | 7.72857 | 7.508703
‘é‘g‘r’]r;‘lat?f—baby—o” 7.775106 | 7.693164 | 7.774657 | 7.553046 | 7.744432 | 7.676302 | 7.702064 | 7.496918
Average= 77501 | 7.691883 | 7.773458 | 7.55049 | 7.744419 | 7.592342 | 7.700165 | 7.495501

Note that entropy of cover image without embedded data are 7.7437, 7.6739, 7.6914 and 7.4865 for baboon, flower,
pappers and house image respectively.
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Table 7 PSNR comparison of proposed system with other method (in dB) (at share generation side)

BPVSS and LSB based algorithm[11] BPVSS and PVD based algorithm
PSNR PSNT
Secret Image
Share-1 Share-2 Share-3 Share-4 Share-1 Share-2 Share-3 Share-4

airplane.png 31.83728 | 31.81899 | 31.74541 | 31.75179 | 47.89514 | 47.75222 | 48.06056 | 47.40143
color_bars.

iy 31.83621 | 31.8175 | 31.7437 | 31.74651 | 47.89384 | 47.75373 | 48.05413 | 47.39442
ti

fruits.png 31.83105 | 31.81208 | 31.74152 | 31.74641 | 47.89664 | 47.75189 | 48.06156 | 47.40216
girl2.tiff 31.83379 | 31.81917 | 31.75752 | 31.76393 | 53.48277 | 53.72495 | 54.20279 | 52.69785
girl3.tiff 31.83989 | 31.82574 | 31.76544 | 31.75956 | 53.48045 | 53.72532 | 54.20036 | 52.69579
girl4 tiff 31.84669 | 31.81441 | 31.77111 | 31.76658 | 53.47163 | 53.71535 | 54.19508 | 52.69684
house L tiff 31.84134 | 31.81904 | 31.77949 | 31.77529 | 53.47446 | 53.71471 | 54.21124 | 52.68931
lake.tiff 31.83256 | 31.82118 | 31.74121 | 31.75716 | 47.89307 | 47.75411 | 48.05824 | 47.39543
:f#a—co'or—zsa 31.83864 | 31.81898 | 31.76173 | 31.75885 | 53.47786 | 53.71561 | 54.20611 | 52.69781
monarch.png 3183111 | 31.81732 | 31.74107 | 31.74324 | 46.27714 | 46.05724 | 46.27293 | 45.83282
pair tiff 31.83183 | 31.81198 | 31.77009 | 31.76395 | 53.46617 | 53.70871 | 54.20346 | 52.68939
pool.jpg 31.83532 | 31.82022 | 31.78975 | 31.76106 | 58.84305 | 59.70303 | 60.18113 | 58.21011
sails.png 31.83302 | 31.81928 | 31.73821 | 31.74744 | 46.279 46.05941 | 46.27263 | 45.8361
splash. tiff 31.83523 | 31.81673 | 31.7399 | 31.75380 | 47.8986 | 47.74911 | 48.06319 | 47.40276
fég"’}‘(’)"rbje;;'es—f“' 31.83746 | 31.82013 | 31.73792 | 3174500 | 47.8963 | 47.75384 | 48.05251 | 47.3915
}g‘g’—'eﬁ—ﬂo""er' 31.83301 | 31.81427 | 3174123 | 31.74204 | 47.89555 | 47.75519 | 48.05906 | 47.398
tree. tiff 31.83355 | 31.8139 | 31.76085 | 31.75184 | 53.47795 | 53.71569 | 54.20316 | 52.69888
watch.png 31.83341 | 31.81687 | 31.75102 | 31.75461 | 43.36902 | 11.43511 | 43.23055 | 42.85546
‘r’ivgir:;“t—i?aby—o 31.83996 | 31.81792 | 31.75052 | 31.75256 | 47.89887 | 47.75793 | 48.0553 | 47.3914
Average= 31.83586 | 31.81767 | 31.75409 | 31.75483 | 50.11934 | 48.48964 | 505181 | 49.5146

Table 8 Proposed system performance analysis at secret image rebuilds side

Secret image MSE of Rebuild PSNR of Rebuild | SSIM of Rebuild
Image Image Image
airplane 0 # infinity 1
color_bars.tif 0 infinity 1
fruits.png 0 infinity 1
girl2.tiff 0 infinity 1
girl3.tiff 0 infinity 1
girl4.tiff 0 infinity 1
housel.tiff 0 infinity 1
lake.tiff 0 infinity 1
lena_color 256.tiff 0 infinity 1
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monarch.png 0 infinity 1
pair tiff 0 infinity 1
sails.png 0 infinity 1
splash.tiff 0 infinity 1
strawberries_fullcolor.j 0 infinity 1
) infinity 1
top_left flower.jpg 0
tree.tiff 0 infinity 1
watch.png 0 infinity 1
infinity
woman_baby_original.t 1
if 0

# It indicates rebuilt secret image has the same visual quality as the original.
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