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Abstract: The modernization of healthcare is now a top issue in the quickly changing technological world. Healthcare data systems now
have vulnerabilities due to their centralised design, making them more prone to single points of failure, especially in the event of natural
catastrophes. Blockchain technology has emerged as a highly respected answer among the wide range of technological developments that
show promise in resolving data management issues in the healthcare industry. Blockchain technology is gaining popularity as a way to
guarantee the confidentiality and dependability of healthcare data. The promise of blockchain technology to address a number of issues is
being acknowledged, despite the fact that its use in healthcare big data management is still relatively limitedBeyond dealing with patient
consents, data ownership, management of information, data inspection, security, confidentiality, tracking, indestructibility, flexible
access, and resolving conflicting changes from numerous sources, blockchain technology offers a variety of advantages. Healthcare
organisations can improve data management procedures and create a more stable and secure healthcare environment by implementing
blockchain technology.
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These four parties—patients, payers, suppliers, and
analysts—play important roles in the healthcare sector
but are also linked to security and privacy breaches.
Through wearable technology or healthcare records,
patients provide useful data [1]. Payers include insurance
companies and other for-profit organisations that
contribute money towards a patient's medical expenses.
The medical records are received and stored by medical
record providers, including hospitals, clinics, medical
facilities, and blood banks. The data produced by these
numerous sources is used by researchers and analysts.
The dispersion of medical data among numerous
healthcare facilities, however, has made it more difficult
to keep health information securely.

1. Introduction:

Concerns about the existing system of patient
information gathering have been raised in light of the
increase in security breaches that jeopardise people’s
privacy [2]. The idea of using a distributed ledger has
showed promise in securing this sensitive information
and was inspired by the concepts behind bitcoin and
blockchain technology. A sizeable amount of private
data is currently processed in digital formats as the
healthcare sector experiences increasing digitization [3,
12, 19].

The complex task of handling various healthcare data
from multiple sources, particularly the significant
volume of medical data created by Internet of Things
(1oT) devices, is faced by healthcare data analysts and
researchers worldwide [12, 17, 21]. Healthcare data
providers simultaneously face resistance when it comes
to disclosing private medical information, which makes
it difficult to provide individualised patient care and do

Numerous  centralised healthcare  systems have
vulnerabilities that put patients at risk of data breaches
and system failure as a result of the rising frequency of
cybersecurity attacks [4]. Personal and sensitive patient
data loss or compromise might have serious
repercussions. Additionally, the administration of patient

in-depth data analysis [1].

Effective collaboration and communication among key
stakeholders, including patients, payers, suppliers, and
analysts, is essential in the field of healthcare big data.
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data in current healthcare systems frequently lacks
adequate security safeguards, immutability, trustworthy
traceability, auditability, and transparency [5].
Blockchain technology appears as a possible remedy to
these issues [6, 7, 8, 9].

2. Literature Survey:

By introducing new elements to its operations,
blockchain technology has the ability to totally transform
the healthcare industry. It provides opportunities to
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formalise and standardise data access agreements, give
privacy issues top priority, and accelerate the processing
of big data in healthcare. Additionally, blockchain
technology increases data efficiency and promotes trust
within the healthcare ecosystem [10, 11, 12, 13, 14, 15].
Blockchain is especially well-suited for managing
massive data in healthcare while also reducing
administrative expenses due to its intrinsic qualities, such
as decentralised storage, transparency, immutability,
authentication, flexible data access, interconnection, and
encryption [16, 17].

Blockchain technology does away with the need for
middlemen between network participants [18, 19].
Determining roles and keeping track of task completion
can be difficult when handling patient medical records,
which sometimes require complex data storage routines.

Enhanced data

BLOCKCHAIN

Each procedure in a blockchain system is given a
timestamp and an identity, and copies are sent to all
active nodes in the network. This guarantees process
transparency and traceability from beginning to end.

Because of this, any modifications or updates made to
one node are instantly and equitably sent to all the
others, giving worldwide accessible from any place.
Without the help of humans, blockchain technology
protects data integrity between endpoints. Numerous
benefits result from its adoption, including greater data
auditing, lower data processing costs, better data
accuracy, facilitated worldwide data exchange, and
increased security of data transactions. Figure 1 depicts
the idea as a flow diagram, presenting a clear portrayal
of the workflow, to provide a visual understanding of the
process.

Data Interoperability

auditing

- Handling data in certifiable,
tamper-proof, regular method,
and demonstrating the
reliability of stored medical
data

- Enables auditors to easily
verify the transactions.

- Helps to avoid unnecessary
data redundancies.

Data processing
cost

-Decrease the organizational
costs associated with third
parties.

-Medical providers save
money by allowing them to
access all of their patients'
data without having to go to
different places

Data Accuracy

- Storing all of a patient's
medical data on a network
between blockchain nodes at
automated way.

- The records are always up to
the minute, traceable, and
tamperproof.

and Global data
sharing

- All patient data that will store
onthe frameworkofblockchain
adheres to standardized data
code

- Offers global access and
traceability features to medical
institutions.

Fig 1: Attributes of blockchain

Data privacy and security

- Offers secret way of data handling
where data processing identities are
open to all.

- Secure data flow and permissions
(smart contracts)

- Distributed way of storing data in
multiple places (no single failure point)

Numerous research investigating the use of blockchain
technology in the healthcare sector have been conducted
[6, 20-22]. However, no study has directly addressed the
use of blockchain in managing massive data in
healthcare. By evaluating important aspects of
blockchain technology in relation to big data
management in the healthcare sector, this study seeks to
expand our understanding of those topics. It tries to
address important aspects, implementation possibilities,
challenges, and concerns with acceptance in the
healthcare sector that may not have gotten enough
attention in earlier research initiatives.

15%

50%
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35% 45%

Not sure/no plans
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Numerous studies have emphasised the many advantages
that blockchain technology brings to the healthcare
industry, successfully tackling numerous issues. The
accompanying picture provides a visual representation of
how blockchain technology is being used in healthcare.
Additionally, studies show that blockchain is expected to
have a considerable impact on the healthcare sector by
2025, offering a workable option to reduce the dangers
related to data breaches.
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Fig 2: By 2025, blockchain
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3. Installation of System:

Figure 3 below illustrates the blockchain configuration..

Bio-
speciment
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A
'
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Unstructured
Data
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.........
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Clinical Dec
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Fig 3: Structure of blockchain

Figure 3 provides a thorough picture of how blockchain
technology has affected the healthcare sector,
highlighting its many uses across numerous areas.
Blockchain helps medical researchers decode genetic
information by enabling safe medical record transfers for
patients. Additionally, it is essential for controlling the
drug supply chain and guaranteeing the safe transfer of
patient details. Despite the fact that ALM algorithms
have already been used to encrypt patient data, the
possibility of data breaches still exists. The use of
blockchain technology is suggested as a solution to these
problems in order to stop data leaks. The arrangement

Theft
5% (904,451 records)

Unauthorized Access
10% (1,639,636 records)

Hacking/IT Incident
81% (13,356,973 records)

Source: U.S. Office of Civil Rights

shown is shown in the accompanying picture and
includes a number of users, including patients,
radiologists, doctors, researchers, CRO labs, medication
manufacturers, and other pertinent entities. Blockchain
technology makes it possible for these organisations to
transact in a safe manner, improving data security and
privacy.

Figure 4 shows various reasons why healthcare data
breaches happen. The report reveals that the most
frequent reasons for healthcare data breaches are hacking
and IT incidents. Next to this, unauthorised access is a
factor in healthcare data breaches.

3% (557,952 records)

Improper Disposal
1% (125,730 records)

Fig 4: Numerous sources of data leaks

Thus, implementing blockchain will aid the current system in substantially reducing data leaks.
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4. Application and Outcomes:

Numerous benefits are brought about by the suggested
system's fusion of big data and blockchain technologies.
Aware of the significance of blockchain as a crucial tool
for monitoring financial transactions, decentralising
patient data, and assuring security and immutability,
healthcare organisations are aggressively investigating
its possibilities. Transactions are securely recorded in
blocks under the proposed system, prohibiting any
unauthorised alteration or change. A solid framework for

secure data sharing is established by the use of
cryptographic algorithms. The use of cloud computing
streamlines the management of patient data and makes it
possible to save recorded data effectively. Smart
contracts also improve data access management,
enabling patients to efficiently manage their own data.

As can be seen in Figure 5 below, blockchain technology
has been developed to increase security. As seen in
Figure 5, blockchain layers have been developed.

’ Ordinal number of the block ‘

‘ Ordinal number of the block ‘

’ Ordinal number of the block |

Nonce Nonce

‘ ‘ Nonce

Data Data

Transactions ||

Transactions II

Data

Transactions ||

‘ Hash of the previous block ‘ ‘ Hash of the previous block ‘ l Hash of the previous block |
‘ Hash of the present block }—J—“ Hash of the present block Jl Hash of the present block |

Fig 5: Levels for a proposed blockchain

The channels were then found, as demonstrated in Figure
6. The blockchain presents a total of 3 channels,
including 1 global channel. The diagram is shown for the

Node 1
Organization 1

three healthcare sectors. Up to n healthcare sectors may
be included in this.

Node 2 MNode 3
Organization 2

Organization 3

Global channel .

Channels1-2 .
. D

] )

Channels1-3 -'

Fig 6: Blockchain channel representation

We will receive a global channel after organising the
channels, and the corresponding nodes will be passed
along with the planned transactions.

The channels are then put into blocks, as Figure 7 below
illustrates.
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Fig 7: eEach block has a timestamp

Pharmaceutical companies may address supply chain
difficulties with the help of businesses like Vibrant, built
on blockchain technology. Their applications are suitable
with the supply chain of the medical business and are
specifically created to enable effective tracing [10].
Collaboration and monitoring may be improved with the
use of this technology, saving time and resources in the

process. Utilising big data analytics also makes it easier
to examine how patients are treated, how they respond,
and how they use their medications. These insights aid in
the creation of accessible treatment alternatives and
useful tools for the general populace. Figure 8 provides
an illustration of the method and a sample of the code
used to create blockchain for better understanding.

Blockchain data

Claim

{
|d: b7 3546280465
Patient : 1244354
Provider : 454387

Secure |dentity

(Tokens [ Digits) .
0:5s4323e21e3403. | | UPC 230
0xa0532695412326... | [ g or oo date - 3455
0xd574430eb5c548 '

health plan : nb356

quanity : 2
unitpricecents : 45
netCents - 1857
FHIR_Claim_uri
"Elpi"
ClaimM23

R,

Tokenization examples for lllustrative Purposes
. Health plan
identifier + - .
- DOB + Name | Cryptographic
~| one way Hash
Patient .
Name
Facility address
Crganization i
Mational Provider ID Cryptographic
- (NPT) - | one way Hash
Provider .
. Mame - .
Facility address :
Crganization Crypiographic
- one way Hash
Health
Plan

Fig 8: Process illustration for suggested blockchain-based big data solution in healthcare
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The architecture of the suggested framework
incorporates blockchain technology and evaluates the
level of data security achieved in comparison to other
blockchain algorithms. Proof of work (POW), proof of
stake (POS), ripple protocol consensus algorithm
(RPCA), delegated proof of stake (dPOS), stellar
consensus protocol (SCP), and proof of importance

@
def last_block(self):

return .chain[-1]

(POI) are consensus methods that are frequently
employed in blockchain technology. The performance of
this proposed algorithm's proof of work (POW)
implementation is compared to that of the POS and
dPOS algorithms.

The following snippet of code for the implementation of
the block chain is provided for understanding:

def new_transaction(self, sender, recipient, amount):

transaction = {

'sender': sender,

‘recipient’: recipient,

‘amount': amount

.pending_transactions.append(transaction)
return . last_block['index'] + 1

The consensus algorithm (proof of work) employed here to generate the blockchain has been compared to all other
algorithms, and the findings showed that the suggested approach performs well. The outcomes are displayed in figure 9.

14

12

10

[\

execution time(ms)

M Proof of work M Proof of stake

OII |

rate of theft(%)

completed transaction(!0)

delated proof of stake

Fig 9: Comparison of the proposed algorithm's performance

The comparison between several parameters, including
Execution Time, Theft Rate, and Completed
Transactions over a specific time period is shown in the
following graph. It has been determined that the
suggested algorithm performs admirably across the
board.

5. Conclusion:

The revolutionary technology known as blockchain has
the potential to transform established industries. This

paper's goal is to give readers a thorough grasp of
blockchain and how it relates to bitcoin, with an
emphasis on how bitcoin served as blockchain's
inspiration. Examining the foundational ideas and
architecture of blockchain is done with an emphasis on
addressing security issues. Data protection accuracy of
95% or greater has been established using the suggested
method deployed on the blockchain, outperforming
current consensus algorithms in this area.
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