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Abstract: The primary objective of cryptography is to protect information from various types of security breaches. To enhance their
resilience, most cryptographic techniques modify parameters such as key size, number of iterations, and incorporation of S-boxes. The
only non-linear component of a substitution-permutation network is the S-box. The contents of S-boxes used in the conventional method
remain constant and never undergo any changes, thus making them static. The proposed system incorporates Dynamic S-boxes, where the
contents of the S-boxes change based on the key used. The values for the 8 S-boxes are created by converting the keys into their matching
ASCII values. It has been discovered that the output of dynamic DES when used with audio and video data is more secure than static DES.
When evaluating factors such as non-linearity, balance, implementation requirements in terms of time and memory, and the ability to resist

linear and differential cryptanalysis, Dynamic S-boxes demonstrate superior performance.

Index Terms: Dynamic DES, Non-Linearity, Balance, S-boxes, Linear Cryptanalysis, Differential Cryptanalysis.

1. Introduction

In today's networking era, information security and
privacy are major causes for concern. A system for
cautious data transfer between the sender and the receiver
should exist. Data security and encryption are therefore
taking on increasing importance. Sensitive information
needs to be secured from malicious users. The data should
be transferred in a way that prevents hackers from being
able to read it. Symmetric key encryption is considered as
one of the primary encryption techniques for enhancing
data security. Substitution and Permutation networks are
utilized in the majority of contemporary ciphers to
transform plain-text into a meaningless cipher utilizing a
symmetric key and various numbers of rounds [1].

The complexity of a symmetric key algorithm depends on
the level of strength exhibited by its S-box. Achieving
Shannon's property of confusion is dependent on the S-
box, which plays a critical role. An S-box generates n
output bits from m input bits. There are 2™ elements with
n bits a piece that makes up a m X n S-box[2].
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Every round will utilize a comparable S-box, one of the
two varieties of S-boxes referred to as fixed or static S-
boxes. Attackers can examine a given S- Box's
characteristics and find its weak points by doing so.The
primary drawback of the finished square code structure is
the fixed structure of the S-boxes. Data Encryption
Standard (DES) S-boxes use static S-boxes. Researchers
have been using the current DES, illustrated in Figure 1,
for a considerable period of time. [3][4][5].

An input block gets replaced by an output block through
the use of a Substitution box. The only non-linear element
that causes data misinterpretation is the S-box. Images are
a significant type of data. In telemedicine, medical
encryption, military communications,
telecommunications, etc., image encryption is widely
used. The DES algorithm's flaw is that it is static by
nature; regardless of the presence or absence of plain-text,
the encryption process always proceeds in the same way.
The DES encryption process can be changed if the plain-
text encryption technique is changed [6][7].
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Fig 1. Static DES Design

In our proposed design for Dynamic DES, as outlined in
the paper, the contents of the S-boxes vary according to
the key used. Therefore, distinct S-boxes are constructed
for each 64-bit key. Here, a cubic function is used to
translate the 8-byte key value into 8 seed values. The key
values are transformed into their corresponding ASCII
values, and these ASCII values are then divided by prime
numbers between 100 and 1000 to create 8 seed values.
The S-box's algebraic strength is assessed utilizing a
variety of criteria, including the balance property, Strict
Avalanche Criterion, non-linearity analysis, resistance to
linear and differential cryptanalysis, and execution time
and memory needs [8][9].

2. Review of Literature work

Various researchers have proposed related works
concerning cryptographic techniques aimed at enhancing
the security of audio and video files[10,11]. Here are some
of the suggested works. To increase the potency of AES
and subordinate the S-Box key, Julia et al proposed a new
AES key ward. The built-in key chooses an amount to be
applied to the S-box curve, whilst the second key's bytes
are XORed one by one. The round key serves as the sole
assessment instrument, and the outcomes are
subsequently applied to remedy the S-box disturbance. So,
while the S-box value is unmodified, this code framework
is key-subordinate and imitates the principal AES
[12][13]. In 2018, Mohammad et al. proposed a variation
of AES called Variable Mapping S-box AES (VMS-
AES). The AES with its innovative approach utilizes vital
information about the age of the range and uses it to
relocate the S-box to a more advantageous position ([21],
[23], [24]). By utilizing the VMS-AES forward

replacement byte changes, a shift is made concerning the
boundary, a substitute boundary is added to a different
confidential area, and the operation of AES sub bytes is
constrained. The movement is from a specific fixed area
(similar to AES) to another spot, commencing with a
single byte[15]. As a result of its reliance on a secret
concept, the area is also secret[17].

Data was first organized into lines within a square by
Sombir Singh et al.(2013), who then randomly
reorganized and read information upwards to improve the
computations of the Simple Column Transposition
Technique (a type of Transposition Cryptography
Technique) [16]. This approach is recommended to be
customized based on the nature and quantity of the
material being processed. The outcome of this approach is
incorporated into the DES estimation to create a
scrambled version [18] [19]. The resulting text is complex
and difficult to decipher, requiring additional external
steps to securely handle and transmit various segments
across the network [20].

Payal Patel et al. (2014) not only augmented the number
of cases employed to deal with the given data, but also
enhanced the key length and made the S-boxes more
unpredictable, thereby increasing the overall level of
unpredictability. Instead of making it simpler for monster
power attacks, the key length was extended. The expert
hasn't been watching the key during this
evaluation[21][22].Albassali et al. (2004) suggested a
technique for creating the sub-keys in the calculations
employed by the GA(Genetic Algorithm)[23], which
would improve the estimations. The sub-keys generated
by this technique depend on the GA used, which results in
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a unique set of self-reinforcing sub-keys each time the
application is executed. In contrast to the proposed
calculation, subkeys are created from a single central key.
Through the inclusion of two extra keys alongside the
primary 64-digit key, Sharma et al. (2015) developed
specific structures to enhance the estimation of DES.
Moreover, they suggested making some changes to a few
internal DES patterns that utilize S-BOX for AES
computation.

From one round to the next, the S-Box AES should be
altered dynamically, according to Krishnamurthy and
Ramaswamy (2008). One-fourth of the core AES
institutions will be governed by the welfare criteria
without modifying the others. The S-box has two possible
uses: The final byte from the round keys is utilized as the
primary case, while in the secondary case, the S-box is
combined with the bytes from both case keys through
XOR operation. The manner in which the XORing is done
determines the way the S-box changes between the bytes
of the 2 case keys. In the third scenario, a different set of
round key is employed, which are generated using a key
augmentation estimate similar to that used in AES. The S-
box is manipulated using the final byte of the round keys.
The fourth example is similar to the third, but with the
additional feature of rotating the S-box based on the
subject while evaluating the large bytes of the key, and
then performing XORing operations.

Mahmoud et al. (2013) suggested a distinctive version of
AES-128, which employs a key-subordinate S-box that
adheres to the basic S-box phase prescribed by the AES
secret key. To create self-assertive groups, a
pseudorandom generator (PN) called direct input shift
register (LFSR) is used. By segregating two sections of
the LFSR and performing XOR operation between their

s[E]
Element=[Seed Prims]%ls;
Append element to SubSboxl;

Generate first SubSbox1 for
Increment prime

+

Generate first SubSbhox? for
S[i]
Element=[Saed+177 7/ Prima]?c16;

Append element to SubSboxl:
Increment prime

+

Generate first SubSbox3 for
S[E]
Element=[Sead+2663 Prime]216;
Append element to SubSbeoxl

Increment prime

¥

‘ Generate first SubSbox2 for ‘

s[i]
Element=[Seed+3137 Prim=]%16;
Append element to SubSboxl;
Increment prime

.

outputs, the AES secret key is utilized to ascertain the state
of a concealed segment of the LFSR, which will be
utilized for further analysis. The odd key is used to XOR
the PN generator's yield. The result is transformed into
hexadecimal values of 32 bits each, which are referred to
as sl and s2. On the typical S-box, the fragments and lines
are changed using S1 and S2[23].

3. Work Flow of the System

The proposed dynamic DES's total workflow is shown in
Figure 2, where the read key values are first transformed
to ASCII key values before being sent through the
whitening technique. In this case, the 8 seed values are
derived from the ASCII numbers. The four rows of each
S-box are produced from one of these seed values. The
prime numbers between 100 and 1000 are kept in storage.
In this context, determine a quantity referred to as
"element" by computing the modulo-16 value of the
“Seed/Prime value” [24].

If the element is still missing, then recheck for its presence
and add it to the Sbox1 that is being produced. Next, if
feasible, increase the prime number and form the 2nd row
of Shox1. Additionally, remember to keep the element's
value, which is determined as the modl6 of ((Seed
+1777)/Prime). Next, identify whether this element is
present or not. If it isn’t , add the newly made Sbox1 to
this element. Likewise, we will calculate the values for the
3rd and 4th rows of the associated S-box1, respectively,
as mod 16 of ((Seed+2663)/Prime) and mod 16 of
((Seed+3137)/Prime), and add them. Here, follows a
similar approach to create each Sbox, using a unique
calculation for the "element" value, and ultimately
generating eight Sboxes[14]. Figure 3 gives the Dynamic
DES created using the aforementioned technique[10][11].

Read key values
KOk k2 k3, kT

I

Alil=Comvert to ASCIT k[i]

{

ey Whitsning process:
St=[{ADEHAL 1AL+
AL

T+
T

Print 8 Seed
Print and store all the
prime mumbers betwesn
100 and 1000

l

return & S-Boxes
[S0.....871

Fig 2. Workflow of Dynamic DES.
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Fig 3. Developed Dynamic DES S-BOX DESIGN

4, Implementation and Results

In this section, various factors, such as the balance
property manipulation, non-linearity, resistance to linear
and differential cryptanalysis, as well as the time and
memory requirements for execution are taken into account
to analyse and discuss the effectiveness of the suggested
S-box.

4.1 Balance property

A Boolean function consisting of n variables is considered
balanced if the no. of input values resulting in #{x/g(x)=0}
is same as the no. of input values resulting in #{x/g(x)=1},
where g(x) is the function in question. This property of
balance is crucial in the context of linear cryptanalysis,
where the degree of imbalance in a function can be
exploited as a weakness. Therefore, balanced functions
are considered strong from a cryptographic standpoint.
The S-box will be more powerful if there are more
balanced functions. There are 8 “6X4 S-boxes” total, and
each S-box contains 64 elements. Each row has 0-15
distinct components that are not repeated.

The no. of ones and zeros in the input and output should
be balanced. Our Dynamic S-boxes in both audio and

video files meet the criteria for balance, an essential S-box
criterion [26].

4.2 Strict Avalanche Criterion

The Avalanche criterion, also known as the requirement
for a Boolean function to exhibit the property, states that
as the input bits change, there should be a corresponding
increase in the value of bits that are altered in the output.
If a single bit complementation results in a probability of
exactly one-half for the output bit to change, then the
Boolean function gn: Z2n -> Z is said to meet the Strict
Avalanche Criterion (SAC). i.e

2"—1

PN ACALINCD
=0 - (1)

Where 'e' represents any element in Z,n which has a
Hamming weight of 1. If a bit changes in the input, the
output bits should change by atleast half and these
phenomena is called Strict Avalanche Criteria. Here we
can see that the bits changed are more than half and our
Dynamic S-boxes satisfy the criteria[28].

4.3 SAC using Audio files
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Fig 4. Bit difference using Static and Dynamic DES in Audio files

Bit Difference using Audio files
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change in key in key in key

m Static DES m Dynamic DES

Fig 5. Comparison of Bit Difference of Static and Dynamic DES in Audio files.

Thus, from Figure 4 and Figure 5, According to [29][30], Static DES, as can be observed, including cases where the
In all scenarios, Dynamic DES exhibits superior key remains unchanged, where there is a 1-bit change in
performance in terms of bit difference when compared to
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the key, and where there is a 2-bit change in the key,
specifically when analyzing audio files.

4.4 SAC Criterion using Video files
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Fig 7. Comparison of Bit Difference using Static and Dynamic DES in video files.
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Thus from Fig.6 and Fig.7, in all the cases, Dynamic DES
outperforms Static DES when there is no bit change in
key,1 bit change in key and 2 bits change in key in the case
of video files[31][32].

4.5 Non-linearity

A specific number of bit changes in its truth table are
required for a Boolean function to attain the closest affine
function. This is known as nonlinearity. By deducting the
maximum absolute distance from the predicted value and
dividing the result by the value of bits in the boolean
function, this number is calculated. The output cannot be
expressed as a linear combination of the input bits, which
is a requirement specified, thus indicating that the input-
output relationship must not be linear. At all costs, it must
be impossible for the hacker to separate the plain text from
the ciphertext[33].

Boolean function's non-linearity Ns represents the closest
distance to an affine function. It is shown by applying eq

(1),
1
Nf = E (ZN - WHTmax(f)) (2)

The Walsh Hadamard Transform (WHT) is used to
calculate the highest absolute value. It'll be explained as

WHT a5 (f) =
[Fr(a)] 3)

The WHT of a Boolean function f is derived by
E@=)  f®le ¢
XEB
Where,

fe) = (-1/® )

When N is even, the S-box in GF(28) has the highest
possible nonlinearity, which is given by

N
Nppgx(N) =2V — 2271 (6)

The ideal number is 120 for S-boxes in GF (28), while it is
28 for S-boxes in GF (2°). Figure 8 illustrates a
comparison of Dynamic DES and Static DES according to
the "non-linearity" component of encrypting audio files.
The non-linearity numbers for Dynamic S-boxes are
evident in Figure 8, with values of 23, 21.5, 21.2, 21.21,
21.21, and 23. In contrast, the non-linearity humbers for
Static S-boxes are 19.5, 19.5, 21.22, 20.20, 18.5, and 21,
as indicated in the same figure. As a result, it is clear that
when employing audio data, dynamic DES surpassed
static DES in terms of non-linearity in all circumstances.
When encrypting audio files, the non-linearity of a
Dynamic S-box makes it a crucial component for a strong
encryption method, making it much more secure than
static S-boxes [34].

NON-LINEARITY VALUES

w
[=]

NON-LINEARITY
S

0
5

BOX BOX
1 2
W STATIC 5-BOX 15.5 158.5

DYNAMICS-BOX 23 215

m STATIC 5-BOX

: ﬂ I-I ﬂ I
5- 5- 5- 5- 5 5- s

BOX BOX BOX BOX BOX

5 6 7 8
22 20 20 185 21
22 21 21 21 23

DYNAMIC 5-BOX

Fig 8. Comparison of non-linear numbers of Static and Dynamic DES.

Thus from Fig.8, it is understood that for audio files, the
non-linearity values of the Dynamic S-box are stronger
than those of the Static S-box. The following figure
(Fig.9) shows the screenshots of the first dynamic S-box
S-box -1

under the factor of non-linearity. Similarly, generate the
screenshots of other S-boxes and calculate non-linearity
of the entire system[35].
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FOR X1
TT:

2E0200001110100001811111111001111010111101100001210018111001018a

SEQUEMCE :
21 1 1 1 1 1 a4 -1 -1 -1 1 -1 1 1 1 4 -1 4 -1 -1
401 -1 4 -1 -4 -1 -1 4 -1 -1 1 4 1 4 -1 4 -1 1 1
ANF

e A e N T G R
101 -1 -1 -1 24 1 -1 4 -1 41

WHT
e, @, -4, a4, 4, -4,
e, @, -a, a, -

Ml 22.@

WEIGHT: 32

DEGREE: @
TERMS: @
BALANCE :

@, a, -4, ze, 12, o,
. -4, -a, a, 8

FOR X2
TT:

e, 1z,
. -8,

-12, e, ®, -8,

20, -a, -8, -8, -8, B

1101000011010010110119100091111010100101100010118001111001110881

SEQUEMCE :
SA -1 01 -1 04 4 4 1 -1 -1 1 -4 4 4 -1 4 -1
1 -1 14 -1 1 -1 -1 111 -1 1 -1 -1 111 -1 -1
AMF
@11

B . T T T 1
EERE T

1 -1 -1 -1 o2 -1
1 -1 -1 -1 11 2 -1

WHT
e, @, @, -8, -4, 12,

12, 2@,

-a,
—a,

12, . o, .
B, @, -8, O, 12, @, @, e, -8,
iz 22 @

WEIGHT: 32

DEGREE: 2

-1z, A,

TERMS : =

BALANCE: True
1z

FOR X3

-8, @, -a, -a, a,
-az,

-4, a, -a, -a, -a, -8,
12, 4, 12, a4, a4, -

TT:
Ee166666116161118116011611611168611601166116186061601160118111861

SEQUENCE :
1111 11 -2

2 -1 -1 1 1 -1 -1 3 1

AnE

o1l

-1 1 -2 -

1 -1 -1 -3 2
-1 -1 1 -1 2 1 31 3

ER “1 -1 1 -3
-1 11 -1 -1 1 1 -1 -1 1 -1 -1

-1 1 -2 =12 -2 -1 -1 1 2
-1 1 1 -1

WHT
e, @, -8, -16, -12, -4, 4, 4, 8, @, -8, B, 12, -
A, @, B, 8, 16, a4, -4, a4, a, 8, @, 8, 8, -a, -a, a
iz 2a_d
WEIGHT: 32
DEGREE: 2
TERMS: 2
BALANCE : True
1z

FOR x4
TT:

8110116800116160116011101600118161010660061616016800111111811111a
E:

SEQUENC
1111 1 -1 -1 3

1 -1 1 -1 112 -1
-1 1 -1 1 2 1 3 a

2 -1 01 -1 1 1 -1 31 2 31 -1 -1

111 -1
-1 -1 -1 -1 1 -1

1 -1 1 -1 1 1 2

1 -1 3
-1 -1 -1 -1 3

. @, 8, B, 8, o,

16, &, 8, 8, -16, @, 8,

16, .=, @, ©, ©, -8, 1s, -8, ©, 16

Fig 9. Screenshot of S-box 1 for calculating the non-linear values.

5. Time and for

Implementation

Memory  Required

Python was used to implement the code. We utilized 512
GB SSD ROM and 16 GB RAM for simulation. Table 1
and Figure 10 display the amount of RAM needed to

implement audio files as well as the associated graphical
representation. The memory and time requirements for
dynamic S-boxes are comparably lower than those for
static S-boxes since S-boxes don’t have to be saved
anywhere and because they depend on the key[36][37].

Table 1. Memory Required for implementation in Static and Dynamic DES in Audio files

Memory (in KB) When the key is fixed When there is 1 bit change in key When there is 2 bit change in key

Static DES 1736.778 1736.778

1736.778

Dynamic DES 626.819 626.819

626.819

Memory Required for Implementation for Audio files

2000
1800
1600
1400
1200
1000
80O
600
400
200

Memaory Required

When there is no bit change in  When there is 1 bit change in  When there is 2 bit change in

key

M static DES

key key

M Dynamic DES

Fig 10. Comparison of memory required for Static and Dynamic DES in Video files.

The time required for implementation of audio files is given in the table 2 and this corresponding comparison of the time
required in Static and Dynamic DES is shown in Figure 11[38].
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Table 2. Time needed for implementation for Static and Dynamic DES in audio files.

Time When the key is fixed When there is 1 bit change in key When there is 2 bit change in key
(in sec)

Static DES 87.745 25.970 96.1685

Dynamic DES 73.648 25.3310 79.677

Time Required for Implementation

120
100
80
60

40

When the key is fixed

M static DES

key

N --

When there is 1 bit change inWhen there is 2 bit change in

key

M Dynamic DES

Fig 11. Comparison of time needed for Static and Dynamic DES in audio files.

Similarly, we can prove that the memory requirements as
well as the time required for implementation is smallest
for Dynamic DES compared with Static DES for video
files also. Thus it is shown that in all the cases, the time
and memory needed for Dynamic DES is less than Static
DES both in audio and video files[39].

6. Robustness of linear cryptanalysis

Private-key block ciphers can be successfully attacked
through  differential and  linear  cryptanalysis
techniques(Altaleb et al., 2017). The greatest entry in the

Linear Approximation Table (LAT) determines how
sophisticated is a linear cryptanalysis. The higher the
values, the more susceptible the cipher is to cryptanalytic
attacks. Linear approximation tables have been used to
explain the robustness of linear cryptanalysis. By
analyzing the Linear Approximation Table (LAT), one
can determine the level of complexity involved in linear
cryptanalysis. The existence of a vulnerable row in the S-
box for linear cryptanalysis can be inferred from a high
value in the LAT. The LAT for static and dynamic DES
are displayed in Tables 3 and 4, respectively.

Table 3. LAT-static DES

b
a |0 1 2 3 |4 5 |6 7 8 |9 |[A|B |C |D |E |F
0 |16 |8 8 8 8 8 8 8 8 |8 8 8 8 8 8
1 |8 8 6 6 8 8 6 14 |10 | 10 | 8 8 10 | 10 | 8 8
2 |8 8 6 6 8 8 6 6 8 |8 10 | 10 | 8 8 2 10
3 |8 8 8 8 8 8 8 8 10 | 2 6 6 10 |10 | 6 6
4 |8 10 | 8 6 |4 |4 |6 8 8 6 10 | 10 |10 | 4 10 | 8
5 |8 6 6 8 8 8 12 |10 |6 | 8 10 | 10 | 8 6 6 8
6 |8 10 | 6 12 | 8 8 8 10 | 8 6 12 |12 | 6 8 8 6
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7 |8 6 8 10 | 4 4 10 | 8 6 8 8 8 12 |10 | 8 10
8 |8 8 8 8 8 8 8 8 6 10 | 6 6 10 | 6 2
9 |8 8 6 6 8 8 6 6 4 |8 10 | 10 | 8 12 |10 | 6
A |8 12 | 6 10 | 8 8 10 | 6 10 |10 | 8 8 10 |10 | 8 8
B |8 12 | 8 4 |8 8 12 | 8 8 8 8 8 8 8 8 8
CcC |8 6 12 | 6 8 8 10 | 8 10 | 8 12 |12 | 8 10 | 8 6
D |8 10 |10 | 8 12 | 12 | 8 10 | 4 6 8 8 10 | 8 8 10
E |8 10 |10 | 8 4 4 8 10 | 6 8 6 6 4 10 | 6

F |8 6 |4 6 8 8 10 | 8 8 6 6 6 6 8 10 | 8

By analyzing the dynamic and static S-boxes, it can be
noticed that the dynamic one has a higher value of 12 as
its maximum value, while the static S-box has a maximum
value of 14. This means that the largest entry in the Linear
Table 4. LAT-dynamic DES

Approximation Table (LAT) of Dynamic DES is 12,
indicating that the complexity of linear cryptanalysis is
relatively low.

a |b

0 1 2 3 4 5 6 7 8 9 A |B |C |[D |E |F
0 |16 |8 8 8 8 8 8 8 8 8 8 8 8 8 8 8
118 6 8 6 6 10 | 6 8 8 6 10 | 6 6 8 6 4
2 |8 8 6 6 10 | 6 4 8 8 8 10 | 10 | 6 10 | 4 8
3 |8 12 | 10 | 8 4 8 6 12 | 8 10 | 10 | 8 6 8 6 6
4 |8 6 8 8 8 8 6 8 10 | 8 8 6 10 | 4 4 6
5 |8 10 | 10 | 8 8 8 8 6 4 10 |10 |12 | 8 4 4 4
6 |8 8 10 | 10 | 8 8 8 10 | 8 6 6 10 | 6 8 12 | 8
7|8 8 6 4 10 | 8 10 | 4 6 10 | 8 10 |12 | 6 6 8
8 |8 6 4 4 4 12 |10 |10 | 6 6 8 8 10 | 8 10 | 10
9 |8 12 | 6 6 2 8 6 6 4 8 6 8 8 10 | 10
A |8 4 6 4 6 8 6 12 | 10 | 8 10 | 8 10 | 8 2 10
B |8 10 | 6 8 10 | 6 8 10 | 8 10 | 8 10 | 8 8 10 | 8
c |8 4 4 8 6 10 |12 |12 |10 | 4 8 8 8 10 |10 | 6
D |8 6 10 | 6 6 6 8 6 4 6 8 6 10 | 10 | 6 6
E |8 8 12 | 8 8 10 | 6 6 6 10 | 8 8 4 8 10 | 10
F |8 2 8 6 6 8 8 8 8 8 8 10 | 6 6 6 12

7. Robustness to Differential Cryptanalysis

Private-key block ciphers can be vulnerable to powerful
cryptanalytic attacks called Differential Cryptanalysis.
Differential cryptanalysis's effectiveness is determined by

two elements: The highest number in the XOR table and
the total number of 0’s in the table. To execute this attack,
a Differential Distribution Table (DDT) is used to record
the differentials. Table 5 exhibits the DDT for static DES,
while Table 6 displays the DDT for dynamic DES.
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Table 5. DDT of static DES

bf

16

Table 6. DDT of Dynamic DES

16

zero entries in its Differential Distribution Table (DDT)

compared to the static S-box, thereby making it even more

To enhance the S-box's resistance against differential

cryptanalysis, it is advisable to have more non-zero

resilient against differential cryptanalysis. Moreover, our

entries. The Dynamic S-box has a higher number of non-

IJISAE, 2023, 11(7s), 545-560 | 555

International Journal of Intelligent Systems and Applications in Engineering



Dynamic S-box meets the requirement of having low
propagation criteria while also maintaining a good XOR
profile across its rows through minimal variations.Tables
7 and 8 provide a comparison of the performance metrics
between the original and dynamic DES.In both tables T is

denoted as true. Based on the aforementioned analysis, it
is clear that the Dynamic S-box outperforms the static S-
box in several areas including linearity, SAC, balance,
robustness to both linear and differential cryptanalysis,
and implementation time and memory requirements.

Table 7. Performance value of original Sbox DES

Shox Index Nonlinearity Balance XOR Table LAT

1 18 T 16 14
DES 2 22 T
Sbox1 3 20 T

4 18 T

1 18 T 16 10
DES 2 18 T
Sbox2 3 20 T

4 22 T

1 215 T 16 16
DES 2 18.5 T
Sbox3 3 225 T

4 215 T

1 22 T 16 16
DES 2 22 T
Sbox4 3 22 T

4 22 T

1 20 T 16 14
DES 2 18 T
Sbox5 3 20 T

4 22 T

1 20 T 16 14
DES 2 20 T
Sbox6 3 20 T

4 20 T

1 20 T 16 14
DES 2 14 T
Shox7 3 22 T

4 18 T

1 22 T 16 16
DES 2 20 T
Sbox8 3 20 T

4 22 T
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Table 8. Performance value of dynamic S-box DES

Sbox Index Nonlinearity Balance XOR Table LAT

1 22 T
DES 2 22 T 16 12
Shox1 3 24 T

4 24 T

1 22 T
DES 2 22 T 16 10
Sbox2 3 22 T

4 20 T

1 20 T
DES 2 20 T 14 12
Sbox3 3 22 T

4 22 T

1 22 T
DES 2 22 T 16 14
Sbox4 3 22 T

4 22 T

1 22 T
DES 2 18 T 16 14
Sbox5 3 22 T

4 22 T

1 22 T
DES 2 16 T 14 14
Sbox6 3 22 T

4 24 T

1 20 T
DES 2 20 T 16 14
Sbox7 3 22 T

4 22 T

1 22 T
DES 2 22 T 16 16
Sbox8 3 24 T

4 24 T
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8. Conclusion

As previously stated, security is an essential element in all
aspects of modern society, and the primary aim of digital
data exchange is to safeguard data against various threats,
raising the security level to the next level. In this study,
we have presented an effective method for creating a
multi-functional S-box using dynamic DES to protect
audio and video files’ digital data against a variety of

attacks. The utilization of diverse function generation
distributed among 8 S-boxes has made it impossible for
attackers to even approximate the probability, as the level
of protection has been raised significantly. As previously
stated, security is a crucial factor in today's society across
all fields. Currently, the primary goal of transmitting
digital data is to enhance security measures and provide
protection against various risks.

Table 9. Abbreviations

AES Advance Encryption Standard
DES Data Encryption Standard
DDT Differential Distribution Table
LAT Linear Approximation Table
RSA Rivest-Shamir—Adleman
SCTT Simple Column Transposition Technique
VMS Variable Mapping S-box

GA Genetic Algorithm

LFSR Linear Feedback Shift Register
PN Pseudorandom Generator

SAC Strict Avalanche Criterion
SNR Signal to Noise Ratio

DPA Differential Power Analysis
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