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Abstract: Cyber security is an important and growing challenge in the world today. As technology advances, so do the potential threats 

posed by malicious actors. Cyber security is the practice of protecting networks, systems, and programs from digital attacks. These attacks 

are usually aimed at accessing, changing, or destroying sensitive information, extorting money from users, or interrupting normal business 

processes. Cyber security threats come from a variety of sources, including activists, criminals, fo reign governments, and terrorists. All of 

these actors are constantly developing new tools and techniques for attacking systems. As a result, organizations must stay on top of the 

latest developments in order to protect themselves from these threats. One of the biggest challenges in cyber security is defending against 

the ever-evolving threats posed by malicious actors. To do this, organizations must have a comprehensive security strategy in place. In this 

paper, a cyber-security framework has proposed to identify the cyber threats. This strategy should include preventative measures such as 

firewalls, monitoring systems, and patch management. It should also include detection and response measures, such as incident response 

plans and digital forensics. Another challenge is staying ahead of the attackers. Attackers are constantly using new techniques and tools, 

making it difficult to defend against them. Organizations must stay up-to-date with the latest. 
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1. Introduction 

As technology keeps changing, there is a shortage of 

qualified people [1]. Due to digital transformation, it is 

necessary to provide skill development training to the 

employees and bridge the skill gap [2]. A prepared, future-

proof workforce can only prevent a cyber attack. Therefore, 

companies should adopt modern cyber security measures 

and strengthen their team with employees who have 

advanced skills in cyber security [3-4]. An average annual 

cost of Rs. 75 crores in economic loss. A recent study 

revealed that this loss occurs both directly and indirectly [5]. 

The report also pointed out that cyber-attacks are causing 

micro-economic impacts including loss of jobs [6]. The 

direct loss in India is only $90,000. But the loss due to 

reasons including loss of jobs and loss of confidence in the 

company is 31 lakh dollars. Similarly, the cost of 

microeconomic impacts, i.e. reduced customer base and cost 

to companies, is estimated at 63 lakh dollars [7-8]. 

Microsoft and Prost & Sullivan jointly conducted a study on 

the impact of cyber attacks in the Asia Pacific region [9]. It 

has mentioned that the loss due to cyber attack for medium-

sized companies is 11 thousand dollars [10]. The study was 

conducted among more than 1,300 IT companies and mid-

sized companies [11]. The study was conducted in a total of 

13 Asia Pacific countries [12]. The network security model 

has shown in the following fig.1 

 

Fig 1: Networks security model 

The impact in the manufacturing sector is estimated to be 18 

percent and the impact in the financial sector is 12 percent. 

It is also estimated that 11 percent of cyber attacks are 

carried out in government institutions [13]. The study 

revealed that nearly 62 percent of companies in India have 

been cyber-attacked [14]. However, only 38 percent of 

organizations regularly evaluate  

and report data breaches [15]. Cyber attacks are a major 

topic of discussion for organizations transitioning to digital 

[16]. But most companies don't pay enough attention to 

cyber attacks. Only 20 percent of organizations prioritize 

cyber-attacks from the start [17]. Actions taken after a cyber 

attack are less effective than preventive measures. But more 

than 50 security solutions are the best sellers [18-19]. 

Artificial intelligence technology and cyber security 

measures all help to counter cyber attacks and prevent this 

threat, the study suggests [20]. Cyber Attack It can be any 
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activity carried out on a computer or on a mobile or desktop 

device such as computers and is carried out by a group of 

people who have extensive knowledge of computers and 

computing [21]. There are many types of cyber attacks [22]. 

A 'system key' has been found that can unlock files that have 

been hacked by a cyber attack [23]. Ransom ware is 

dangerous software that can steal data from a  

computer [24-25]. Also worth making files unusable. After 

the attack through this, the hackers will ask for money to 

release these hacked files [26]. We send money to someone 

without much hassle through UPI transaction apps [27]. But 

as easy as it is, it needs to be handled carefully. Google Pay, 

Paytm, Phone Pay, WhatsApp Pay etc. are widely used 

nowadays [28]. Similarly many other new apps are going to 

be introduced in the market considering the demand [29]. So 

it is important to know which apps to use and which to avoid 

[30]. 

Digital attacks in financial institutions are a growing issue. 

Cyber criminals are taking advantage of the evolution of 

technology and are increasingly targeting banks, financial 

institutions, and even individual customers [31]. These 

attacks can range from simple phishing attempts to 

sophisticated malware and ransom ware attacks. The goal of 

these attacks is often to gain access to confidential customer 

data and financial information [32]. The attackers may be 

looking to access customer accounts, steal money, or gain 

access to sensitive data like credit card numbers or 

passwords. Financial institutions are particularly vulnerable 

to cyber-attacks because they store and process large 

amounts of sensitive data and have access to multiple 

customer accounts [33]. 

2. Related Works 

Digital cyber attacks are a reality of the modern world. They 

are a form of cybercrime, which is the use of technology to 

commit crimes or cause harm to individuals, businesses, or 

government institutions. Cyber attacks are conducted with 

malicious intent, and can range from stealing sensitive data 

and financial information to disrupting services and 

networks [4]. Digital cyber attacks can take many forms, 

from phishing emails to ransom ware, malicious software, 

and other forms of malicious code. In some cases, they can 

be used to gain access to confidential data or networks, or to 

sabotage a company’s operations [6]. They can also be used 

to extort money or disrupt services. The best way to protect 

against digital cyber attacks is to take preventive measures 

such as installing up-to-date anti-virus and firewall 

software. It is also important to have strong passwords and 

use two-factor authentication whenever possible [7]. 

Additionally, organizations should regularly monitor their 

networks for potential vulnerabilities and take steps to patch 

any discovered weaknesses. Organizations should also take 

steps to educate their employees on how to identify and 

respond to cyber threats [9]. This includes training on the 

signs of a phishing email, installing software patches, and 

establishing strong security policies. Additionally, 

companies should have a plan in place for responding [11]. 

The incidence of cyber attacks and cyber breaches has 

increased in various sectors. Since the pandemic, the trend 

has intensified with many working from home. This is also 

due to increased digitization and rise in online transactions 

[16]. A recent report by the Information Systems Security 

Association points to this trend. The report suggests that 

cyber attacks have increased by 63 percent internationally 

during the pandemic. Covid-19 favors fraudsters, hackers 

[17]. With the increasing number of attacks, it is becoming 

imperative for organizations worldwide to employ staff 

capable of preventing attacks. While the use of modern 

technologies such as AI, ML, and increasing automation are 

the reasons for the increase in cyber attacks, the lack of 

professional staff capable of understanding such modern 

technologies is also a reason [20]. A study conducted by the 

international non-profit organization ISC suggests that 

cyber security staff have been outsourced to other IT tasks 

in this era. It is a fact that data leakage and cyber attacks are 

on the rise [23]. Cyber attack methods are also changing in 

the context of digitization and increase in digital 

transactions. In this situation, the key question arises as to 

how companies can cope with this challenge amid a 

shortage of skilled workers. Dealing with these attacks 

requires the right devices and partners [25]. It is essential to 

build secure infrastructure. It is necessary to carry out 

frequent inspections in conjunction with qualified persons 

to identify gaps. As far as organizations are concerned, 

employees are the weakest link [27]. With so many different 

types of attacks taking place, it is imperative to focus on 

cyber security awareness. In 2021, one in 61 organizations 

worldwide will be the target of a cyber attack. However, 

they warn that data leakage and cyber attacks due to 

digitization will increase in the coming times [30]. 

I. Proposed Model 

Each of the malware types has a reputation for displaying a 

subtle villainy. Ransom ware malware is a very common 

malware package. In today's global cybercrime, many 

companies fall victim to ransom ware attacks. Day by day 

the cyber attacks carried out with this ransom ware are 

increasing. It's as if Saturn has been lifted and put in the 

banyan. So I have no doubt that if each one of us is very 

vigilant, we can protect our hard-earned wealth and our 

company's assets and reputation from this digital thief called 

ransom ware. The proposed model block diagram has shown 

in the following fig.2 
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Fig 2: Proposed model block diagram 

Cyber Security threats 

Majority of global business organizations and government 

organizations are today the target of constant attacks by 

cybercriminals. Important malwares are listed below. 

• Spyware 

• Advertisement Ware 

• Trojan 

• Click Logger 

• Ransom ware 

• Bots 

The weapons these cybercriminals use in their attacks are 

software programs written for malicious purposes known as 

malware. Today, various types of malware are developed 

and used by cybercriminals to fulfill their various 

objectives. In the form of phishing links, they create a fake 

third-party website for financial fraud. The website thus 

created can be a replica of a popular bank or a popular e-

commerce company's website. By sending the links of such 

created website to the customers through SMS or social 

networking sites, the banks will get the relevant personal 

information from the customer. This will lead to financial 

fraud. Avoid clicking on unfamiliar, unverified links. If you 

receive any unsolicited website links via SMS or email, 

delete them immediately. Financial fraudsters trick 

customers into downloading screen sharing apps with fake 

website links. Then the customer's mobile phone or laptop 

screen is shared through the screen sharing app and the 

financial transaction information shared on it is stolen.  

Issues in Cyber threats 

Ransom ware malware is a very common malware package. 

In today's global cybercrime, many companies fall victim to 

ransom ware attacks. After a cyber attack on a company, a 

hacker expects a large amount of money (Ransom) from the 

company to prevent the public release of the company's 

most sensitive data that he has captured and to decrypt the 

company's encrypted data, then it is a ransom ware malware 

attack. known as The number of successful ransom ware 

attacks worldwide is increasing dramatically. The amount 

of money paid by companies affected by ransom ware 

attacks to these hackers is also increasing exponentially.  

Thereby financial fraud takes place. In case customers are 

asked to download a screen sharing app to deal with any 

technical glitch on their devices, they should first delete the 

Internet Banking transaction information from other 

transaction apps on the devices. After using an app related 

to screen sharing app, you should remove it from the 

devices. Financial fraudsters use skimming devices in ATM 

machines to steal customers' ATM card information. With 

such stolen information, financial fraud can be carried out 

with fake ATM cards, or fraudsters pose as other customers 

near ATM machines that customers can use, track ATM 

passwords, and then engage in financial fraud. Are there any 

additional machines used in the particular Make sure that. 

Customers should hide their ATM passwords from others 

when they enter them. Customers using ATM machines 

should avoid using passwords in the presence of unknown 

persons in their vicinity. 

Security Actions 

Daily and weekly all important information of your 

company and backups should be maintained at a secure 

location. Fortify company's servers and desktops with 

antivirus and antimalware security programs. Completely 

ban the use of flash drives on your company's servers and 

desktops. The Access Privileges for Servers and Desktops 

should be scrutinized and regulated on an only in Need to 

Know Basis. Passwords and security controls of servers and 

desktops should be made stricter. Immediately remove and 

isolate servers and desktops affected by ransom ware attacks 

from the company network. Organizations should establish 

a full-time security operation center to continuously monitor 

cyber attack attempts by various malwares like ransom ware 

on the organization and take appropriate precautionary 

measures. Carefully collect the digital footprints created by 

ransom ware malware to inform important policy decisions 

about the company's next level of cyber security. Every 

large business should take a cyber insurance policy. 

Periodically sensitize employees about email-borne ransom 

ware and other malware attacks. 

3. Results and Discussion 

The proposed cyber security framework (CSF) has 

compared with the existing Secured Database Monitoring 

Method (SDMM) and Multi-Factor Authentication Method 

(MFAM). 

Multi-factor authentication 

It can also make the app you use more secure by selecting 

certain features. Multi Factor Authentication allows you to 

receive OTP to mobile or email instead of just using user ID 

and password. After typing the OTP correctly, the app will 
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display the correct information. So keep this feature turned 

on. Keep the facility of receiving notification whenever 

payment is made or withdrawn in your bank account. The 

comparison of multifactor authentication has shown in the 

following table 1. 

Table 1: Comparison of multi-factor authentication 

Inputs SDMM MFAM CSF 

100 62.77 87.21 92.58 

200 61.72 86.20 91.44 

300 60.67 85.19 90.30 

400 59.62 84.18 89.16 

500 58.57 83.17 88.02 

 

 

Fig.3: Comparison of multi-factor authentication 

The fig.3 shows the comparison of multi-factor 

authentication. It can add SMS and email notification 

facility. If you receive SMS about your bank balance, read 

it and delete it after a couple of days. If someone steals your 

phone or you forget to lock your phone, other people can 

find out your bank balance. Financial fraudsters often force 

customers to use some form of QR code scan. By doing so, 

they get permission to make transactions from the 

customers' bank accounts. Be wary of transaction apps that 

use QR code scanning. Don't scan any QR code to get cash. 

No such procedures are followed 

Password management 

It has to set a password to enter the password every time we 

enter the app. Mobile apps update automatically once 

installed. It can also help with security features in many 

cases. A transaction can be carried out in several ways. It 

can enter the mobile number, use the UPI ID, scan the QR 

code, or use the link to complete the transaction. It should 

double check all of this. Otherwise the money will go to 

someone else. Sometimes you may get caught in scams. The 

comparison of password management has shown in the 

following table 2. 

         Table 2: Comparison of password management 

Inputs SDMM MFAM CSF 

100 61.01 85.27 90.33 

200 59.71 84.27 89.63 

300 58.41 83.27 88.93 

400 57.11 82.27 88.23 

500 55.81 81.27 87.53 

 

 

Fig.4: Comparison of password management 

The fig.3 shows the password management. Try paying 

someone as little as Rs.5 when paying someone for the first 

time. Make sure the money goes to the right person. Think 

of mobile payments as cash payments and mobile 

transactions. If you lose money in any scam, it is impossible 

to get it back. So don't make any transaction in any hurry 

and doubt. 

Mobile security management 

A mobile phone used for transactions should be thought of 

as a wallet with money. Set a password for the phone. Set a 

secure password rather than unlocking with your face or 

fingerprint. Because anyone can use your line by force. But 

they will know only if we tell them the password. The 

comparison of Mobile security management has shown in 

the following table 3. 

Table 3: Comparison of Mobile security management 

Inputs SDMM MFAM CSF 

100 58.83 83.30 88.50 

200 57.84 82.32 87.51 

300 56.85 81.35 86.51 
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400 55.86 80.37 85.52 

500 54.87 79.40 84.52 

 

 

Fig.5: Comparison of Mobile security management 

The fig.5 shows the comparison of Mobile security 

management. Turn on the feature to automatically lock you 

out if you enter the wrong password three times. Set a 

password for each transaction processor. It also need to be 

careful while installing any other gaming or any other app. 

Because malware (software designed to steal data) is 

injected by other fake apps. 

 

                Fig.6: Comparison of remote data erases 

Remote data erase 

It has to set the tracking facility. Now all brand mobile 

phones have tracking facility. 'Remote Data Erase' so you 

can erase data even if you lose the phone. But the internet 

facility should be turned on in that phone. All in all digital 

transactions may be very easy but it requires a lot of caution 

and care. The comparison of remote data erase has shown in 

the following table 4. 

 

 

Table 4: Comparison of remote data erase 

Inputs SDMM MFAM CSF 

100 65.58 90.20 95.36 

200 65.25 88.70 94.77 

300 63.91 87.59 93.79 

400 63.24 86.22 93.07 

500 62.41 84.92 92.29 

 

The fig.6 shows the comparison of remote data erase. These 

ransom ware malwares are capable of shutting down the 

main servers and network of a business and thereby 

completely halting the business operations of that company 

indefinitely. So these ransom ware malwares can cause huge 

financial losses and give a company a bad reputation. That's 

why global organizations are extremely fearful of ransom 

ware malware applications from cybercriminals. 

4. Conclusion 

As digital attacks become more sophisticated, financial 

institutions have had to take additional steps to protect 

themselves. These include implementing more secure 

encryption protocols, installing advanced firewalls, and 

conducting regular cyber security audits. Additionally, 

financial institutions have started investing in employee 

training to help staff members recognize and respond to 

potential cyber threats. In addition to these measures, 

financial institutions must also invest in cyber-security 

insurance. This insurance will help cover the costs 

associated with digital attacks, such as damages from stolen 

funds or data, as well as legal costs and fines. The best way 

to protect against digital attacks is to stay up to date with the 

latest cyber security trends and technologies. Financial 

institutions should also continue to invest in employee 

training and cyber-security insurance to ensure their 

accounts and data remain secure. 
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