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Abstract: The dispersed Internet of Things (1oT) poses several security and privacy challenges due to its architecture and fast, massive
growth. The management of access is now a top priority. Centralized solutions to this problem frequently depend on a third party, have
availability and scalability limitations, and may even be a performance barrier. In this study, a unique method is proposed for coordinating
the provision of decentralised, lightweight, secure access management for an 10T system, making use of a multi-agent system and a
blockchain. This suggested method's principal objective is to build Blockchain Managers (BCMs) to protect 10T access management by
promoting secure interoperability amongst neighbourhood loT gadgets. The technology also allows for secure communications between

cloud servers, fog nodes, and Internet of Things devices.
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1. Introduction

The 10T (Internet of Things) is a capability of the web that
enables electronic devices to exchange data with one
another. 10T refers to a system of interconnected computing
nodes. These devices allow for increased communication
and collaboration between individuals and organisations by
providing each with a unique identify and the ability to
exchange data with one another.

The advancements made possible by the 10T will surely
enhance people's lives, but before the 10T can be fully
adopted, a number of security considerations must be taken
into account [1]. One of the most challenging aspects of the
Internet of Things is ensuring user privacy and security.
Security issues in the lIoT may be traced back to the
network's inherent heterogeneity. [2].

Designing suitable authentication and authorisation
methods in resource-constrained 10T devices [3] is one of
the most important parts of security and privacy challenges.
This article proposes a multi-agent system architecture that
takes use of a private distributed blockchain to provide
decentralised, lightweight, and secure access management
for the Internet of Things. Protecting the whole loT
architecture, including cloud computing, the networking of
fog nodes, and the communication of 10T devices, is the
major objective of the suggested solution.

This paper's main contribution is a proposal for a state-of-
the-art blockchain-based architecture to secure an Internet
of Things (IoT) system. This approach is built on top of a
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multi-agent system and utilises decentralised access control.
The solution utilises a private hierarchical blockchain
architecture to enhance 10T security and accommodate low-
power 10T devices. The usage of mobile agent software in
our suggested solution further exemplifies the system's high
degree of mobility and intelligence and may significantly
reduce traffic overheads. We created a system that is
adaptable, scalable, and generic enough to be used in several
10T contexts.

Using a private hierarchical blockchain structure, our
solution guarantees the efficient and effective protection of
each layer of the loT architecture, In addition to enabling a
significant cut in traffic overheads, a lightweight consensus
method based on Internet of Things needs (including the
usage of mobile agent software) brings mobility,
intelligence, and Mandatory Access Control to the table.

2. Related Work

This research focuses on three primary areas, two of which
overlap slightly: existing methods of loT security
management, multi-agent systems for access control, and
blockchain-based IoT access control.

Objectives, models, architecture, and mechanisms were
employed in a comprehensive evaluation of the access
control methods now in use in the Internet of Things by
Ouaddah et al. [1]. (OM-AM). The study also had a
taxonomy that was developed after much research. The
article compared and contrasted several access control
models and protocols with regards to their suitability for use
with the Internet of Things. Another approach for
decentralised access control of Internet of Things (loT)
devices, Fair Access [10], was shown. The framework
provided a pseudonymous approach to ensure user privacy.
A new kind of transaction including the issuance, reception,
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delegation, and revocation of access tokens was established.
The underlying concept is the Attribute-Based Access
Control (ABAC) paradigm. Fair Access's authorization
technique relies on authorization tokens, which provide the
bearer the authority to utilise a resource that can be uniquely
recognised by its address and whose access control
regulations are specified in a smart contract. However, this
framework may introduce wait times in the event of owner
communication, tokenization-only authorization, token
cancellation, or a request for renewed access from the
owner.

In [8], Novo introduced a blockchain-based decentralised
access control solution with scalability built for Internet of
Things gadgets. The blockchain architecture's goal of
reducing network overhead meant that 10T devices couldn't
be part of the network. The system's advantages in the realm
of Internet of Things access control include, among others:
portability; accessibility; parallelism; a lightweight design;
scalability; transparency; and a scalable architecture. This
framework provides administrators with tools for
registering and authenticating Internet of Things (lIoT)
gadgets. This system grows by distributing query rights
between administrative nodes, but it might introduce
security risks if the manager is malevolent.

Dorri et al. [12] argued for a lightweight infrastructure that
uses private blockchain technology to secure the Internet of
Things (l1oT). Based on these three foundational models—
smart homes, overlay networks, and cloud storage—the
suggested approach leverages an access control list to assure
authorization. This method eliminates the requirement for
PoW (Proof of Work) consensus when confirming blocks
and saves access control rules in the blockchain's policy
header since the miner has control over all of the smart home
layer 10T devices. They stated that the system's
administrative costs are well outweighed by the advantages
to security. The proposed architecture, however, is
specifically designed for smart home use cases and may not
be applicable in other loT contexts. Furthermore, self-
enforcing access control constraints are not supported by
this method [26].

While developing a framework for access control in cloud
and BYODs contexts, Almarhabi et al. [27] tackled many
security and privacy problems related to BYODs, like
unauthorised alteration of policy, leakage of sensitive
information. They presented an architecture that would
allow Mandatory Access Control rules to be executed
smoothly and effectively in cloud and BYOD environments,
therefore addressing security and privacy concerns.

An 10T authentication and access control approach was
proposed by Liu et al. [13], and it involves using a role-
based Access Control (RBAC) authorization mechanism
with a security key based on the Elliptic Curve
Cryptosystem (ECC). Since there would be so many users

in an loT environment and RBAC wouldn't be able to
predetermine who would be granted access, the proposed
approach wouldn't be scalable. The proposed protocol has a
poor security rating and calls for many communications. By
including mutual authentication, user anonymity
maintenance, and secure session key production, Ndibanje
et al. [14] increased productivity while reducing
communication costs. However, this approach fails to
safeguard the privacy of transmitted information.

Access control methods based on roles or credentials are not
suitable for use with the 1oT. However, by combining their
characteristics with those of other models, these models'
flaws might be corrected. The hybrid role-and-attribute-
based access control architecture proposed by Kaiwen et al.
[15] allows for a high number of dynamic users to be
accommodated without compromising policy integrity.
They also established a process for addressing policy
inconsistencies and duplications. In the suggested paradigm,
the administrator still has the last say over who has access
to what and who does what.

Touati et al. [16] suggested a method for controlling
activities based on the preferences of both users and the
system (a broader version of context-aware access control).
For this purpose of dynamically adapting access policies,
they used a finite state machine and CP-ABE (Cipher text-
Policy Attribute-Based Encryption). The Kkey/attribute
revocation problem was proposed to be addressed using the
CP-ABE method [17] developed by Touati et albatch-based.
Fewer processing nodes are needed by the suggested
approach, lowering complexity and overhead costs.

The principle of least privilege lies at the heart of the Cap-
BAC (Capability-Based Access Control) approach to
managing access to services. The service provider can't
provide access to the required resources without a user-
issued certificate of authorization. To facilitate the
development of a private and secure 10T-based ecosystem,
Sicari et al. [18] created a Unified Modelling Language
(UML) conceptual model to express privacy policy
definitions and data quality assessment. Medical
prescriptions in a mobile situation may be established and
tracked with the use of Radio Frequency Identification
(RFID) technology, as suggested by Goncalves et al. [19].

Due to limited computational and storage resources, the
capability-based solution to 10T access control challenges
developed by Gusmeroli et al. [20] requires simple safe
access control rules. Lightweight access management
system that takes trust into account has been introduced by
Bernabe et al. [21] to provide a secure and reliable
connection between loT-connected devices. Using metrics
like service quality, security, and reputation, they came up
with a new trust model. Managing trust becomes very
important in a distributed and decentralised 10T context
when device identities are unknown.
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Using the fuzzy method to trust computation using linguistic
data collected from 10T devices, Mahalle et al. [22] set up a
trust-based dynamic access control architecture that
conserves power. In the context of Mandatory Access
Control, permission to use a resource is provided by an
entity having that authorization. When deciding whether to
provide or deny access to a resource, government entities
often employ the sensitivity label.

To prevent unwanted connections, the NTT Innovation
Institute [23] created the Mandatory Access Control
approach to secure an Internet of Things framework and
hosting policy management point. By incorporating
attribute-based  control rules, they made policy
administration more manageable. Seitz et al. [24] developed
a distributed authorisation architecture to reduce the amount
of data sent between devices. To facilitate safe interaction
between embedded devices, Naedele et al. [25] presented a
public-key-based protocol that provides many mechanisms
for user authentication and authorization. In order to
establish a safe connection, the suggested protocol calls for
constant back-and-forth. The device's state and condition
when it lies on the ground are ignored as well.

The access control scheme for DSNs that Zhang et al. [26]
proposed is designed to safeguard users' anonymity. Users
must first get a token from the network owner in order to
access the sensor data, and only after the token's authenticity
has been verified will the data be sent to the user. To prevent
distribution tokens from being reused in a way that allows
for illegal access, they use a reuse detection scheme. Their
major concern was keeping information private, thus they
ignored the possibility of granular end-device access
controls.

3. Design Methodology

We created a blockchain-based authentication protocol as a
distributed method for managing access to and exchanging
data from 10T devices. The three main components of this
protocol are the loT device, the user, and the gateway
connected to the blockchain. 10T devices act as nodes to
exchange information and resources with other users,
devices, or people who need to access the system's
information and resources. A gateway that is connected to
the blockchain acts as a conduit between the user and the
device. In order to access the information and resources on
the device in line with policies, these gateways examine a
user's authorization and verification. Each user registers
their public and private key pair in our system when they
join the blockchain network. Through blockchain-linked
gateways and device administrators, smart contracts are
introduced into the blockchain network.

distributed method for managing access to and exchanging
data from IoT devices. The three main components of this
protocol are the loT device, the user, and the gateway

connected to the blockchain. 10T devices act as nodes to
exchange information and resources with other users,
devices, or people who need to access the system's
information and resources. A gateway that is connected to
the blockchain acts as a conduit between the user and the
device. In order to access the information and resources on
the device in line with policies, these gateways examine a
user's authorization and verification. Each user registers
their public and private key pair in our system when they
join the blockchain network. Through blockchain-linked
gateways and device administrators, smart contracts are
introdu
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Fig. 1. Blockchain based Multifactored Authentication
System on embedded Probabilistic polynomial Time
Algorithm

Access rules and authentication processes are managed by
smart contracts. Each device attached to a blockchain-linked
gateway is maintained as a logical relationship by both the
smart contracts of the device and the blockchain-linked
gateway. The blockchain connected gateway is said to have
access to a device's data when it establishes a connection
with it. After locating the gateway smart contract address
associated to the blockchain, the user may access the list of
subset devices. The user must confirm that they have read
and agree to the device's privacy policy in order to use any
gadget. This agreement is stored on the blockchain network
so that the gateway that is connected to the blockchain may
be utilized when the user asks access to device data. The
suggested design in Figure 1 is described in more detail as
follows:

1. Preliminary Registration: When a new device enters the
network and begins utilising the system, it must create a
hash chain for initial registration.

2. Rebuild the hash chain Data: Devices that employ one-
time passwords update their hash chains often, so in order
to connect to the cloud, they must get in touch with the
service provider to create a new chain.

3. Session Establishment: Communication between devices
and between devices and the cloud takes place across a
secure data channel.
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3.1. Simplified Multi-Factored Authentication System

The HTTP (Hypertext Transfer Protocol) client
authentication methods for embedded devices serve as the
foundation for the cryptographic hash encryption employed
in our method. In order to connect to the server using this
protocol, an embedded device must first provide the server
with its identification. This protocol is a client that is set up
using TCP/IP (Transmission Control Protocol/Internet
Protocol) and functions in a client/server relationship with
three distinct stages. In order to identify the embedded
device, the server will next generate a key and mix it with a
random number.

We investigate the adversary model, the proposed
lightweight multi-factored technique, and the multi-factor
authentication architecture that unifies Single Sign-on
(SSO) and Security Assertion Markup Language (SAML) in
the cloud. It also describes how to build the multi-factor
authentication and ePPTA (embedded Probabilistic
polynomial Time Algorithm) foundations-based effective
authentication approach. The decision-making process and
authentication are demonstrated throughout the course of
four steps. The proposed algorithm and revised strategy
provide a potent set of cross-products, namely, service-
based hybrid access control technology that prioritises
Internet of Things devices inside a cloud architecture. The
adversary model's constituent parts are discussed here as
well.

This is how the suggested may be calculated:
o Device Enrollment: An embedded device (EDi) submit
initial IDi
T; = H(R; ® H(X))
A} = AjxG,T,ID;
Ai=HR; ® HX) & k @ CK')
CK = H(R; || X || EXP — Time || ID;)
Server Stores A} = A;xG, T, ID;
Server generates P,
X — S’ private_key
EXP — Time
S — sends CK' to ED;

Pre-Computational Time Phase: It is critical that the
verification key be used in the message calculation that has
to be validated once it is received by the client/server
communication device. The authentication key CK' is used
to calculate the following: Given a random number N,

Select N
P]_ = NJ X G

P2= H(N; x CK')

EDi sends Authentication message to (IDi, P1, P2)

e Verification Phase :
attType (att) = reset :

For each attribute in this phase

CK = H(P,K || X || EXP — Time || ID;)
Server Stores : A; = A; x G, T;, ID;
Server Generates : Pyk (Public Key) + Sy + Hsh
x — S'P.K (Private Key), EXP_Time
S — sends CK' to S;

The embedded device then computes server store values,
validates keys, and transmits a message to the server. When
a device's mutual authentication is confirmed and both
parties accept a shared session key, the server establishes a
cloud. An attacker cannot attempt to discover intrusion
strategies by getting unauthorized access to an embedded or
10T device; only a cloud server is open to such an attempt.
With these systems, replay attacks, man in the middle
assaults, listening in on conversations, cookie theft, brute
force attacks, dictionary attacks, verifier attacks, mutual
authentication, secrecy, and anonymity are all feasible.

3.2. Key Agreement on Multifactored Authentication

Next, we employ the hybrid Probabilistic Polynomial-Time
Algorithm to facilitate end-to-end communication between
users in an loT-based environment so that they may carry
out the essential agreement phases.

Step I. Verification Request: The 10T device initiates
connection with the server by sending the necessary
identifying characteristics.

Step II: Computation and embedded Probabilistic
polynomial Time Algorithm (ePPTA) registration: Based on
the following ePPTA process, the server creates a key Pi that
includes a randomized number Ri and serves as a private
key (Pr K).

« Device authentication uses an included Probabilistic
polynomial Time Algorithm and a unique Hash for each
key.

» Each participant contributes to the creation of a shared
session key.

ePPTA R
(1—;<3) If algorithm is not satisfied
=~ o - algorithm is not satisfie

o)X (- )+ 15

If algorithm is satisfied

Step 111: Phase of Verification: Data is sent from the server
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to ID, which may then retrieve any record.
3.3. Multifactored Authentication Based ePPTA

Every Pi produced by a device based on the key agreement
will now also include a digital signature (Ds) and a hash
(Hsh), as proposed by our embedded Probabilistic
Polynomial-Time Algorithm (ePPTA). On this basis,
consider the following formidable Pi, which your foe may
not be able to foil:

T; = H(R; @ H(X))

A; = AjxG,T; ID;
A;=H(R; ® HX) ® P ® CK')
CK = H(R; || X || EXP — Time || ID;)
Server Stores A} = A;x G, T;, ID;
Server generates P,

X — S’ private_key
EXP — Time
S — sends CK' to ED;

As a result, when the embedded device determines values
for A" and checks to see whether they are P4' = P4, Each
time it's updated, the authentication step requires a new hash
digest to ensure that the cloud server and user ID agree on
the same session parameters (on Pi + IDi + Hsh). As a result
of the probabilistic polynomial-time process having to go
via another Hsh, the newly formed Hsh is three times
stronger in a blockchain environment.

SENDER'S PUBLIC KEY

SENDER'S PRIVATE KEY

B
Lo

Fig. 2. Embedded Probabilistic Polynomial-Time
Algorithm based Authentication

DECRYPTION

>

Figure 2 shows how the ePPTA is implemented with the
MFA's security parameter hardened. Access control,
confidentiality, and integrity are ensured by the ePPTA.
This also depends on the nodes of the blockchain network
coming to an agreement.
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Fig. 3. Embedded Probabilistic Polynomial-Time
Algorithm with Security Parameters

This helps the user save time by preventing them from
having to log in again, and it also keeps a directory of the
user's data in sync with the Cloud Service Provider. If a
remote application is present, it can identify a user
depending on their origin. The origin may relate to IP
addresses or web subdomains in the context of this study
report. After that, the user is routed to the IDP (ldentity
Provider) so they may send an AuthRq (Authentication
Request). The IDP may then connect to the browser
component and begin logging after that. The IDP creates an
AuthRp, or authentication response, which is an Extensible
Markup Language (XML) document containing the user's
data. The Communications Service Providers (CSP) is then
given access to these data via the Adaptive Communication
Environment Single Sign-on (ACEsso). Finally, the CSP
may offer Communications Service Providers Tamper -
Resistant Security Module (CSPTrsm) and the putative
cloud user's identity can be readily verified. The proposed
approach has the potential to stop spoofing attacks and
device/node takeover by leveraging this technique. There
are n requests for SSO services and m responses to those
requests. This suggests that several n authentication
mechanisms may exist with the authenticating devices.
Specific characteristics apply to each authenticating
mechanism.

Our suggested framework's core consists of four layers of
communication management: LBCM (Local Blockchain
Manager), FBCM (Fog Blockchain Manager), CFBCM
(Core Fog Blockchain Manager), and Cloud Blockchain
Manager. These layers control all communications
(CBCM). Access control policies must be established for
each device/node in each tier by BCMs. Each block of the
blockchain has a block header and a policy header. The
MAC (Media Access Control) policy for each blockchain
transaction is included in the block structure. The policy
header in the BCMs enables them to control transaction
access permissions. The most current policy header, which
is found at the top of each block's header, is used by BCMs
to evaluate, and modify policies even if every block in a
blockchain includes one. Each layer's BCM (block chain

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2023, 11(3), 909 917 | 913



module) is the miner in the proposed design; It is the
fundamental security mechanism for verifying, authorising,
and auditing financial transactions. After adding a new
block to the blockchain, BCMs will duplicate the policy
from the header of the preceding block into the new block
and then start an attack against it [28].

4. Result and Discussion

It is crucial to note that, in accordance with the specific idea
presented in this study, security approaches for an Internet
of Things have been strengthened. The proposed embedded
digital signature system, which makes use of asymmetric
encryption, aims to increase the ePPTA's defense against
intrusion. However, the proposed system integrates Security
Assertion Markup Language- Single Sign-on (SAML-SSO)
and makes use of a multi-factor authentication approach that
enables user authentication at various stages in the cloud.

When a server connection attempt is made by an embedded
device. This tactic works well since the cloud server has a
reliable key generation system. This is so because
immutable ledgers used in blockchain transactions include
an embedded digital signature. Since the blocks in a
blockchain are dispersed among nodes, it is computationally
expensive to change the purpose of any one block during a
transaction or ledger transfer.

This is because a blockchain's longest proof of work is more
likely to be believed by its peers. This implies that the PPTA
is given an additional degree of security by using our
technique, making it computationally impossible to attack
and ensuring a high level of trust, confidentiality, and
integrity. The suggested method directly affects data
privacy for loT applications like smart cities. The
achievement of the objective of smart cities and universal
acceptability among practitioners depend on individual data
protection and privacy. Maintaining confidentiality in high-
dimensional data, protecting a network with a wide attack
surface, building trustworthy applications, making the most
of Al, and stopping errors from spreading across an
intelligent network are all challenges that must be overcome
by this vision [29].

Utilizing cutting-edge technology like blockchain and
taking into account how the privacy solution will affect the
system's overall efficiency are also essential. Future
research opportunities based on our methodology therefore
call for greater investigation of smart city deployment in
pursuit of privacy and performance. The recommended
method addresses important security goals that were
disregarded in earlier studies. Data integrity and
confidentiality are discussed [30].

Our suggested approach allows for many tiers of blockchain
management to exert authority over the whole loT
infrastructure. In a connected home, the Local Block Chain

Manager (LBCM) serves as a miner. It is used to manage
Internet of Things devices in a smart home, for example
TVs, lighting, and refrigerator accessories, and may be
installed in a home hub or on a PC. Many Internet of Things
gadgets in a smart home are managed by LBCM. Using
LBCM, the Fog Block Chain Manager (FBCM) may
regulate and connect a single smart house, a cluster of
nearby smart homes, or both. To improve scalability and
security, the Core Fog BlockChain Manager (CFBCM) may
coordinate several FBCM clusters throughout a large area,
such as a city.

Table 1. Accuracy of with different number of Hidden
Nodes (HN) and hardware accelerators

HNAccuracy| CPU | Training time (s) | Testing time

()

GPU | TPU |CPU|GPU| TPU

10| 96.34% | 256.9 | 69.7 | 59.8 | 14.8 | 9.2 8.6
20| 96.47% | 451.7 | 79.8 | 66.7 | 23.9 | 12.8 | 115
30| 96.78% | 854.6 | 99.6 | 89.4 | 355|184 | 17.4
40 | 97.35% | 995.2 |100.9|129.8| 68.4 | 21.9 | 20.6

50| 97.95% (1278.4|140.3|137.5| 72.3 | 29.1 | 30.9

CPU- Central Processing Unit, GPU- Graphics Processing
Unit, TPU- Tensor Processing Unit

Many CFBCMs are linked to various CBCMs so that
information may be stored and retrieved. Taking these kind
of precautions is essential if we want smart homes to be a
comfortable and secure place to live. Smart home
technology is vulnerable to a variety of security threats due
to the large amount of data and communication resources it
uses. Tampering as well as malicious programming are two
of the most typical forms of cyber assault against smart
home devices. The term is used to describe malicious
software that causes extensive harm to a specific device in
order to steal or corrupt data or otherwise compromise the
system. After doing a network scan of smart homes, an
attacker's primary goal is to get and keep access to these
devices with the ultimate goal of compromising the whole
system.

Table 2. Accuracy of with different number of hidden
nodes and hardware accelerators

HNAccuracy] CPU | Training time (s) | Testing time

()

GPU | TPU [CPU|GPU| TPU
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10| 95.73% | 120.2 | 15.3 | 148 | 3.6 | 2.4 2.5 List of Abbreviations
20| 96.85% | 290.7 | 275 | 264 | 75 | 35 | 3.7 Sr.
No Acronym Full Form
30| 96.67% | 810.6 | 50.7 | 49.6 | 17.5| 8.3 | 8.6 '
1 | BCMs Blockchain Managers
40| 97.78% | 989.5 | 809 | 65.4 | 32.7 | 16.8 | 16.5 g
Objectives, Models, Architecture, and
50| 97.56% | 989.8 | 92.8 | 72.7 | 41.9 | 32.9 | 29.7 OM-AM Jectiv ectu
2 Mechanisms
3 | PoW Proof of Work
When hackers t ith t h t - -
. en. ackers tamper WI a smar ome. 5ys em. by 4 | BYOD Bring Your Own Device
installing a code or function on Internet of Things devices,
the integrity of the system is weakened since the hackers 5 | ECC Elliptic Curve Cryptosystem
h t trol of the house's private data.
now have access to ar.Id control of the quses prl\{a e data 5 RBAC Role Based Access Control
Our study effort will be severely hindered in many
framework-related areas if we choose to focus on these CP-ABE Cipher Text Policy Attribute Based
topics. A first step in the suggested method is for an 7 Encryption
authentication agen_t to determ_lne who is permitted to ac_ces:s s TOMP Unified Modelling Language
a system and who is not. To implement the MAC policy's
access restrictions and label authenticity checks, an 9 | loT Internet of Things
authorization _aggnt is utilised. We also use the 10 | Cap-BAC | Capability-Based Access Control
compartmentalization approach. To further ensure the
system's safety and integrity, the signature verification agent 11 | HTTP Hypertext Transfer Protocol
maintains data consistency. 12 1530 Single Sign-on
5. Conclusion 13 | SAML Security Assertion Markup Language
The use of cloud computing and cloud-enabled 10T has embedded Probabilistic polynomial
. S ) ePPTA . .
skyrocketed. This integration aimed to increase the use of 14 Time Algorithm
mtelllgent transpgrtatlon systems. However, thIS. grovyth 5 1 1DP Identity Provider
necessitates security measures that guarantee data integrity,
privacy, and resource availability. This study looked into the 16 | AuthRq Authentication Request
potential of an MFA_ syste_zm baseq on blockchain 17 XML Extensible Markup Language
technology to protect the integrity and privacy of connected
IoT devices. The proposed approach for a cloud-connected 18 | CSP Communications Service Providers
ecosystem combines SSO and SAML features. The — - -
. - . Communications Service Providers
evaluation's findings indicate that the suggested method CSPTrsm . .
. . i 19 Tamper - Resistant Security Module
offers a solid method for strengthening the security of 10T-
to-Cloud linked devices. This study also emphasizes the ACEsso Adaptive Communication Environment
agenda for future research as well as the need for effective 20 Single Sign-on
access cont.rol in networkeq s_ystems an(_j its vision. The 51 | LBCN Local Blockchain Manager
results of this study should aid in the creation of formal loT
access control models as well as practical Cloud-Enabled 22 | FBCM Fog Blockchain Manager
10T Platforms. To emphasize the degree of trustworthlnt:-zss 23 | CFBCM | Core Fog Blockchain Manager
of the suggested approach, more research on factors like
trust and evil intent will be done as part of an ongoing 24 | CBM Cloud Blockchain Manager
inquiry. Anothgr area for poter_1t|al_ future study on an IqT 25 | MAC Media Access Control
platform is device and user attribution. Future research will
concentrate on developing a number of use-cases for evil SAML- | Security Assertion Markup Language-
intent where behavioral intents may be modeled. On the 26 | SSO Single Sign-on
oth<_er S|_de, a behavioral model may make advantage of the 57 THN Hidden Node
attribution process. The study of use cases that use
behavioral models and attribution procedures will thus be a 28 | CPU Central Processing Unit
significant component_ of_ future attempts to create a 29 | GPU Graphics Processing Unit
trustworthy loT authentication method.
30 | TPU Tensor Processing Unit
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