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Abstract: Networks of wireless sensors are an essential method to preserve dispersed remote situations. Failure is a major issue in the 

majority of applications. Numerous strategies are available for failure detection and recovery. Yet, the majority of these could result in 

poor accuracy or decreased network lifetime. This paper suggests a failure recovery strategy based on RAFT, a blockchain consensus 

mechanism that employs in a unique node path arbitrator. Path arbitrator with RAFT Mechanism will control byzantine fault in Wireless 

sensor networks and recover from malicious activates. Utilization of energy and the precision of defect detection, packet delivery ratio, 

number of dead nodes, and time number of neighbor nodes are used in the simulation to evaluate the proposed algorithm. 
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1. Introduction 

Wireless Sensor Networks have advanced during the last 

few years. WSNs have been the focus of both military and 

civilian uses. A large number of inexpensive and low-

powered sensor devices are present in the WSN, an 

individually structured network. The world of 

communications has been transformed by wireless 

technologies. Early wireless telegraphy used radio receivers 

or transceivers, and today the term wireless is used to 

represent technologies like mobile networks and wireless 

broadband Access [1] 

Node is the name of the sensor, which can be used under 

challenging conditions. As a result, sensor nodes are 

designed to eliminate errors. To assure the quality of service 

in sensor networks, it is therefore advantageous to identify 

and fix malfunctioning sensor nodes. The energy issue with 

sensors arises because they are unable to handle long-

distance communications to reach a remote command 

station. Yet, there are problems with the WSNs, particularly 

with the ineffective information transfer today [2] 

There are two sorts of node failures that can affect a WSN. 

The first category is the failure of a single node at random 

due to a node internal issue or battery drain. The second type 

is an area failure, where all of the nodes in a specific area 

fail due to a fire, detonation of a bomb, natural disaster (such 

an earthquake), or successful Denial of Service attacks. 

Both times, problematic nodes must be separated from the 

rest of the sensor network and stopped from being used by 

applications once they are discovered. So, other nodes must 

make up for it. The most crucial factor in designing an 

algorithm for data gathering, processing, and 

communication right now is energy awareness and 

efficiency [3]. Furthermore, the fact that WSN routing 

protocols are currently in the "Growing" stage. 

Resources for wireless sensor networks are constrained 

(battery, memory size and bandwidth). Due to the additional 

send and receive messages caused by multi-hop data access, 

energy consumption rises, potentially causing network 

failures and shortening network lifetime. Routing 

techniques are an effective method for boosting wireless 

networks' data communication performance since they 

enable quicker data access, use less power, find and repair 

defective nodes, and extend the lifespan of WSNs. The 

Directed Diffusion (DD) algorithm, Ladder Diffusion (LD), 

and Grade Diffusion (GD) algorithms are a few examples of 

distinct routing techniques used in wireless sensor networks 

[4]. 

The survey includes a justification of the advantages of 

blockchain for WSN data management. In addition to 

auditing, event logging, and storage for information analysis 

and offline query processing, this comprises online 

information aggregation. In this survey, the traditional WSN 

data management solutions are described first, and then the 

blockchain-based WSN data management options. This 

survey also covers the contributions of blockchain to WSN 

security management. It starts by examining centralized 

WSN models for security concerns, then moves on to a 

discussion of blockchain-based WSN security management 

solutions, such as those that offer access control, safeguard 

data integrity, guarantee anonymity, and extend the life of 

WSN nodes.[6] 

The transaction data is displayed as sensing information 

from a wireless network. In essence, the system uses the 
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Merkel-tree algorithm and the hash function for calculation. 

With such programming, it is challenging to alter the 

content of the block using blockchain technology [5]. 

The validation group necessary for proofreading is selected 

using a deep learning procedure that emphasizes each node's 

properties. The appropriate next hop is then chosen using 

MDPs as a forwarding node capable of sending messages 

fast and securely. When compared to current routing 

algorithms [7] 

Localization in WSNs is plagued by a number of concerns, 

including location estimate issues that impair localization 

accuracy, energy conservation issues that shorten the 

lifespan of WSNs, and malicious behavior or attacks that 

may result in erroneous location estimation [8] 

2. Related Works 

The system is limited by node and connection capacity, and 

a new traffic metric termed "directional edge betweenness" 

determines the network load.," in this article's more realistic 

cascade model for WSNs by X. Fu et al. [1]. 

N. Berjab et al. [2] introduces FuzHD++, a novel technique 

that combines the detection of aberrant nodes with the 

recovery of lost sensor data. To successfully accomplish 

accurate recovery estimation and detection performance, 

Data recovery and aberrant node detection both rely on the 

temporal and geographical correlation of the sensor data that 

has been observed. 

B. S. Awoyemi et al. [3]. In order to develop the best p-cycle 

restoration models that can effectively protect the network 

from both link and node failures, we take use of the ring-

like recovery rates and mesh-like capacity efficiencies that 

p-cycle-based restoration solutions may provide. 

P. Sun et al. [4] introduces energy-efficient and reliable data 

collection in cluster-based CDG in WSNs, we offer a 

sparsest random sampling technique (SRS-CCDG). Sensor 

nodes are specifically arranged into clusters. Each time data 

is collected, a random selection of sensor nodes detects the 

field being watched and sends measurements to the 

respective cluster heads (CHs). The information obtained 

within each CH's cluster is then sent to the sink. Each sensor 

reading is treated as one CS in SRS-CCDG. 

S. -J. Hsiao et al. [5] This block includes the hash value from 

the preceding block as well as the sensor data that was 

independently obtained. The mining calculation programme 

then determined the value of the hash of its own block, 

which is used to determine how to hash the next block. Each 

block contains the suggested combination of the current 

timestamp, the transaction details, and the encrypted hash 

value of the preceding block. 

L. K. Ramasamy et al. [6] This study covers a thorough 

investigation of the integration of blockchain technology 

with WSNs (BWSN), in-depth analysis of a blockchain-

based approach for malicious node detection, and insights 

into this novel concept. BWSN in two parts: 1) the BWSN 

architecture for identifying dangerous nodes, and 2) the 

application of smart contracts for identifying harmful nodes. 

I. A. A. E. -M. et al. [7] The reliability and efficiency 

of WSN routing are increased by the trusted routing 

technique of deep blockchain and Markov Decision 

Processes (MDPs). To authenticate the transmission of 

the node, the suggested method employs a Proof of 

Authority (PoA) method inside the blockchain network. 

G. Li, B. et al. [8] sets up To ensure data transfer 

security of data transfer, a Merkle tree-based UAV 

identity recognition system is also planned. By fusing 

blockchain architecture with data aggregation, a 

disaster semantic blockchain (DSB) based on a 

consensus mechanism geared toward data 

reconstruction is presented. 

T. -H. Kim et al. [10] suggests an Ethereum-based trust 

management architecture to improve beacon node 

relationships and remove errant nodes in wireless sensor 

networks (WSNs). Both behaviorally both data-based trust 

and based trust are evaluated as part of this composite level 

of trust. Beacon nodes' behavioral-based trust is determined 

by a variety of factors, including closeness, honesty, 

intimacy, and frequency of interaction. 

K. Mrabet et al.[11]The new system is a fully decentralized 

general-purpose system that gathers and supplies global 

reputation data using blockchain technology. In order to 

establish privacy, this method makes use of a cryptographic 

fundamental called "safe multiparty computation" only 

needs O(n) messages and maintains criticism privacy even 

when n2 malicious parties gain a dishonest majority. 

Aluvalu, Rajanikanth et al [13,15,16] This wireless 

technology uses sensors to manage the information obtained 

from various areas. The wearable sensor used in this study 

has information from the system's many departments. To 

locate the position and persuade individuals, The hybrid 

microwave transmission method and the gradient boosting 

methodology have both been presented[17]. The decision on 

the patient's health has been sent over using a hybrid 

microwave and gradient boosting[19]. Bayesian network-

based intrusion detection system with feature selection[18]. 

K. K. Chennam et al [19 ]The most effective approach is to 

encrypt the data before storing it in a third-party cloud 

database and then encrypt the data before storing it in a 

third-party cloud database and then to decrypt it once more 

after getting it from the cloud. 

B. HarishGoud et al[20]By keeping an intelligent agent 

acting as a bridge between the cloud and the sensors, direct 

communication with the target router is made feasible. By 
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maintaining an intelligent agent in place to operate as a 

conduit between the cloud and the sensors . 

3. The Proposed System 

3.1 ISSUE STATEMENT 

 When a sensor node in a cluster wants to connect with 

another sensor node in another cluster, they pass through 

numerous intermediary nodes before eventually reaching 

the destination sensor node, which causes a delay and lower 

packet delivery ratio and throughput. Network 

eavesdropping and man-in-the-middle attacks are possible 

because of the extremely low security on intermediary 

nodes. Moreover, data packets are buffered at nodes due to 

the sluggish transmission speed. 

3.2 ALGORITHM FOR LDTR 

The objective of LDTR (LEAST DISRUPTIVE 

TOPOLOGY REPAIR) is to reestablish links while 

maintaining the pre-failure topology's shortest path length 

between nodes. Making use of the Shortest-path Routing 

Table (SRT), which is only partially filled the LDTR 

method first locates the problematic node and determines if 

it has a cut vertex before moving on to the recovery 

procedure. The neighboring node from the failing node's 

smallest block is then used to replace the defective node. 

Then, in order to restore connectivity, The parent node's 

directly related children’s nodes are also moved. 

3.3 ALGORITHM FOR FAILURE NODE 

RESTORATION TECHNIQUE 

FAILURE NODE RESTORATION TECHNIQUE 

ALGORITHM is a WSN-based genetic algorithms and 

grade diffusion algorithms. For each sensor node, the FNR 

algorithm generates the grade value, routing table, 

neighbour nodes, and payload value using the grade 

diffusion technique. The FNR algorithm is used to count the 

number of sensor nodes that aren't operating properly while 

the wireless sensor network is in use. 

3.4 ALGORITHM FOR GRADE DIFFUSION 

In addition to creating the path taken by each sensor node, 

the GD algorithm also finds a group to reduce transmission 

loading of neighbor nodes. When a relay-capable node is not 

present in its grade table, A single sensor node may select 

one sensor node from its neighbors. The Grade diffusion 

method can additionally keep a record of some data relay-

related information. The extra relay operation can then be 

carried out by a sensor node choosing a node that has less 

loading or more energy available than the other nodes. In 

other words, Since the GD algorithm modifies the routing 

path in real-time, the event data is sent to the sink node 

promptly and accurately. 

3.4 NODE/LINK RECOVERY MODEL BY RAFT 

The behavior of failed nodes needs to be addressed if 

multimedia distribution in wireless sensor networks (WSN) 

is to perform better. The recovery from failure method 

is based on RAFT, a node path arbitrator-based blockchain 

consensus process. The Byzantine failure in wireless sensor 

networks will be controlled by a path arbitrator with RAFT 

Mechanism, and it will recuperate from fraudulent actions. 

Path arbiter with RAFT framework, which has been 

presented as a solution to this problem, tries to restore 

normal behavior to failed nodes. Implementing a reputation 

sensing framework and applying it to the network's failing 

nodes allows for this shift to take place. 

PA-RAFT Algorithm 

1. Start up 

2. In proposed WSN’s technique have path arbiter an 

intermediate device with RAFT Censuses mechanism. 

3. Wireless sensor networks contains sensor followers’ 

nodes, leader node RAFT path arbiter by that a byzantine 

faulty can be find in networks. 

4. Two remote procedure calls (RPCs) are used by Raft to 

perform its basic tasks. 

5. Raft separates time into periods of arbitrary length, each 

of which starts with a presidential election. 

6. The leader is the candidate who receives the most support 

from the sensor nodes. Then, to establish dominance among 

the others in the cluster, it broadcasts a heartbeat message. 

7. Other candidates will look for the term number if they 

receive the Append Entries RPC. They accept the PA-RAFT 

as the leader and revert to the follower role if the term 

number is higher than their own. In the event that the term 

number is less, they reject the RPC and continue to be a 

candidate. 

7. End 

4.Results 

Network Simulation (NS) Version 2.35 is made use of., the 

path arbiter with RAFT (PAR) framework for wireless 

sensor networks (WSN) was implemented. The results of 

the simulation demonstrate how effectively the framework 

improves transfer of data performance. The comparison 

outcomes are covered in the following subsections. 
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Fig 1 Path arbiter in WSN 

Delay Performance 

 

Table1 Demonstrate the comparison results of delay 

performance 

 

 

Fig 2 Delay Performance Comparison Results 

Packet Delivery Ratio (PDR) 

A measure of how many transmitted packets were compared 

to how many were received The equation displays at the 

target node (1). 

 

 

Table 2 Demonstrate the comparison results of PDR 

performance 

 

 

Fig 3 Performance evaluation of PDR 

Throughput Performance 

 

TABLE 3 Demonstrate the performance throughput 

comparison results of PAR. 

 

 

Fig 4 Comparison on Throughput performance 

Energy Performance 
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TABLE 4 Demonstrate the performance Energy 

comparison results of PAR. 

 

 

Fig 5 Energy Performance 

5. Conclusions 

The three failure node recovery methods used by WSN: 

LDTR, FNR, and GD algorithms are compared with the 

proposed system that is a path arbitrator with RAFT 

Blockchain Consensus technique. RAFT, a blockchain 

consensus technique that makes use of an independent node 

path arbitrator, is the foundation of a failure recovery 

strategy. In wireless sensor networks, a path arbitrator using 

the RAFT Mechanism will regulate byzantine faults and 

recover from malicious activities. We use the following 

parameters to compare the algorithms: Average delay, 

packet delivery percentage, and energy usage. Locating the 

failure nodes is made simple by using the output system 

provided Using x-graphs or NAM animator by NS2 , this 

system will provide us with certain recovery of failing nodes 

at a lower cost and with reduced energy consumption 
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