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Abstract: Energy trading helps buyers and sellers trade energy in today’s dynamic energy markets. However, protecting sensitive energy 

trade data has become a priority as digital platforms become more important. Traditional encryption methods may not be enough for energy 

trading applications. This study proposes using homomorphic encryption to solve these problems. Energy trade data is protected by the 

suggested encryption technique, which uses the RSA algorithm, OAEP padding scheme, and SHA256 hash algorithm. Python is used to 

create a simulation framework to test the suggested strategy. Random energy needs, supply, and buyer and seller prices are produced to 

simulate energy trading transactions. Homomorphic encryption is secure and efficient, as shown through simulations. The research 

investigates the scheme’s performance using homomorphic techniques to reduce computing overheads. The simulation code also assures 

correctness and reliability throughout the evaluation. Energy trading system buyers’ entire value is visualised using bar charts. The results 

derived from the simulations demonstrate the efficacy of the proposed methodology. The homomorphic encryption scheme effectively 

maintains the confidentiality of sensitive trading data throughout its transmission and storage. The encrypted data is securely stored and 

shared within the blockchain-based GreenTrade platform, establishing a reliable and trustworthy environment for participants engaged in 

energy trading. The assessment of the system’s performance showcases the effectiveness of the encryption scheme, rendering it a feasible 

resolution for energy trading scenarios in real-world scenarios. This research article thoroughly investigates a unique hybrid strategy for 

safe and efficient energy trading employing homomorphic encryption. The suggested encryption technique addresses energy trade data 

security and privacy. The simulation findings demonstrate the approach’s viability and promise to improve energy trading security and 

privacy. The research advances energy trading by using modern cryptography. 
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1. Introduction 

Energy trading involves buying and selling energy 

commodities such as electricity, natural gas, oil, and coal 

[1]. It is crucial to ensure an efficient and reliable energy 

supply to meet the growing demands of industries, 

businesses, and households [2].  

With the increasing concerns regarding volatile energy 

prices, greenhouse gas emissions, and the need to improve 

energy security, there is a growing demand for new-age 

technologies to revolutionise energy trading [3]. As 

countries around the world strive to reduce their reliance 

on fossil fuels and transition towards renewable energy 

sources, the integration of new technologies in energy 

trading becomes imperative [4] . With the increasing 

digitisation of energy trading, there are growing concerns 

regarding security and privacy. The electricity usage data 

of users, which is often transmitted through smart meters 

and communication networks, contains sensitive 

information that adversaries can exploit if not adequately 

protected [5]. If security measures are not in place, 

adversaries can eavesdrop on the communication between 

smart meters and the grid, potentially obtaining users’ 

power usage data and even speculating on their private life 

patterns through user-behaviour model analysis [6]. This 

raises significant security and privacy challenges in data 

aggregation within smart grid communications, becoming 

one of the primary concerns in research on smart grid 

technology [7]. As innovative electrical grid technology 

advances, it provides detailed data on energy consumption 

at the individual household level [8]. This data can be used 
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for data sharing and analytics, which has beneficial 

applications and potential privacy risks [9]. The sharing 

and analysis of smart grid data have raised serious privacy 

concerns among consumers and regulators [10] [11]. 

The main aim of this research paper is to investigate a 

state-of-the-art encryption scheme that can potentially 

bring about a transformative impact on the domain of 

energy trading. The increasing demand for secure and 

efficient energy transactions necessitates the development 

of a customised encryption methodology to protect 

sensitive data during trading activities. This research 

endeavours to develop an encryption scheme tailored 

explicitly for energy trading scenarios, focusing on the 

RSA algorithm and its adaptations. The objective is to 

ensure the highest level of security and privacy for energy-

related information. 

The research paper consists of a range of objectives. The 

primary objective of this study is to design and implement 

a tailored encryption scheme that explicitly addresses the 

distinct requirements of energy trading. The task entails 

the meticulous adaptation of the RSA algorithm to address 

the various obstacles encountered within the energy 

market, including managing substantial data volumes and 

facilitating real-time transactions [12]. The primary 

objective is to facilitate smooth and secure encryption and 

decryption processes for data about energy-related 

matters. 

The paper commences with an introductory section that 

delineates the aims and importance of the proposed 

scheme within the energy trading framework. The 

background section examines the current literature on 

energy trading, encryption techniques, and blockchain 

technology. The methodology section provides a detailed 

description of the experimental configuration, the process 

of generating data, and the metrics used for evaluating 

performance. This section provides a comprehensive 

analysis of the implementation details of the encryption 

scheme and simulation framework. The section on results 

and discussion thoroughly examines the simulation 

outputs, employing a comparative matrix to facilitate 

straightforward comparisons. The present study provides 

a concise overview of the contributions made, 

acknowledges the inherent limitations, and proposes 

potential avenues for future research. The encryption 

scheme that has been proposed exhibits the potential to 

fundamentally transform the domain of secure and 

efficient energy trading, presenting viable applications in 

practical contexts. 

 

2. Related Background 

Energy trading is an essential aspect of the energy 

industry, and several research papers discuss different 

aspects of energy trading [13]. Here is a summary of the 

background and processes related to energy trading in 

different technologies and scenarios. Blockchain 

technology in energy trading has been implemented to 

enhance transactional efficiency and bolster security 

measures [14]. A comprehensive examination and 

analysis of the existing literature about blockchain-based 

energy trading has been conducted, particularly 

identifying significant avenues for future research [15].  

Green power refers to a type of trading variety settled over 

a medium- and long-term period, considering the actual 

annual or monthly electricity consumption. Nevertheless, 

the trading duration of green power trading, specifically in 

the medium and long term, does not align with the 

temporal demands of spot market trading. Consequently, 

extensive research has been undertaken to investigate the 

capacity allocation of optical storage systems to attain a 

significant alignment between the output, declaration, and 

load curves [16].  

The trading of renewable energy power has emerged as a 

crucial factor in facilitating the development of a low-

carbon and environmentally friendly energy system. 

Extensive research has been undertaken to explore 

utilising blockchain technology in facilitating transactions 

within the renewable energy sector[17]. As a result, a 

sophisticated transaction model has been developed, 

specifically tailored to accommodate the unique 

characteristics of Chinese renewable energy consumption 

[18].  

The carbon emission trading policy significantly enhances 

energy efficiency and serves as a crucial mechanism for 

environmental regulation, promoting energy 

conservation, emission reduction, and sustainable 

development. A study has been undertaken to examine the 

effects of China’s carbon emission trading policy on 

industrial energy efficiency, focusing on various 

innovation approaches [19].  

Trading power generation rights significantly reduces 

waste in hydropower, enhances resource utilisation 

efficiency, and facilitates energy conservation and 

emission reduction. A study has been undertaken to 

investigate the substitution of hydro and thermal power, 

and a trading model has been developed to accommodate 

the specific features of the southern region of China [20].  

The credit issues new energy power generation enterprises 

face during trading are essential and should not be 

overlooked. Enhancing and refining new energy power 

generation enterprises’ credit systems is imperative to 

establish a contemporary market system. A study has 

investigated the credit index evaluation model for new 

energy power generation enterprises. This model is based 
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on the fuzzy best-worst and improved matter-element 

extension methods [21]. 

There are several research articles on energy trading, a 

significant part of the energy sector. Energy trade uses 

blockchain technology to increase efficiency and security. 

Green power trading is based on real yearly or monthly 

electricity use and is medium- and long-term. Renewable 

energy power trading is crucial to building a low-carbon, 

clean energy system. The carbon emission trading policy 

affects energy efficiency and is a critical environmental 

regulation for energy saving, emission reduction, and 

green development. Power generating rights trade helps 

reduce hydropower waste, improve resource usage, 

conserve energy, and reduce emissions. The credit issues 

of new energy power generation firms in the trading 

process must be addressed to develop a contemporary 

market system. 

A. Homomorphic Encryption in Energy Trading  

Homomorphic encryption is a cryptographic technique 

that executes computations on encrypted data without 

necessitating its decryption before processing. As 

mentioned earlier, the technology exhibits promising 

prospects in energy trading, wherein the secure 

transmission of sensitive data, encompassing energy 

consumption and pricing information, is imperative 

between customers and utility companies. 

Agarkar & Agrawal, (2019) presents a comprehensive 

overview of authentication techniques, encompassing 

recent advancements in lightweight authentication and 

privacy preservation methods. These include privacy 

preservation techniques utilising encryption, such as 

homomorphic encryption, elliptic curve cryptography, and 

lattice cryptography [22].  

Masthan, & Sharma, (2019) presents a novel approach 

called homomorphic cipher text policy-Attribute based 

encryption (HCP-ABE) for enhancing the security of 

information sharing in the context of mobile cloud 

computing. The authors thoroughly examine various 

access control mechanisms to identify and address the 

challenges inherent in mobile cloud-based security 

systems. They offer potential solutions based on their 

comprehensive review [23].  

B. Blockchain Technology in Energy Trading  

The energy sector has witnessed a growing interest in 

utilising blockchain technology, focusing on its 

application in energy trading. This section 

comprehensively reviews the existing literature on 

utilising blockchain technology within energy trading.  

Li et al., (2021) presents a brief literature review on 

blockchain-based energy trading. It provides an overview 

of the background and development process of blockchain 

technology in energy trading and surveys and analyses the 

applications of blockchain in energy trading. The paper 

concludes with essential directions in this field [15].  

Thukral, (2021) explores how the existing power sector is 

reshaping toward peer-to-peer (P2P) energy trading with 

blockchain technology. It discusses the challenges 

researchers face in implementing blockchain technology 

in the energy sector and presents different start-ups that 

have emerged in the energy sector domain using 

blockchain technology [24]. 

Hasan et al., (2022) thoroughly reviews blockchain 

implementations with the cybersecurity perception and 

energy data protections in smart grids. It describes the 

major security issues of intelligent grid scenarios that big 

data and blockchain can solve and identifies recent 

blockchain-based research works published in various 

literature. The paper also discusses security concerns on 

smart grid systems and various practical designs, 

experiments, and recently developed items 25].  

Chiarini & Compagnucci, (2022) reviews the state of the 

art of European data protection law and regulations by 

focusing on blockchain compliance with the General Data 

Protection Regulation (GDPR) of 2018. It explores both 

the potentials and the challenges of blockchain-based P2P 

energy trading from a legal-economic perspective and 

proposes a selection of solutions to foster the 

implementation of blockchain-based P2P energy trading 

[26]. 

Sharma et al., (2021) extensively reviews different 

blockchain-based energy trading models and discusses 

various research scopes for mitigating specific issues with 

ongoing research models to gain higher efficiency [27].  

There are several studies that focuses on the scope, 

challenges, and potential future direction of blockchain 

technology applications in the power system. It discusses 

the interfaces and possibilities that can assure trust, 

security, and transparency in decentralised power system 

applications and make possible a decentralised power 

system and power market [28, 29, 30]. 

According to existing literature, blockchain technology 

can fundamentally transform the energy industry, 

specifically focusing on energy trading. Nevertheless, 

several obstacles still necessitate attention, including 

scalability, decentralisation, and security issues. 

Additional investigation is required to comprehensively 

actualise blockchain technology’s potential within the 

energy industry. 

C. Gap in the Literature 

Despite the significant advancements in energy trading 

and encryption techniques, a research gap exists in 

exploring a specialised encryption scheme tailored 
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explicitly for the energy trading domain. Most existing 

encryption methods are designed for general data 

protection and might not address the unique challenges 

posed by energy trading, such as preserving the privacy of 

sensitive energy-related data while ensuring efficient real-

time trading operations. This research paper aims to fill 

this gap by proposing a novel encryption scheme that 

caters to secure and efficient energy trading needs. By 

leveraging the RSA algorithm and customised 

modifications to address energy trading requirements, the 

proposed scheme aims to provide higher security and 

privacy for energy-related transactions. Through 

simulations and performance evaluations, this paper seeks 

to demonstrate the effectiveness and feasibility of the 

proposed approach, contributing to the advancement of 

secure energy trading practices within the blockchain-

based GreenTrade platform. 

3. Methodology 

The section presents the methodology employed to assess 

the efficacy of the hybrid encryption-based energy trading 

scheme that has been proposed. The methodology 

encompasses generating data, setting up simulations, and 

evaluating performance metrics. The methodology is built 

upon the implementation discussed in the preceding 

section. 

A. Proposed Models  

3.1 Energy Trading Architecture  

The energy trading architecture illustrated in Figure 1 

shows a seamless energy exchange between buyers and 

sellers from different zones, including residential, 

industrial, and other sectors. Buyers place their energy 

demands, specifying the desired amount, and sellers offer 

their energy supplies from solar, wind, hydro, and thermal 

power sources. Integrating a blockchain model facilitates 

The energy trading process over a cloud network, ensuring 

secure and transparent transactions. 

 

 

Fig 1: Energy Trade Architecture 

In the given hypothetical trade-in energy scenario, buyers 

representing zones A, B, and C submit their requests and 

their respective demands. At the same time, sellers 

denoted as X, Y, and Z present their supplies derived from 

diverse energy sources, accompanied by corresponding 

prices. As an illustration, Buyer A orders 7 units of energy 

and is supplied by Seller X with a surplus of 8 units of 

solar energy at a cost of 5.32. 

Utilising the blockchain model is paramount in ensuring 

the security of the energy trading process. The system 

utilises encryption and decryption methodologies to 

protect sensitive trading information, guaranteeing the 

confidentiality of energy demands, supplies, and prices. 

The encrypted transmission of buyers’ demands and 

sellers’ supplies ensures secure data transfer over the 

cloud network. The trading process takes place 

subsequently, relying on encrypted inputs. The blockchain 

model decrypts the necessary data to calculate the 

transaction values accurately. The outcome of the energy 

trading procedure is denoted by the corresponding circular 

numeral, purchaser, vendor, energy origin, quantity, cost, 

and overall worth. During the initial trading phase, Buyer 

A engages in a transaction with Seller X, wherein 8 solar 

energy units are provided at a rate of 5.32 per unit, 

culminating in a cumulative worth of 42.56. The energy 

trading architecture serves as a platform that enables the 

integration of buyers and sellers from diverse 

geographical areas and energy sources to promote 

effective and secure energy trading. The blockchain model 

guarantees the confidentiality and integrity of energy 

trading data by employing encryption and decryption 

operations, facilitating seamless transactions across the 

cloud network. 

3.2 Blockchain Model  

The Energy Trade Blockchain Model is a system that 

facilitates the trading of energy between buyers and sellers 

using blockchain technology. Below is a detailed 

explanation of each step in the flow diagram as shown in 

figure 2. 

• Buyer requests energy from Seller: The process starts 

with the buyer expressing their interest in purchasing 

energy from a specific seller. 

• Seller validates Buyer's request: The seller reviews the 

buyer's request to ensure that it is valid and meets any 

required criteria. 

• Seller generates a smart contract for the transaction: 

Once the request is validated, the seller creates a smart 

contract that contains the terms and conditions of the 

energy trade. The smart contract is a self-executing 

contract with the terms written in code. 

• Buyer and Seller agree on the terms of the contract: 

Both the buyer and the seller agree on the terms 

specified in the smart contract. This may involve 
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negotiations to ensure that both parties are satisfied 

with the agreement. 

• Seller adds the contract to the blockchain: After the 

terms are agreed upon, the seller adds the smart 

contract to the blockchain. The blockchain is a 

distributed and immutable ledger that records all 

transactions in a secure and transparent manner. 

• Buyer reviews and approves the contract: The buyer 

reviews the smart contract to verify that it reflects the 

agreed-upon terms. If everything is in order, the buyer 

approves the contract. 

• Seller provides the energy to Buyer: Once the contract 

is approved, the seller provides the agreed-upon 

amount of energy to the buyer. 

• Buyer verifies the energy received: The buyer verifies 

the received energy to ensure that it meets the specified 

criteria and matches the terms of the contract. 

• Buyer releases the payment to Seller: If the energy 

received by the buyer is satisfactory, the buyer releases 

the payment for the energy to the seller. 

• Seller confirms the payment: The seller confirms the 

receipt of the payment from the buyer. 

• Transaction completed: With both the energy transfer 

and payment completed, the transaction is considered 

successfully executed. 

 

Figure 2, visually presents the key components and 

operations involved in implementing the hybrid 

encryption scheme based on the RSA algorithm within the 

blockchain architecture. We focus on the blockchain’s 

implementation stages of the hybrid encryption scheme. 

The RSA algorithm is used for encryption and decryption 

operations. The generate_rsa_keypair() function 

generates a public-private key pair with a public exponent 

of 65537 and a key size of 2048 bits.  The encrypt() 

function utilises the RSA encryption algorithm and applies 

the OAEP (Optimal Asymmetric Encryption Padding) 

padding scheme. It uses the SHA256 hash algorithm as the 

underlying hash function. The decrypt() function 

performs decryption using the RSA decryption algorithm. 

Additionally, the decryption process of this system 

incorporates the Optimal Asymmetric Encryption Padding 

(OAEP) scheme and utilises the SHA256 hash algorithm. 

 

Fig 2 Energy Trade Blockchain model 

3.3 The Novelty of the Proposed Model 

The innovation of the implemented encryption scheme 

resides in its utilisation within the blockchain framework 

for energy trading. The utilisation of the RSA algorithm, 

the OAEP padding scheme, and the SHA256 hash 

algorithm augments the security and integrity of energy 

trading transactions. The primary factors of novelty are 

outlined below: 

RSA Algorithm: The RSA algorithm is a prevalent 

asymmetric encryption algorithm renowned for its robust 

security measures. Using the RSA algorithm in the 

encryption scheme guarantees the confidentiality and 

security of the energy trading data throughout its 

transmission and storage. 

Key Generation: 

𝑆𝑒𝑙𝑒𝑐𝑡 𝑡𝑤𝑜 𝑑𝑖𝑠𝑡𝑖𝑛𝑐𝑡 𝑝𝑟𝑖𝑚𝑒 𝑛𝑢𝑚𝑏𝑒𝑟𝑠, 𝑝 𝑎𝑛𝑑 𝑞. 

𝐶𝑜𝑚𝑝𝑢𝑡𝑒 𝑛 =  𝑝 ∗  𝑞. 

𝐶𝑜𝑚𝑝𝑢𝑡𝑒 𝑡ℎ𝑒 𝑡𝑜𝑡𝑖𝑒𝑛𝑡 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛, 𝜑(𝑛)

=  (𝑝 −  1) ∗  (𝑞 −  1). 

𝐶ℎ𝑜𝑜𝑠𝑒 𝑎 𝑝𝑢𝑏𝑙𝑖𝑐 𝑒𝑥𝑝𝑜𝑛𝑒𝑛𝑡 𝑒 𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 1 <  𝑒 

<  𝜑(𝑛)𝑎𝑛𝑑 gcd(𝑒, 𝜑(𝑛)) =  1. 
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𝐶𝑜𝑚𝑝𝑢𝑡𝑒 𝑡ℎ𝑒 𝑝𝑟𝑖𝑣𝑎𝑡𝑒 𝑒𝑥𝑝𝑜𝑛𝑒𝑛𝑡 𝑑 𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 (𝑑 

∗  𝑒)𝑚𝑜𝑑 𝜑(𝑛) =  1. 

Encryption: 

𝑇𝑜 𝑒𝑛𝑐𝑟𝑦𝑝𝑡 𝑎 𝑝𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑀, 𝑡ℎ𝑒 𝑠𝑒𝑛𝑑𝑒𝑟 𝑢𝑠𝑒𝑠 

 𝑡ℎ𝑒 𝑟𝑒𝑐𝑖𝑝𝑖𝑒𝑛𝑡′𝑠 𝑝𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦 (𝑒, 𝑛). 

𝐶𝑜𝑚𝑝𝑢𝑡𝑒 𝑡ℎ𝑒 𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡 𝐶 =  𝑀𝑒𝑚𝑜𝑑 𝑛. 

Decryption: 

𝑇𝑜 𝑑𝑒𝑐𝑟𝑦𝑝𝑡 𝑡ℎ𝑒 𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡 𝐶, 𝑡ℎ𝑒 𝑟𝑒𝑐𝑖𝑝𝑖𝑒𝑛𝑡 𝑢𝑠𝑒𝑠 𝑡ℎ𝑒𝑖𝑟 

 𝑝𝑟𝑖𝑣𝑎𝑡𝑒 𝑘𝑒𝑦 (𝑑, 𝑛). 𝐶𝑜𝑚𝑝𝑢𝑡𝑒 𝑡ℎ𝑒 𝑜𝑟𝑖𝑔𝑖𝑛𝑎𝑙 𝑝𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡  

𝑚𝑒𝑠𝑠𝑎𝑔𝑒 𝑀 =  𝐶𝑑𝑚𝑜𝑑 𝑛. 

OAEP Padding Scheme: The encryption scheme 

employs the OAEP (Optimal Asymmetric Encryption 

Padding) scheme. The security features of OAEP are 

enhanced by introducing a randomisation process applied 

to the plaintext before encryption, thereby rendering it 

highly resilient against known plaintext attacks. 

Padding: 

Let M be the plaintext message to be encrypted. 

Generate a random r-bit string, where r is the desired 

padding length. 

Concatenate M with the random string to form a new 

message M'. 

Calculate the hash value of M' using a secure hash 

function, typically denoted as h. 

Append the hash value to the padded message to create 

the final padded message, P. 

Encryption: 

To encrypt the padded message P, the sender uses the 

recipient's public key (e, n). 

Compute the ciphertext C = P^e mod n. 

Decryption: 

To decrypt the ciphertext C, the recipient uses their private 

key (d, n). 

Compute the original padded message P = C^d mod n. 

Unpadding: 

Retrieve the hash value from the end of the decrypted 

padded message P. 

Remove the hash value from P to obtain the concatenated 

message M'. 

Extract the original plaintext message M by removing the 

random r-bit string from M'. 

SHA256 Hash Algorithm: The SHA256 hash algorithm 

is the fundamental hash function. The system offers a 

reliable and effective method for generating hash values 

for encryption and decryption procedures. The SHA256 

algorithm verifies the integrity of encrypted data, 

guaranteeing that the data remains unchanged throughout 

its transmission and storage processes. Given an input 

message M, the SHA256 algorithm produces a fixed-size 

output hash value H(M) with a length of 256 bits. 

𝐻(𝑀)  =  𝑆𝐻𝐴256(𝑀) 

Where: 

𝐻(𝑀) represents the resulting hash value of the input 

message M. 

SHA256() is the SHA256 hash function, which takes the 

input message M and processes it through a series of 

bitwise and logical operations, resulting in the 256-bit 

hash value. 

Integration with Blockchain: The implementation of the 

blockchain architecture incorporates an encryption 

scheme, thereby augmenting the security and reliability of 

energy trading transactions. Through encryption, 

blockchain technology guarantees the secure storage and 

sharing of sensitive data about energy demands, supplies, 

and prices. 

The implemented encryption scheme’s uniqueness 

develops from utilising the blockchain architecture for 

energy trading. This implementation builds on the robust 

security features offered by the RSA algorithm, OAEP 

padding scheme, and SHA256 hash algorithm to 

guarantee energy trading data’s confidentiality, integrity, 

and authenticity. 

B. Data Generation  

To perform a thorough assessment, we generated six input 

data sets. This study’s set represents a scenario of different 

energy demands, supplies, and prices. The input data was 

randomly generated utilising the random module in the 

Python programming language. Energy demands for 

buyers and supplies for sellers were generated within a 

range of 1 to 10 for each scenario. The energy prices were 

generated as random floating-point values between 1 to 

10. The generated input data has been stored in CSV files 

to facilitate subsequent analysis. 

C. Simulation Setup  

The simulation environment was set up to include three 

distinct energy sources, namely Solar, Wind, and Hydro. 

In our simulations, we examined three buyers and three 

sellers. The number of trading rounds was determined to 

be 10, which allowed for an adequate number of iterations 

to assess the effectiveness of the proposed scheme. The 

energy-related data was secured using the RSA encryption 

algorithm, applying a key size of 2048 bits and a public 

exponent of 65537. 
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D. Experimental Procedure  

To assess the proposed architectural scheme, we 

conducted the execution of the implementation code for 

all six input data sets. The code executed a simulation of 

the energy trading process, produced the corresponding 

outcomes, and computed the performance metrics. The 

duration of encryption and decryption operations was 

quantified, and the energy trading procedure’s efficacy 

was assessed by comparing the decrypted and original 

values. Moreover, the scalability of the scheme was 

evaluated by progressively augmenting the number of 

buyers, sellers, and trading rounds. The performance 

metrics were documented for each scenario to assess the 

scale’s influence on the proposed scheme’s efficiency and 

accuracy. 

The methodology described above presents a systematic 

framework for assessing the efficacy of the proposed 

energy trading scheme based on hybrid encryption. 

Integrating data generation, simulation setup, 

performance evaluation metrics, and comparative analysis 

allows for a thorough evaluation of the scheme’s 

efficiency, security, accuracy, and scalability. 

4. Implementation  

In this section of the paper, we will discuss the 

implementation details of the hybrid encryption-based 

energy trading scheme that we have proposed. The 

implementation employed the Python programming 

language, utilising a range of libraries and cryptographic 

primitives. The cryptography library was employed to 

implement the encryption and decryption functionalities 

based on the RSA algorithm. The pandas’ library was 

utilised to manipulate and analyse data, whereas 

Matplotlib was employed to visualise the data. The 

implementation process can be segmented into various 

crucial stages, as illustrated in Figure 3. 

 

Fig 3: Flowchart for the Energy Trading Implementation 

Step 1: Implement the hybrid Encryption Scheme 

A hybrid encryption scheme was implemented, utilising 

the RSA algorithm as its foundation. The function 

generate_rsa_keypair() generates a key pair of public 

and private keys. The public exponent used in this process 

is set to 65537, while the critical size is specified to be 

2048 bits. The encrypt() and decrypt() functions employ 

the RSA encryption and decryption techniques offered by 

the cryptography library to carry out encryption and 

decryption operations. The functions mentioned above 

utilise the Optimal Asymmetric Encryption Padding 

(OAEP) scheme, incorporating the SHA256 hash 

algorithm as its underlying cryptographic primitive. 

Algorithm 1: Implement Hybrid Encryption Scheme 

𝐼𝑛𝑝𝑢𝑡: 𝑁𝑜𝑛𝑒 

𝑂𝑢𝑡𝑝𝑢𝑡: 𝑃𝑢𝑏𝑙𝑖𝑐 𝐾𝑒𝑦, 𝑃𝑟𝑖𝑣𝑎𝑡𝑒 𝐾𝑒𝑦 

𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑒_𝑟𝑠𝑎_𝑘𝑒𝑦𝑝𝑎𝑖𝑟(): 

𝑆𝑒𝑡 𝑝𝑢𝑏𝑙𝑖𝑐_𝑒𝑥𝑝𝑜𝑛𝑒𝑛𝑡 =  65537 

𝑆𝑒𝑡 𝑘𝑒𝑦𝑠𝑖𝑧𝑒 =  2048 

𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒 𝑝𝑟𝑖𝑣𝑎𝑡𝑒𝑘𝑒𝑦 , 𝑝𝑢𝑏𝑙𝑖𝑐𝑘𝑒𝑦𝑢𝑠𝑖𝑛𝑔  

𝑅𝑆𝐴 𝑎𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚 𝑤𝑖𝑡ℎ 𝑝𝑢𝑏𝑙𝑖𝑐𝑒𝑥𝑝𝑜𝑛𝑒𝑛𝑡𝑎𝑛𝑑  

𝑘𝑒𝑦_𝑠𝑖𝑧𝑒 

𝑅𝑒𝑡𝑢𝑟𝑛 𝑝𝑢𝑏𝑙𝑖𝑐𝑘𝑒𝑦 , 𝑝𝑟𝑖𝑣𝑎𝑡𝑒𝑘𝑒𝑦  

𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑒𝑛𝑐𝑟𝑦𝑝𝑡(𝑝𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡, 𝑝𝑢𝑏𝑙𝑖𝑐_𝑘𝑒𝑦): 

𝐸𝑛𝑐𝑟𝑦𝑝𝑡 𝑝𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡 𝑢𝑠𝑖𝑛𝑔 𝑅𝑆𝐴 𝑎𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚 𝑎𝑛𝑑 

 𝑂𝐴𝐸𝑃 𝑠𝑐ℎ𝑒𝑚𝑒 𝑤𝑖𝑡ℎ 𝑆𝐻𝐴256 ℎ𝑎𝑠ℎ 

𝑅𝑒𝑡𝑢𝑟𝑛 𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡 

𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑑𝑒𝑐𝑟𝑦𝑝𝑡(𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡, 𝑝𝑟𝑖𝑣𝑎𝑡𝑒_𝑘𝑒𝑦): 

𝐷𝑒𝑐𝑟𝑦𝑝𝑡 𝑐𝑖𝑝ℎ𝑒𝑟𝑡𝑒𝑥𝑡 𝑢𝑠𝑖𝑛𝑔 𝑅𝑆𝐴 𝑎𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚 

 𝑎𝑛𝑑 𝑂𝐴𝐸𝑃 𝑠𝑐ℎ𝑒𝑚𝑒 𝑤𝑖𝑡ℎ 𝑆𝐻𝐴256 ℎ𝑎𝑠ℎ 

𝑅𝑒𝑡𝑢𝑟𝑛 𝑝𝑙𝑎𝑖𝑛𝑡𝑒𝑥𝑡 

 

Step 2: Set up the Simulation Environment 

The simulation environment is initialised by defining the 

energy sources, buyers, sellers, and the number of trading 

rounds. In our implementation, we considered three 

energy sources: Solar, Wind, and Hydro. We also defined 

three buyers and three sellers. The number of rounds was 

set to 6 for our simulation. 

Algorithm 2: Set up the Simulation Environment 

Input: None Output: Random Data List 

Initialize the simulation environment:  

Define the energy_sources list containing 

['Solar', 'Wind', 'Hydro'].  

Define the buyers list containing ['Buyer A', 

'Buyer B', 'Buyer C'].  
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Define the sellers list containing ['Seller X', 

'Seller Y', 'Seller Z'].  

Set num_rounds = 6. 

Display the defined values:  

Display energy_sources list.  

Display buyers list.  

Display sellers list.  

Display num_rounds value. 

 

End Algorithm. 

Step 3: Generate Random Inputs 

Random values for energy demands, supplies, and prices 

are generated for each buyer, seller, and energy source. 

The random module in Python is used to generate random 

integer values for energy demands and supplies and 

random floating-point values for energy prices. The inputs 

generated are subsequently stored in a CSV file titled 

“energy_trading_inputs.csv”, utilising the CSV module. 

Algorithm 3: Generate Random Inputs 

Input: None  

Output: CSV file "energy_trading_inputs.csv" containing 

random energy trading inputs 

Initialize the data structures:  

Create an empty dictionary energy_demands.  

Create an empty dictionary energy_supplies.  

Create an empty dictionary energy_prices. 

Generate random inputs for energy demands:  

For each buyer in buyers list:  

Generate a random integer between a minimum 

value of 1 and a maximum value of 10.  

Add the generated value to the energy_demands 

dictionary with the buyer as the key. 

Generate random inputs for energy supplies:  

For each seller in sellers list:  

Generate a random integer between a minimum 

value of 1 and a maximum value of 10.  

Add the generated value to the energy_supplies 

dictionary with the seller as the key. 

Generate random inputs for energy prices:  

For each energy_source in energy_sources list:  

Generate a random floating-point number 

between a minimum value of 1 and a maximum 

value of 10.  

Round the generated value to two decimal 

places.  

Add the generated value to the energy_prices 

dictionary with the energy_source as the key. 

Save the inputs to a CSV file:  

Open the "energy_trading_inputs.csv" file in write mode. 

Write the column headers: 'Buyer', 'Demand', 'Seller', 

'Supply', 'Energy Source', 'Price'.  

For each buyer in buyers list:  

       For each seller in sellers list:  

Choose a random energy source from 

energy_sources list.  

Write the row with the buyer, 

energy_demands[buyer], seller, 

energy_supplies[seller], selected energy source, 

and energy_prices[selected energy source].  

Close the CSV file. 

Step 4: Encrypt the Inputs 

The generated energy demands, supplies, and prices are 

encrypted using the RSA public key generated in Step 1. 

The encrypted_demands, encrypted_supplies, and 

encrypted_prices dictionaries store the encrypted values 

for each buyer, seller, and energy source. Encryption is 

performed by calling the encrypt() function with the 

plaintext value and the public key as parameters. 

Algorithm 4: Encrypt the Inputs 

Input:  

energy_demands, energy_supplies, energy_prices 

(dictionaries containing random energy trading inputs),  

public_key (RSA public key generated in Step 1)  

Output:  

encrypted_demands, encrypted_supplies,  

encrypted_prices (dictionaries containing encrypted 

values) 

Initialize the data structures:  

Create an empty dictionary encrypted_demands.  

Create an empty dictionary encrypted_supplies.  

Create an empty dictionary encrypted_prices. 

Encrypt the energy demands:  

For each buyer in energy_demands:  

Convert the energy_demands[buyer] to a string.  
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Call the encrypt() function with the plaintext value 

(energy_demands[buyer] as a string) and the 

public_key as parameters.  

Store the encrypted value in the encrypted_demands 

dictionary with the buyer as the key. 

Encrypt the energy supplies:  

For each seller in energy_supplies:  

Convert the energy_supplies[seller] to a string.  

Call the encrypt() function with the plaintext value 

(energy_supplies[seller] as a string) and the 

public_key as parameters.  

Store the encrypted value in the encrypted_supplies 

dictionary with the seller as the key. 

Encrypt the energy prices:  

For each energy_source in energy_prices:  

    Convert the energy_prices[energy_source] to a string.  

    Call the encrypt() function with the plaintext value   

(energy_prices[energy_source] as a string) and the  

public_key as parameters.  

     Store the encrypted value in the encrypted_prices 

dictionary with the energy_source as the key. 

 

Display a message indicating successful encryption. 

End Algorithm. 

Step 5: Perform the Simulated Energy Trading 

Simulation of energy trading is conducted utilising 

encrypted inputs. The trading process is executed 

iteratively for each combination of buyers and sellers in 

every round. Before engaging in trading activities, energy 

supplies and demands undergo a thorough examination to 

ensure they possess positive values. The encrypted values 

representing amounts and prices are extracted from their 

respective dictionaries, and subsequently, the energy 

supplies and demands are adjusted accordingly. The 

encrypted amount and price values are decrypted utilising 

the private key, and subsequently, the decrypted values are 

employed in the computation of the transaction value. The 

transactions’ pertinent information, such as the round 

number, buyer, seller, energy source, amount, price, and 

value, is stored within the transactions list. 

Algorithm 5: Perform the Simulated Energy Trading 

Input:  

encrypted_demands,  

encrypted_supplies,  

encrypted_prices (dictionaries containing encrypted 

energy demands, supplies, and prices),  

private_key (RSA private key generated in Step 1)  

Output:  

transactions (list containing information about energy 

trading transactions) 

Initialize the data structures:  

Create an empty list transactions. 

Perform the simulated energy trading for each round 

(round_num = 1 to num_rounds):  

For each seller in encrypted_supplies:  

For each buyer in encrypted_demands:  

If energy_supplies[seller] > 0 and 

energy_demands[buyer] > 0:  

Extract the encrypted amount from 

encrypted_supplies[seller].  

Extract the encrypted price from 

encrypted_prices[random.choice(energy_source

s)].  

Decrypt the encrypted amount using the 

private_key and store the decrypted amount as 

decrypted_amount.  

Retrieve the actual price 

(energy_prices[random.choice(energy_sources)]) 

and store it as decrypted_price.  

Calculate the transaction value as 

decrypted_value = decrypted_amount * 

decrypted_price.  

Update energy_supplies[seller] and 

energy_demands[buyer] accordingly.  

Append the transaction information to the 

transactions list, including round number, buyer, 

seller, energy source, decrypted amount, decrypted 

price, and decrypted value. 

Display a message indicating successful completion of 

the simulated energy trading. 

End Algorithm. 

Step 6: Saving Simulation Results 

The transaction results are recorded and stored in a 

Comma-Separated Values (CSV) file titled 

“energy_trading_results.csv” utilising the CSV module. 

The document contains the headers for every field and the 

transaction particulars for each round, buyer, seller, and 

energy source. 

Additional Steps: Visualisation and Reporting 

The transaction list is transformed into a data frame 

utilising the pandas’ library to analyse the outcomes. 

Subsequently, the purchaser categorises the transactions, 
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followed by the computation of the aggregate value 

attributed to each buyer. The matplotlib library generates 

a bar plot that effectively illustrates the aggregate value 

attributed to each buyer. The plot is stored in a JPEG 

format under the file name “total_value_plot.jpg” for 

subsequent analysis and reporting purposes. 

The comprehensive evaluation of the proposed approach 

can be achieved by incorporating various components, 

including implementing a hybrid encryption scheme, 

generating random inputs, simulation of energy trading, 

saving of results, and visualisation. These steps are 

designed to facilitate the secure exchange of energy-

related data and promote efficient energy trading among 

participants. The present implementation serves as the 

fundamental basis for our experimental evaluation, 

enabling us to analyse the performance and viability of our 

hybrid encryption-based energy trading scheme. 

5. Results & Discussion 

The results section of this study presents the findings and 

outcomes of the energy trading simulation that was 

conducted using the input data provided. The input dataset 

comprises buyer demands, seller supplies, energy sources, 

and their respective prices. The simulation is conducted 

over multiple iterations, and the resulting outcomes 

demonstrate successful transactions in energy trading 

between buyers and sellers. 

The transactions mentioned above exemplify efficacious 

energy trading endeavours within the simulated setting. 

The values derived from the simulation illustrate the 

amount of energy exchanged (referred to as “Amount”), 

the corresponding unit price (referred to as “Price”), and 

the overall transaction value (referred to as “Value”). The 

findings underscore the efficacy and viability of the 

suggested energy trading mechanism. The encryption 

scheme utilised in the simulation guarantees the 

confidentiality and integrity of confidential trading 

information. The achievement of energy trading 

transactions that are executed successfully demonstrates 

the possibility of establishing a system for the efficient 

and secure exchange of energy between buyers and 

sellers. The results demonstrate the effectiveness and 

practicality of the implemented simulation code. The 

subsequent examination and interpretation of the 

simulation outcomes facilitate a thorough assessment of 

the energy trading efficacy and offer valuable insights for 

subsequent enhancements and decision-making in energy 

trading systems. 

The provided data encompasses a sequence of energy 

trading transactions executed across several iterations, 

denoted as Rounds 1 to 6. Each round involves three 

buyers (Buyer A, Buyer B, and Buyer C) and three sellers 

(Seller X, Seller Y, and Seller Z). Energy trading involves 

different energy sources such as Wind, Solar, and Hydro, 

each associated with specific prices. For each round, the 

buyers and sellers interact based on their respective energy 

demands and supplies, resulting in trades involving 

specific energy sources and quantities. In Round 1 

mentioned in Table 1, for instance, Buyer A trades with 

Seller X using Solar energy, resulting in a transaction of 8 

units for 5.32 per unit, leading to a total value of 42.56. In 

the same round, Buyer B trades with Seller X using Hydro 

energy, with 8 units traded for 5.8 per unit, resulting in a 

total value of 46.4. Buyer C trades with Seller Y using 

Wind energy, with 3 units traded for 6.51 per unit, leading 

to a total value of 19.53. 

The subsequent rounds of simulations (Rounds 2 to 6) in 

tables 2 to 6 follow a similar pattern of energy trading 

transactions, with different combinations of buyers, 

sellers, energy sources, and prices. The simulation 

captures various scenarios to evaluate the performance 

and efficiency of the proposed energy trading approach, 

which incorporates the novel encryption scheme and 

blockchain model. The outputs from each round can be 

compared to analyse the impact of different factors on the 

energy trading process, providing valuable insights into 

the effectiveness of the proposed methodology. 

 

Table 1: Simulation Input Parameters for Energy Trading 

ROUND 

1 
     

Buyer Demand Seller Supply 
Energy 

Source 
Price 

Buyer A 7 
Seller 

X 
8 Wind 5.32 

Buyer A 7 
Seller 

Y 
3 Wind 5.32 

Buyer A 7 Seller Z 1 Wind 5.8 

Buyer B 7 
Seller 

X 
8 Solar 5.8 
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Buyer B 7 
Seller 

Y 
3 Wind 6.51 

Buyer B 7 Seller Z 1 Solar 6.51 

Buyer C 10 
Seller 

X 
8 Solar 5.32 

Buyer C 10 
Seller 

Y 
3 Solar 6.51 

Buyer C 10 Seller Z 1 Solar 6.51 
      
ROUND 

2 
     

Buyer Demand Seller Supply 
Energy 

Source 
Price 

Buyer A 3 
Seller 

X 
4 Wind 1.47 

Buyer A 3 
Seller 

Y 
6 Wind 1.45 

Buyer A 3 Seller Z 9 Hydro 1.45 

Buyer B 9 
Seller 

X 
4 Solar 3.54 

Buyer B 9 
Seller 

Y 
6 Hydro 3.54 

 

Buyer B 
9 Seller Z 9 Hydro 3.54 

Buyer C 1 
Seller 

X 
4 Solar 1.45 

Buyer C 1 
Seller 

Y 
6 Hydro 1.47 

Buyer C 1 Seller Z 9 Wind 1.45 
      
ROUND 

3 
     

Buyer Demand Seller Supply 
Energy 

Source 
Price 

Buyer A 10 
Seller 

X 
2 Hydro 3.6 

Buyer A 10 
Seller 

Y 
10 Hydro 2.38 

Buyer A 10 Seller Z 10 Wind 2.38 

Buyer B 10 
Seller 

X 
2 Wind 3.6 

Buyer B 10 
Seller 

Y 
10 Wind 2.38 

Buyer B 10 Seller Z 10 Wind 2.38 

Buyer C 1 
Seller 

X 
2 Hydro 3.6 

Buyer C 1 
Seller 

Y 
10 Solar 3.6 

Buyer C 1 Seller Z 10 Wind 2.38 
      
ROUND 

4 
     

Buyer Demand Seller Supply 
Energy 

Source 
Price 

Buyer A 10 
Seller 

X 
1 Hydro 5.28 

Buyer A 10 
Seller 

Y 
5 Wind 5.28 
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Buyer A 10 Seller Z 2 Solar 5.55 

Buyer B 7 
Seller 

X 
1 Hydro 2.51 

Buyer B 7 
Seller 

Y 
5 Hydro 5.55 

Buyer B 7 Seller Z 2 Hydro 5.55 

Buyer C 8 
Seller 

X 
1 Solar 5.55 

Buyer C 8 
Seller 

Y 
5 Hydro 2.51 

Buyer C 8 Seller Z 2 Wind 2.51 
      
ROUND 

5 
     

Buyer Demand Seller Supply 
Energy 

Source 
Price 

Buyer A 2 
Seller 

X 
2 Hydro 8.36 

Buyer A 2 
Seller 

Y 
6 Hydro 1.54 

Buyer A 2 Seller Z 10 Solar 7.01 

Buyer B 6 
Seller 

X 
2 Hydro 7.01 

Buyer B 6 
Seller 

Y 
6 Hydro 1.54 

Buyer B 6 Seller Z 10 Hydro 1.54 

Buyer C 10 
Seller 

X 
2 Hydro 1.54 

Buyer C 10 
Seller 

Y 
6 Wind 8.36 

Buyer C 10 Seller Z 10 Solar 1.54 
      
ROUND 

6 
     

Buyer Demand Seller Supply 
Energy 

Source 
Price 

Buyer A 1 
Seller 

X 
10 Wind 8.32 

Buyer A 1 
Seller 

Y 
10 Wind 2.45 

Buyer A 1 Seller Z 4 Wind 2.02 

Buyer B 9 
Seller 

X 
10 Wind 8.32 

Buyer B 9 
Seller 

Y 
10 Solar 2.02 

Buyer B 9 Seller Z 4 Solar 2.02 

Buyer C 3 
Seller 

X 
10 Solar 2.45 

Buyer C 3 
Seller 

Y 
10 Hydro 2.02 

Buyer C 3 Seller Z 4 Hydro 2.02 

The outputs post encryption and decryption represent the 

simulated energy trading transactions results for each 

round (Rounds 1 to 6)  shown in Figure 4 using the 

implemented encryption scheme and blockchain model. In 

each round, the buyers and sellers interact based on their 

encrypted energy demands and supplies, and the 

decrypted results are obtained to calculate the total value 

of the transactions. 
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Round 1: The initial round of energy trading 

demonstrates successful transactions between Buyer A 

and Seller X using Solar energy, resulting in a total value 

of 42.56. Buyer B trades with Seller X using Hydro 

energy, achieving a total value of 46.4. Additionally, 

Buyer C engages with Seller Y, trading Wind energy for a 

total value of 19.53. 

 

Fig 2 A ( Round 1): Energy Trading Transactions: Total 

Value per Round 

Round 2: Buyer A trades Wind energy with Seller X, 

reaching a total value of 14.16. Buyer B trades with Seller 

X, using Solar energy for the same total value of 14.16. 

Buyer C interacts with Seller Y, trading Wind energy with 

a total value of 21.24. 

 

Fig 3 B ( Round 2): Energy Trading Transactions: Total 

Value per Round 

Round 3: Buyer A trades Wind energy with Seller X, 

resulting in a total value of 4.76. Buyer B engages with 

Seller Y, trading Wind energy for a total value of 44.1. 

Buyer C trades Hydro energy with Seller Z, reaching a 

total value of 36. 

 

Fig 4 C (Round 3): Energy Trading Transactions: Total 

Value per Round 

Round 4: Buyer A trades Hydro energy with Seller X, 

achieving a total value 2.51. Buyer B trades Hydro energy 

with Seller Y, obtaining a total value of 27.75. Buyer C 

trades Wind energy with Seller Z, reaching a total value 

5.02. 

 

Fig 5 D ( Round 4): Energy Trading Transactions: Total 

Value per Round 

Round 5: Buyer A trades Hydro energy with Seller X, 

achieving a total value of 3.08. Buyer B engages with 

Seller Y, trading Wind energy for a total value of 42.06. 

Buyer C trades Hydro energy with Seller Z, resulting in a 

total value of 70.1. 

 

Fig 6 E ( Round 5): Energy Trading Transactions: Total 

Value per Round 
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Round 6: Buyer A trades Solar energy with Seller X, 

obtaining a total value of 24.5. Buyer B trades Wind 

energy with Seller X, reaching a total value of 83.2. Buyer 

C engages with Seller Y, trading Wind energy for a total 

value of 24.5. 

 

Fig 7 F ( Round 6): Energy Trading Transactions: Total 

Value per Round 

The energy trading simulation using encryption and 

blockchain technology demonstrates secure and efficient 

transactions among buyers and sellers, ensuring data 

confidentiality while maintaining the integrity of the 

trading process. 

A. Comparative Matrix - Energy Trading Results 

Table 2 below presents a comparative matrix of the energy 

trading results for different rounds and buyer-seller pairs. 

The values represent the total value of energy traded (in 

units) between buyers and sellers for each round. Empty 

cells indicate that no trading occurred between the 

corresponding buyer-seller pair. 

Table 2: Energy Trading Matrix 

Buye

r-

Selle

r 

Rou

nd 1 

Rou

nd 2 

Rou

nd 3 

Rou

nd 4 

Rou

nd 5 

Rou

nd 6 

Buye

r A 

(Sell

er X) 

42.5

6 

14.1

6 
4.76 2.51 3.08 24.5 

Buye

r A 

(Sell

er Y) 

- - - - - - 

Buye

r A 

(Sell

er Z) 

- - - - - - 

Buye

r B 
46.4 

14.1

6 
- - - 83.2 

(Sell

er X) 

Buye

r B 

(Sell

er Y) 

- - 44.1 
27.7

5 

42.0

6 
- 

Buye

r B 

(Sell

er Z) 

- - - - - - 

Buye

r C 

(Sell

er X) 

19.5

3 

21.2

4 
- - - - 

Buye

r C 

(Sell

er Y) 

- - 36 - 70.1 24.5 

Buye

r C 

(Sell

er Z) 

- - - 5.02 - - 

 

The presented matrix comprehensively depicts the energy 

trading actions undertaken by various buyers and sellers 

throughout six distinct rounds. The feature enables a rapid 

evaluation of the trading values between buyer-seller pairs 

during each round, thereby facilitating the assessment of 

the efficiency and effectiveness of the proposed approach 

in facilitating energy trading. 

The simulation results offer valuable insights into the 

energy trading transactions across six distinct scenarios, 

effectively demonstrating the occurrence of successful 

trades between buyers and sellers. The results illustrate the 

effectiveness and robustness of the energy trading 

methodology proposed, which leverages an innovative 

encryption scheme and blockchain framework. The output 

values signify the implementation of secure and 

transparent energy trading, which guarantees 

confidentiality through encryption and ensures data 

integrity through blockchain technology. 

6. Conclusion 

This research paper has introduced a hybrid methodology 

for enhancing the security and efficiency of energy trading 

on the GreenTrade platform by utilising homomorphic 

encryption. The successful integration of the suggested 

homomorphic encryption scheme, in conjunction with the 

simulation framework, has substantiated the viability and 

efficacy of this approach. The simulations have revealed 

that the homomorphic encryption scheme is secure, 
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effectively safeguarding the confidentiality and integrity 

of energy trading data. Encryption techniques ensure the 

secure storage and sharing of data within the GreenTrade 

platform, which is built on blockchain technology. 

Establishing a trusted environment effectively reduces the 

potential for unauthorised access or tampering by 

participants involved in energy trading. The performance 

evaluation has demonstrated the encryption scheme’s 

effectiveness, with homomorphic operations introducing 

only minimal computational overhead. The Python-based 

simulation code has proven to be a dependable and precise 

means of evaluating the proposed methodology. Bar plots 

have played a crucial role in enhancing comprehension of 

the aggregate value per buyer within the energy trading 

system. 

Nevertheless, it is imperative to recognise the constraints 

inherent in our chosen research approach. The assessment 

was conducted using simulated data, and it is essential to 

acknowledge that implementing the proposed scheme in 

real-world scenarios may introduce unaccounted 

complexities that were not addressed in our analysis. In 

addition, the analysis primarily concentrated on distinct 

performance metrics and did not incorporate other 

variables, such as network latency or communication 

overhead. Considering these limitations when analysing 

the findings and assessing the feasibility of implementing 

the proposed methodology in practical energy trading 

situations is essential. 

The present study has established the fundamental basis 

for implementing a secure and efficient energy trading 

system on the GreenTrade platform through homomorphic 

encryption. The future scope of this study entails 

conducting further evaluation using real-world data and 

incorporating additional factors to provide a 

comprehensive assessment. The proposed methodology 

exhibits the potential to augment energy trading 

transactions’ security and privacy aspects, thereby 

offering the possibility of reshaping the energy trading 

domain. 
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