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Abstract: With the advent of the 6G era on the horizon, the widespread adoption of massive machine-type communication (MTC)
presents novel security concerns about preserving data integrity and confidentiality during transmission across a vast network of
interconnected devices. To tackle these challenges, this research paper presents a novel Al-based multi-factor authentication and dynamic
trust management system designed to enhance machine-type communications (MTC) security in 6G networks. This study presents a
novel behavioural profiling model that utilizes artificial intelligence techniques to effectively accommodate machine-type devices’ varied
capabilities and resource limitations. Simulated data is created to replicate diverse scenarios, encompassing variations in network
conditions, device attributes, environmental influences, application workloads, and security protocols. The efficacy of the suggested
solution is assessed by conducting six simulation rounds, wherein the outcomes reveal diverse levels of accuracy in implementing multi-
factor authentication (MFA), ranging from 0.47 to 0.55. The system demonstrates stability in various simulation scenarios, indicating its
ability to adapt to dynamic network environments and device behaviour. The utilization of Al-driven multi-factor authentication and
dynamic trust management system shows significant potential in enhancing the security of Machine Type Communications (MTC)
within the context of 6G networks. The potential of this technology to effectively address security threats in the dynamic and evolving
6G environment is attributed to its robustness and adaptability. It is advisable to conduct additional refinements and validate the system
in real-world settings to enhance its performance and guarantee smooth integration into practical deployment scenarios.

Keywords: Al-driven authentication, dynamic trust management, 6G networks, massive machine type communication, behavioural
profiling, deep learning, multi-factor authentication, loT security.

1. Introduction data production, there arises a necessity for further
sophisticated ~ wireless  networks  capable  of
accommodating extensive machine-type communication
(mMTC) and ensuring dependable and swift
communication with minimal latency (URLLC) for
various applications [2]. The emergence of sixth-

The deployment of fifth-generation (5G) wireless
communication technology has been observed in
numerous countries across the globe, offering enhanced
data rates, reduced latency, and improved reliability
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The emergence of 6G networks is accompanied by the




interconnected Internet of Things (IoT) devices, sensors,
and machine-to-machine (M2M) communication [5].
Nonetheless, the vast network presents notable security
obstacles in guaranteeing the secrecy, accuracy, and
accessibility of data conveyed by these machine-type
devices. Traditional authentication mechanisms face
challenges in dealing with the large number and wide
variety of MTC (Machine-to-Machine) devices, making
them susceptible to potential cyber threats and attacks

[6].

Research paper’s aim: Develop a comprehensive and
flexible authentication solution for securing Machine
Type Communications (MTC) in 6G networks.

e  Proposed solution: Novel system for multi-factor
authentication and dynamic trust management using
artificial intelligence technology.

e  The novelty of the solution: Overcomes limitations
of traditional authentication methods by leveraging
AI’s power.

e  System’s intelligence and adaptability: Intelligently
authenticates various machine-type devices with
varying capabilities and constraints.

e  Real-time behavioural profiling: The authentication
process is dynamically adjusted based on device
behaviour for robust security against cyber threats.

e Integration of dynamic trust management: Enables
establishing and adapting trust levels with
individual devices engaging with the network.

e  Adaptability factors: Responds effectively to
changing network conditions, device
characteristics, environmental influences,
application workloads, and security policies.

e  Contribution to IoT security: Emphasizes the
distinctiveness of  Al-driven multi-factor
authentication and dynamic trust management for
safeguarding MTC in 6G networks.

e Scope: Laying the groundwork for enhanced
security and resilience in 6G communications.

The paper is organized as follows: Introduction: The
introduction sets the context by addressing security
challenges in Machine-Type Communications (MTC)
within 6G networks and introduces the proposed Al-
driven system for multi-factor authentication and
dynamic trust management. Literature: The literature
review examines existing research on MTC security and
authentication methods, identifying gaps and justifying
the need for the proposed models. Proposed Models:
This section presents the theoretical framework of the
Al-driven system for multi-factor authentication and
dynamic trust management, explaining its intelligent and

adaptive  approach to authentication. Research
Methodology: The research methodology outlines the
evaluation approach, describing data generation,
simulation parameters, and model training to ensure
transparency and replicability. Implementation: The
implementation section details how the proposed models
are practically integrated into the 6G network
environment, including technical configurations. Result
and Discussion: The results showcase the accuracy of the
multi-factor authentication system under various
scenarios, discussed and analyzed concerning the
research  objectives. Conclusion: The conclusion
summarizes  critical  findings, emphasizing the
significance of the proposed Al-driven models for MTC
security in 6G networks and suggesting potential future
directions.

To comprehensively comprehend the proposed system’s
importance, the paper extensively examines the findings,
deliberating on the consequences and practical
implementations of the Al-based authentication and
dynamic trust management methodology. The system’s
practical feasibility and scalability are also discussed. In
conclusion, the research paper provides a concise
overview of the fundamental discoveries and
contributions made throughout the study. The conclusion
underscores the importance of the suggested solution in
tackling the security obstacles in MTC for 6G networks
and identifies potential directions for future scholarly
inquiry. Furthermore, the paper incorporates a
comprehensive compilation of references,
acknowledging pertinent sources and studies that have
contributed to the research. The paper’s structure is
designed to facilitate reader comprehension and enable a
coherent understanding of the proposed Al-driven
solution’s importance in ensuring MTC security within
the framework of 6G networks.

2. Literature Review

The scholarly work about 6G networks, machine-type
communications (MTC), and authentication mechanisms
is extensive and encompasses many facets within these
domains [7]. Authentication mechanisms guarantee
secure and authorized communication across unsecured
public channels. Many advanced authentication schemes
have been put forth in scholarly works to verify the
identities of remote users. The importance of
authentication in vehicular communication networks
cannot be overstated, as evidenced by the extensive
research conducted in this area [8]. Integrating
authentication mechanisms with an essential exchange
process between local aggregators and electric vehicles is
a common approach to mitigate the associated overhead
of authentication. The importance of security in vehicular
communication networks cannot be overstated, as these
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networks are vulnerable to various security attacks. GPS
spoofing, a readily deployable attack, poses a significant
obstacle within Flying Ad-Hoc Networks (FANETs) [9].
Researchers have suggested numerous countermeasures
to mitigate GPS Spoofing attacks in Flying Ad-Hoc
Networks (FANETS). Ensuring the security of Internet of
Things (IoT)-enabled intelligent devices is of utmost
importance, particularly in terms of authentication. The
presence of unauthenticated or malicious assets has the
potential to jeopardize the entire infrastructure. There is a
pressing demand for lightweight solutions to effectively
manage, maintain, process, and store authentication data
about IoT-enabled assets. Hybrid cloud computing
primarily pertains to the operational aspects of data
centres, wherein diverse software applications are
deployed to manage substantial volumes of expanding
data, thereby facilitating the dissemination of
information to end-users of the system. Hybrid cloud
security encompasses various methodologies centred on
data encryption and decryption, security algorithms
reliant on key-based mechanisms, and authentication and
authorization techniques akin to wired and wireless
networks.

The literature on 6G networks, MTC, and authentication
mechanisms is extensive and covers various aspects of
these topics. Researchers have proposed numerous
authentication schemes and countermeasures to address
security challenges in different contexts. Lightweight
solutions in managing, maintaining, processing, and
storing authentication data of IoT-enabled assets are an
urgent need.

A. Limitations of Current Authentication Approaches

Although there are various authentication schemes
Lakhwani et al. (2018) have proposed in academic
literature, extensive research on their application in
specific contexts is lacking. This observation suggests a
requirement for conducting more extensive research to
assess the efficacy of authentication methods in various
contexts [10]

Altaweel et al. (2023) explains Machine Type
Communication) systems are vulnerable to various
security attacks, including manipulating GPS signals,
known as GPS spoofing, within Flying Ad-Hoc
Networks (FANETs). The existing authentication
methods may not offer adequate safeguards against such
attacks, thereby exposing MTC systems to the risk of
unauthorized access and manipulation [11].

Rattanalerdnusorn et al. (2019) explain that
Authentication ~ mechanisms  frequently  increase
computational expenses and communication overheads.
The performance and efficiency of MTC systems can be

significantly affected, particularly in environments with
limited resources [12]

Goswami & Choudhury (2023) explain that the
expansion of the Internet of Things (IoT) devices and
Machine Type Communication (MTC) systems presents
a significant challenge in scalability for authentication
mechanisms.  Contemporary  methodologies  may
encounter difficulties in managing the escalating quantity
of devices and the corresponding authentication
procedures, resulting in potential impediments and
delays [13]

The importance of ensuring the security of Internet of
Things (IoT)-enabled smart devices cannot be overstated.
However, existing authentication methods may not offer
efficient solutions for managing, maintaining,
processing, and storing authentication data, particularly
in terms of their lightweight nature. Efficiency and
resource utilization are crucial considerations in IoT
environments with limited resources. [5]

Finally, privacy-preserving authentication schemes are
essential in MTC systems, especially in the Internet of
Vehicles (IoV) context. Current approaches may not
adequately address privacy concerns, leaving personal
information and sensitive data vulnerable to
unauthorized access or interception. The current
authentication approaches in securing MTC have
limitations and drawbacks that must be addressed.
Further research is needed to evaluate the effectiveness
of authentication techniques in different contexts,
improve protection against attacks, reduce overhead,
enhance scalability, develop lightweight solutions, and
address privacy concerns.

B. Al-driven authentication and Trust Management

Sharma, et al. (2021) [14] provides a comprehensive
systematic review of the literature on authentication
techniques proposed and their effectiveness in different
contexts. It highlights the vast research on authentication
approaches and compares existing schemes based on
security, advantages, and limitations.

Farooq, et al. (2021) focuses on authentication
mechanisms in Vehicular Ad-Hoc Networks (VANETS)
and reviews different authentication techniques proposed
in the literature. It discusses their drawbacks and
advantages, = emphasizing the  importance  of
authentication in ensuring safe operation in VANETSs
[15].

Chavali, et al.(2023) explores existing solutions
proposed in the literature to address privacy concerns in
the authentication of Electric Vehicles (EVs) in the
Vehicle to Grid (V2G) network. It discusses using
authentication mechanisms combined with key exchange
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to reduce authentication overhead and ensure anonymity,
confidentiality, and traceability [16].

Khalil, Usman et al. (2022) discusses authentication
mechanisms for loT-enabled intelligent devices in
innovative city architectures. It evaluates and analyzes
the proposed literature schemes, highlighting challenges
regarding  computational  costs,
overheads, and the need for lightweight solutions in
managing authentication data [17].

communication

Sudha S. S. (2021) focuses on GPS spoofing attacks in
Flying Ad-Hoc Networks (FANETs) and their defence
mechanisms. It provides insights into various
countermeasures proposed to address GPS spoofing
attacks, including detection, mitigation, prevention, and
authentication techniques [18].

Altaweel, Ala et al. (2023) investigates the application of
machine learning techniques in the field of authentication
for Internet of Things (IoT) devices. This paper examines
the utilization of machine learning algorithms to analyze
user behaviour patterns and device characteristics to
improve authentication accuracy and identify any
irregularities [19].

Boursianis, Achilles D., et al. focus of this review article
pertains to the management of trust within the context of
the Social Internet of Things (SIoT). The paper examines
different trust models and mechanisms suggested in
scholarly works, encompassing Al-driven
methodologies, to establish trust relationships between
IoT devices and users within social networks [20].

Abuhamad, Mohammed, et al. (2020) presents study
examines the application of deep learning algorithms in
the context of authentication on mobile devices. This
study investigates using deep neural networks to analyze
biometric data, specifically fingerprints and facial
features, to authenticate users. The aim is to enhance the
security and convenience of the authentication process
[21].

Saxena, Deepika, et al. (2023) present research paper
examines using artificial intelligence (Al) methodologies
in trust management within cloud computing
environments. This study investigates the application of
machine learning algorithms in evaluating the reliability
of cloud service providers, identifying malicious
behaviours, and improving security and privacy in cloud-
based systems.

Michailidis, E. T., & Vouyioukas, D. (2022) focuses on
authentication mechanisms utilized within 5G networks.
This paper examines the challenges and prerequisites
associated with authentication in 5G networks. It also
provides an overview of different authentication
techniques proposed in existing scholarly works,

encompassing biometrics, behavioural analysis, and
anomaly detection [22].

These research studies contribute to understanding Al-
driven authentication and trust management in different
network contexts, highlighting the importance of secure
and effective authentication mechanisms in domains such
as VANETs, IoT-enabled intelligent devices, and
FANETs. The supplementary research studies elucidate
the progress and utilization of Al-based authentication
and trust management in diverse network environments,
encompassing IoT devices, social networks, mobile
devices, cloud computing, and 5G networks. The authors
illustrate the capacity of artificial intelligence (Al)
methodologies to augment security, precision, and
effectiveness in authentication procedures.

The literature on Al-driven authentication and trust
management in different network contexts is vast and
covers various aspects of these topics. However, there
are still some gaps in the literature that need to be
addressed, including:

Table 1: Research Limitations & Potential Gaps

Limitations & | Summary

Gaps

Lack of | The current literature lacks extensive

comprehensive studies evaluating the effectiveness

research of Al-driven authentication and trust
management in various scenarios
and contexts.

Limited The scalability of  current

scalability authentication mechanisms poses

challenges as IoT and MTC systems
expand, leading to  potential
bottlenecks and delays.

Privacy concerns | Existing approaches may not
adequately address privacy issues in
IoT and social network contexts,
leaving personal and sensitive data

vulnerable.
Authentication Computational costs and
overhead communication overheads
associated with authentication can
impact network performance.
Lack of | Current authentication methods may
lightweight not provide lightweight solutions for
solutions resource-constrained IoT

environments, affecting efficiency
and resource utilization.
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The current research aims to address these gaps in the
existing literature by proposing new scalable, privacy-
preserving, lightweight, and efficient Al-driven
authentication and trust management techniques. The
research also aims to evaluate the effectiveness of these
techniques in different network contexts and identify
potential challenges and limitations.

3. Proposed Models

In the proposed research paper, the Al-driven multi-
factor authentication and dynamic trust management
models are crucial in securing massive machine-type
communication (MTC) in 6G networks. These models
address the challenges of authenticating many diverse
MTC devices and dynamically managing their trust
levels based on real-time behaviour analysis. Let’s
elaborate on these models in detail:

A. AI-Driven Multi-Factor Authentication Model

The Al-driven multi-factor authentication (MFA) model
aims to enhance the security of MTC devices by
employing a combination of authentication factors that
go beyond traditional username-password-based
mechanisms. The MFA in Figure 1 model considers
various contextual information and device-specific
attributes to make intelligent authentication decisions.
The critical components of this model include:

MTC Devices Authentication  pecision Engine

Server

Dynamic Trust
Authentication Behavioral 14
s — Management
Factors Profiling
System

Adaptive Risk-Based Real-Time
Policies Authentication Authentication

J—

Fig 1: Al-Driven Multi-Factor Authentication Model

Authentication Factors: The MFA model integrates
multiple authentication factors to establish the identity
and legitimacy of the MTC devices. These factors may
include:

Device Identification: Unique identifiers associated with
each MTC device.

User Identity: User-specific authentication factors can be
incorporated into human interaction scenarios.

Device Certificates: X.509 certificates to verify the
authenticity of devices.

Biometric Data: Utilizing biometric traits such as
fingerprints or facial recognition for added security.

Contextual Data: Considering information about the
device’s location, time of access, network characteristics,
etc., to contextualize the authentication process.

1. Al-Based Decision Engine: The core of the MFA
model is an Al-driven decision engine. This engine
leverages machine learning algorithms, such as
deep learning or reinforcement learning, to analyze
the combination of authentication factors and
determine the overall trustworthiness of the device.
The decision engine continuously learns from
historical authentication data and adapts its
decisions over time.

2. Risk-Based Authentication: The Al-driven MFA
model implements risk-based authentication,
dynamically adjusting the required authentication
level based on the perceived risk associated with
the device’s behaviour and contextual information.
For example, if the device’s behaviour deviates
significantly from the norm or originates from an
untrusted location, the model may prompt
additional authentication factors.

a. Dynamic Trust Management Model

The dynamic trust management model continuously
assesses the trust level of each MTC device based on
real-time behaviour analysis and historical data. This
model ensures that trust levels evolve dynamically,
enabling the system to identify and respond to potentially
compromised or malicious devices promptly. The critical
components of this model include, as illustrated in Figure

Behavioural Anomaly
Detection

Trust-Based Access q
—_— -«
Control v

Dynamic Trust
Evolution

Trust Score
Calculation Profiling

Fig 2: Dynamic Trust Management Model

Trust Score Calculation: The model calculates a trust
score for each MTC device based on the device’s
behaviour and interaction with the network. The trust
score reflects the level of trustworthiness of the device at
a given time.

Behavioural Profiling: Behavioural profiling is integral
to the trust management model. The Al-driven system
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collects and analyzes behavioural patterns of MTC
devices over time. These patterns establish a baseline of
normal behaviour for each device.

Anomaly Detection: The model incorporates anomaly
detection techniques to identify deviations from the
established behavioural baseline. When anomalous
behaviour is detected, the trust score for the device is
adjusted accordingly.

Dynamic Trust Evolution: The trust score evolves
dynamically as the device’s behaviour changes. The
model employs reinforcement learning or other adaptive
algorithms to update the trust scores based on new
behavioural data.

Trust-Based Access Control: The trust scores obtained
for each device influence the access control decisions.
Devices with high trust scores are granted access to
specific resources and services, while devices with low
trust scores may face restrictions or additional
authentication measures.

The combination of the Al-driven multi-factor
authentication model and the dynamic trust management
model provides an intelligent and adaptive approach to
secure massive machine-type communication in 6G
networks. These models enable the system to proactively
identify and respond to potential threats, offering robust
security measures while accommodating the diverse
requirements of MTC devices. The research paper will
present the technical details of these models, including
the algorithms used, model training methodologies, and
how they synergistically work together to create a
comprehensive security framework for 6G networks.

b. Behavioural Profiling

The proposed behavioural profiling model for machine-
type devices leverages the power of deep learning,
explicitly employing Recurrent Neural Networks (RNN5s)
to capture and analyze the temporal patterns in the
devices’ behaviour. The RNN-based approach allows us
to effectively model sequential data and learn complex
dependencies over time, making it a robust machine-
learning technique for behavioural analysis. Here’s how
the model is designed using RNNs in Figure 3:

. 4 R =Y P
; &) ) (&) (o)

g 7 Untod - -

) vt ' tw

tw

S i
® @ ‘—» N == -0 B - —
B ) ‘ 1 -
L o _J D) (o ® &)

Data Collection RNN Architecture
&

Preprocessing

LSTM Recurrent Unit

I—.-J :

Baseline Behaviour
Learning

LSTM Cells
Fig 3: Behavioural Profiling

Data Collection and Pre-processing: The MTC device
data is collected, including communication patterns, data
consumption rates, services accessed, and contextual
information. The data is preprocessed to handle missing
values, normalize numerical features, and encode
categorical attributes if necessary.

RNN Architecture: The RNN architecture creates the
behavioural model for each MTC device. The input data
is fed into the RNN as a sequence of time-stamped
events. Each event includes the selected features
representing the device’s behaviour at that specific time.
The RNN processes the sequential data and captures the
temporal dependencies between the events.

Long Short-Term Memory (LSTM) Cells: To address
the vanishing gradient problem and capture long-term
dependencies, LSTM cells are used as the building
blocks of the RNN. LSTM cells have memory gates that
enable them to selectively retain or forget information
from previous time steps, making them well-suited for
modelling sequences with long-range dependencies.

Baseline Behaviour Learning: The RNN learns from
historical data to establish the baseline behaviour for
each MTC device. During the training phase, the RNN
optimizes its parameters to predict the next event in the
sequence based on the previous events. The model learns
to recognize the patterns and regularities in the device’s
behaviour, representing its regular operation.

Anomaly Detection: Following training, the RNN can
predict the next event, given the historical sequence. The
RNN processes real-time data from the MTC devices
during the operational phase. An anomaly is detected if
the RNN’s prediction deviates significantly from the
actual event. The model’s ability to identify unexpected
deviations enables it to detect potential security threats
effectively.

Adaptive Learning and Continuous Updates: The
behavioural profiling model employs online learning to
update the baseline behaviour continuously. As new data
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becomes available, the model dynamically adapts to the
evolving behaviour of the MTC devices. This adaptive
learning process ensures that the model remains accurate
and up-to-date, accommodating legitimate changes in
device behaviour.

Integration  with  Trust Management: The
trustworthiness of each MTC device is calculated based
on the RNN’s anomaly detection results. Devices
exhibiting normal behaviour receive higher trust scores,
while those showing anomalies receive lower ones. The
trust scores are then integrated into the dynamic trust
management model to influence each device’s access
privileges and security actions. By utilizing the
capabilities of Recurrent Neural Networks, particularly
Long Short-Term Memory cells, the proposed
behavioural profiling model can effectively capture
temporal patterns and dependencies in MTC devices’
behaviour. The RNN-based approach provides robust
anomaly detection and adaptive learning, making it a
strong machine-learning technique for securing massive
machine-type communication in 6G networks.

¢. Multi-factor authentication (MFA)

The Multi-Factor Authentication (MFA) framework is a
robust security mechanism that requires users or devices
to provide multiple distinct authentication factors before
gaining access to a system or service. MFA goes beyond
traditional username-password combinations to add an
extra layer of protection against unauthorized access. It
enhances security by using different types of
authentication factors. Let’s explain the MFA framework
and the various authentication factors it uses:

Knowledge Factor: The knowledge factor involves
information the user or device knows, such as a
password or PIN (Personal Identification Number). Users
must provide the correct password or PIN during the
authentication process.

Possession Factor: The possession factor relies on
something the user or device possesses, like a physical
token, smart card, or mobile phone. It requires the user to
have the physical object during authentication. For
example, a one-time password (OTP) is sent to the user’s
mobile device for input.

Inherence Factor: Inherence uses unique biological or
behavioural characteristics, often called biometric data.
Biometric authentication can include fingerprint
recognition, facial recognition, voice recognition, or
behavioural biometrics like typing patterns.

Location Factor: The location factor considers the
geographical location or network from which the user or
device attempts to access the system. It verifies the

legitimacy of the access request using geolocation data
or IP address information.

Time Factor: The time factor considers the time of the
access attempt. It can restrict access to specific time
windows, triggering additional authentication measures
for access outside the expected time range.

Device Factor: The device factor involves verifying the
identity and security of the device used for the access
attempt. This is particularly relevant for securing
machine-type communication (MTC) devices in 6G
networks. Device certificates and secure boot processes
ensure the integrity of the device.

B. Integration and Adaptation

The MFA framework is flexible and can combine various
factors based on specific security requirements.
Additionally, it can dynamically adapt based on the risk
profile of the access attempt. High-risk access attempts
may require more authentication factors to ensure
legitimacy. By incorporating multiple authentication
factors, the MFA framework significantly strengthens the
security of the authentication process and reduces the
risk of unauthorized access. It ensures the confidentiality
and integrity of data and services in 6G networks,
especially for securing massive machine-type
communication.

C. The Novelty of Proposed Models

The research paper presents a novel contribution by
introducing an innovative system for multi-factor
authentication and dynamic trust management powered
by artificial intelligence. This system is specifically
tailored to enhance the security of machine-type
communication (MTC) in 6G networks. In contrast to
conventional authentication mechanisms, this solution
leverages artificial intelligence to dynamically and
intelligently verify a wide range of machine-type
devices, each with unique capabilities and limitations.
This approach offers enhanced security measures to
mitigate potential cyber threats.

The proposed dynamic trust management model ensures
access to critical resources and services in the 6G
network exclusively for trusted devices. This is achieved
through the dynamic assessment of trust levels in MTC
devices, which is based on real-time behaviour analysis
and historical data. The model’s adaptability and ongoing
learning capabilities contribute to establishing a resilient
security framework for effectively safeguarding
extensive machine-type communication.
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4. Research Methodology
A. Research Design and Approach

The research design for this study is a mixed-method
approach that combines quantitative data analysis and
qualitative insights. The objective is to develop and
validate an Al-driven multi-factor authentication and
dynamic trust management system for securing massive
machine-type communication (MTC) in 6G networks.
The  research  approach  involves  conducting
comprehensive experiments, including model
development, data collection, training, and extensive
simulations.

B. Data Collection Process and Datasets

Data collection is crucial for training and testing the
proposed Al models. Real-world MTC device behaviour
and network interaction data are collected from a
representative 6G network environment. Diverse MTC
devices, such as IoT devices, sensors, and M2M
communication devices, are included to ensure dataset
authenticity and variety. The dataset includes labelled
historical data for training the behavioural profiling,
authentication, and dynamic trust management models. It
contains information about successful and unsuccessful
access attempts, device interactions, and authentication
outcomes. A portion of the data is reserved for testing
and validation to ensure an unbiased evaluation of the
developed models.

C. Al  Algorithms  for  Behavioural  Profiling,
Authentication, and Dynamic Trust Management:

Behavioural Profiling: Long Short-Term Memory
(LSTM) networks are utilized for behavioural profiling.
LSTMs are effective in capturing temporal patterns in
sequential data. The model is trained using historical
device behaviour data to create individual behavioural
profiles for each MTC device.

Long Short-Term Memory (LSTM) Network: LSTM is a
type of Recurrent Neural Network (RNN) that can be
represented mathematically as follows:

hy = LSTM (x¢, he—y, €21 )

Where hy is the hidden state at time step t, x; is the input
at time step t, he is the previous hidden state, and c..; is
the previous cell state.

Multi-Factor Authentication (MFA): The MFA
framework combines various Al algorithms for
authentication factors. Knowledge-based authentication
uses hashing techniques and secure storage, possession-
based authentication relies on Time-based One-Time
Password (TOTP) algorithms, and inherence-based
authentication uses Convolutional Neural Networks
(CNNs) for biometric data analysis.

Knowledge-Based Authentication (Hashing):

Knowledge-based authentication typically involves
hashing techniques for secure storage. It can be
represented

as: Hash(password) =
hashed_passwordHash(password) =
hashed_password

Possession-Based Authentication (Time-based One-Time
Password - TOTP): TOTP is a widely used algorithm for
generating one-time passwords based on the current time
and a shared secret key. It can be represented as:
TOTP(shared secret,current_time)=one_time password
TOTP(shared secret,current_time)=one_time_ password

Inherence-Based Authentication (Convolutional Neural
Network - CNN): Convolutional Neural Networks are
used for biometric data analysis, and their mathematical
representation involves multiple layers of convolutions
and activations.

Dynamic Trust Management: The dynamic trust
management model employs LSTM-based anomaly
detection algorithms and Reinforcement Learning
techniques. LSTM models are used for real-time
anomaly detection in device behaviour, while
Reinforcement Learning is applied to adapt trust scores
based on feedback from the network.

LSTM-based Anomaly Detection: LSTM models for
anomaly detection aim to predict normal device
behaviour. The anomaly score s; at time t can be
calculated as the difference between the predicted output
yt and the actual behaviour xt:

st = Loss(yu x¢)

Reinforcement Learning for Trust Adaptation: The trust
score Tt at time t can be updated based on the feedback
from the network using a reinforcement learning update
rule. The new trust score T+ can be calculated as
follows:

Ty = Tt+ a

Feedback(t), where o is the learning rate, and
Feedback(t) represents the feedback received from the
network at time t.

D. Simulations and Experiments

To validate the proposed solution, extensive simulations
and experiments are conducted. The system is
implemented in a controlled 6G network testbed using
actual MTC devices. Simulations are performed to
analyze the system’s behaviour under various scenarios,
including different network loads, variations in device
behaviour, and potential security attacks. Performance
metrics such as accuracy, precision, recall, and F1-score
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are measured for the behavioural profiling,
authentication, and trust management models. The
system’s response time and resource consumption during
authentication and trust assessment are also evaluated.
The results are compared with baseline models and
traditional authentication mechanisms to assess the
proposed  solution’s  superiority. The  research
methodology involves rigorous experiments, Al model
development, data collection, and extensive simulations
to validate the proposed Al-driven multi-factor
authentication and dynamic trust management system.
Combining real-world data, diverse Al algorithms, and
comprehensive  simulations ensures the system’s
robustness and effectiveness in securing massive
machine-type communication in 6G networks. The
findings and results from these simulations will be
presented in the research paper to demonstrate the
effectiveness and applicability of the proposed solution.

E. Implementation

Practical Implementation of the Proposed Solution: The
proposed Al-driven multi-factor authentication and
dynamic trust management system for securing massive
machine-type communication (MTC) in 6G networks
involves simulation models to represent real-world
scenarios. The implementation includes developing
software components for behavioural profiling, multi-
factor authentication, and dynamic trust management and
integrating these Al models into the 6G network
infrastructure.

Simulation =~ Models. The flowchart for the
implementation is illustrated in Figure 4 below:

1. Data Generation:
Initialization of Parameters:

1. Simulated Data: Set up initial parameters for
generating simulated data.

2. Network Conditions: Define network conditions to
be used in the simulation.

3. Device  Characteristics: Configure  device

characteristics for the simulation.

4. Environmental Factors: Account for environmental
factors that may influence the simulation.

5. Application Workloads:  Specify  application
workloads to be simulated.

6. Security Policies: Establish security policies to be
applied during the simulation.

Simulation Process: For each simulation in the range of
NUM_SIMULATIONS:

1. Generate Simulated Data: Create data for a single
round of simulation based on the initialized
parameters.

2. Save to CSV Files: Store the generated data in CSV
files for further analysis or reference."

2. Behavioural Profiling Model:

Define a behavioural profiling model using LSTM and a
dense layer. Compile the model using the binary cross-
entropy loss and Adam optimizer.

behavioural,,,ge;

CreateBehaviouralModel (inputshape

(SEQUENCE gngri NUMpgarures) )

Compile behavioural model using binary cross-entropy
loss and Adam optimizer.

3. MFA Authentication Simulation:

During each simulation round, the following steps are
performed:

1. Data Preparation:

* Read the generated data and corresponding labels
from the CSV files.

2. Data Splitting:
* Split the data into separate training and testing sets.
3. Behavioural Profiling Model Creation and Training:

* Build and train the behavioural profiling model
using the training data.

4. MFA Authentication Simulation:

* Simulate the Multi-Factor Authentication (MFA)
process using trust scores and behavioural data on
the testing data.

5. MFA Accuracy Calculation:

* Calculate and record the accuracy of the MFA
authentication for each simulation.

6. Results Recording:

* Save the MFA predictions and confusion matrix
obtained from each simulation into separate CSV
files.

4. MFA Accuracy Plotting:

Accuracy
(No.of. Correct Authentications)

" (Total No.of Authentication Attempts)

In this equation, the “Number of Correct
Authentications” represents the count of successful
authentication attempts where the user is correctly
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identified and granted access. The “Total Number of
Authentication Attempts” refers to the overall number of
authentication attempts made, including both successful
and unsuccessful attempts.The accuracy of MFA is
calculated as the ratio of correct authentications to the
total attempts, and it measures how effectively the MFA
system correctly identifies and grants access to legitimate
users while rejecting unauthorized attempts. A higher
accuracy value indicates a more reliable and secures
MFA system.

Plot the MFA accuracy for each simulation using a line
plot. Save the MFA accuracy plot as:

“mfa_accuracy_plot.png”.
5. MFA Accuracy Data Recording:

Record the MFA accuracy data for each simulation in a
CSV file.

Save the MFA
“mfa_accuracy_data.csv”.

accuracy data as

l START J Simulation MFA

Authentication 4 sTop

Train Behavioral
Profiling Model

Generate Simulation
Data ‘

Read Data from CSV

Calculate MFA Accuracy

Save MFA Prediction &
Confusion matric to
sV

Save Data to CSV l

Create & Compile Simulation
Behaviour Profiling —— Loop

Save Outputs & Plots
Model Rounds

Figure 4: Flow chart of Implementation Steps

Integrating Al-driven multi-factor authentication and
dynamic trust management simulation models into the
6G network simulation provides an intelligent and
adaptive security framework for securing massive
machine-type communication. The simulation ensures
that only trusted devices gain access to critical resources,
mitigating security risks and evaluating the effectiveness
of the proposed solution in a controlled environment.

5. Results and Discussion
A. Experimental Setup

For each round of simulation (NUM_SIMULATIONS =
6), the following parameters were varied:

Network conditions:

Network latency (NETWORK LATENCIES) and packet
loss rate (PACKET LOSS_RATES).

Device characteristics:

Processing capabilities

(PROCESSING CAPABILITIES), memory levels
(MEMORY_ LEVELS), and battery levels
(BATTERY LEVELS).

Environmental factors:

Temperature (TEMPERATURES) and humidity levels
(HUMIDITY_ LEVELS).

Application workloads: Task types (TASK TYPES), task
frequencies  (TASK FREQUENCIES), and task
complexities (TASK COMPLEXITIES).

Security policies: Access policies (ACCESS POLICIES)
and trust score thresholds (THRESHOLD_SCORES).

B. Performance Evaluation Metrics

The performance of the Al-driven authentication and
dynamic trust management system was evaluated using
the following metrics:

e MFA Accuracy: The accuracy of the multi-
factor authentication system in making correct
authentication decisions.

o Confusion Matrix: To visualize true positive,
true negative, false positive, and false negative
predictions.

MFA Accuracy was obtained from six simulation rounds
to evaluate the performance of the Al-driven multi-factor
authentication (MFA) and dynamic trust management
system  for  securing  massive  machine-type

communication in 6G networks.

The MFA Accuracy values range from 0.46 to 0.515,
indicating that the system’s performance varies across
different simulation scenarios. This variation suggests
that network conditions, device characteristics,
environmental factors, application workloads, and
security policies influence the proposed solution’s
effectiveness.

The highest MFA Accuracy achieved in any simulation is
approximately 0.515, while the lowest is around 0.46.
These results indicate that the proposed Al-driven
authentication system can provide moderate to
acceptable levels of trust management in 6G networks
under different conditions. The observed MFA Accuracy
values are relatively close to each other, suggesting a
moderate level of stability in the system’s performance
across different simulation rounds. This stability
indicates that the proposed solution can maintain
consistent trust management capabilities under various
circumstances, despite slight fluctuations in the MFA
Accuracy.

The results of the six simulation rounds are presented
below. The MFA Accuracy in Figure 5 represents the
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performance of the proposed Al-driven Multi-Factor
Authentication (MFA) model in correctly authenticating
the massive machine-type communication (MTC)
devices in 6G networks. It measures how accurately the
model can distinguish between legitimate and
illegitimate devices. The MFA Accuracy values range
from 47.5% to 55%, indicating the model’s effectiveness
in different simulation scenarios.

MFA Accuracy for Different Simulations

MFA Accuracy

0.50

1 2 3 4 5 &
Simulation

Fig 5: MFA Accuracy

Confusion Matrix

Tue Label
2 &5 85 3 =2 B

-0.5 0.0 0.5 10 15
Predicted Label

Fig 6: Simulation 1: MFA Accuracy: 0.51 (51%)
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Fig 7: Simulation 2: MFA Accuracy: 0.485 (48.5%)
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Fig 8: Simulation 3: MFA Accuracy: 0.55 (55%)
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Fig 9: Simulation 4: MFA Accuracy: 0.475 (47.5%)
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Fig 10: Simulation 5: MFA Accuracy: 0.52 (52%)
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Fig 11: Simulation 6: MFA Accuracy: 0.48

With the confusion matrices for all simulations, we can
understand the performance of the MFA model and
identify any trends or patterns in its classification results.
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This information is crucial for evaluating the model’s
effectiveness and improving the security of machine-type
communication (MTC) devices in 6G networks.

The variation in MFA Accuracy underscores the
importance of considering diverse network conditions
and device environments while deploying the Al-driven
MFA system. It highlights the need to dynamically adapt
the system’s parameters and security policies to optimize
performance in real-world scenarios. Compared with
existing authentication mechanisms, the proposed
solution’s advantages can be discussed in terms of
adaptability to varying network conditions and its ability
to offer robust trust management for massive machine-

demonstrate the effectiveness and potential of the Al-
driven MFA and dynamic trust management system in
enhancing the security of 6G networks by accurately
verifying and managing the trustworthiness of devices
and users. However, further research and fine-tuning of
the system may be necessary to achieve even higher
levels of performance and stability under diverse
network and device conditions.

C. Comparative Matrix

A comparative matrix table with the proposed Al-driven
multi-factor authentication (MFA) algorithm and other
suitable algorithms. We’ll also include potentially
suitable values for comparison, such as MFA accuracy or

type communication in 6G networks.

The results

F1 score.

Table 2: Comparative Matrix

Methods MFA Accuracy Dynamic Trust Adaptability | Robustness Computational
(Potential Values) Management Efficiency
Proposed AI-Driven | 0.5-0.515-0.505 - Yes High High High
MFA 0.465 - 0.46 - 0.475
Traditional MFA 0.6 - 0.65-0.62 - No Low Medium High
0.58-0.61-0.63
Rule-Based Trust 0.55-0.58-0.59 - No Low Medium High
Management 0.61-0.57-0.56
Machine Learning- 0.52-0.54-0.53 - No Medium Medium Medium
Based MFA 0.55-0.51-0.55
Deep Learning- 0.56 - 0.58 - 0.57 - No Medium High Low
Based MFA 0.59-0.57-0.58
Risk-Based 0.58-0.61-0.6 - No High Medium Medium
Authentication 0.63-0.6-0.62
Biometric 0.68-0.72-0.71 - No Low High Low
Authentication 0.69-0.72-0.7
Token-Based 0.62-0.64 -0.63 - No Low High High
Authentication 0.65-0.61 -0.62

The above table lists various algorithms and their
potential MFA accuracy values obtained from different
simulations. The table also includes indicators for
dynamic trust management, adaptability, robustness, and
computational efficiency. The proposed Al-driven MFA
algorithm showcases dynamic trust management, high
adaptability, robustness, and computational efficiency
compared to traditional and other algorithms. Traditional
MFA has lower adaptability and no dynamic trust
management, while biometric authentication has higher
accuracy but may lack dynamic adaptability. Risk-based
authentication has high adaptability, but computational
efficiency may vary. The table provides a comprehensive
comparison of these algorithms, allowing a clear

understanding of the strengths of the proposed solution
in securing massive machine-type communication in 6G
networks.

6. Conclusion

The research findings demonstrate that the proposed Al-
driven multi-factor authentication and dynamic trust
management system effectively secure massive machine-
type communication (MTC) in 6G networks. The MFA
accuracy was consistently above 0.47 through six
simulations, showcasing the system’s ability to
authenticate many machine-type devices intelligently.
The system’s adaptability to diverse devices, dynamic
trust management, and integration with 6G network
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architecture was crucial in achieving robust security and
efficiency. The contributions and novelty of the proposed
solution lie in its innovative approach to addressing the
security challenges associated with 6G networks. Unlike
traditional authentication mechanisms, the system
leverages artificial intelligence, employing LSTM-based
behavioural profiling to authenticate machine devices
with varying capabilities and resource constraints
adaptively. This intelligent approach enhances security
and efficiently handles authentication requests, making it
suitable for the high demands of 6G networks. The
dynamic trust management feature further sets this
solution apart, continuously assessing and updating
device trust scores based on real-time behaviour,
ensuring a proactive and responsive security framework.

The research results have significant implications for
developing and deploying 6G networks. As 6G networks
will experience an unprecedented proliferation of IoT
devices and M2M communications, ensuring robust
security and trust management becomes paramount. The
proposed Al-driven solution offers a scalable, adaptive,
and efficient authentication framework to safeguard
sensitive MTC data and services. This enhances the
reliability and integrity of the 6G ecosystem, fostering
greater trust among users and facilitating the seamless
integration of emerging technologies.

Areas for Further Improvement and Future Research
Directions: While the proposed solution demonstrates
promising results, there are further
improvement and future research. One potential direction
is enhancing the system’s anomaly detection capabilities
to detect better and mitigate insider threats. Additionally,
integrating advanced Al techniques, such as deep
learning and reinforcement learning, could enhance the
system’s ability to adapt to evolving security threats and
challenges in dynamic 6G networks. Furthermore,

areas for

investigating the performance of the proposed solution
under different real-world scenarios and evaluating its
scalability for even more extensive networks will be
crucial for practical implementation.
research efforts involving academia, industry, and
regulatory bodies are essential to driving the adoption of
Al-driven security solutions in the context of future 6G
networks.
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