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Abstract: The progress of clinical informatization depends greatly on the trustworthy exchange of electronic healthcare records, which 

are sensitive and important private data assets for patients. The longer access time, problematic cross-domain trustworthy exchange, and 

insecure storage of patient clinical record data are all discussed in this study. Designing a cross-chain trustworthy sharing solution for 

electronic clinical records based on the Fabric alliance chain required the use of blockchain and edge computing in this work. The system 

is separated into patient mobile applications, hospital online applications, and RFID electronic tag wristbands, with clinical record 

encryption and authentication, cross-chain trustworthy sharing, remote authorization, and other features. Additionally, in order to 

accomplish tailored privacy protection, a system for controlling the flow of private data using patients as the main source is proposed in 

this work. This mechanism is based on a biometric key and a secret algorithm. In order to establish reliable access and control, the 

master-slave multi-chain layered cross-chain paradigm based on the upgraded PBFT consensus algorithm for the main Chain and PoVT 

consensus algorithm for the slave Chain is employed 
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1. Introduction  

At present, with the popularization of medical 

information system, most hospitals at home and abroad 

use it to realize the information management of the 

whole hospital process, including the storage and 

processing of electronic medical records of patients. 

Traditional medical information systems usually use B/S 

or C/S architecture centres. The main reasons are: first, 

centralized architecture and relational data storage 

cannot guarantee the absolute security of medical record 

data, and different medical information systems 

implement different levels of information security 

protection standards. , storage service providers are not 

sufficiently credible and reliable, the system rights 

management mechanism is not strict, the division of role 

rights is not clear, and data leaks caused by third-party 

internal attacks emerge in an endless stream [2], 

according to the 2020 white paper on cyber security in 

the medical industry [3] ] data show that over 280,000 

pieces of patient medical data from 14 domestic central 

servers are exposed to the Internet; second, the storage 

format of electronic medical records is inconsistent with 

the dependent environment, the interoperability of 

medical information systems in various hospitals is low, 

and the storage of patient data is relatively scattered and 

Controlled by different subjects, data sharing is difficult 

to coordinate and manage, and in the process of cross-

domain sharing, the confidentiality, integrity, and 

availability of data cannot be guaranteed, and the 

reliability is questionable; third, the data access cycle is 

long, and access to medical record data requires medical 

information system 

A series of links, such as identity authentication, access 

control, key generation and certificate issuance, may 

cause network congestion and prolong the data access 

cycle when the amount of access is large. Obtain 

historical medical record data within the system, 

delaying accurate first aid. 
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Blockchain technology provides a secure distributed 

framework for electronic medical records to be 

controlled, trusted, and shared. Its decentralization and 

non-tampering characteristics align with the trend of 

distributed and secure data storage [4], and it is a perfect 

solution for data exchange. At present, the application 

research of the combination of blockchain and intelligent 

medical treatment at home and abroad has made 

significant progress. For example, HealthNautica's 

product e-Orders[5] uses blockchain technology to 

improve the security of patient data, which is convenient 

for both doctors and patients to identify and 

communicate with each other. It can be traced back and 

cannot be tampered with[6]; BitHealth[7] uses 

blockchain technology to store medical data and can 

restore it from any node around the world; Gem and 

Philips jointly develop an enterprise-level blockchain 

medical application Gem HealthNetwork [8], the 

application is based on blockchain technology to protect 

patient privacy and is conducive to the sharing of 

electronic medical record information [9]. However, the 

above research still has shortcomings: First, it is difficult 

to adapt to the high-speed production and high-frequency 

concurrent sharing of domestic medical data. , it is not 

suitable for the complex and rich text information 

environment in the era of big data, and the 

implementation cost is high; second, it does not reflect 

the authority control of the data flow with patients as the 

main body and cannot realize the controllable and 

personalized privacy protection of patients; third, it does 

not entirely Use the computing power of patient 

equipment and integrating edge computing technology 

highlights the shortcomings of single blockchain 

architecture. 

With the gradual enhancement of data processing and 

computing power of edge devices, edge computing has 

been introduced into Internet application systems as an 

extension of the cloud [10]. The solution for cross-

domain sharing of medical records takes the patient as 

the main body to control the sovereignty of private data 

assets and the flow of information, reflects the 

individualized privacy protection of patients, improves 

medical efficiency and reduces operating costs, and 

contributes to the construction of digital India. 

2. Overall System Design 

2.1. System Architecture Design 

The overall architecture design of the electronic medical 

record cross-chain trusted sharing system is shown in 

Figure 1. The hospital node centre server is the basic 

business of the system, such as providing support for 

appointment registration, user management, etc., and 

uses B/S architecture to communicate with the patient 

and the hospital. , the client initiates a request to the 

server's standard RESTful interface to exchange data in 

JSON format. The server is developed using the SSM 

(SpringMVC+Spring+MyBatis) framework set and 

interacts with the local database that stores the patient's 

basic information. The system is built through the 

patient's mobile application and the electronic label 

emergency aid bracelet. The edge computing 

environment provides computing power and storage 

functions and reads and writes data through RFID or 

NFC. The master-slave multi-chain hierarchical cross-

chain blockchain network and IPFS distributed P2P 

storage network support the core medical record business 

of the system. 

 

Fig 1: Overall Architecture of Electronic Medical Record 
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Fig 2: Five-Layer Architecture 

In addition, the five-layer architecture design of the core 

medical record business is shown in Figure 2, which is 

divided into the user layer, application layer, core 

business layer, network layer and data storage layer, and 

the system architecture design is refined from the 

perspective of different user roles and functional 

requirements. 

2.2. System Function Module Design 

After market analysis and research and user demand 

analysis, the following software functional structure is 

designed, with a total of three application platforms and 

20 functional modules.. 

I. Patient Mobile Application Terminal 

Functional Module 

(1). Medical record centre: The remote authorization 

module handles the authorization request of 

doctors to view remote medical records; the 

medical record download module retrieves the 

historical medical record files and downloads, 

decrypts, and verifies the signatures for patients 

to view; the medical record destruction module 

permanently deletes the historical medical 

records and files of patients. 

(2). Appointment centre: The registration and 

payment module allows patients to view the 

doctor’s schedule and make an appointment for 

registration and payment; the appointment list 

displays the patient’s appointment record. 

(3). Personal centre: The information management 

module provides addition, deletion, 

modification and checking of personal basic 

information; the key management module 

manages the validity period of the patient's 

biometric key, encrypted records, etc.; the 

biometric management module collects the 

patient's biometrics and performs local and 

offline encryption. key export. 

II. Functional Modules of Hospital Web 

Application 

(1). Medical record centre: The medical record 

uploading module uploads and uploads the 

signed and encrypted medical record files of the 

system by the hospital node; the medical record 

downloading module retrieves the historical 

medical record and downloads it to the local by 

the hospital node; the medical record request 

module is used by doctors to remotely send 

patients Initiate a medical record sharing 

request authorization. 

(2). Diagnosis centre: The doctor's consultation 

module is used by doctors to inquire and fill in 

the medical records of the patients to be 

diagnosed; the auxiliary examination module is 

used by doctors to issue auxiliary examination 

application forms; 

(3). Monitoring centre: The system management 

module is for administrators to manage the 

system; the data statistics module supports 

exporting various data of the system in the form 

of multi-format files; the visualization module 

provides a large screen for data monitoring. 
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III. First Aid Auxiliary Bracelet Module 

(1). Medical record reading and writing: Support the 

writing and encryption of basic patient 

information, encrypted medical record index 

and other information into the bracelet. 

(2). Electronic fence: support setting the induction 

point electronic fence strategy to limit the range 

of activities. 

(3). Statistics of people flow: It supports counting 

the number of people passing through the points 

through the induction points. 

2.3. System Core Business Process Design 

The core business of this system is the signature, 

encryption, uploading and uploading of electronic 

medical records, as well as retrieval, downloading, 

decryption and signature verification of medical records. 

4. Among them, after the hospital node is validly 

registered with the CA, it locally generates the hospital 

node public and private key pair ‹PKhos, SKhos›, 

submits the identity information and public key PKhos to 

the CA, issues a digital certificate and returns to the 

hospital node server. Patient mobile application When 

the client needs to verify the digital signature of the 

encrypted medical record hospital node, it applies for a 

digital certificate to the hospital node server and 

confirms its validity, and then obtains the hospital node 

public key PKhos for verification. Kiris is the patient's 

biometric key, which is locally offline by the patient's 

mobile application client Export. 

 

Fig 3 Encryption and Decryption approach 

2.3.1. Medical Record Signature, Encryption, 

Upload And On-Chain 

After the doctor completes the patient's diagnosis, the 

hospital web application generates the patient's plaintext 

electronic medical record. The hospital node first uses 

the national secret SM3 algorithm to calculate the digest 

value for the plaintext data, and then uses the hospital 

node private key SKhos and uses the national secret SM2 

algorithm to sign the digest value. The signed digest 

value SigSKhos (Hash (M)) is obtained; after the 

plaintext data and the signed digest value are spliced 

together, the biometric symmetric key Kiris is used and 

the national secret SM4 algorithm is used to encrypt the 

data symmetrically, and the result is completed. 

Signature authentication and encrypted medical record 

data EKiris (SigSKhos (Hash(M)).  

After the plaintext medical record data is signed and 

encrypted, the encrypted medical record file emr-

DataEncrypted is uploaded to the IPFS distributed P2P 

storage network, and the unique index Hash value related 

to the file content is obtained; the hospital node packages 

this Hash value and user basic information for the easy 

query as a block, call the smart contract and start the 

consensus algorithm to upload to the master-slave multi-

chain layered cross-chain network. 

2.3.2. Medical record search, download, decryption 

and signature verification  

When the patient himself needs to view the historical 

medical record, or after the doctor obtains the patient's 

remote authorization, the hospital node server calls the 

smart contract to query the historical medical record on 

the chain according to the keyword. After the query is 

successful, download the encrypted medical record file 

emrDataEncrypted in the IPFS distributed P2P storage 

network according to the index Hash value. Use the 

symmetric key Kiris to decrypt the medical record data, 

then verify the digest signature, and use the hospital node 

public key PKhos to get the digest to be compared. The 
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plaintext medical record data is calculated by the 

national secret SM3 algorithm to obtain the digest value 

H, and the comparison and verification stage is entered. 

If H and H' are completely consistent, the comparison 

and verification are passed, and the medical record data 

is true and valid, otherwise, it fails. The ciphertext 

medical record data decryption And the description of 

the signature verification algorithm is shown in 

Algorithm 1. 

Algorithm 1 Decryption and signature verification 

algorithm of ciphertext medical record data based on 

national secrets Input: ciphertext medical record data 

emrDataEncrypted, hospital node public key PKhos, 

biometric symmetric key Kiris 

Output: plaintext medical record data emrData 

(1). Symmetric decryption: use the SM4 decryption 

algorithm to decrypt the ciphertext data into 

emrDataPlainText; 

(2). Dismantling: take the last 32 bytes of 

emrDataPlainText as emrDataHashSig, and the 

rest as emrData; 

(3). Calculate the summary of plaintext medical 

record data: use the SM3 summary algorithm to 

calculate the Hash value emrDataHash; 

(4). Verify signature: use SM2 signature verification 

algorithm, input emrData, emrDataHashSig, 

PKhos for verification; 

(5). If the verification fails in step 4, output null and 

end; otherwise, output emrData and end. 

In addition, when a patient encounters an emergency 

outside the hospital, the emergency personnel scan the 

patient's emergency aid bracelet, read the Hash index of 

the patient's medical history, and then directly download 

the encrypted medical record file. The patient's iris is 

scanned on-site without the consent of the patient. The 

feature derives the biological key Kiris to complete the 

subsequent steps to achieve accurate first aid. 

3. Key Technologies and Implementation of 

The System 

3.1. Biometric-Based Key Derivation Algorithm 

The iris has rich and unique texture features. Among 

various keys derived from biometrics, the iris key is 

longer and can meet the requirements of general 

symmetric encryption algorithms for key length (≥56 

bits), which becomes the iris feature. Unique advantages 

of exporting biometric keys. 

In terms of iris feature extraction biological key research, 

The Author proposed a private template scheme in 1988 

[11], which extracts typical iris features directly as a key, 

but there is no experimental result, only at the theoretical 

level. The representative work is error-correcting code-

based [12] and context-based iris feature key generation 

technology [13], but the above work has the following 

problems: First, the extracted iris feature template is 

stored in the cloud, and there are The second is that the 

generated keys are all from the outside, not from the iris 

feature itself. The scheme adopted in this system is: on 

the basis of iris preprocessing, use Haar wavelet three-

layer decomposition to extract iris features, and use 

random mapping function to extract iris features from the 

iris. The 128-bit symmetric encryption key is directly 

extracted from the feature, which is used for the national 

secret SM4 symmetric encryption algorithm to realize 

the personalized privacy protection of patients. The 

algorithm description is shown in algorithm 2. 

Algorithm 2 Key derivation algorithm based on iris 

features Input: iris image img 

Output: 128-bit key for the national secret SM4 

symmetric encryption algorithm 

(1). Iris image preprocessing: After 

preprocessingimg, a normalized image img_tmp 

is obtained, with a size of 100 × 400; 

(2). Image segmentation: take the 40×200 area R4 at 

the upper right of the img_tmp image; 

(3). Two-dimensional Haar wavelet three-layer 

decomposition: take the HL3, LH3, HH3 

regions of the result, a total of 375 wavelet 

coefficients; 

(4). Feature encoding: The feature vector C 

composed of "0~1" thresholded wavelet 

coefficients is a binary code; 

(5). Key derivation: extract the 128-bit symmetric 

cryptographic key P from C through a random 

mapping function; 

(6). Output P, end. 

3.1.1. Iris image pre-processing 

Iris preprocessing includes iris acquisition, iris ring 

localization, eyelid detection, eyelash detection, and iris 

ring rectangle normalization, and its purpose is to extract 

the effective iris area for feature extraction. The 

preprocessing process is shown in Figure 4.
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(A) Eye Image   (B) Iris Ring Localization  (C) Eye Detection 

 

(D) Eyelash Detection    (E) Iris Ring Rectangle Normalization 

Fig 4 Irisimagepre-processing 

3.1.2. Extraction and coding of iris characteristic 

coefficients 

The iris texture features are mainly concentrated in the 

third layer, and the two-dimensional Haar wavelet three-

layer decomposition is performed on the iris feature area, 

as shown in Figure 5. 

 

Fig 5. Results of Haar three-level wavelet decompositionof iris image 

The frequent changes in iris texture feature cause the 

details of grey image changes to be mainly concentrated 

in high-frequency coefficients. If the low-level high-

frequency coefficients are used as iris feature 

coefficients, the feature vector space will be too large, 

and the coding efficiency and key derivation speed will 

be reduced. Therefore, the high-frequency coefficients of 

the third layer are extracted as the iris feature vector C, 

and there are 25 × 5 × 3 = 375 wavelet coefficients in 

total, and the results are listed in Table 1. 

Table 1: Irish Features Extraction 

Child Images 1 2 3 4   22 23 24 25 

LH３ 

45.26 38.96 21.45 39.89 … 43.88 5.25 56.55 52.23 

25.68 8.95 -2.89 -6.89 … -8.25 5.63 5.25 -8.00 

… … … … … … … … … 

18.12 5.69 -35.78 5.69 … 9.25 11.45 5.50 8.35 

HL３ 

48.56 -45.56 51.50 35.56 … -31.72 -28.56 -23.45 -73.73 

35.56 -15.25 15.25 -15.56 … 1 -35.85 28.86 -61.25 

… … … … … … … … … 
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-12.82 -9.36 -15.74 22.56 … -43.85 -5.3 15.45 15.89 

HH３ 

5.26 -5.63 -1.36 20.69 … -18 -5.35 25.36 -2.45 

10.55 -10.56 28.88 -10 … 1 14.63 -43.87 14.56 

… … … … … … … … … 

15.61 5.12 -30.45 8.88 … -9.56 11.56 18.45 4.25 

 

To facilitate the processing of the random mapping 

function, set 0 as the threshold to convert the feature 

vector C into a binary code. The encoding rule of the iris 

feature vector element C(i) is shown in formula (1): 

𝑪(𝑖) = {
0, 𝑪(𝑖) < 0,1 ⩽ 𝑖 ⩽ 375
1, 𝑪(𝑖) ⩾ 0,1 ⩽ 𝑖 ⩽ 375

 

After encoding the thresholded feature vector C' through 

a random mapping function, a 128-bit symmetric 

cryptographic key is obtained, as shown in Figure 6.

 

p 

0 1 1 0 0 0 0 0 1 1 0 0 0 0 1 1 

1 0 0 1 0 0 1 0 1 1 0 0 1 1 1 1 

0 1 0 0 1 0 0 1 0 0 1 1 0 0 0 0 

0 1 0 0 1 0 0 1 0 1 0 0 0 1 1 1 

0 1 0 0 1 1 0 0 1 0 0 1 1 0 0 0 

0 0 1 0 0 1 0 0 0 0 1 0 0 1 0 1 

0 1 0 1 1 1 0 0 1 0 0 1 0 0 1 0 

1 1 0 0 1 0 0 1 0 1 0 0 1 0 0 1 

Fig 6: Biometric Key Extraction 

3.2. Master-Slave Multi-Chain Hierarchical 

Cross-Chain Model 

The cross-chain consensus algorithm can improve the 

throughput and scalability of the blockchain, and 

enhance the transaction processing capability. This 

system builds a master-slave multi-chain split based on 

the improved PBFT consensus algorithm [14] for the 

main chain and the PoVT consensus algorithm for the 

slave chain. Layer cross-chain model. This model uses 

cross-chain technology based on the notary mechanism. 

The slave chain is responsible for packaging and 

verifying medical record data blocks, and the main chain 

is responsible for sorting, consensus and uploading the 

blocks uploaded from the slave chain. The model 

structure is shown in the figure 7 is shown. 

 

Fig 7: Master Slave Multichain Hierarchy 
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3.2.1. Slave Chain Consensus 

The slave chain adopts a PoVT consensus mechanism 

based on a voting mechanism and a credit mechanism. 

The consensus mechanism adopts a voting mechanism to 

select block-producing nodes, which ensures the 

reliability of nodes participating in the consensus and 

reduces the impact of node rights and interests on the 

distribution of accounting rights. , thereby increasing the 

difficulty of launching rights smashing attacks, double-

spending attacks, private mining attacks, etc. on the 

system. The slave chain completes the packaging and 

uploading of data blocks within a time slice, and after a 

cycle ends, the representative of the slave chain node 

uploads all data blocks in this cycle to the main chain 

network. The slave chain nodes are divided into 5 types 

of roles: ordinary nodes, election nodes, production 

nodes, alternate nodes, and representative nodes. The 

ordinary nodes do not participate in any consensus and 

are responsible for synchronizing the latest data The 

block is sent to the local; the electoral node verifies and 

votes on the data block; the production node packs the 

medical record data and basic patient information into 

blocks; the alternate node is responsible for replacing the 

production node or the electoral node to become the role 

to continue when the production node or the election 

node cannot provide services Exercising the mission; the 

representative node is responsible for uploading the 

confirmed data blocks of its main body to the main chain 

network in each cycle. Select some nodes from the 

production nodes, election nodes, and candidate nodes to 

form a consensus node set N, set N The middle node is 

allowed to have the dual identities of the main chain 

node and the slave chain node at the same time. After the 

set N is formed, the PoVT consensus algorithm is used to 

determine the number of the production node that 

generates the block in each time slot, and a pseudo-

random number is generated by running the Mersenne 

rotation algorithm. As the number of the representative 

node constituting the main chain, the data block is 

uploaded to the main chain network. 

3.2.2. Main chain consensus 

The main chain adopts an improved PBFT consensus 

mechanism. Based on the PBFT consensus mechanism, 

the checkpoint protocol cancels the step of regularly 

checking and clearing certificates, and the node 

synchronization process uses the method of requesting 

blocks from other nodes and verifying the 

synchronization to complete; The view switching 

protocol uses a timeout mechanism to switch views 

based on the block generation protocol. The improved 

PBFT consensus does not require three-stage mutual 

communication between nodes, which reduces 

communication consumption. 

The representative node uploads the confirmed block 

data in its slave chain to the main chain network and then 

participates in the improved PBFT consensus of the main 

chain. After the consensus is completed, each 

representative node saves the main chain block to the 

local network. The main chain block saved by a 

representative node contains block data from different 

slave chains, which can be queried by other nodes in the 

slave chain where it is located, so as to complete the data 

cross-chain between different slave chains. 

4. System Analysis  

4.1. Security Analysis 

(1) Data security: The system processes and stores 

users' primary low-sensitive data and important sensitive 

data in different ways. The essential low-sensitive data is 

stored in the hospital's local database, and fields such as 

user passwords are processed by "hash and salt" Post-

storage. Critical and sensitive medical record data is 

processed by a series of encryption and authentication 

mechanisms based on biometrics and national secret 

algorithms. The most vital symmetric encryption key is 

derived from the image of the patient's iris. As a result, 

the medical record data is safe and reliable. In addition, 

the RFID electronic tag in the edge computing device 

uses the NTag213 chip, and the password protection 

mode is turned on. It uses 128-bit ECC encryption. The 

electronic title will permanently lock when the password 

is tried and wrong 50 times. Sex is higher. 

(2) System operation security: The core network 

architecture of the system adopts a distributed and P2P 

structure design. Through the joint maintenance of all 

nodes, single-point attacks can be avoided to a certain 

extent; the main chain in the master-slave multi-chain 

layered cross-chain network is improved. In addition, the 

PBFT consensus algorithm supports 3f+1 node fault 

tolerance, which can better ensure the system's stability. 

4.2. Efficiency Analysis 

The SimPy simulator is used to model the core 

blockchain network of the system and the operation 

process of edge computing. The standard PBFT 

consensus algorithm and H-PBFT algorithm are selected 

for comparison. 

First, compare the throughput and delay when the 

number of system nodes is 20, 50, and 100. It can be 

seen from Figure 8 and Figure 9 that the system's 

performance using the standard PBFT consensus 

algorithm decreases with the increase in the number of 

nodes. This is because the system's performance using 

the H-PBFT consensus algorithm has been improved. 

This system combines edge computing technology with 

the blockchain system and adopts the master-slave multi-

chain hierarchical cross-chain model. The experimental 
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results show that the system has the best indicators, 

throughput, and time. Second, comparing the change in 

CPU occupancy rate with time, the results are shown in 

Figure 10. It can be seen from the results that over time, 

the CPU occupancy rate of the system using the standard 

PBFT consensus algorithm continues to increase. The 

CPU occupancy rate of the H-PBFT algorithm has a 

similar trend, which has been maintained at about 82% 

for a long time. The CPU occupancy rate of this system 

has been dramatically improved and can be kept below 

20%.

Table 2 Throughput Data 

No of Nodes System using PBFT algorithm 
System using H-PBFT 

algorithm 
Huiwen system 

20 3500 5500 7500 

50 2500 5000 6500 

100 1500 4500 6500 

 

 

Fig 8 Throughput graph 

Table 3: Time Delay data 

No of Nodes 
System using PBFT 

algorithm 

System using H-PBFT 

algorithm 
Huiwen system 

20 675 625 425 

50 875 725 580 

100 1120 780 675 
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Fig 9:  Time Delay graph 

Table 4: CPU Utilization 

No of Nodes 
System using PBFT 

algorithm 

System using H-PBFT 

algorithm 
Huiwen system 

70 104 83 18 

65 105 85 20 

60 103 84 21 

55 105 85 18 

50 101 85 21 

45 102 83 19 

40 105 84 19 

35 75 85 20 

30 60 66 19 

25 55 46 18 

20 45 42 19 

15 24 23 20 

10 9 15 10 

5 5 8 8 

0 3 5 5 

0

200

400

600

800

1000

1200

20 50 100

No of Node

System using PBFT algorithm System using H-PBFT algorithm Huiwen system
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Fig 10: CPU Utilization Graph 

The mainstream similar electronic medical record data 

sharing systems are analyzed and compared from five 

aspects: consensus algorithm, chain structure, system 

efficiency (throughput, delay, CPU occupancy rate), data 

sharing, and whether to integrate edge computing.  

5. Conclusion  

This paper integrates blockchain and edge computing 

technology, designs and implements a cross-chain trusted 

sharing system for electronic medical records, derive 

keys from patient biometrics, and realize personalized 

privacy protection. It has strong security and 

practicability and provides a Powerful decentralized 

network and abundant edge computing and storage 

resources. Of course, this system still has many 

deficiencies. Exploring the combination of blockchain 

and edge computing technology still faces significant 

challenges, such as integrating  
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