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Abstract: Traditional cybersecurity training methods are ineffective and lack engagement, leading to low retention and limited practical appli-
cation. Serious games offer an interactive and promising solution to address these issues. However, the literature review reveals a shortage of
diverse educational content that is customized to suit users' preferences and different types of learners, as well as a wide range of tasks that
promote a diverse learning environment. To address this gap a serious game called Security Power Lab (SPL) is designed and implemented to
provide an effective learning platform for individuals, including students and employees and to enhance their technical skills in cybersecurity.
The SPL offers real-time feedback on users' performance, allowing them to practice and develop their skills efficiently. Additionally, the SPL
offers a wide range of educational content that is customized based on users' preferences and takes into account their knowledge, skills, and
abilities (KSAs). The SPL has implemented using the Godot engine, chosen for its essential tools and features that enhance the uniqueness and
captivating experience of the game. The game has been evaluated to validate the design concept and objectives through testing the game
among participants. Next, the System Usability Scale (SUS) is employed as a commonly used self-administered tool to ensure that products
conform to specific quality and usability criteria. Finally, a comparison between the SPL game and the previous games has been presented and
discussed. The results indicate that the proposed game serves as a crucial training tool for increasing cybersecurity knowledge and abilities.
Furthermore, the game has strong system usability, with a good score of 74.09%. Finally, the SPL distinguishes itself from other serious games
through its inclusive range of educational content, tailored to the individual user's knowledge, skills, and abilities (KSAs) as well as their

personal preferences.
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1. Introduction
The internet is being used extensively worldwide for various

been used to promote security awareness, but their effective-
ness is uncertain. A lack of knowledge and expertise in this

purposes, creating a global marketplace but also exposing vul-
nerabilities to cybercrime and misuse. To prevent this, many
security tools are available to organizations to ensure the con-
fidentiality, integrity, and availability of information, which is
an essential aspect of information systems security [1]. Infor-
mation security should not only involve technological ele-
ments but also consider the human factor, including individu-
als such as computer users, enforcement team members, and
other information system resources. The knowledge, attitudes,
skills of these individuals typically influence their involve-
ment in information security [2]. To successfully implement
security policies in an organization, it is essential to increase
employees' awareness of the policies. Different methods have
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field is a significant contributing factor to organizations' strug-
gles to achieve adequate cybersecurity [3]. The primary aim
of training is to furnish employees with current information
with knowledge about the organization's goals [4]. Researches
have shown that serious games have been effective in produc-
ing positive outcomes in organizations compared to traditional
training methodologies. Organizations are adopting game-
based approaches to reduce costs, save time, and increase staff
motivation and commitment. To ensure that educational ob-
jectives are met, it is crucial to focus on creating serious games
with clearly defined educational goals that encourage the de-
velopment of essential skills, thus improving learners' cogni-
tive and intellectual capacities [5, 6]. The primary aim of this
study is to propose a novel serious game called Security Power
Lab (SPL), which offers an efficient learning platform for stu-
dents and employees. The SPL provides an extensive range of
educational content tailored to users' preferences, taking into
account their knowledge, skills, and abilities (KSAS). Further-
more, the SPL caters to a wide range of tasks to promote a

International Journal of Intelligent Systems and Applications in Engineering

JISAE, 2023, 11(11s), 245-259 | 245



varied learning experience, all geared towards achieving the
primary goal of the game. This paper is structured as follows:
Section 2 provides a review of the literature on previous stud-
ies related to the research topic. Section 3 research contribu-
tions have been presented. Section 4 introduces the proposed
serious game (SPL). In Section 5, the implementation of the
game has been presented. In section 6, the evaluation of the
game is presented. Finally, Section 7 presents the conclusion
of the paper.

2. Literature Review
This section categorizes the most well-established security-re-

lated games from the literature based on their primary objec-
tive. In term of educating and increasing awareness of the
players. In the study by [7], a card game was employed that
can be played by all employees in a company, aimed at en-
hancing their understanding of the threat and documenting se-
curity requirements pertaining to social engineering. Accord-
ing to the [8], Anti-Phishing Phil game has been developed to
offer a tool that is easy for users to use to learn about phishing
attacks. Furthermore, in [9], a 2D educational game named
"Bird's Life" was created to educate college students and indi-
viduals with general interest about phishing. Moreover, the
work conducted by [10] discusses a game called Cyber-
CIEGE, which is designed to be an engaging and interactive
way to teach security awareness and support organizational
security training goals. Moreover, as per [11], The Hack Space
is an integrated game model. The primary aim of The Hack
Space is to produce experts who possess the ability to manage
security at various levels and have a comprehensive grasp of
the processes, functions, and controls essential for security.

In the research discussed in [12], a computer game called BE-
WARE has been developed with the aim of improving users'
cybersecurity awareness through gameplay. The game covers
a range of cybersecurity aspects, including social engineering,
email phishing, identity fraud, information security, and more.
The Cyber Security Lab (NOVA labs) [13] is a game that chal-
lenges players to take on the role of a chief technology officer
of a start-up social media company and defend against pro-
gressively more sophisticated cyber-attacks. The game pro-
motes cyber security awareness by presenting a series of chal-
lenges, including coding, password-cracking, social engineer-

ing, and other types of cyber battles.

SECURITY-CyberTechs [14] is an innovative digital gaming
platform designed for elementary students to educate them on
cybersecurity and privacy topics. The platform is made up of
a web-based LCMS and a DGBL app, which are intended to
be used alongside traditional teaching methods rather than re-
placing them. What.Hack [15] is an educational game that
helps students learn how to identify and avoid phishing scams.
The game presents players with different scenarios that mimic
real-life situations and allows them to make decisions and see

the consequences of their actions. Pomega [16] is a 2D game
aims to increase users' knowledge of cybersecurity awareness.
The game covers five cybersecurity awareness topics, includ-
ing phishing, passwords, social networks, mobile security, and
physical security. Users are encouraged to complete the game,
as they receive a certificate after finishing the game or a topic.
The aforementioned research papers highlight a notable gap in
the availability of diverse educational content that can be per-
sonalized to cater to users' preferences and accommodate var-
ious types of learners. Furthermore, there is a recognized
dearth of comprehensive tasks that effectively foster a diverse
learning environment. This analysis underscores the need for
innovative approaches that address these limitations and en-
hance the educational experience for a broader range of users.

3. Study Objectives
The major objectives of this work are:

First, designing and implementing a comprehensive and inno-
vative training method called Security Power Lab (SPL) cater
to a wide range of users, such as students and employees, with
the aim of enhancing their technical expertise in the field of
cybersecurity.

Second, the proposed game provides rich content material for
users of different skill levels and backgrounds, which is cru-
cial for effective cybersecurity education and makes it a com-
prehensive and informative tool for cybersecurity education
and training.

4. Proposed Security Power Lab Game (SPL)
The proposed serious game designed and implemented

based on the player level of awareness, the materials and con-
tent should be regularly selected and extended through some
game exercises. There should be a large selection of tasks and
exercises divided into different security categories. Also, there
should also be different types of tasks to attain diversity in the
learning environment to achieve main goal of the game which
is learning through game. The proposed serious game "Secu-
rity Power Lab" went through four primary stages: Concep-
tual, Design, Development, and Achievement. These stages
were used to guide the design and development of the game.
Conceptual Phase: During the conceptual phase, it is neces-
sary to identify user preferences, such as the player's abilities,
and system preferences, such as instructional content, in order
to establish the objectives for playing a serious game. In SPL
the user preferences and system preferences (Learning Objec-
tives, Learning Strategy and Educational Content) have been
settled based on the user profile that the player filled before
starting the game. Additionally, the type of game and the skills
needed fall under the category of game genres. The SPL em-
phasizes the importance of game genres as the initial phase in
designing serious games. In the proposed SPL serious game,
the genres implemented consists of RPG.

Design Phase: The design of the serious game "Security
Power Lab" encompasses various aspects, including experi-
ences, mechanics, components, dynamics, and technology,
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which were implemented to cater to user preferences and
system preferences. These elements were incorporated into
three primary elements of the game's design process:
Actions: Via Learning technique, Instructional content and
Game Strategy

Scaffolding: game element such as time, feedback, levels,
points and etc.

o Achievements: Learning

Development Phase: The objective of this phase is to outline
all of the game elements that are essential and relevant to the

context of serious game development. The implementation
has been discussed in next section.

Achievement Phase: In this phase, in order to achieve main
goal of the proposed serious game throughout the process of
selecting the right elements and implementing the correct en-
vironment during developing the SPL. the objectives of se-
rious games in educational settings are described as a learn-
ing. The proposed serious game framework for the design
and implementation of the SPL Security Power Lab game is
presented in Figure 1.
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Fig 1: Proposed serious game framework

The proposed serious game framework consists of the follow-
ings;

User Profile

The player's profile is analyzed to identify their knowledge,
skills, and abilities (KSA) characteristics. The learner's profile
includes their learning history, characteristics such as age and
retention ability, learning preferences such as experiences, job
position, and level of education and certification.

Scenario Execution Flow (SEF):

The components of the serious game are categorized into three
types: assessment (gaming), learning, and instructional, based
on the type of activity they facilitate. However, a component
may serve more than one type of activity over time. In the SPL
framework, scenario execution flow undergoes through three
main components:

Learning Objectives: The learning objectives (LOs) are con-
cise descriptions that outline the KSAs (Knowledge, Skills,
and Abilities) that a player (such as a student or employee) is
supposed to acquire at the conclusion of a game session.
Learning Strategy: The learning strategy refers to the ap-
proach taken during a game session to assist learners in
achieving the learning objectives.

Educational Content: Educational content represents the in-
formation providers in the environment a serious game oper-
ates. For the educational content, SPL relies on the one of the
standard information security references which is “Computer
Security Principles and Practice” by “William Stallings &
Lawrie Brown”. Based on the information provided, the pro-
posed serious game has been designed and implemented ac-
cording to the proposed category that presented Figure (2)
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Fig 2: SPL Educational content categories

By incorporating these educational content categories into the
game environment as showed in Figure 2, players are able to
learn about cyber security in a more practical and hands-on
way. They are able to apply the knowledge and skills they
have learned to solve problems and challenges, which helps to
reinforce learning and increase retention.

Conditions

To design and develop effective cyber security serious games,
the SPL framework identifies an important component called
conditions. As per condition component, learners must com-
plete a series of tasks in a specific order to successfully exe-
cute one or more SEFs (Scenario Execution Flows). These se-
quences in which tasks have to be performed fulfill game's
goals have interdependencies and relations are;

Actions: In the game, learners perform operations called ac-
tions that are aimed towards a specific goal. These actions can
be broken down into smaller units known as operations. In
SPL, the actions decomposed into two main units:

Learning: The SPL framework aims to incorporate a variety
of effective learning strategies based on modern theories and
innovative techniques in serious games. The framework aims
to support continuous learning and training by adopting a lay-
ered learning approach, which involves a series of sessions
that gradually increase in duration, complexity, and challenge.
Instructional (Game Strategy): The way in which an instructor
can provide assistance, guidance and feedback to aid learners
in achieving their learning objectives is known as instructional
actions. Components in serious games are categorized into
gaming, learning and instructional depending on the kind of
activity they support. Within SPL, instructional actions (game

strategy) are meant to provide help, guidance and feedback to
enable learners to achieve the learning objectives of the game
and reflect on their progress. The learning strategy perspective
requires that learners grasp a SEF and visualize the game plan,
while the instructional perspective involves choosing an ap-
propriate game genre that can assist learners by narrowing
down the set of SEFs presented to them.

Scaffolding: The SPL framework highlights the importance of
scaffolding and adaptability in cyber security serious games.
In the beginning, the framework examines the adaptability
features of the learners' learning profile and the educational
context attributes. The game's adaptive elements, including
the interface, scoring, rewards, task duration, game resources,
and stress levels, are tailored to better suit the learners' require-
ments. SPL applies the best game process elements in term
of Mechanics, Components, Dynamics and Technology have
been selected which are suitable for the proposed serious
game.

Achievements are problems the learner has to solve in the con-
text of the game. The main goal of capabilities classification
achievement is to assess the players abilities throughout the
game exercises based on the educational content that have
been presented in an enjoyable and motivated game environ-
ment and to classify their skills and knowledge to determine
their levels and employment position in any related organiza-
tion.

SPL Implementation

Godot engine has been used to implement the SPL because it
is a free and open-source game engine that provides a compre-
hensive set of tools for developing 2D and 3D games. It
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supports a variety of platforms, including Windows, Linux,
macOS, i0S, Android. The languages used in this imple-
mentation consist of GDScript which is the language Godot
Engine uses to create games it’s close to Python programming
but has its different functions and uses, C++ was used as well
to get accurate results and the use of the CPU to go against the
player. The proposed game is offline which helps the learner

to play anywhere at any time without the need of constant in-
ternet, all that is required is a PC that can handle the engine
which even then it is not demanding. SPL serious game pro-
vides guides and rules to the learner and reward them as they
play the game and give them a certificate at the end. The flow
chart of the SPL presented in Figure 3.

C

v

Fig 3: SPL flow chart

The players have to complete a set of challenges in a set
amount of time even though if they ascertain a good amount
of score, they can retain their constitution for their character
and extend the timer. The players can find score by resisting
attacker, finishing the trainings successfully and collecting
them around the environment. The player must first speak
with the receptionist to enter the facility. Afterwards they have
to finish each training to access the next one all while resisting
or avoiding spread out attackers that will either take score
from the player. The player is timed but they can get more time
and get constitution back by interacting with the vendor in the

Social engagement Loops

map to increase their time. However, doing so will cost them
score. On the other hand, there are various ways to get more
score aside from just beating the training mini games. After all
training modules are done the player can finally exit the facil-
ity using the end portal in which they will get another certifi-
cate with their final score. After the player created their pro-
file, they can access directly the game. The game might be
used by any organization to train and increase their employ-
ees. After they enter this section, the player sees the map of
the game with dialog and what they have to do as shown in
Figure 4.

Resources acquisition: coins

Fig 4: SPL map of the game

Next, when the player speaks with the NPC (Non-Playable
Character) an educational, the mini games start that teaches
the player about the appropriate information based on the

player’s KSA. Figure 5 demonstrate some screens of the im-
plemented mini games.
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Fig 5: SPL game progresses

5. SPL Evaluation
In this section, the evaluation of the proposed security power

lab game (SPL) has been presented. Firstly, the game has
been evaluated to validate the design concept and objectives
through testing the game among participants. Next, the Sys-
tem Usability Scale (SUS) is employed as a commonly used
self-administered tool to ensure that products conform to spe-
cific quality and usability criteria. Finally, a comparison be-
tween SPL game and the previous games has been presented
and discussed.

6.1 Data Collection

For data gathering, a personal demonstration of the game was
given, and participants were interviewed during the game to

gain insight into their thoughts and feelings about the game.
The qualitative feedback obtained was supported by quantita-
tive data, which was collected and conducted with 129 partic-
ipants, it was found that the users belonged to different posi-
tions, including students, employees, employee managers, IT
employees, IT managers, and senior IT managers. Moreover,
they had varying levels of degrees ranging from Diploma to
PhD. This diverse group of users provided valuable insights
into the effectiveness of the game in different scenarios and
for different types of learners. Details about the participant are
shown in Tables 1-5.

Table 1: Gender frequency

Variables Classes Frequency Percentage
Gender Male 99 76.7%
Female 30 23.3%
Table 2: Age frequency
Variables Classes Frequency Percentage
Less Than 20 33 25.6%
20-25 44 34.1%
26-30 15 11.6%
Age
31-35 22 17.1%
36-40 12 9.3%
More Than 41 3 2.3%
Table 3: Degree of the participants
Variables Classes Frequency Percentage
High School 20 15.5%
Certification Diploma 28 21.7%
BSc 67 51.9%
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Master Degree
PhD

9 7%
5 3.9%

Table 4: Job Description of participants

Variables Classes Frequency Percentage
Student 82 63.6%
Employee 14 10.9%
Job Description Employee Manager 4 3.1%
IT Employee 16 12.4%
IT Manager 6 4.7%
Senior IT Manager 7 5.4%
Table 5: Years’ Experience participants
Variables Classes Frequency Percentage
Student 83 64.3%
Less than 5 19 14.7%
) 6-10 14 10.9%
Years’ Experience
11-15 6 4.7%
16-20 3.9%
More than 21 2 1.6%

6.2 SPL User Evaluation

The game has undergone thorough evaluation process, taking
into consideration the viewpoints of the players and focusing
on its well-designed, interactive, and learnability achieve-
ments aspects. To gauge the quality of the game, data was col-
lected from a comprehensive survey administered to the play-
ers. This survey specifically targeted questions number 5, nub-
mer 7 and number 9, which were carefully crafted to extract
relevant information related to the game's design, interactivity,

and its effectiveness in facilitating learning. By focusing on
design, interactivity, and learnability achievements,the evalu-
ation aimed to assess how well the game met its intended ob-
jectives and how it resonated with the players' expectations.
The results of the survey and the participants' responses were
organized and presented in Table 6 and Figure 6. Table 6 of-
fers a detailed breakdown of the participants' feedback in re-
lation to the game's well-designed, interactive, and learnabil-
ity achievements aspects.

Table 6: Years’ Experience participants

Rate/questions Well Designed Interactive Learning
Strongly agree 48 48 43
Agree 57 47 51
Neither agree nor disagree 19 22 26
Disagree 3 10 7
Strongly Disagree 2 2 2
Participants 129 129 129
Scale result for Q5 (Well Designed), Q7(Interactive) and Q9 (Learning)
60
40
20
O — — —
Well Designed Interactive Learning
B Strongly agree B Agree ® Neither agree nor disagree 1 Disagree M Strongly Disagree

Fig 6: SPL game progresses
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Based on the feedback gathered from a sample of 48 partici-
pants, it is evident that there is a strong consensus regarding
the high quality of the proposed game in terms of its design
and interactivity. A significant majority of the participants ex-
pressed strong agreement with regards to these aspects, high-
lighting the game's effectiveness in facilitating quick and effi-
cient learning. The positive response from such a substantial
number of participants lends credibility to the claim that the
game is not only visually appealing but also fosters an inter-
active environment that promotes rapid comprehension and
skill development.

Also, a majority of the participants, numbering 57, expressed
agreement regarding the game's well-designed nature, high-
lighting the thoughtful attention given to its visual aesthetics,
user interface, and overall presentation. Additionally, 47 par-
ticipants specifically acknowledged the game's interactive el-
ements, affirming its ability to facilitate rapid learning.
Furthermore, the feedback obtained from a subset of 19 par-
ticipants, it can be observed that there is a level of ambiguity
regarding the perception of the proposed game's design. These
participants neither agreed nor disagreed on the game's design,
indicating a lack of a clear consensus. Similarly, 22 partici-
pants expressed a neutral stance on the game's interactivity for
quick learning, neither agreeing nor disagreeing with its effec-
tiveness in facilitating rapid comprehension.

Based on the feedback gathered from a small subset of 3 par-
ticipants, it is evident that there are individuals who disagree
with the notion that the proposed game has been well de-
signed. These participants expressed their dissatisfaction with
the game's design, indicating potential areas of improvement
that need to be addressed. Similarly, 10 participants disagreed
with the game's interactivity for quick learning, suggesting
that they found the game lacking in terms of effectively pro-
moting rapid comprehension. These dissenting views high-
light the importance of considering diverse perspectives and
opinions in the evaluation process.

Based on the feedback received from a small subset of 2 par-
ticipants, it is evident that there are individuals who strongly
disagree with the assertion that the proposed game has been
well designed and interactive for quick learning. These partic-
ipants expressed their strong dissatisfaction with both the de-
sign and interactivity aspects of the game, suggesting signifi-
cant areas of concern. The feedback from these participants
highlights the need for careful examination and analysis of
their specific criticisms to identify potential shortcomings or
issues that may have led to their strong disagreement.

In another hand, based on the feedback received from a di-
verse group of participants, it is evident that the proposed
game has largely succeeded in achieving its intended goals of
facilitating learning. A significant number of 43 participants
expressed strong agreement, while an additional 51 partici-
pants agreed that the game effectively contributes to their

learning objectives. These responses highlight the positive im-
pact of the game in supporting and enhancing the learning ex-
perience. However, it is worth noting that 26 participants nei-
ther agreed nor disagreed on the game's effectiveness in
achieving learning goals, indicating a level of uncertainty or
mixed opinions within this subset. Additionally, a small num-
ber of participants, comprising 7 individuals, disagreed that
the proposed game successfully achieves the intended learn-
ing goals. Among them, 2 participants strongly disagreed with
the game's ability to meet the desired learning outcomes.
Overall, these findings serve as valuable evidence of the
game's success in meeting its intended goals and substantiate
its reputation as a well-designed and interactive learning tool.
These collective findings suggest that the proposed game suc-
cessfully combines a visually appealing design with interac-
tive features, creating an engaging learning environment that
effectively captures the attention and promotes quick compre-
hension. Moreover, the evaluation provided valuable feed-
back and actionable recommendations for further improve-
ments. This player-centric evaluation methodology ensures
that the game is aligned with the expectations and preferences
of its intended audience, ultimately enhancing the overall
gaming experience.

6.3 System Usability Scale (SUS)

The System Usability Scale (SUS) is a survey scale that can
be used to evaluate the usability of a product or service in a
simple and efficient manner. This tool is effective in as-
sessing the usability of various user interfaces, including
software interfaces, web pages, web applications, cell
phones, networking equipment, pagers, speech systems, and
video delivery hardware and software. It is particularly use-
ful in the context of serious game testing [17]. Addition-
ally, the SUS possesses various qualities that make it an ap-
propriate selection for usability professionals [18]:

. The questionnaire is not specific to any technology,
making it suitable for different products and services.

. It can be completed quickly and easily by users.

) Providing a single score that can be easily understood
by different professionals, from project managers to com-
puter programmers.

. Also, the survey is non-proprietary, making it cost-

effective.

The System Usability Scale (SUS) consists of 10 statements
that are rated by respondents on a 5-point Likert scale, where
the strength of their agreement is indicated. Figure 7 shows
these statements. The SUS is widely used to evaluate the
learnability and usability of various products [19].
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Fig 7: SUS response format

The SUS survey employs the following response format:

1. I would use this system frequently.

2. The system seemed unnecessarily complex.

3. The system was easy to use.

4. A technical person's assistance would be necessary

for me to use this system.

5. The various functions in the system were well inte-
grated.

6. There was too much inconsistency in the system.

7. Most people would learn to use the system quickly.
8. The system was cumbersome to use.

9. | felt confident using the system.

10. Aot of learning was required before I could get go-

ing with the system.

The SUS generates a score between 0 to 100 to indicate the
level of usability, with higher scores representing better us-
ability. However, since the statements in the survey alternate
between positive and negative, one must be careful when
scoring it [20]. The SUS score is computed based on a for-
mula created by Brooke [20], which involves several steps:

odd-
numbered statements, one is subtracted from the user re-

. For

sponse.
o For even-numbered statements, the user response is
subtracted from 5.

o The converted responses for each statement are added

up for each user. The total is multiplied by 2.5, which re-

scales the possible range of values from 0-40 to 0-100.
Although SUS scores range from 0 to 100, they should not
be interpreted as percentages. To assess how a product per-
forms compared to others, its percentile ranking needs to be
examined. An above-average SUS score would be anything
above 68, while a score below 68 would be considered below
average [21]. Although originally designed to assess only
the perceived ease-of-use of a system, recent studies have
demonstrated that SUS can also serve as a comprehensive
measure of overall system satisfaction [22]. In addition, SUS
can be divided into two separate subscales that measure us-
ability and learnability. The Usable subscale includes 8
items, while the Learnability subscale includes only two
items, specifically, Items 4 and 10.

The feedback received through qualitative methods was cor-
roborated by quantitative data that was gathered using a
standardized questionnaire grounded on the system usability
scale (SUS). There were 129 individuals who expressed in-
terest in participating in the survey. These individuals were
required to fill out questionnaires after playing the game, as
part of their role as quality testers for the thesis. Participants
were instructed to test the game and after completion, they
were asked to answer questions about the "Security Power
Lab (SPL)" application using the SUS standard survey. The
questionnaire consists of ten questions that the participants
are required to respond to. Each question was rated on a scale
ranging from strongly agree to strongly disagree. Figure 8
and 9 depict the outcomes of the system usability scale ques-
tionnaire for each question, illustrated using a histogram.

Training part(Odd questions): scale result for each question
(129 participants)

60
4

N
o O

0

B Strongly agree

Neither agree nor disagree

B Strongly Disagree

bbb B

Agree

Disagree

Fig 8: scale result for each question (odd questions)
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Training part(Even questions): scale result for each question

(129 participants)

60

pit

o

2

o

M Strongly agree M Agree

Neither agree nor disagree

“I J) *;] -‘;1 ';]

Disagree M Strongly Disagree

Fig 9: scale result for each question (even questions)

The score for system usability is computed by taking into
account the rating for each item, ranging from 1 to 5. If the
item is odd-numbered, the score is obtained by subtracting
the rating from the scale position; if the item is even-

numbered, the score is obtained by subtracting the scale po-
sition from the rating. Table 6 outlines the scoring for each
item based on its scale position.

Table 7: System Usability Scale Scoring

Item Scale Score
1 0
Odd number item 2 1
3 2
(Q1, Q3,Q5,Q7,Q9) 4 3
5 4
1 4
Even number item 2 3
3 2
(Q2, Q4, Q6, Q8, Q10) 4 1
5 0

To calculate the overall value of the system usability, the
score for each of the 129 participants was added together and
the result was over 40. This score was then multiplied by 2.5
to obtain a number between 0 and 100. The total score for all
participants was then calculated by summing each individu-
al's score. The final outcome was based on the total score
collected from 129 participants. The average score was de-
termined by dividing the total score, which was 129, by the
number of responses. According to reference [23], if a Sys-
tem Usability Scale score is 68% or higher, the system has
strong usability. This statement is supported by reference

[24], which categorizes a score of 68% as average, 68% to
80.3% as good, and 80.3% to 100% as excellent. Conse-
quently, the game designed in this section received an aver-
age SUS score of 74.09%, indicating good usability in terms
of effectiveness, efficiency, and user satisfaction.

6.4  Comparison with Previous Works

The comparison between the proposed SPL game and other
games has been presented based on some significant criteria
as shown in Table 8.

Table 8: SPL vs other works

Games Cvber PrOposed
BE-WARE GHOST Game Card Y What. Hack Pomega game
CIEGE
o (SPL)
Criteria
Any user
all Employee young (Technical or
Young, employees  Employee (Technical)  professionals at Non- Students,
Employee : . employees
User type (Non- who use (Non- Not specify  least 18 years  technical) based on
technical) digital technical) the level of  old users aged KSA
systems user ability (Non-technical) 15-25 years
old
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Basic
Some information
specific security
Education information  such as Social
content on screen lock, engineering
cybersecurit  Phishing-
y threats Mails and
Backups
Learning
Objectives YES YES YES
role-play role-play i
Game Strategy  and and r(_)Ie pla_y and
. . . . simulation
simulation  simulation
Domain
Achievement YES YES YES
Interaction Single Single Single player
player player
knowledge NO NO
requires
User
Preferences NO NO NO
Leadership YES YES YES
board

Some

specific
K;Z'sf;;r q Rich topics.
Network Anti-Phishing password, Refer to
) phishing, .
security attacks X Figure 5.4
social
Chapter 5
network,
mobile
security.
YES YES YES YES
role-pla role-play,
role-play and role-play and Ole-piay, simulation;
: ; - ; simulation
simulation simulation Puzzle
and Test
YES YES YES YES
. . . Single
Single player Single player Multi player player
Based on
YES YES NO KSA
NO NO NO YES
NO NO YES YES

Table 8 assesses the SPL with the aforementioned games:
v In term of leadership board and learning objectives,
the SPL system assesses learners' performance by tracking
their progress during gameplay and providing feedback at
the end of each session. It checks if learners have completed
the specific tasks associated with the session's learning ob-
jectives (LOs).

v Also, in term of game strategy, the SPL framework
models' multiple aspects of a game, such as the learners'
tasks based on role paly, simulation environment, puzzle that
allow the supervision of learners' actions. This feature can-
not be found in the literature studies.

v Moreover, in term of education content, the SPL have
arich educational content that can be used for educating uni-
versity students in IT specialty and for all type of employee
in any related organization.

v In addition, the SPL is the only serious game that pro-
vides the education content of the game based on the user
preference which depend on the player KSAs.

v In term of the user type, students and employees
based on KSA level can use the SPL. The proposed SPL
game have much more user types compared with the other
games.

v Furthermore, the security training component of the
SPL addresses the challenges of live competitions, by
providing multiple exercise scenarios that cover various

aspects of a cybersecurity curriculum. These scenarios are
designed based on the educational program, including learn-
ing objectives, teaching content, and educational context,
and eliminate organizational and functional issues associated
with live competitions.

6.5 Findings

. The proposed serious game successfully combines a
visually appealing design with interactive features, creating
an engaging learning environment that effectively captures
the attention and promotes quick comprehension.

. The game yielded exceptional results, as evidenced
by the average System Usability Scale (SUS) score of
74.09%. This score indicates a high level of usability in
terms of effectiveness, efficiency, and user satisfaction.

. The results of the evaluation revealed that the partic-
ipants were comfortable with the game and found it to be
interactive and enjoyable. It demonstrates that serious games
can be an engaging and enjoyable tool for cybersecurity ed-
ucation and that participants of various skill levels and de-
gree backgrounds can benefit from them.

. The proposed game provides a tailored learning ex-
perience for users of different skill levels and backgrounds,
which is crucial for effective cybersecurity education. Fur-
thermore, the rich content materials of the proposed game
make it a comprehensive and informative tool for cyberse-
curity education.
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. Moreover, the evaluation provided valuable feedback
and actionable recommendations for further improvements.
This player-centric evaluation methodology ensures that the
game is aligned with the expectations and preferences of its
intended audience, ultimately enhancing the overall gaming
experience.

. Finally, these findings demonstrate the uniqueness of
the proposed game compared to previous works. Overall, by
contrasting the proposed game with prior works, it becomes
evident that proposed serious game is an efficient method of
educating individuals on cybersecurity.

6. Conclusion

Cybersecurity training program using serious game is an ac-
tive area of research and development. a novel serious game
designed to serve as an effective learning platform for indi-
viduals, such as students and employees, with the aim of en-
hancing their technical skills in the field of cybersecurity
named Security Power Lab (SPL). The game offers a diverse
range of educational content tailored to users' preferences,
taking into consideration their existing knowledge, skills,
and abilities (KSAs). This personalized approach ensures
that users receive customized and relevant learning materi-
als, enabling them to effectively enhance their cybersecurity
competencies. The implementation of SPL has been
achieved using Godot engine because it provides the neces-
sary tools and features for serious games to make the SPL a
unique and captivating game experience.

The results indicate that the proposed game serves as a cru-
cial training tool for increasing cybersecurity knowledge and
abilities. Furthermore, the game has strong system usability,
with a good score of 74.09%. Finally, SPL distinguishes it-
self from other serious games through its inclusive range of
educational content, tailored to the individual user's
knowledge, skills, and abilities (KSASs) as well as their per-
sonal preferences.

Finally, it is suggested to expand the SPL game to take the
form of big online lab center for national security adoption.
This would involve integrating the game with other online
resources and tools related to national security, creating a
comprehensive online learning platform.
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