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Abstract: Cyber security is a key priority in today's highly technological generation; by employing modern technologies, many security 

ways have been produced as of now; nevertheless, the gap to breach that security is also expanding, thus there is a need for improved 

security techniques. Elliptic Curve Cryptography (ECC) is the finest among all other earlier technologies by its uniquenature of untrace 

ability, compressibility and most importantly for its finite condition.This research looks into ECC and its improved variant, Hyperelliptic 

Curve Cryptography (HECC), as well as a survey of real-world applications of ECC and HECC are also detailed. 
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1. Introduction 

In our day-to-day lives, cybersecurity is imperative. For 

instance, we want to ensure the information on our laptops 

and smartphones, which are personal technological 

devices. To use messaging apps like Skype, WhatsApp, 

and others to conduct confidential interactions over the 

unreliable internet. To safeguard our data while using 

cloud storage services like Google Drive,Onedrive, pCloud 

and others, or when using online banking and bill-paying 

features, or when making purchases online and taking use 

of e-commerce features like those provided by Amazon, 

Flipkart, eBay, and many more. Cybersecurity's 

implementation and advancement make all of those 

feasible. In order to establish cybersecurity for the 

aforementioned items, the discipline of cryptography can 

offer essential security. 

In the field of cryptography engineering, we are aiming for 

greater security strength, quicker implementation, and 

reduced power consumption. These conditions can already 

be met by a large number of cryptographic methods. The 

new communication devices, however, are compact in size 

and have minimal processing and storage capacity. The 

RSA key size [8] is rather big, therefore tiny device 

implementations of RSA need a lot of processing time and 

power. The Discrete Logarithm Problem (DLP) over the 

multiplicative group of elliptic curves specified in the 

finite fields and other lower key size cryptosystems are 

therefore preferred in practice. 

1.1. Related Works 

ECC was pioneered by Koblitz [1] in 1987. Its foundation 

is the DLP over the curve's abelian group of points. The 

computation is quick and simple by virtue of the group law 

over the curve. Elliptic Curve Discrete Logarithm Problem 

(ECDLP) sub-exponential techniques are not available, 

which is another benefit of utilizing ECC over RSA.At a 

significantly lower key size, ECC may offer the same 

degree of safety as RSA or DLP-based systems like the 

ElGamal public key cryptosystem and Diffie Hellman Key 

Exchange (DHKE). On the other hand, elliptic curves' 

mathematical complexity is greater than that of RSA and 

DLP-based systems. DHKE, RSA, ElGamal, and ECC are 

the four well-known public-key algorithms. HECC is a 

more recent addition to the group[5], [6], [7], [9]. 

The DLP on hyper elliptic curves (HEC) and the 

cryptography built on the Jacobian of HEC were both 

proposed by Koblitz [2] in 1989. Be aware that elliptic 

curves of genus 2 can also be thought of as hyper elliptic 

curves. Even when compared to ECC, the benefit of 

utilizing HECC is the reduced key size for the same 

magnitude of safety. Additionally, it lacks sub exponential 

techniques, like those for ECC, to solve the HEC DLP. 

HEC are a viable option for the low weight cryptosystems 

due to a shrinking size of the base field. 

Theoretically more secure than any existing public key 

cryptosystem is HECC [4]. This is because ECC with 

equal key lengths have a lower level of mathematical 

complexity than this. This paper examines the 
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mathematical foundations of ECC and HECC in detail and 

looks at effective group operation techniques. 

The Jacobian of the curve's addition and doubling are part 

of the group law of the HECC.Cantor provided the 

algorithm for the group operation [3]. After then, there 

have been significant advancements in the computing of 

group operations that are more efficient, and HECC 

research has also been quite active. Harley [10] achieved 

one of the initial attempts in order to create an effective 

algorithm for group operation for HECC. Numerous 

academic later studies (see [11–14]) offered more effective 

algorithms for carrying out group operations of HECC. To 

improve the security system for stored data in cloud [15] 

followed the HECC.  

HECC [16] is perfectly suited for devices with minimal 

storage and computing power developed by XX. Recently 

XX [17] showed that high level secure mechanism of HEC 

helps to transfer the medical data. Several applications 

have been developed for HECC due ti its portable nature 

and ability to withstand cryptographic attacks (see [18-20]) 

 

2. On Elliptic and Hyperelliptic curve 

2.1. Formulation of elliptic curves by Weierstrass 

Turn on by explaining how a Weierstrass equation may be 

used to define elliptic and hyperelliptic curve. 

Recall the general Weierstrass equation: 

𝑊: 𝑦2 + (𝑎1𝑋 + 𝑎3)   ⏟        
𝑘(𝑥)

𝑦 = 𝑋3 + 𝑎2𝑋
2 + 𝑎4𝑋 + 𝑎6⏟              
𝑙(𝑥)

 

Where, 𝑑𝑒𝑔(𝑙) =  2𝑔 +  1 𝑎𝑛𝑑 𝑑𝑒𝑔(𝑘)  ≤  𝑔 

Where, 𝑔 = Genus of curve 

If 𝑔 = 1, is called Elliptic Curve 

If 𝑔 ≥ 1, is called Hyperelliptic Curve 

2.2. Elliptic Curve (EC) 

Consider specific finite fields and specific equations over 

which curves are defined in cryptography. The curve's 

points form a commutative group. Due to the 

computationally complexity nature of the DLP in elliptic 

curve groups, elliptic curves offer great potential for 

cryptography applications. Additionally, it is "more 

difficult" than in groups, which was previously taken into 

consideration, allowing for reduced key lengths. 

The reducedWeierstrass form of an EC, 𝑊𝐸𝐶(𝑎𝑏) formed 

over a prime field M (with 𝑀 > 3) isexpressed as: 

 

𝑾𝑬𝑪(𝒂𝒃)
: 𝒚𝟐 = 𝒙𝟑 + 𝒂𝒙 + 𝒃;  𝑎, 𝑏 ∈ 𝑀 

2.2.1. Graphical representation of EC over real field 

Let {𝑊𝐸𝐶 = (𝑥, 𝑦) ∈ ℤ𝑀 × ℤ𝑀; satisfies the condition,  

𝑦2 ≡ 𝑥3 + 𝑎𝑥 + 𝑏 (𝑚𝑜𝑑 𝑀); 𝑎, 𝑏 ∈  ℤ𝑀.  Such that 

 4𝑎3 + 27𝑏2 ≡ 0(𝑚𝑜𝑑 𝑀)∪{O}} 

be an Elliptic curve over ℤ𝑀 

Where O is the Point of Infinity 

Since ℤ𝑀is a finite field, it is possible to find all the 

possible points that lie on an Elliptic Curve over ℤ𝑀. 

 

Steps to find all possible points: 

Consider the equation for Elliptic Curves over Prime 

Fields ℤ𝑀 

𝑦2 ≡ 𝑥3 + 𝑎𝑥 + 𝑏 (𝑚𝑜𝑑 𝑀) 

1. Take the values of 𝑥 from 0 𝑡𝑜 𝑀 − 1 inclusive. 

2. For each 𝑥 value, compute the right side of the equation  

𝑥3 + 𝑎𝑥 + 𝑏 (𝑚𝑜𝑑 𝑀) 

3. If the right-hand side is a perfect square modulo M, then 

let y be the square root of the right-hand side modulo M. 

Note that there are two possible square roots modulo M, so 

we can choose either one. 

4. (𝑥, 𝑦) is a point on the EC, and(𝑥, −𝑦) (which is the 

mirroring of (𝑥, 𝑦) across the 𝑥-axis). 

 

Point generation 

Consider the elliptic curve, 

𝑊𝐸𝐶:𝑦2 ≡ 𝑥3 − 𝑥 + 6 (𝑚𝑜𝑑 13) 

 

𝑥 𝑥3 − 𝑥

+ 6 (𝑚𝑜𝑑 13) 

𝑦 

0 6 n/a 

1 6 n/a 

2 12 n/a 

3 4 2 

4 1 1 

5 9 3 

6 8 n/a 

7 4 2 

8 3 n/a 

9 11 n/a 

10 8 n/a 

11 0 0 

12 6 n/a 

 

Legitimate points: 

(3,2)  (5, 10) 

(3, 11) (7, 2) 

(4, 1)  (7, 11) 

(4, 12) (11, 0) 

(5, 3) 

 

 
Fig. 1. Elliptic curve equation 𝑦2 = 𝑥3 − 𝑥 + 6 
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In this manner, we have all the legitimate points of the 

curve, 

For the curve with the equation,𝑦2 = 𝑥3 − 𝑥 + 6 has 

9legitimate points. 

2.3. Hyperelliptic Curve (HEC) 

Let 𝑀 be a field and  𝑀be its algebraic closure. The 

genus𝑔(𝑔 ≥ 1)of hyperelliptic curve,𝑊𝐻𝐸𝐶over 𝑀 is an 

equation of the type, 

𝑾𝑯𝑬𝑪: 𝒚
𝟐 + 𝒌(𝒙)𝒚 = 𝒍(𝒙) 

Where 𝑘(𝑥), 𝑙(𝑥)  ∈ 𝑀 [𝑥] and 𝑘(𝑥) is a polynomial of 

deg (𝑘) ≤ 𝑔 and a monic polynomial𝑙(𝑥) of deg(𝑙) =

2𝑔 + 1. 

2.3.1. Graphical representation of HEC over real field 

𝑊𝐻𝐸𝐶 :𝑦2 ≡ 𝑥(𝑥 − 3)(𝑥 − 2)(𝑥 + 3)(𝑥 + 2) (𝑚𝑜𝑑 11) 

We now need to know the 𝑊𝐻𝐸𝐶  curve's valid points. In 

order to achieve it, Python’s power and mod functions can 

be used for this. 

In this manner, we have all ofthe legitimate points of the 

curve: 

𝑊𝐻𝐸𝐶 : {(𝑥, 𝑦): 𝑦
2 ≡ 𝑥(𝑥 − 3)(𝑥 − 2)(𝑥 + 3)(𝑥

+ 2) (𝑚𝑜𝑑 11)} ∪ {O} 

𝑊𝐻𝐸𝐶 = {(0,0), (2,0), (3,0), (6,5), (6,6), (7,4), (7,7), 

(8,0), (9,0), (10,3), (10,8)} 

 

For the curve with the equation,𝑦2 ≡ 𝑥(𝑥 − 3)(𝑥 −

2)(𝑥 + 3)(𝑥 + 2)(𝑚𝑜𝑑 11)has 11legitimate points. 

 
Fig. 2. HEC𝑦2 ≡ 𝑥(𝑥 − 3)(𝑥 − 2)(𝑥 + 3)(𝑥 +

2) (𝑚𝑜𝑑 11) 

 

3. Cryptography based on ECC and HEC 

3.1. Process of Key Generation 

Consider two users A and B.  

1. Users select a suitable elliptic curve 𝐸𝐶, and prime number 

𝑞. 

2. Users choose a generator 𝐺, which is a point on the EC. 

3. User A selects a private key: (𝑎) which is an integer. Then 

User A calculates the public key: (𝑎 ∗  𝐺), where 𝐺 

indicate the generator point on the EC. The calculated 

value is also a point on the EC. 

4. User B follows the same method as User A and generates 

their private key: (𝑏) and public key: (𝑏 ∗  𝐺). 

5. User A and User B exchange their public keys. 

6. Users then multiply the received public key by their private 

key to generate the secret shared key: (𝑎 ∗  𝑏 ∗  𝐺) which 

is also a point on the curve EC. 

 

3.2. Process of Encryption and Decryption 

Consider the following scenario: 

User A owns the private key: (𝑎) and a public key 𝑃𝐴 =

𝑎 ∗ 𝐺 

User B owns the private key: (𝑏) and a public key 𝑃𝐵 =

𝑏 ∗ 𝐺 

They carry out a DHKEand createa shared secret key: 

𝑆 = 𝑎 ∗ 𝑏 ∗ 𝐺 

Now, User A wants to send a message 𝑃𝑚by utilizingthe 

point on an EC to User B.  

The steps User A would take to encrypt the communication 

are as follows: 𝑷𝒎: 

1. User A would choose arbitrary positive integer 𝑣 

2. User A would then generate the cipher text 𝐶𝑚which 

includes a pair of points𝐶1and𝐶2. 

𝐶𝑚 = {𝐶1,  𝐶2} 

Where,𝐶1 =  𝑣𝐺 and 𝐶2 = 𝑃𝑚 + 𝑣𝑃𝐵 

To decrypt the encrypted text, User B would do the 

following actions. 𝑪𝒎: 

1. User B would find the following value𝑏 ∗ 𝐶1 

2. User B would then subtract the above value with 𝐶2 which 

would give the original message, 

𝑃𝑚 = 𝐶2 − (𝑏 ∗ 𝐶1) 

 

Because,  

𝐶2 − (𝑏 ∗ 𝐶1)     = 𝑃𝑚 + 𝑣𝑃𝐵 − 𝑏(𝑣𝐺) 

                                   = 𝑃𝑚 + 𝑣(𝑏𝐺) − 𝑏(𝑣𝐺) 

= 𝑃𝑚 

 

4. Comparative analysis and Results 

In this section, we compare the EC and HEC in the same 

field𝑀197. 

 

Elliptic curve:𝑊𝐸𝐶 :  𝑦
2 ≡ 𝑥3 − 16𝑥 (𝑚𝑜𝑑 197) 

 

Hyperelliptic curve:𝑊𝐻𝐸𝐶:  𝑦
2 ≡ 𝑥(𝑥 − 3)(𝑥 − 2)(𝑥 +

3)(𝑥 + 2) (𝑚𝑜𝑑 197) 

 

Fig. 3. EC 𝑦2 ≡ 𝑥3 −
16𝑥 

 (𝒎𝒐𝒅 𝟏𝟗𝟕) 

 

  
Fig. 4. HEC 𝑦2 ≡

𝑥(𝑥 − 3)(𝑥 − 2)(𝑥 +
3)(𝑥 + 2) (𝑚𝑜𝑑 197) 
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By comparing the curves' valid points (figures 3 and 4). In 

comparison to the Elliptic curve, hyperelliptic curves have 

a greater number of valid points. The curve 𝑊𝐸𝐶  has 196 

legitimatepoints for 𝑀197, but the curve 𝑊𝐻𝐸𝐶  has 206 

legitimate points for 𝑀197. We may literally say that 𝑊𝐻𝐸𝐶  

has more than 10 legitimate points than𝑊𝐸𝐶  . 

 

5. Application on ECC and HECC 

5.1. On ECC 

There are many traditional applications for ECC here we 

concentrate some of the developing applications of ECC. 

G. Sahebi et al. created a system that uses ECC for its 

quick tempo, fewer keys and for increased safety in E-

health services like sensors and devices [21]. S. 

Vishnubhatla created an ECC-based hashing technique for 

optic pattern detection. Pictures from the UBIRIS database 

were fed into the system as test input. Python and the 

OpenCV package were employed to hash grayscale 

photos.After reviewing the results, it was discovered that 

the EC hashing method surpassed the usual hashing 

algorithms [22]. Vehicular communicationis currently 

utilized for situations of emergency and location secrecy. 

False signals can be broadcast via unsecured wireless 

connection, leading cars to be misguided. A strategy for 

safe smart city vehicle message communication has been 

presented by A. Dua et al. Large key sizes used to make 

secure communication challenging to establish. The team 

was able to establish a system that can employ lower key 

sizes and provide equivalent or more security than 

earlier discussedcryptographic techniques for vehicle 

communication by using ECC [23]. 

5.2. On HECC 

Prasanna Ganesan [24] emphasizes the use of HECC for 

mobile devices with limited power and compares the 

effectiveness of RSA and HECC, concluding that the 

ElGamal-based HECC provides an enhanced level of 

security. With the help of HECC, A.Klimm created a 

cryptographic processor to validate automobile access 

control systems. Additionally, he created both the software 

and hardware interface for the vehicle access control 

system [25].According to Deng Jian-zhi [26], the 

development of a HECC-based digital signature, will 

resolve the issue by examining the file's integrity and 

signature ID, is particularly suitable for online 

activitiesthat need identity validation.  

 

6. Conclusion 

From this comparison of the EC and the HEC, based on 

point generation, addition, and doubling for both curves, 

combined with a powerful encryption and decryption 

method, we were able to compare the results based on 

mathematical complexity. It unequivocally establishes that 

a HEC is superior to an EC.Furthermore, several 

significant contemporary applications that make use of 

ECC and HECC are also covered.  
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