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Abstract: Aim:Wireless sensor networks are a rapidly developing technology. It has a wide range of applications. Because

of its haphazard placement in the battlefield, it is vulnerable to a variety of attacks.

Obijective: The dependability, privacy, and security of WSNs are the primary areas of study in our lab. To implement the
encryption technique in SDN, we suggested a cryptography-based security mechanism.

Methods: We propose an IDTSML (Intelligent Dynamic Trust Secure Machine Learning) method for delivering security
services to WSN mobos, and we analyze the associated energy and space costs. Secure Attacker Detection with Intelligent
Dynamic Trust Routing is a revolutionary energy-aware routing strategy for Adhoc networks that will be proposed. IDTSML
is an energy-efficient routing technique that determines the most energy-efficient end-to-end packet traversal paths while
also increasing malicious node detection.

Conclusion:Improving the encryption and decryption parts of an existing technique, which paves the path for superior

security.
Keywords: Intruder detection, IDTSML, SDN.
1 Introduction

In wireless sensor networks, small, low-cost, low-
energy sensor nodes are dispersed in a field in a
planned or random way to measure and react to
events or phenomena there. Monitoring metrics
such as free, pressure, and temperature in this area
could be done in a physical location, or in a
biological place for healthcare applications, such as
remote blood pressure and heart rate monitoring.
Depending on the application, the number of
sensors placed might range from a few hundred up
to several thousand. Sensing, processing, and
communication are the three primary roles of
sensor nodes in WSNs. Because communication
uses more energy than other functions, developing
an energy-efficient data transmission protocol is
critical for balancing energy and extending network
life [1] [2].

The wireless sensor network (WSN) has been
extensively employed in a variety of sectors owing
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to its cheap cost, compactness, and multi-function
qualities with the progress of efficient wireless
communication &  electronic  information
technology. However, most WSN nodes rely on
battery power, and they are often deployed in
unsupervised outdoor or more hazardous
environments, where recharging the batteries might
be difficult. The cost of deploying redundancy and
replacing nodes is usually quite high as well. As a
result, to reduce network energy consumption and
extend network lifetime, an effective routing
mechanism is necessary [4].

Security-related solutions for WSNSs, such as
authentication, key exchange, and safe routing,
have been developed in order to prevent certain
attacks. This is not enough, however, to protect
WSNs from a wide range of assaults and threats
[5]. Because of its widespread use in a wide range
of applications, security has emerged as the most
pressing concern in WSNIt is more difficult to
secure sensor networks than MANETS due to the
limited resources of individual sensor nodes. There
are some resource limits, such as restricted
memory, compute, and communication capabilities,
as well as limited energy and power supply. This is
why typical cryptographic algorithms cannot be
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used on sensor networks, resulting in a necessity
for increased security in WSNs [6].

For the most part, prior research has relied on tried-
and-true encryption and authentication procedures
to provide a safe environment for cooperating
sensors. Nonetheless, sensors are easily captured or
compromised due to the unreliable wireless
networks and unattended operation. The sensors
must be inexpensive and resistant to manipulation.
It would be simple for an insider attacker to
fabricate a false event report in order to fool
decision-makers, or to keep introducing false data
in order to cause network disruptions, etc. [7]. As a
result, we improve security in WSN by
implementing our proposed IDTSML.

2 Literature Survey

By Edith C.H. Ngai and colleagues [8] Using a
network of wireless sensors, they found a way to
monitor for sinkhole assaults. There are two
sections to the algorithm. Data consistency is used
to establish a list of suspect nodes, and then traffic
data is used to identify the intruder in the list. For
those malicious nodes that try to mask the real
intruder by interfering with detection, we also
advised a series of upgrades. The performance of
the proposed approach was evaluated using
simulations. The outcomes proved the algorithm's
efficacy and precision. They also claimed that the
communication and processing overheads for
wireless sensor networks are relatively low.

Khalid M. Abdullah et al. [9] As a result, they
came up with an algorithm (HCA) that combines
both public and symmetric cryptography's
advantages. Using this method of data transmission
security is both secure and efficient. As a whole,
HCA offers a number of advantages, such as a
simple design and good security. Reduces the
number of packets that are dropped as wel. When
the proposed hybrid algorithm was compared to a
number of other algorithms, the HCA was found to
offer the best overall results.

Choi, Kyung Jun, et al. [10] Several methods
of molecular encryption are studied for use in
wireless sensor networks using MICAz-type motes.
Memory, CPU time, and power consumption of
cryptographic algorithms have all been analyzed.
For MICAz-type motes-based wireless sensor
networks, the RC4 & MD5 cryptographic
algorithms provided the best performance in terms
of processing time. When it came to low-power

wireless sensor network systems like MICAz-type
motes, however, their cryptographic processing
time was still too long. The usage of assembly-
based code in the development of cryptographic
algorithms is necessary to further minimise
processing time.

Muhammad Hammad Ahmed et al. [11] A
160-bit ECC processor was proposed by them. In
order to address the ever-increasing security
requirements of wireless sensor networks, this
processor was created. In the end, a space- and
time-saving ECC processor was constructed. Small
key sizes make Elliptic Curve Cryptography (ECC)
an excellent choice. Because of their high level of
security, crypto systems are both space and power
efficient, despite their lower key size. Wireless
sensor networks using Elliptic Curve-based
asymmetric cryptosystem are described here in
hardware terms. The elliptic curve field is defined
over prime numbers.

RawyaRizk et al. [12] For WSNs, a robust
hybrid security technique is presented. It is
intended to address a number of issues, including
practical implementation, quick reaction time,
efficient calculation, and cryptosystem
strength.The proposed THCA divides the plain text
and then employs two separate ways to trap the
invader. First, it employs both AES and ECC
algorithms to take use of the benefits of mixing
symmetric ~ and  asymmetric  cryptography
methodologies. Second, because XOR-DUAL RSA
is more resilient and difficult to crack, it is used.
The performance of THCA is compared to various
well-known security methods. In return for a faster
encrypt and decrypt time and a lower cypher text
size, it gives higher security. As a result, processing
overhead is reduced, and energy consumption is
reduced. It has been proven to be resistant to
several types of attacks.

Summary:

e More study is needed to identify better node
features that address specific vulnerabilities, as
well as to develop superior detection
algorithms that take into account sensor node
capabilities.

e To further minimise some of the existing
computing time, optimization of the source
code for cryptographic methods, including the
usage of assembly-based code, is required.
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e Our proposed solution will considerably
increase the network's lifetime and security
level.

e Our system's overall energy consumption is
lowered, which improves network
performance and extends network life.

3 Proposed System

Attacker Detection using Intelligent Dynamic Trust
in a Secure Environment We propose a game-
changing energy-aware routing technique for Ad
hoc networks. IDTSML satisfies essential loT
needs such energy efficiency, dependability, data
aggregation, and threat detection. We developed a
unique energy-aware routing (IDTSADR) strategy
for WSN-IoT networks [1] called
IntelligentDynamic ~ Trust  Secure  Attacker
Detection Routing. IDTSADR Enhancing the
existing encryption and decryption capabilities of
the method is a step toward achieving maximum
security. In this research, we introduce IDTSML, a
routing  strategy that  minimizes  energy
consumption while improving detection of rogue
nodes and allowing packets to go from end to end.
We proposed a cryptography-based security
methodology for implementing the Advanced
encryption method in I0T. Raising the bar on a
technology's encryption and decryption capabilities
to make it more secure.

a. The proposed IDTSML includes
algorithms that analyse the reliability
of links in order to develop more
reliable pathways.

b. Algorithms that look for the greatest
energy-saving options

c. Algorithms that try to improve
network lifetime by locating routes
made up of nodes with higher battery
energy.

3.1 IDTSML Energy-efficiency

Because packets are transported across an
unreliable network, energy efficiency is a tough
subject to research. A variety of energy-saving
techniques have been presented. On the other hand,
clustering routing methods are one of the most
reliable protocols for energy efficiency, load
balancing, communication cost, and transferring
packets from the sink node to the base station (BS)

[3].

Transmission energy efficiency ratio, node | index
weight wb P(a), the degree of idleness G, the
triangle membership function model Cidle(a), and
the energy density factor J(a). Output: The
following hop j

Algorithm1. IDTSML Energy-efficiency Algorithm

In the case of a = 1: The number of node's

forward neighbour nodes is m /m. |
CNnext, j=1 (i) « ©.
Take G's instruction and travel through m:

g(a) < P(a), g(a) < Cidle(a), g(a) < J(a),

Find gmax« max, the highest g(a), and gmin, the

lowest g(a).

Make a membership function that is triangular.

Gt(9())

Create the BPA function by combining Gt(g(a))
with the associated weight.

mb (Aat ) «— G(g(a)), wb

For (j=1 to j<m)

Imax= argmax (i=j, ...m, abs(A[Lj])
If(A[i_max,j]=0

Compute x[n]=a[n][n+1]/a[n][n],
End

Display the result x[k]

Stop

The proposed method's energy efficiency improves
when the volume of data transferred is lowered.
According to the previous paragraph, data
transmission is responsible for the majority of the
energy use.

In order to convey data, a sensor must know the
numerical ranges within which the system's
condition is stable. To achieve this, the following
steps must be taken on previously known data in
order to build a model. On selecting a specific set
of predicates from a larger set of predicates;sorting
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predicates in ascending order (the predicates in the
tree have been placed randomly) and on
communicating the predicate list derived from this
to the sensor.

3.2 IDTSML Intruder detection

Detecting a sinkhole assault and tracking down the
intruder are the next steps on our checklist, so stay

tuned! As a starting point, we'll look at the example
of an invader, a single malicious node (SH). In this
simple scenario, we assume that the SH will drop
or change control signals, but not the detection
process, to halt sensor data collection. When
dealing with a large number of malicious nodes,
we'll discuss how to deal with them in the next
section.

Algorithm2. IDTSML Intruder detection Algorithm

Input : Observe user behaviour over time ut, tf, ttf.

Output :Prediction result
ProcedureGET_LSTM(cot, Bi)
GET(tlt)

If ut>T

CALCULATE tf

If tf>G

Result=1

Else if tf<G
cot->LSTM.predict(t)

if cot=0

gotobrnode:

if cot>0

Result=-1

end if

end if

R=R

for each v, 2S

if v not intrusion
R =R get (v)
end for
subroutine get (node u)
R*=¢

if u didn’t get
say u is found
else

return ¢

return Result

end Procedure

If the expected result of the compromised node
detection algorithm is 1, it means the node is
normal and has no odd patterns; The network may
be vulnerable to an intruder or have a faulty node if
the value is less than 1. When the result is 0, the
node is considered to be damaged. When a node
returns -1, it means it has been hacked and is
sending data to a remote server. Simply sounding
an alert if an unexpected value is found for the trust
parameter is not sufficient for the proposed system.
Cloud users' tf or ttf are determined at this point in
the anomaly detection process by sending the data
there. New users' trust levels are assessed, but those
of long-term users are calculated based on the
amount of data they've provided. When an insider
attacker is found, the alarm is only triggered. The
number of false warnings caused by mishehaving
nodes is reduced to the absolute minimum.

3.3 Proposed Cryptography

Being based on both modular and elliptic curve
arithmetic makes the Elliptic Curve Cryptosystem
one-of-a-kind. Point multiplication, addition, and
doubling are all part of elliptic curve arithmetic.
This section will go through both of their
backgrounds. The ECC equation defined over
prime field is,

b?>modp =a®+xa+y (1)
Where,
4x3 + 27x3modp # 0 )

All of the elements in the finite field fall inside the
range [0, p-1]. Both a and b are fixed values,
whereas x and y represent the axes.This
implementation requires a prime number of length
p, hence p should be 160 bits in length if the key
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size is to be a prime integer. Curves are employed
in Certicom in SEC 2 for testing purposes.

The steps for ECC cryptography are as follows [6]:

1. To begin, any message M must be
encoded as a point on the elliptic curve
Pm.

2. 2As in Diffie-Hellman, choose a suitable
curve and point G.

3. PA=nAG is generated by each user
selecting a private key PA=nAnAG.

4. Take a random integer k and encrypt the
values Pm, Cm=kG, and Pm+kPb.

5. Calculate the following to decipher Cm:
Hence, Pm+kPb-nB(kG) = Pm+k(nBG)-
nB(kG) = Pm+k(nBG)-nB(kG) = Pm

Algorithm 3. Cryptography Algorithm

Divide C into (C1, C2);

t =k=128n(nk)ECC

Encryption Odd_Msg by ACC-128 using t
Return Encryption 1

create key (public and private)

Encryption Ev_Msg by ECC using (public)
Return Encryption 2

Let (f, y) public key.

do{

Oi = i=m i=m/2(Bi) sec ond part of plain text;

Vi =(xi) f mod y;
Si =ECC (Bi);

Pi =(Ri) XOR (si);
Ei = VD5 (Ci);
i++;

}

while(l <n);

Add Encryption3 to cipher
Add Encryption4 to cipher

Return cipher and s

The stages below are utilised for authentication and
discuss the proposed technique for WSNs in detail.

e Both nodes send an encrypted message to
each other.

e The feeble one requests a public key from
the robust one.

e The feeble one then delivers its public key
to that one.

e The robust one then sends an encrypted
message to the frail one; and

e Authentication  between
successful.

nodes s

Table I. No of Nodes versus End to Control

Overhead.
No. of | AoDV | Exist | IDTSADR | IDTSML
nodes
Control Overhead (pkt )

10 15 5 5 5

20 42 23 18 16

30 40 34 28 22

40 35 30 25 22

50 34 29 25 20

4  Graph & Result
The experimental hardware 377 consists of a
2.60GHz Intel Core i7-10750H processor,
8GB of RAM, the Windows 10 operating
system, and a network simulator2.

4.1 No of Nodes Vs Control Overhead

Routing overhead is defined as the
percentage of packets sent that include routing
information to a total number of packets
successfully sent. The results show that IDTSML is
superior to other techniques in terms of No of
Nodes versus End to Control Overhead.

X xgraph — O %

£ e )

OVERHEAD(BKt) 7 16%

N

PrEEEiEiieeaseaaqzec

"NUMBER OF NODES vs CONTROL OVERHEAD" |

OOV
STIRG |

IDTSADR

oTseL |

100000 200

Fig 1.No of Nodes Vs Control Overhead
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4.2 Energy Efficiency Vs Speed
Energy efficiency for various mobility
situations, as shown in Figure 2. IDTSADR and
AODV. This demonstrates that, at any given speed,
both procedures exhibit a dramatic improvement in
Table I1.Energy Efficiency Vs Speed

Spee AoD Exis IDTSAD IDTSM
d \% t R L
Energy efficiency
0 20 10 0 0
10 60 40 24 10
20 64 68 61 55
30 65 68 62 55
40 70 71 62 55
50 70 72 64 60

4.3 No.of Nodes Vs Network LifeTime

Table 3 & Figure 3 below show the relationship
between the number of nodes in the network and
the current, AoDV, IDTSADR, and IDTSML
values throughout the lifetime of the network,
respectively. If we look at the IDTSML number in

Table I11. Network Lifespan vs. Number of Nodes

No. AoD Exis IDTSAD IDTSM
of Vv t R L
node
S
Network Lifetime

10 5 10 15 20
20 22 50 65 65
30 34 35 40 45
40 30 30 35 45
50 29 30 34 42

4.4 Throughput vs Speed

Figure 4 shows IDTSADR and AODV
throughput (Kbits/sec) for various mobility types.
Table 4 and figure 4 IDTSML is better than
IDTSADR, existing and Advoc when compared

their energy efficiency. IDTSML is better than
IDTSADR when compared with Energy Efficiency
Vs Speed.

X

» "ENERGY EFFICIENCY Vs SPEED"

NERGY EFFICIENCYD x
oW |

200000 BISTING
IDTSADR
TOTSHIL

60 0000

S0 0000

40,0000

00000 50000 100000 150000 200000 250000 0 0000 0000 400000 450000 500000 )

Fig 2. Energy Efficiency Vs Speed

No of Nodes versus Network Lifetime, we can see
that it is more than that of the other techniques,
hence it is the superior choice. Then IDTSML have
a higher Network Lifetime than other methods, so
the WSN networks will have more Network
Lifetime than other methods.

X /xgraph - O X
[poe] s oo “NETWORK LIFETIME Vs NO OF NODES"

NETWORKLFETIG
Aoov
BOSTIRG
IDTSADR
IOTSMIL

B5.0000-——+
600000+
55,0000~
500000
450000
400000+
350000 t
30,0000 +
0000+
200000
15,0000
100000

50000 }
O OF NODES
100000 500000 ]

Fig 3. Network Lifespan vs. Number of Nodes

15.0000 200000 25,0000

30000

35,0000 40000 45 0000

with Throughput Vs Speed. From the value result
IDTSML value inThroughput Vs Speed is low than
other method, so it is better than other methods.
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Table 1V. Throughput Vs Speed,

Speed(ms AoD  Exis IDTSAD IDTSM
) \% t R L
Throughput (x10°%)

2 5 5 3 1

4 7 6 5

6 19 18 16 16

8 7 5

10 6 4 4 2

4.5 No of nodes vs Throughput
From the table 5 and figure 5
result IDTSADR is better than AoDV and
existing methods. From the value result
IDTSML value inNo of nodes Vs
throughput is low than other method, so it

Table V. Number of nodes vs data transfer rate.
No. AoD Exis IDTSAD IDTSM
of Vv t R L
node
S
Network Lifetime
10 5 5 5 5
20 28 26 24 22
30 20 24 16 14
40 24 22 18 16
50 24 22 18 16

4.6 Delay Vs Data rate(kbps)

Average delays (m/sec) for several mobility
models such as IDTSADR and AODV are shown
in Figure 6. As the amount of data being sent
grows, the average delay experienced by both
protocols is expected to rise sharply. AODV has
better latency performance than IDTSADR at both

Table VI1.Delay Vs Data rate

Dat AoD Existin IDTSAD IDTSM
a \Y g R L
rate
Delay (m/sec)
25 73 72 78 79
35 68 70 60 62
45 68 65 60 62
55 60 52 50 45
65 60 54 50 45
75 55 48 43 42

"THROUGHPUT Vs SPEED(m/s)"

EODV
EXISTING
IDTSADR
IoTSEIL

is better than other methods. And
IDTSML is better than IDTSADR when
compared with Number of nodes vs data
transfer rate.

X /xgraph o O X

%1093

HROUGHPUT.

280000
260000
240000
220000
200000
180000
16,0000
14.0000
120000
100000

80000

60000

10,0000

"THROUGHPUT Vs NUMBER OF NODES"
ACDV
EXISTING
IDTSADR
TOTSML

N0 OF NODES:

150000 200000 25,0000 35,0000 40 0000 45 0000 $0.0000

Fig 5. Number of nodes vs data transfer rate.

30 0000

low as well as high data rates. From the table 6 and
figure 6 result IDTSADR is better than AoDV and
existing methods. From the value result IDTSML
value inDelay Vs Data rate is high than other
method, so it is better than other methods. And
IDTSML is better than IDTSADR when compared
with Delay Vs Data rate.

X Jxgraph - (m] X

"DELAY V's DATA RATE(kbps)™

ACDV
EXISTING
IDTSADR
TOTSWL

DATA RATEQRDS X
/OO0 00000 0000 400000 450000 SOQO00  SSO000  E0O000  ES0000  TOOO00 7S 0000

Fig 6. Delay Vs Data rate
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4.7 No of Nodes Vs Packet Delivery Ratio

The packet delivery ratio is calculated by
dividing the total number of packets transmitted
by the transmitter by the total number of packets
successfully received by the client. Table 4 &

Table VII.No of Nodes Vs Packet Delivery Ratio
IDTSAD IDTSM

Numbe  AoD Exis

r of \Y/ T R L
nodes
Packet Delivery Ratio (%)
10 77 65 75 68
20 79 68 78 70
30 80 78 88 78
40 82 85 95 85
50 82 90 96 92

4.8 Number of Nodes Vs End to End Delay

Mean time for a packet of data to travel
from its origin to its destination. The queue for
sending data packets and the time it takes to choose
the best route are also taken into account. There
was no consideration for data packets that failed to

Table VI1II. No of Nodes versus End-to-End Delay
IDTSAD  IDTSM

Numbe  AoD Existin

r of V g R L
nodes
End to EndDelay (ms)
10 15 15 8 8
20 45 23 13 12
30 40 24 15 13
40 35 29 20 16
50 35 26 20 16

4.9 No of Nodes Vs Energy Consumption

It represents a mean value for the total network
energy spent by communication during a certain
time frame and data rate. If we have a total
communication expenditure of E and a total
number of nodes of N, then the average
communication expenditure is E/N (energy per
node). One should use a protocol that requires less

Figure 4 below show the relationship between the
number of nodes and the existing, AoDV,
IDTSADR, and IDTSML values for packet
delivery ratio. Results show that IDTSML has a
superior No. of Nodes to Packet Delivery Ratio
than competing techniques.

X /xgraph O X
= "NO.CF NODES Vs PACKET DELIVERY RATIO"

XDV
TG
TOTSADR
IDTSHL

2000

§5g8638638¢8°¢8

zzzzzz =00 5000

Fig 7.No of Nodes Vs Packet Delivery Ratio

arrive at their destinations. The following table and
graph show the relationship between the number of
nodes and the existing, AoDV, IDTSADR, and
IDTSML values for end-to-end delays. Compared
to other approaches, IDTSML yields a lower
number in No of Nodes versus End-to-End Delay,
suggesting that it is superior.

X sxgraph - o x
e "NUMBER OF NODES Vs END TO END DELAY"

ADDV
L

EXISTING
a0 IDTSADR
2000 TOTSML
2000
om0

PtE

8

PEREBEEES

» 50000 “

Fig 8. No of Nodes versus End-to-End Delay

average communication energy on the whole. The
following table and picture show the relationship
between the number of nodes and the current
AoDV, IDTSADR, and IDTSML values for energy
consumption. The results show that IDTSML is
superior to competing approaches by providing a
lower No of Nodes vs. Energy Consumption value.
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Table VII1.No of Nodes Vs Energy Consumption of
existing, proposed and Adhoc on Demand Vector

Protocol
Numbe AoD Existin IDTSAD IDTSM
r of \Y g R L
nodes
Energy Consumption (J x
1039)
0 30 28.5 25 24
10 28 23.6 20 18
20 24 14 13 13
30 15 14 13 13
40 15 5.6 5 4
50 6.5 5.1 4.7 4

The data above compares our suggested
method to current approaches in terms of the
number of nodes required to complete a task, the
amount of energy required to do so, the amount of
control overhead, the packet delivery ratio, and the
end-to-end delay. Based on these findings, it's safe
to say that the suggested approach is an
improvement above the state of the art.

5 Conclusion

The technology behind wireless sensor
networks is progressing quickly. It has a wide
range of applications. Because of its haphazard
placement in the battlefield, it is vulnerable to a
variety of attacks. Energy consumption is regarded
as the most significant difficulty in wireless sensor
networks. In this research, we examine the space
and power requirements for delivering security
services to WSN nodes using our proposed
IDTSML architecture. Our primary research goals
center on making WSNs more trustworthy, secure,
and private for their users. Intelligent Dynamic
Belief Secure Detection of Attackers Routing is a
revolutionary energy-aware routing strategy for
Adhoc networks that will be proposed. IDTSML is
an energy-efficient routing method that optimizes
packet transmission costs and improves the ability
to identify malicious nodes.

It was the major goal of this research to create a
safe sensor protocol that would only allow
authenticated nodes to communicate with each
other, reducing network risk and expense. We
proposed a cryptography-based security
mechanism as a means of enforcing confidentiality
in software-defined networks. Enhancing the
security of a method by enhancing its encryption

X Jxgraph - O >
"NO OF NODES Vs ENERGY CONSUMPTION™
INERGY CONSUMPTIONC)! % 3

I b

300000 L ! H o EXIETH

| i IDTSAl

28.0000— 1 1 OTSM
26,0000 H

22,0000 eIk L N

1T p—

[T S W NS S SN W S
160000 \ L } |

14,000 ‘ :
120000 ] \ \
10.000 4
60000 i —

L NOOF N

0.0000 10,0000 200000 30,0000 40.0000 50,0000 50,0000

Fig 8. No of Nodes Vs Energy Consumption

and decryption components. Our proposed solution
will considerably increase the network's lifetime
and security level. In our approach, overall energy
consumption is lowered, which improves network
performance and extends network life.

Future Scope:

There could be numerous potential paths for
improving this work; As an example, we are
improving our system's ability to identify suspect
nodes in sinkhole attacks by creating more efficient
statistical methods for identifying data discrepancy.
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