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Abstract: Innovative city applications use information and communication technologies to function various operations efficiently. The 

widespread use of the Internet of Things (IoT) can be viewed in several applications like smart cars, smart cities, e-commerce, and cyber-

physical systems. The huge amount of data produced and transmitted by these systems is handled by cloud-based storage services, which 

are vulnerable to multiple threats risking the privacy and security features of the application. Cloud storage services employ encryption 

algorithms to ensure data confidentiality, but it fails to address the privacy issues. Apart from the privacy risks, in these systems, the 

identity of a user who shares and accesses the data is traceable, as it is required to verify user eligibility before providing access. Also, a 

vast amount of daily data is stored on a centralized system that processes service requests from multiple users, posing considerable risks 

to the system's stability during peak periods. To address these challenges faced during the data sharing process in a centralized system, 

Service Oriented Privacy-Preserving Data Sharing (SOPPDS) platform based on a blockchain framework is proposed. The modified Key 

Policy-Attribute-based Encryption (MKP-ABE) technique is applied to securely share the data between the service owners and the 

service consumers. It was evident from the performance evaluation of the proposed SOPPDS platform that the encryption process takes 

lesser time than the decryption process. Also, the cryptographic operations performed on the prime order sets exhibited increased latency 

and computational cost. It was observed that comparatively, cryptographic operations performed on composite order sets could overcome 

the issues in prime order sets. SOPPDS platform works well in preserving the users' privacy, ensuring anonymity in the data sharing 

process, and maintaining the confidentiality of the data shared in the system 
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1. Introduction 

With the advent of Smart cities, services offered by IoT 

devices in manufacturing and healthcare have increased 

consistently. As per recent statistics, the number of IoT-

connected devices in use is expected to grow to 35 million 

in 2024 [1]. This tremendous growth and employment of 

IoT devices contributes to improvement in people's quality 

and empowers the world's economy. Thus, the contribution 

of IoT to the improvement of the global economy is 

expected to be around USD 8.1 trillion in 2025[2]. Another 

survey predicts that the urban population around the world 

will go up to 5 billion by the end of 2030. Such a drastic 

increase in urbanization across the globe creates a high 

demand for the effective utilization of the available 

resources in the cities, thereby leading to perceptive 

governance and effective delivery of services. The 

intelligent services provided by the IoT  

devices [5] include smart parking, which can be used to 

enhance the usage of parking spaces and thus regulate the 

parking operations and traffic flow, and smart health, 

which can be used  for tracking patient health in remote 

and responding to the emergency cases instantly, eToll 

which can be used to allow people to make the road toll 

payments electronically. Though the use of IoT devices in 

Smart cities offers innumerable benefits, the downside lies 

in the fact that these devices are vulnerable to security and 

privacy attacks [3]. This, in turn, poses a threat to the 

Smart city environment in the form of attacks on data 

availability, data integrity, and data privacy. In addition, 

there is also evidence of false injection of data, and in the 

case of centralized control, it may lead to a single-point 

failure. 

 

 

 

 

 

 

Fig. 1. Issues in Data Sharing and Processing 
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From Figure 1, it can be inferred that the user data is 

generally collected through various smart devices such as 

smartphones, smart watches, smart meters, and intelligent 

home surveillance. All this data is then processed via 

social media networks such as Facebook, Google, or 

control centers available in the smart cities for data 

processing and analytics [4]. This processed data is further 

used to provide personalized services to the users through 

automated procedures, directory assistance, and targeted 

ads. The main problem with such data processing is that it 

involves centralized control, which is directly associated 

with many security breaches such as cyber-attacks, denial-

of-service attacks, data leakage, unauthorized access, and 

malicious intruder attacks. There are three major user 

concerns linked with the use of centralized control: 

1. Centralized control implies a drawback to introducing 

single point failure whenever there is an event of a cyber-

attack and may also lead to technical malfunctioning of the 

system. 

2. There are also chances for issues related to trust, as the 

system users must trust the entity involved in the data 

processing. 

3. The users have no clue regarding the location of data 

storage and processing. 

The details about the authorized parties to the data are 

unknown, and if there are any possibilities for 

unauthorized access is also hidden from the user. These 

concerns are proven realistic due to the evidence of events 

like the exposure of personal data of millions of users by 

Facebook and Google Plus.Privacy leaks in intelligent city 

data can be classified under two broad categories. One is 

the External Threats, and the other is Internal Threats. The 

latter category of threats is most often caused by the 

personnel working in an organization for several reasons, 

such as illegal mitigations or improper usage owing to 

personal interests. Attackers in the former category of 

threats exploit the system's vulnerabilities to explore the 

background to invade information during data sharing. 

Recently, there has been a greater interest in using 

blockchain technology [6] for innovative city applications. 

Blockchain for smart cities [7] can be a safe and reliable 

solution, thus improving the transparency of the data 

shared across several sectors in the smart city. 

Furthermore, any intelligent city application incorporates 

storing, processing, and analysis of users' data. Blockchain, 

an innovative and disruptive technology, is a promising 

solution to IoT security and privacy issues. These issues 

can be leveraged by the cryptographic security benefits 

offered by blockchain technology. The main contribution 

of this work is as follows: 

We propose a Service Oriented Privacy-Preserving Data 

Sharing (SOPPDS) platform to explore the feasible 

blockchain approach for privacy-preserving data sharing 

through the construction of a practical framework, smart 

contract, and data sharing procedure. 

1. We propose a Modified Key Policy-Attribute Based 

Encryption (MKP-ABE) technique to assure the 

confidentiality of data when it is shared between the 

service owner and service consumer. 

2. We propose a novel approach of creating a verifiable 

user access list that is stored on the blockchain to manage 

the system users who are registered as service owners and 

consumers. With this approach, the user can demonstrate 

the right over the data shared in the system without having 

the necessity to reveal the identity. 

The remainder of the research article is organized as 

follows: We first present related works in Section 2. 

Section 3 describes the system architecture with the system 

and threat models. Section 4 outlines the various 

components involved in the proposed architecture. Next, 

Section 5 details the implementation of the proposed 

SOPPDS approach. We analyze the privacy-preserving 

nature of the proposed platform in Section 6. In Section 7, 

we evaluate the performance of the proposed system. We 

conclude our work in Section 8. 

2. Related Work 

Researchers have been found worldwide to implement the 

new technologies in binding the blockchain technology in 

the environment of IoT. It is more convenient in the case 

of decentralized control, cryptographic security, 

immutability, and smart tolerance. In [8], the author 

developed a hybrid network for a smart city with Software 

Defined Networking (SDN) and blockchain-based network 

architecture for an intelligent city. The proposed network 

architecture addresses the issues in the smart city, such as 

security, high TX latency, privacy, high computational 

resources, and bandwidth congestion. The proposed 

network is divided into a distributed core network and a 

centralized edge network. With this, the access policies for 

the locally registered nodes are stored by the edge nodes. 

The proposed network architecture reduces the TX latency 

and the network bandwidth. Several works focus on user 

anonymity in distribution networks, such as Freenet [9], 

which allows the owners to encrypt the data with their 

names, and Free Haven [10], which does not allow an 

encryption mechanism to protect the data confidentiality. 

Users can freely access and query the networks to get the 

desired output data. The routing protocol is used to pass 

the requests to the data host and to return the data to the 

requesters to protect the data from the data owners and the 

data retriever. This system does not allow the data owners 

to restrict access to specific users. Hence, user revocation 

is also not possible in these systems. In the cloud-based 
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environment, Ferran et al. [11] proposed a group signature 

technique to solve the issues of user anonymity. The group 

manager finds the master key (MK) and the system public 

key (PK) in the proposed group signature. Each user in the 

group receives the private key in the context of the master 

key. To access the shared data, every member can develop 

their signature 𝝳 in place of the group by using its private 

key. The storage provider verifies the validation of the 

signature 𝝳 with the help of PK before granting access to 

the requested data. It allows the storage provider to verify 

the signature 𝝳 to check whether the group member creates 

the 𝝳 or not. This approach has two disadvantages. First, 

the group members must directly communicate with the 

group manager about the private keys before retrieving 

data. This condition is eliminated in this proposed system 

design. Secondly, the data access policy is much simplified 

and is used to verify the group signatures. The access 

control policy is stored in the storage service for further 

updation. In [12], [13], the authors make use of Ciphertext-

Policy Attribute-Based Encryption (CP-ABE), which 

allows the ciphertext to control lists in order to protect the 

confidentiality of the data. Even though the data can have 

the drawback of preserving the privacy the data. In another 

attempt [14], the researchers developed the proposed work 

to manipulate the different privacy issues of the user. The 

major work in [15], [16], and [17], is to develop a 

blockchain based on access control solutions and no one 

has not worked into the user’s private account. This 

proposed work simply solves the suitability of the data, 

such that the data owner may audit the data later. In the 

blockchain, it can access the control lists through the 

blockchain in which the data can access everyone so that it 

violates the privacy of the data.  Similarly, [18], they have 

proposed a secure, private, and very lightweight 

architecture of a smart home application based on the 

blockchain. Many researchers developed a data-sharing 

framework with a blockchain-based concept for making a 

smart city environment [19,]. This framework is often 

called a “speedy chain” which is used to reduce the TX 

settlement time for real-world applications such as smart 

vehicles.  It also aims at providing user privacy, data 

integrity, non-repudiation, and tamper resistance. other 

issues handled by [20], to solve the issues on 

computational issues, latency, and energy consumption. In 

order to reduce the energy consumption and computational 

overhead, every block is computed with Proof of Work 

(PoW). In [26], he proposed a technique with Artificial 

Intelligence (AI) and blockchain for data analytics and to 

store the results respectively for providing the smart 

contract-based environment [29]. 

3. System Architecture 

3.1 System Model 

 

The system model for the proposed Service Oriented 

Privacy-Preserving Data Sharing (SOPPDS) approach 

consists of Service Owner (SO), Service Consumer (SC), 

Service Record (SR), Blockchain (BC), Interplanetary File 

System (IPFS). The data sharing mechanism in a 

traditional system is depicted in Figure 2 

 

 

 

 

 

 

 

 

Fig. 2. Traditional Data Sharing 

3.1.1 Interplanetary File System 

IPFS is a peer-to-peer protocol that is widely adopted 

across the world to perform data uploading, downloading, 

and sharing operations in a rapid manner. This protocol 

makes use of the content-based addressing mechanism and 

is also known as the successful integration of the 

advantages of other peer-to-peer systems such as 

BitTorrent and Git [21]. IPFS is a powerful decentralized 

system that offers fast retrieval of data blocks in the 

blockchain. Filecoin [24], is an extension of the IPFS 

system which is aimed to be a global decentralized storage 

platform. Filecoin also amalgamates the incentive 

mechanism through which it allows a price for the unused 

disks and sells it out to others for data storing purposes 

[22]. 

3.1.2 Blockchain  

Blockchain can generally be considered as a peer-to-peer 

network which is a distributed ledger-based database. It is 

mainly generated using cryptographic techniques [33]. 

Each and every transaction must be approved by all the 

participating entities in the system. The various 

components that constitute the blockchain system comprise 

peer-to-peer networks [27], smart contracts [25], consensus 

mechanism, distributed ledger, and asymmetric encryption 

[23]. These are the building blocks of blockchain 

technology which enables the transactions to be validated 

with steady flow continuously on distributed networks. 

The proposed architecture incorporates the Ethereum 

blockchain for creating smart contracts which can be used 

to manage the data sharing process [34]. 
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Fig.  3. Blockchain technology 

Blockchain technology has major characteristics (Figure 3) 

such as decentralized control, timed blocks, incentive 

mechanism, flexible scripting, and security principle. 

1. Decentralized control - Distributed system structure of 

the Blockchain technology is responsible to track, store, 

maintaining, and transmitting the blockchain data. In the 

blockchain, complete intuitive mathematical models [30] 

are employed to create the trust relations between all the 

nodes included in the distributed system. This 

characteristic is essential in order to build a distributed 

system that is decentralized as well as trustworthy in 

nature.  

2. Timed blocks - Every data stored in the blockchain is 

associated with a block that is timestamped [31]. This 

feature is necessary to include the time parameter to the 

blockchain data thus improving its robust verifiable and 

traceable nature.       

3. Incentive mechanism - This mechanism is needed to 

ensure that all the nodes that are included in the distributed 

system must participate in the process of verification of the 

data blocks which is similar to the mining process of 

bitcoin. In order to add a new block to the blockchain 

network, consensus algorithms can be used. 

4. Flexible scripting - The programming structure in the 

blockchain is very flexible such that it allows the creation 

of enhanced smart contracts, different currencies, and 

many applications that are decentralized in nature. 

Consider the example of Ethereum which is a scripting 

language but Turing complete that can be used to build 

smart contracts. 

5. Security principle - The cryptographic algorithm used 

in blockchain technology to encrypt the data is asymmetric 

encryption [32]. The consensus algorithm is responsible to 

endure external attacks on the system and prevent the data 

from being corrupted. 

3.1.3 Service Owner 

These are the users who store the data as services in the 

IPFS. The service owner is authorized to encrypt the data, 

alter the access rights and revoke access to any data. 

Whenever the access for a service consumer is revoked, 

then the service owner is responsible to create the re-

encryption key and communicate it to all the storage nodes 

for enabling them to re-encrypt the data. In this way, the 

users whose access was removed will no longer be able to 

decrypt the data. 

 

Fig. 4. System model of the proposed platform 

3.1.4 Service Consumer 

These are the users who request access to the data shared 

as services by the service owners. Once access is granted, 

service consumers gain authorization to the data provided 

by the service owners. The interconnection between 

Service Owner and Consumer is depicted in Figure 4. 

3.1.5 Service Record 

This is a directory that acts as a public blockchain platform 

to allow the users to participate in the network. The users 

in this system are free to access the ledger for reading and 

writing purposes. It is also possible to add nodes to the 

system with ease. There is a consensus that is commonly 

distributed among all the participating users in the network 

and this is the most contributing factor to the transparency 

of this blockchain system. 

3.2 Threat Model 

It is highly essential to formulate the security as well as 

privacy requirements that are to be satisfied by the 

proposed SOPPDS platform [28]. The proposed platform is 

built with the motive to assure the following requirements. 

1. Data Secrecy - The proposed model maintains the 

secrecy of data by sharing it in encrypted form with the 

authorized users only, thereby prohibiting data access 

for anonymous users who do not have the required 

decryption key to decrypt the data. If in case the user 

access to data is removed, then the data is encrypted 

again with the re-encryption technique, by which the 

users whose access was removed will not be able to 

access the data further.  

2. Data Consumer Privacy - The identity of the users 
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involved in the system is hidden from each other. 

Service Owners and Service Consumers request and 

provide the data anonymously without sharing any 

personal information with respect to their identity. 

Thus, the users of the system will never be able to 

identify who has shared the information ever. 

3. User and Data Connectivity - This approach is 

devised in such a way that it is not possible to connect 

the activities performed by the same user in the 

network. It is ideally difficult to recognize the number 

of times a particular user has consumed the data shared 

in the network and also it is highly impossible to 

predict the number of times a service owner has 

executed data sharings. 

4. Proposed Architecture 

This section briefly describes the components involved in 

building the architecture of the proposed Service Oriented 

Privacy-Preserving Data Sharing (SOPPDS) Platform as in 

Figure 5. The architecture of the proposed platform is 

divided between two perspectives: The user Perspective 

and Blockchain Perspective.  

4.1 User Perspective 

Once the user of the system intends to share data 

anonymously then the user is connected with the following 

components of the platform to execute the task. 

4.1.1 Data Sharing Source (DSS) 

This data sharing source maintains a verifiable user access 

list 𝑉𝑈𝐴𝑙𝑖𝑠𝑡which consists of the information about the 

service consumers with whom the data uploaded by the 

service owner is shared. This data sharing platform is 

designed as an asynchronous distributed environment 

which does not require the service consumers to be 

available online when the data is shared by a service 

owner. The data consumers later can detect the new data 

shared using the 𝑉𝑈𝐴𝑙𝑖𝑠𝑡. 

 

 

 

 

 

 

 

Fig. 5. Proposed SOPPDS Platform Architecture 

4.1.2 Crypto Generator (CG) 

This component is responsible for handling all the 

operations relevant to the cryptographic computations in 

the platform. Verifiable user access list is regularly 

updated by CG based on the data sharing requests to the 

DSS and it ensures confidentiality of data by performing 

encryption and decryption on it. This component is used to 

identify and validate the eligibility proof of each service 

consumers to access shared data. It is also in control of 

creating hidden transactions for the service owners and 

service consumers to hide their identity from each other. 

4.1.3 Key Controller (KC)  

The role of KC is to maintain an authenticated storage and 

retrieval of keys involved in encryption and decryption 

process from the Key Store. 

4.1.4 Key Store (KS) 

This is a database that is available on the user side to store 

the keys that are distributed between the service owner and 

the service consumer. 

4.2 Blockchain Perspective 

There are two types of Smart Contracts created on the 

platform from the blockchain perspective.  

4.2.1 Service Consumer Smart Contract 

This is generally a common contract for all the users of the 

platform to register the unique public keys which are 

associated with their real identity. This is used by the 

service owners to recognize the service consumers 

registered on the platform before sharing the data with 

them. Prior to sharing data in the platform, it is essential 

for all the users to exchange unique public keys over a 

stable out-of-band medium. In cases when the user wishes 

to change the existing unique public key with a new one, 

then both the signed unique public keys must be updated 

mutually in the platform. 

4.2.2 Service Owner Smart Contract 

The service owner created this contract to identify and 

locate the data shared in the platform and also update the 

details on the 𝑉𝑈𝐴𝑙𝑖𝑠𝑡. This list is maintained regularly 

and audited on regular intervals of time. All the requests 

made by the service consumers are registered in this 

contract on a regular basis. This aspect is essential to 

ensure that the transactions made on the shared data are 

transparent and auditable by the service owner. 

 

4.3 Key Generation Mechanisms 

 

The key Controller is responsible for loading and fetching 

keys from the Key store in the proposed platform. Four 

different categories are defined in this platform with the 
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Algorithm 1:UniqueKeyGenerationAlgorithm 

Input:ConsideracyclicGroup𝑅𝐺inthe 

order𝐷whichisderivedby𝐹 

Output: 𝑃𝑘,𝑢𝑆𝑘 

Step 1: Select arandom numberathatbelongs 

toinfinitecyclicgroup𝑍𝐺 

Step 2: Assign 𝑢𝑆𝑘= 𝑎 

Step 3: Assign 𝑢𝑃𝑘=𝑎𝐹 

Step 4: return 𝑢𝑃𝑘,𝑢𝑆𝑘 

Algorithm2:LatentKeyGenerationAlgorithm 

Input:𝑆𝑘=1, 𝑢𝑃𝑘=𝑎𝑟𝐹 
Output:𝑃𝑘−𝑆𝑜−𝑆𝐶 

Step 1:Determine𝑥= 𝐻(𝑙. 𝑎𝑟. 𝐹) 
Step2:Determine𝑙𝑃𝑘𝑠=𝑥𝐹+ 𝑎𝑟𝐹 

Step3:return𝑙𝑃𝑘−𝑆𝑜−𝑆𝐶 

 

public key(𝑃𝑘) and private key(𝑆𝑘) defined for each of the 

key categories. 

Type 1 - Unique Keys (𝒖𝑷𝒌,𝑺𝒌) 

Every usr registered in the platform is associated with a 

𝑢𝑃𝑘 and 𝑢𝑆𝑘registering their identity in the system. These 

public keys are generally transmitted across an out-of-the-

band medium in a most secure way without violating the 

rules for preserving privacy.  

Type 2 - Contract Keys (𝒄𝑷𝒌,𝑺𝒌) 

A user of the system is allowed to hold any number of 

contract keys with a restriction that using one private 

contract key only one smart contract should be deployed. 

Type 3 - Transient Keys (𝒕𝑷𝒌,𝑺𝒌) 

The kind of keys are short lived keys which are created for 

one-time purposes. These keys can be employed by the 

user to sign any smart contract with a restriction to 

contracts which needs to be signed along with the Contract 

Private key(𝒄𝑺𝒌).  

Type 4 - Latent Keys (𝒍𝑷𝒌−𝑺𝒐−𝑺𝑪,𝑺𝒌−𝑺𝒐−𝑺𝑪) 

These keys are used in order to hide the identity of the 

users involved in the transactions from the third parties in 

the system. 

4.4 Unique Key Generation Algorithm 

Type 1, 2 and 3 keys are generated based on the 

𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚 1. Though 𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚 1 describes the 

generation of unique keys, it can be utilized for generating 

the other two types of keys as well and the only difference 

between them depends on the usage purposes. 

 

 

 

 

 

 

 

 

preserving the identity of both the Service Owner (SO) and 

Service Consumer (SC). As per this platform, SO is 

allowed to agree with any transaction by signing it with 

one transient Key to hide the identity. The main difficulty 

lies in protecting the identity of the SC. Whenever a SC 

requests for a service, it is sent to SC through a random 

address such that it is known to SC only. It is also required 

that SC knows the SO from whom the service is offered. 

The reason for this is to make the SC aware of the private 

key he needs to use for decryption purposes. These issues 

are overcome in the proposed platform using the latent 

keys. Latent Transactions are also employed as an 

additional measure to tackle this issue. Consider a scenario 

where the SO wants to be involved in a latent transaction 

with the SC. To accomplish this, the first step is the 

generation of a transient key pair consisting of 𝑡𝑃𝑘−𝑆𝑂 

and 𝑡𝑆𝑘−𝑆𝑂 where 𝑡𝑃𝑘−𝑆𝑂 = 𝑡 and 𝑡𝑆𝑘−𝑆𝑂 = 𝑡𝐹. In the 

next step, SO uses the public unique key of SC 

𝑢𝑃𝑘−𝑆𝐶and 𝑡𝑃𝑘−𝑆𝑂. These keys are applied to 

𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚 2 in order to generate the public latent key 

𝑙𝑃𝑘−𝑆𝑜−𝑆𝐶. Following this, SO begins a transaction and 

uses the private transient key 𝑡𝑆𝑘−𝑆𝑂 to sign the 

transaction and this is sent to the resultant public latent key 

𝑙𝑃𝑘−𝑆𝑜−𝑆𝐶.  

SC will flip through the blockchain network to determine if 

there is any latent transaction registered under it and 

computes the relevant private latent key 𝑙𝑆𝑘−𝑆𝑜−𝑆𝐶 for 

the transaction. If the public transient key 𝑡𝑃𝑘−𝑆𝑂of the 

latent transaction is known, Sc will use its private unique 

key 𝑢𝑆𝑘−𝑆𝐶to determine the   new   latent   key   

𝑛𝑙𝑃𝑘−𝑆𝑜−𝑆𝐶 = (𝑡𝑃𝑘−𝑆𝑂.𝑢𝑆𝑘−𝑆𝐶)𝐹   +   𝑢𝑃𝑘−𝑆𝐶 = 𝐻(𝑙. 

𝑎𝑟. 𝐹)𝐹 + 𝑎𝑟𝐹 .   If 𝑙𝑃𝑘−𝑆𝑜−𝑆𝐶 = 𝑙𝑃𝑘−𝑆𝑜−𝑆 , it can be 

concluded that the latent transaction is for the intended SC 

only. Then the private latent key 𝑙𝑆𝑘−𝑆𝑜−𝑆𝐶 = (𝑙. 𝑎𝑟. 

𝐹)+𝑎𝑟𝐼 is computed. In this case, it is not possible for the 

third parties to determine the 𝑙𝑆𝑘−𝑆𝑜−𝑆𝐶without the 

𝑢𝑆𝑘−𝑆𝐶, thus making it impossible to detect the identity of 

the service consumer in the transaction. To facilitate SC to 

identify the SO of the transaction, SO is required to 

encrypt the public unique key 𝑢𝑃𝑘−𝑆𝑂along with the 

public latent key 𝑙𝑃𝑘−𝑆𝑜−𝑆𝐶in the transaction. Thus, SC 

determines the private latent key to decrypt 𝑢𝑃𝑘−𝑆𝑂. In 

this way, the privacy of the distributed data sharing is 

preserved. 

 

 

 

 

Modified Key Policy-Attribute based Encryption (MKP-

ABE). This section describes the encryption and 

decryption process involved in the MKP-ABE algorithm in 

detail. 

5. Definition 

As per Newton’s interpolation, polynomial of degree d 

from a group of points which are d added to 1, 

{𝒂𝒌, 𝑷(𝒂𝒌) }𝒌=𝟎...𝒅using the equation (1), 
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𝑷(𝒂)  = 𝜮𝒌=𝟎
𝒅 𝑷(𝒂𝒌) △𝒌,𝑵(𝒂);                        (1) 

        where △𝑘,𝑁(𝑎)= 𝛱𝑥≠𝑦;𝑦∈[0,𝑑]
𝑎 − 𝑎𝑥

𝑎𝑥 − 𝑎𝑦
 

Setup 

Consider a security factor 𝑠𝑓 for which a group 𝑅𝑔 is 

generated in cyclic order =  𝑎. 𝑏. 𝑐  , here 𝑎, 𝑏 𝑎𝑛𝑑 𝑐 are 

prime numbers. The groups 𝑅𝑔−𝑎, 𝑅𝑔−𝑏,𝑅𝑔−𝑐 correspond 

to groups for 𝑎, 𝑏 𝑎𝑛𝑑 𝑐 respectively. Assume 𝑃𝐹 to be the 

function to be used over the generated groups for 

performing pairing. 

Function 𝑃𝐹 is defined as 𝑃𝐹 ∶  𝑅𝑔 × 𝑅𝑔 → 𝑅𝑔−𝑇.  Also 

consider the hash function 𝐻𝐹: {0,1}∗  → 𝑅𝑔. In order to 

produce the primary key 𝑃𝑀𝑘 and public key 𝑃𝑘 , values 

such as 𝑆1,𝑘,𝑆2,𝑘 ∈ 𝑅𝑔−𝑐 and 𝑡1,𝑘, 𝑡2,𝑘  ∈  𝑅𝑔−𝑎 are chosen. 

Next, ∈ 𝑍𝑝
∗  , 𝑡 ∈ 𝑅𝑔−𝑎 is chosen to compute 𝑃𝑀𝑘 and 𝑃𝑘 

using the equation (2) and (3). 

𝑃𝑀𝑘 =  (𝑎, 𝑏, 𝑐, 𝑟𝑔−𝑏 , 𝑡−𝜎 , {𝑡1,𝑘, 𝑡2,𝑘}𝑘=1
𝑑 )      (2) 

𝑃𝑘 =  (𝑅𝑔−𝑎, 𝑅𝑔−𝑐 , 𝐵 = 𝑅𝑔−𝑏𝑆0, 𝐴 = 𝑃𝐹(𝑅𝑔−𝑎, 𝑡)𝜎 , {𝑇1,𝑘 =

𝑡1,𝑘𝑆1,𝑘 , 𝑇2,𝑘 = 𝑡2,𝑘𝑆2,𝑘}𝑘=1
𝑑 )                                (3) 

To perform repudiation of users, a number is chosen in 

random 𝒏 ∈ 𝒁𝒑
∗  to form a polynomial of degree d to 

repudiate the users in equation (4). 

𝑃(𝑎) = 𝛴𝑘=0
𝑑 𝑝𝑘𝑎𝑘  𝑤ℎ𝑒𝑟𝑒 𝑃(0) = 𝑛                  (4) 

Again, a random number is selected from 𝑍𝑝
∗  as 𝑟 ∈ 𝑍𝑝

∗ to 

determine the primary repudiation key 𝑃𝑅𝑘 in equation (5), 

non-repudiation proof 𝑁𝑅𝑝and public repudiation key 

public repudiation key 𝑃𝐵𝑘 in equation (6). 

𝑃𝑅𝑘 = 𝑛                                                           (5) 

𝑃𝐵𝑘 =(𝑠𝑐
𝑦

,𝑠𝑐
𝑥)                                                  (6) 

𝑁𝑅𝑝= 𝑠𝑐
𝑥𝑦

                                                         (7) 

Encrypt 

To encrypt the data 𝑑 with a set of vectors 𝑣 =

(𝑣1, 𝑣2, 𝑣3, . . . . , 𝑣𝑘), where 𝑣𝑛 ∈ 𝑍𝑁
∗  , random values for 

𝜈, 𝛿, 𝜀 ∈ 𝑍𝑁
∗  and 𝑆3,𝑘,𝑆4,𝑘 ∈  𝑅𝑔−𝑐 are chosen to compute 

the following values. 

𝐵 = 𝐵′  = 𝑑𝑃𝑣𝑒̂(𝑠𝑐
𝑦

, 𝑠𝑐
𝑥)𝑣, 𝐵1 = 𝑠𝑝

𝑣, {𝐵1,𝑖 =

 𝐻1,𝑖
𝑣 𝐶𝛿𝑣𝑛 𝑆3,𝑘 , 𝐵2,𝑖 = 𝐻2,𝑖

𝑣 𝐶𝜀𝑣𝑛 𝑆4,𝑘}𝑘=1
𝑑 )(8) 

 

Key Generate 

Consider a set of vectors𝑚 = (𝑚1, 𝑚2, 𝑚3, . . . . , 𝑚𝑘) to 

produce the private key linked with each user. To 

accomplish this, random numbers such as 𝑠1,𝑘,𝑠2,𝑘 ∈ 𝑍𝑎
∗  , 

here the value of k varies between 0 and d. 

Also, few random values are chosen for 𝑔1, 𝑔2 ∈ 𝑍𝑏
∗ , 𝑆5 ∈

 𝑅𝑔−𝑐 and 𝐶6 ∈  𝑅𝑔−𝑏 .  Then the private key is generated 

using the equation (9). 

𝑆𝑘,𝑚 = (𝐾 = 𝑆5𝐶6𝑡−𝜎𝛱𝑘=1
𝑑 𝑡1.𝑘

−𝑠1,𝑘𝑡2.𝑘

−𝑠2,𝑘)           (9) 

The non-repudiation key(𝑁𝑅𝑘) is computed in equation 

(10) using a special number 𝑠𝑁𝑢𝑚which is unique to every 

user. 

𝑁𝑅𝑘 = 𝑠𝑁𝑢𝑚                                                (10)       

Key Update 

Consider the case when 𝑘 users are supposed to be 

repudiated from the system who are linked with a list of 𝑘 

non-repudiation keys 𝑁 = {𝑁𝑅𝑘,𝑗}𝑗=1...𝑘. Suppose 𝑘 < 𝑡, 

then the system will pick 𝑡 − 𝑘 numbers in random and 

determines 𝑁𝑅𝑗= 𝑃(𝑗).  Further, 𝑒 ∈ 𝑍𝑝
∗  . The non-

repudiation update is determined in equation (11).      

    𝑁𝑅𝑈  =  (ℎ𝑒 , {𝑘, ℎ𝑒𝑁𝑅𝑘,𝑗}𝑘=1...𝑑)                  (11)   

Re-Encrypt 

The ciphertext 𝐵 can be re-encrypted by modifying 

𝐵′element in 𝐵 into 𝐵′
𝑟𝑒using a re-encryption key.                                                                                                                                                                               

𝐵′
𝑟𝑒 = 𝐵′𝑒(𝑠𝑐

−𝑥𝑦
𝐻(𝐴), 𝑠𝑐

𝑟 , 𝐴𝑒(𝑠𝑐
𝑥 , 𝑠𝑐

𝑦
)𝑟)          (12) 

The re-encrypted ciphertext can be represented as follows. 

𝐵𝑟𝑒 =  (𝐵′
𝑟𝑒 = 𝑠𝑃𝑚𝑒̂(𝐻(𝐴), 𝑠𝑐

𝑚 ), 𝐵1 = 𝑠𝑐
𝑚, 𝐵𝑎 = 𝑠𝑐

𝑎, 𝐵𝑥

= 𝐴𝑒(𝑠𝑐
𝑥 , 𝑠𝑐

𝑦
)𝑟 , 

{𝐵1,𝑖 =  𝐻1,𝑖
𝑣 𝐶𝛿𝑣𝑛 𝑆3,𝑘, 𝐵2,𝑖 = 𝐻2,𝑖

𝑣 𝐶𝜀𝑣𝑛 𝑆4,𝑘}𝑘=1
𝑑 )       (13) 

Decrypt 

Decryption process depends on the nature of the ciphertext 

and private key is used to decrypt the ciphertext𝐵. 

𝑑̂ = 
𝐵′𝑒̂(𝐵1,𝐷)𝛱𝑘=1

𝑑 𝑒̂(𝐵1,𝑘 ,𝐷1,𝑘)𝑒̂(𝐵2,𝑘 ,𝐷2,𝑘)

𝑒̂(𝑁𝑅𝑃,𝐵1 )
 

𝑑̂ = 𝑑 𝑒̂(𝑠𝑎 , 𝑠𝑏)(𝛿𝑔1,𝜀𝑔2)<𝑣,𝑚>(14) 

 

When the re-encrypted ciphertext is to be decrypted, non-

repudiation proof is used. 

 

𝐷 =  
𝐵𝑎

𝑒̂(𝑁𝑅𝑃,𝐵𝑟)
 =  

𝐷𝑒̂(𝑠𝑐
𝑥,𝑠𝑐

𝑦
)𝑟

𝑒̂(𝑠𝑐
𝑥𝑦

,𝑠𝑐
𝑟)

                             (15) 

The original message can be obtained by applying the 

above value to the decryption using equation (16). 

 

𝑑̂ = 
𝐵𝑟𝑒

′𝑒̂(𝐵1,𝐷)𝛱𝑘=1
𝑑 𝑒̂(𝐵1,𝑘 ,𝐷1,𝑘)𝑒̂(𝐵2,𝑘 ,𝐷2,𝑘)

𝑒̂(𝐻(𝐷),𝐵1 )
 

𝑑̂ = 𝑑 𝑒̂(𝑠𝑎 , 𝑠𝑏)(𝛿𝑔1,𝜀𝑔2)<𝑣,𝑚>                        (16) 
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Algorithm3: Creation of Latent Transaction Algorithm 

Input: public unique key of service owner 

𝑢𝑃𝑘−𝑆𝐶 private encryption key𝑑𝑆𝑘−𝑆𝐶 

Output: latent transaction 𝐿𝑇𝑆𝐶 

Step1: Determine public latent key𝑙𝑃𝑘−𝑆𝑜−𝑆𝐶 

Step2: Perform encryption 𝑒1of𝑢𝑃𝑘−𝑆𝑂 using 𝑙𝑃𝑘−𝑆𝑜−𝑆𝐶 

Step3: Perform encryption𝑒2of𝑑𝑆𝑘−𝑆𝐶using 

𝑙𝑃𝑘−𝑆𝑜−𝑆𝐶 

Step 4: Create a latent transaction 𝐿𝑇𝑆𝐶with 𝑒1and   

𝑒2and send it along with private transient key𝑡𝑆𝑘 

Step5: return𝐿𝑇𝑆𝐶 

5. Soppds Platform Implementation 

This section discusses the implementation of SOPPDS 

platform and the operations performed are described in 

Figure 6. 

5.1 Registering in SOPPDS Platform 

For any user to be a part of the proposed platform, it is 

mandatory to get registered as an initial step. As part of the 

registration process, the user must register with the public 

unique key smart contract which is implemented on the 

blockchain. This process involves the creation of a unique 

key pair containing the public (𝑢𝑃𝑘)and private (𝑢𝑆𝑘−𝑆𝐶) 

keys as per 𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚 1. After creation of the keys,𝑃𝑘is 

used in the contract to complete the registration process. 

These unique keys describe the identity of the user and 

must not be shared with other users which would result in 

violation of privacy rules. 

5.2 Distributing keys for Service sharing 

The service owner employs Modified Key Policy-Attribute 

based Encryption (MKP-ABE) technique to perform 

encryption and secure the data before sharing it to the 

service consumers. It is the responsibility of the service 

owners to distribute the decryption keys as well to the 

service consumers to perform the decryption process on 

the consumer end. The private decryption keys are shared 

with the service consumers. These private decryption keys 

need to be shared to the public unique key 𝑢𝑃𝑘of the 

service consumers. One major issue associated with this 

type of transaction is the privacy risk involved in sharing 

the private encryption keys directly to the public unique 

keys of a service consumer. 

In order to tackle this issue, 𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚 3 is proposed to 

create a hidden transaction in order to share the private 

decryption keys to the service consumers. This latent 

transaction is sent to the blockchain and when the service 

consumer flips through the blockchain, the latent 

transactions can be viewed by the intended service 

consumers. 

 

Fig. 6. SOPPDS Platform Implementation 

 

 

 

 

 

 

 

 

 

 

 

 

Once the latent transaction is received by the service 

consumer, the private latent key is computed 𝑙𝑆𝑘−𝑆𝑂−𝑆𝐶 

which can be used to decrypt 𝑒1and𝑒2 to obtain the private 

decryption key 𝑑𝑆𝑘−𝑆𝐶 and public unique key 𝑢𝑃𝑘−𝑆𝐶. The 

se𝑑𝑆𝑘−𝑆𝐶,𝑢𝑃𝑘−𝑆𝐶 keys are stored on the service consumer 

end for any future purposes. In this type of data sharing, it 

is highly impossible for any third parties to recognize the 

identity of the service owner and service consumer. 

5.3 Service Sharing by SO 

To upload the data into the network for sharing purposes, it 

is essential to create a pair of keys based on the smart 

contract 𝑠𝑚𝑃𝑘and 𝑠𝑚𝑆𝑘. A new smart contract can further 

be created on the blockchain by using 𝑠𝑚𝑆𝑘. 

𝑠𝑚𝑃𝑘represents the public key of the service owner and 

one data upload requires on smart contract to be created. 

Data is uploaded after encrypting it using the KP-ABE 

technique. The encrypted data is uploaded onto the 

Interplanetary File System. Upon successful upload of 

data, the address of the data location in IPFS is returned. 

The integrity of data can be verified by using the address 

which is a hash of the data that is in encrypted form. This 

address along with 𝑠𝑚𝑆𝑘 is updated in the smart contract to 

retrieve in the future. Once the data has been uploaded in 

the network, it should be shared with the service 

consumers. To facilitate this, a latent access record 

list𝐿𝐴𝑅𝑙𝑖𝑠𝑡 is used which contains the details of the service 

consumers registered in the system. Every element 

associated with the list is a combination of two keys. One 

is the public latent key 𝑙𝑃𝑘−𝑆𝐶 of a service consumer which 

can be generated using 𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚2. The second key is an 

encrypted form of the public unique key of the service 

owner 𝑢𝑃𝑘−𝑆𝑂 and public latent key 𝑙𝑃𝑘−𝑆𝐶. This transaction 

is then updated in the 𝐿𝐴𝑅𝑙𝑖𝑠𝑡 in the corresponding smart 

contract and added to the blockchain. Whenever a service 

consumer flips through the blockchain, public latent keys 

can be verified to identify the new data being shared 
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recently along with the details about the service owner who 

shared it.  

5.4 Service Access by SC 

For a service consumer to access the data being shared by 

the service owner, the service consumer must validate two 

steps. The first step is to prove that the service consumer is 

registered in the latent access record list 𝐿𝐴𝑅𝑙𝑖𝑠𝑡 of the 

corresponding smart contract. To accomplish this, the 

service consumer uses the private latent key 𝑙𝑆𝑘−𝑆𝐶 

equivalent to the public latent key in the smart contract. In 

the second step, the service consumer is expected to 

possess a private key to decrypt the shared data. 

6. Privacy Preserving Analysis for Proposed 

Architecture 

The following section validates the proposed architecture 

to check if the privacy preserving data sharing 

requirements are satisfied by the SOPPDS platform. 

6.1 Data Secrecy 

To validate the data secrecy feature of the proposed 

Modified Key Policy-Attribute based Encryption (MKP-

ABE), the setup denoted by MK is defined as follows. 

Setup:  

Consider a group  𝑹𝑮 in cyclic order c generated by the 

series 𝒔𝒄. Choose two numbers x and y in random that 

belongs to 𝒁𝒑
∗ . Construct primary repudiation key  𝑷𝑹𝒌 =

 𝒚 Construct public repudiation key 𝑷𝑩𝒌 = (𝒔𝒄
𝒚
,𝒔𝒄

𝒙) 

Construct non repudiation proof 𝑵𝑹𝒑= 𝒔𝒄
𝒙𝒚

 

Encrypt: 

To encrypt any data d, m is chosen in random from𝑍𝑝
∗  and 

the equivalent ciphertext is determined using  

𝐶𝑡𝑒𝑥𝑡 = (𝑠𝑚 , 𝑑𝑒̂(𝑠𝑐
𝑥 , 𝑠𝑐

𝑦
)𝑠). 

Decrypt: 

The encrypted data can be decrypted by using 

𝑑 =
𝑑𝑒̂(𝑠𝑐

𝑥 , 𝑠𝑐
𝑦

)𝑠

𝑒̂(𝑠𝑐
𝑚 , 𝑠𝑐

𝑥𝑦
)𝑠

 

Those users who are repudiated from the transaction needs 

to determine 𝒆̂(𝒔𝒄
𝒙, 𝒔𝒄

𝒚
)𝒔from the combination of values like 

(𝒆̂, 𝒔𝒄
𝒙, 𝒔𝒄

𝒚
, 𝒔𝒄

𝒎). These encryption and decryption schemes 

prove to preserve the secrecy of the data shared in the 

system. 

6.2 Data Consumer Privacy 

To protect the privacy of the service owner, everyone data 

is shared by a owner to the system a new smart contract is 

implemented with a set of key pairs 𝒔𝒎𝑷𝒌and 𝒔𝒎𝑺𝒌 . 

When a service consumer is to be added to the latent 

access record list 𝑳𝑨𝑹𝒍𝒊𝒔𝒕, SO generates a public latent key 

𝒍𝑷𝒌−𝑺𝑶−𝑺𝑪 to SC.  

Thus 𝑳𝑨𝑹𝒍𝒊𝒔𝒕 will contain all the public latent keys of the 

service consumers registered in the system and this list is 

then consecutively stored on the blockchain. It is provable 

that 𝒍𝑷𝒌−𝑺𝑶−𝑺𝑪 cannot be used to recognize the identity of 

either the SO or SC. According to Algorithm 2, 𝒍𝑷𝒌−𝑺𝑶−𝑺𝑪 

is determined based on transient key pair 𝒕𝑷𝒌−𝑺𝑶 = 𝒕 and 

𝒕𝑺𝒌−𝑺𝑶 = 𝒕𝑭 and public unique key  𝒖𝑷𝒌 =  𝒂𝒓𝑭 of SC 

such that 𝒍𝑷𝒌−𝑺𝒐−𝑺𝑪 = 𝑯(𝒍. 𝒂𝒓. 𝑭)𝑭 + 𝒂𝒓𝑰. Thus it is clear 

that if the identity of the service consumer needs to be 

identified through the 𝑳𝑨𝑹𝒍𝒊𝒔𝒕 using𝒍𝑷𝒌−𝑺𝒐−𝑺𝑪 , then it is 

essential to iterate through all the public unique keys 𝒖𝑷𝒌 

associated with the 𝑳𝑨𝑹𝒍𝒊𝒔𝒕, which is unfeasible and thus it 

is proved that the privacy of the service consumers are 

ensured by the proposed platform.  

6.3User and Data Connectivity 

It is highly impossible to link the activities carried out by a 

specific user in the proposed platform. Every data sharing 

activity in the system is performed by deploying a new 

smart contract using new key pair 𝒔𝒎𝑷𝒌and 𝒔𝒎𝑺𝒌. These 

keys are volatile keys which can be used one time only. 

Similar to this, every data sharing activity is also linked 

with a set of latent keys 𝒍𝑷𝒌−𝑺𝒐−𝑺𝑪 and 𝒍𝑺𝒌−𝑺𝒐−𝑺𝑪. For 

every consumer these keys are also generated atrandom for 

every data sharing activity. Thus, it is obvious that for 

every data sharing activity of a service consumer an 

equivalent number of latent key pairs are generated which 

makes the service consumers untraceable across the 

system. 

7. Performance Evaluation 

The performance of the proposed system is discussed 

extensively in this section based on the cost incurred for 

deploying smart contracts in the blockchain and executing 

complex computations in the system. Ethereum blockchain 

is used for the implementation of the proposed SOPPDS 

platform. In this type of blockchain, miners are the key 

players who hold the responsibility to validate and insert 

transactions into the blockchain. Therefore, it is required to 

pay the miners to execute all the operations in the 

blockchain. The amount of work required to perform the 

computations is measured using the metric known as gas. 

To begin a transaction in this blockchain it is essential to 

set values for two factors such as gas bound and gas 

charge. Gas bound refers to the maximum boundary for the 

gas that can be spent by the sender. Gas charge refers to 

the price associated with the gas. Gas charge depends on 

ETH which is the crypto currency for this blockchain on 

which SOPPDS is deployed. 
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Fig. 7. Comparison of Encryption and Decryption Time 

The Smart contracts such as Service consumer smart 

contract and Service owner smart contract are implemented 

using Solidity. The cryptographic operations involved in 

the proposed system requires two important operations 

such as Encrypt and Decrypt. Figure 7 depicts the 

comparison of encrypt and decrypt processes based on 

computational time and it is evident that the decrypt 

process consumes more time, thus assuring the efficiency 

of the proposed technique to perform privacy aware secure 

transactions. 

 

 

Fig. 8. Comparison of Latency for Order Sets 

Further, the latency and cost incurred to execute the 

complex computations on the user side is analyzed. To 

demonstrate the efficiency of the proposed platform in 

performing these complex operations, it is implemented on 

a computer with an i7 processor having RAM capacity of 8 

GB. The performance exhibited by the platform for both 

the operations is measured based on the cryptographic 

operations performed by varying the workload size. One 

possible solution to reduce the latency and cost for 

execution is to introduce composite order sets instead of 

prime order sets. There was a commendable improvement 

in the performance after applying composite order sets for 

the complex computations. It can be observed from Figure 

8 and 9 that the composite order sets exhibit reduced 

latency and computational cost. 

 

 

Fig. 9. Comparison of Computational Cost for Order Sets 

8. Conclusion 

Data generated from electronic gadgets are vulnerable to 

security and privacy issues to a more significant extent. 

Users have full authority over the data to manage and share 

it without compromising privacy. The transparent nature of 

Blockchain, along with decentralization features, can help 

to tackle the security and privacy threats related to data 

sharing. This paper proposes a Service Oriented Privacy-

Preserving Data Sharing platform based on Blockchain. 

This platform ensures the confidentiality of the shared data 

while preserving the privacy of the activities performed by 

the users in the system. The users who own and share the 

data as well as who consume the data, can be monitored 

through the details available in the Verifiable user access 

list, which is saved on the Blockchain. The proposed 

platform serves as a powerful solution for the data sharing 

process with less burden on the user to ensure privacy. On 

the downside, though composite order sets reduce the 

latency and computational cost of cryptographic 

operations, there is still scope to find an approach to 

perform those operations with less complexity. In the 

future, we aim to extend this work by including more 

optimal parameters to this model to enable a balance 

between privacy-preserving as well as the availability of 

data. 
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