International Journal of

INTELLIGENT SYSTEMS AND APPLICATIONS IN
ENGINEERING

www.ijisae.org

1JISAE

ISSN:2147-6799 Original Research Paper

Optimization of Copy Move Forgery Detection with Region Selection
Based on Domain Specific Characteristics

Shashikala S.1, Ravi Kumar G. K 2

Submitted: 10/05/2023 Revised: 15/07/2023 Accepted: 07/08/2023

Abstract: Tampering and counterfeiting of digital images for various malicious purposes has become easier with advanced image editing
tools. Copy move counterfeiting is a common image tampering technique created by copying a slice from one place to another in a image.
Occlusion and partial distortions make counterfeit detection a challenge. To address it a deep learning signature approach was proposed in
our earlier work. Though the accuracy of detection was high, the computational complexity was higher in that approach. This work proposes
a novel region selection based optimization for reducing the computation complexity in deep learning signature approach for copy move
forgery detection. The proposed region selection algorithm models the regions based on domain characteristics using a fuzzy Gaussian
membership function. The proposed region selection optimization is able to reduce the computational complexity by 10% without

compromising on accuracy of copy move forgery detection.
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1. Introduction

Digital image is a spatial representation of two or three
dimensional scene. The visual impact it creates is higher
compared to text and audio. Digital image processing has
important in various applications like medical diagnosis,
remote sensing, computer vision, video processing and
pattern recognition etc. Images has also became a language
independent mechanism for communication and news
broadcast. Use of images in various applications also carries
a risk of image manipulation for various malicious
intensions. Introducing errors in medical diagnosis,
defaming people, diverting criminal forensics, disrupting
social harmony are some of malicious intension for which
the attackers manipulate the images [1-3]. It has become
very difficult to detect these image manipulations, as these
manipulations can be done in a sophisticated manner using
recent image editing tools. With availability of deep
learning techniques, image counterfeit can be created with
close resemblance to natural images. Copy move is one of
the important image manipulation techniques where a
region of image is copied to another region. The existing
methods for copy-move tampering detection can be
categorized to three types: frequency based, spatial based
and hybrid. Frequency analysis and wavelet feature analysis
are used in frequency-based techniques to detect tampering.
based techniques to detect tampering. A major problem in
existing techniques for copy move tampering detection is
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that their detection accuracy reduces in presence of partial
occlusions. In our earlier work, a deep learning signature-
based method was proposed to solve this problem. But the
computational complexity is higher in this approach as the
image is split into multiple non-overlapping blocks and
computing deep learning signature for each block. Due to
use of multiple blocks for signature computation and
comparison, the computational complexity is higher in this
approach. This complexity is reduced using region selection
optimization in this work.

This work proposes a region selection optimization based
on domain specific characteristics of image. A fuzzy
Gaussian membership function is built to classify the
regions in the image for lookup of copy move forgery
detection. Deep learning signatures are extracted and
matched only in the regions selected by the fuzzy Gaussian
membership function. Due to this region selection
optimization, the computational complexity of deep
learning-based copy move forgery detection is reduced
without compromising on detection accuracy. The
contributions of this research work are as follows

(i) Modified active net based segmentation to segment only
the regions which have high probability of being detected as
copy move by optimizing the fitness function of TAN
segmentation to deform based on shape.

(i) A novel fuzzy Gaussian membership function to select
the regions for copy move forgery detection using domain
specific characteristics of the image. The region selection
has reduced the computational complexity of copy move
forgery detection without compromising the detection
accuracy.

(ii) Capturing the domain specific characteristics by
splitting region to mesh and computing variance of mesh
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segments and calculating K larger partial sum of variances
for region.

Sections organization of this paper is as follows. Section 2
presents the survey on capture move forgery detection
techniques and research gaps in them. Section 3 provides the
proposed region selection-based optimization for copy
move forgery detection. Section 4 presents the results of
proposed optimization and comparison to existing works.
Section 5 present the conclusion and future scope of work.

2. Survey

Li et al [4] selected the region for tampering detection using
statistical features. A tampering probability map is
constructed by splitting the image into blocks and selecting
the blocks based on statistical features. The technique fails
to detect copy regions in presence of occlusions and the
approach does not optimize the number of regions. Y.Li et
al [5] extracted scale invariant features in whole of image
and matched it block by block across image to detect copy
move forgery. Even for minor distortions, the approach fails
to detect the match. Also computational complexity is high
due to matching all the regions in the image. Mayer et al [6]
split the image to grids and matched the lateral chromatic
aberration between grids to detect copy move forging. The
approach provides higher accuracy only for large number of
grids which increases the computational complexity. Also
the approach works only certain backgrounds. Bi et al [7]
split the image to grids, extracted texture features and used
offset guided searching to detect copy move forgery. Even
minor transformations during copy move tampering reduces
the accuracy of detection in this method. Wang et al [8]
segmented images using super pixel segmentation algorithm
and extracted key points from the segmented regions. Key
point matching between regions is done to detect copy more
forgery detection. The method could not detect copies in
presence of occlusions. Teerakanok et al [9] split the image
to grid and for each grid regions SURF and GLCM features
are extracted. Grids are matched to detect copy move
forgery. The method could not accommodate
transformations and occlusions. Chou et al [10] split the
image to blocks and extracted Gabor filter features from it.
Matching is done across blocks to detect copy. This method
is not resilient even for a small shape distortion. Chen et al
[11] proposed a copy move detection algorithm based on
Zernike moments (ZM). ZM features extracted from images
in circular patches are matched to detect copy. In presence
of occlusions, this solution fails to detect the copy due to
high variance in ZM features between the images. Further
this method does not rotational forgeries. Emam et al [12]
split image to blocks. For each block, keypoints were
located and histogram features were extracted from it.
Matching is done block by block to detect forged regions,
due to which computational complexity is higher. Thajeel et
al [13] proposed a copy move detection algorithm based on

Quaternion coefficients (QC). QC features of each block of
image are compared using KD-tree to detect the coped
regions. The computation complexity is higher and the
solution is not resilient to occlusions in this approach.
Mahmood et al [14] split image to non-overlapping blocks
and extracted wavelet transform features from each blocks.
Matching is done block by block to detect copied blocks.
Object transformations can make this method erroneous.
Hosny et al [15] extracted exponential transform
coefficients from object segments of image. Segment
similarity is measured with Euclidean distance. But the
method is not transformation invariant and computational
complexity increases with number of objects. Islam et al
[16] split image to non-overlapping image blocks and
extracted a hybrid feature combining discrete cosine
transform (DCT) with local binary pattern (LBP). Matching
of feature is done block by block to detect copied blocks.
The hybrid feature is not transformation invariant. Cristin et
al [17] proposed a copy detection mechanism specific to
face. Faces in image are segmented and hybrid feature
combining Gabor filter, wavelet and texture operator is
extracted. The faces are matched using the hybrid feature
using support vector machine (SVM) classifier to detect
copy. The features are not resilient to occlusions. Bappy et
al [18] used long short term memory (LSTM) for copy move
forgery detection. Image is split to regions. Spatial maps are
extracted for each region. LSTM classifier takes the
sequence of spatial maps as input to detect copies. Presence
of occlusions makes this method erroneous. Liu et al [19]
segmented image into regions and extracted convolutional
neural network (CNN) features from each region. Matching
is done region by region to detect copy move forgery.
Computational complexity is higher for extracting CNN
features from each region. Khayeat et al [19] split image to
regions and extracted Haar wavelet features from regions.
Regions are compared for similarity using deep learning
classifier. But the computational complexity is higher with
Segnet deep learning classifier.

3. Proposed Solution

The working of proposed copy move forgery detection
system is illustrated in Figure 1. The objective of the
proposed solution is to reduce the computational complexity
of copy move detection without compromising on detection
accuracy in presence of partial occlusions. This objective is
achieved by copy. In presence of occlusions, this solution
fails to detect the copy due to high variance in ZM features
between the images. Further this method does not rotational
forgeries. Emam et al [12] split image to blocks. For each
block, keypoints were located and histogram features were
extracted from it. Matching is done block by block to detect
forged regions, due to which computational complexity is
higher. Thajeel et al [13] proposed a copy move detection
algorithm based on Quaternion coefficients (QC). QC
features of each block of image are compared using KD-tree
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to detect the coped regions. The computation complexity is
higher and the solution is not resilient to occlusions in this
approach. Mahmood et al [14] split image to non-
overlapping blocks and extracted wavelet transform features
from each blocks. Matching is done block by block to detect
copied blocks. Object transformations can make this method
erroneous. Hosny et al [15] extracted exponential transform
coefficients from object segments of image. Segment
similarity is measured with Euclidean distance. But the
method is not transformation invariant and computational
complexity increases with number of objects. Islam et al
[16] split image to non overlapping image blocks and
extracted a hybrid feature combining discrete cosine
transform (DCT) with local binary pattern (LBP). Matching
of feature is done block by block to detect copied blocks.
The hybrid feature is not transformation invariant. Cristin et
al [17] proposed a copy detection mechanism specific to
face. Faces in image are segmented and hybrid feature
combining Gabor filter, wavelet and texture operator is
extracted. The faces are matched using the hybrid feature
using support vector machine (SVM) classifier to detect
copy. The features are not resilient to occlusions. Bappy et

|

al [18] used long short term memory (LSTM) for copy move
forgery detection. Image is split to regions. Spatial maps are
extracted for each region. LSTM classifier takes the
sequence of spatial maps as input to detect copies. Presence
of occlusions makes this method erroneous. Liu et al [19]
segmented image into regions and extracted convolutional
neural network (CNN) features from each region. Matching
is done region by region to detect copy move forgery.
Computational complexity is higher for extracting CNN
features from each region. Khayeat et al [19] split image to
regions and extracted Haar wavelet features from regions.
Regions are compared for similarity using deep learning
classifier. But the computational complexity is higher with
Segnet deep learning classifier selecting the region for copy
move detection in two stages. In first stage, regions with
characteristics shapes are alone segmented

using modified activenet segmentation. In the second stage,
regions probable for certain domain are alone retained and
other dropped. Deep learning signature based copy move
forgery detection is trigged on the probable regions
provided by the region selection.

IFage

PMocdifled Aoctivenst ssgmeantaticon

Radglomns

Raglon salooticon

h 4

Probabls Reglons

Deep slgnaturs baced reglon
copy detecticon

I

Detesoted ooy
mowve regiona

Fig. 1. Architecture of proposed optimized copy move detection

The proposed solution has three important stages. (i)
Modified active segmentation to segment regions, (ii)
region selection to filter un-necessary regions and provide
probable regions for matching and (iii) Deep signature
based region copy move detection. Each of these stages is
detailed in below subsections.

A. Modified activenet segmentation

The input image is processed with modified activenet
segmentation to identify regions of interest. Active net
segmentation is a kind of Deformable model. Deformable
models (DM) [24] are the surfaces and curves placed over
images and the surfaces deform under influence of forces.
The deformation can be due to forces both internal and

external. Internal forces maintain the smoothness and
external forces maintain the orientation towards the object
of interest. Over the years many different version of
deformable models have been proposed and one of
noteworthy geometric deformable model is Topological
Active Net (TAN) [25]. It is based on the concept of elastic
two dimensional mesh. The deformation of mesh is
controlled by a energy function and links are deformed
where energy function achieving the minimal value. Thus
the image segmentation is solved as energy minimization
problem over the mesh defined as

v(a,b) = (x(a, b),y(a, b)) 1)
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where (a, b)€[[0,1]X]0,1]

The energy function controlling the mesh deformation is
given as

E(v@ D) = [§ fy [Em(v(a b)) +
Eext (v(a, b))] dmdn 2)

In the above equation, E_int is the internal energy function
which control the contraction and bending in mesh. It is
calculated as

Eint(v(a b)) = a(lva(a, b)|*+|vy(a, b)|?) +

B(IVaa(@ b)I? + [vap(a,b)I?) + |vpp(a,b)[?)

®)

The subscripts in the above equation represent the partial

derivates. |v,(a,b)|? and |vy(a,b)|?represents the first
order derivatives and they are calculated as

Va@b)[2 = [[1dZ @ b)I|* + 1A @b (4)

(@ b2 = [l @b’ +lds @2 (©)

In the above equation d+ represents the forward difference
and d- represents the backward difference. The are
calculated as below

df(a,b) = [v(a+k,s) —v(a,b)]/k

(6)
d; (a,b) = [v(a,b) — v(a — k,n)]/k
@)
df(a,b) = [v(a,b+1) —v(a,b)]/I
®)
d; (a,b) = [v(a,b) — v(a,b —D]/1 9)

v (2, b) and vy, (a, b) are the second order derivatives and
they are calculated as

v(a—kb)—2v(a,b)+v(a+kb)

Vaa(a,b) = @
(10)
vyp(a,b) = v(ab-D-2v(ab)+v(ab+])
bb\<, = 2
(11)
Vmn (a: b) =

v(a—kb)-v(a—kb+1)—v(a,b)+v(ab+l)
k1

(12)

The external energy is calculated in terms of intensity
function as

ext(v(a b)) = u)f[l(v(a b))]

fl1(v(p))] (13)

|N(ab)| peN(ab)uv(ab) vl
In the above equation | represent the intensity of pixel and
N represents the neighborhood of pixel. The function f in
above equation is calculated as

flI(v(a, )] = [ImaXI(V(a S e(Gmax —
I(v(ab))+

—G(v(a,b)))+®GD(v(a,b)) (14)

In the above equation, Imax represents the maximum
intensity value of pixel in the image and Gmax represents
the maximum intensity of gradient image.

In TAN segmentation, a mesh is placed over the entire
image and energy minimization is applied over each of
links, to decide where the mesh is to be deformed by
removing the link or retaining the link. There are multiple
combinations of links that can be removed and best
combination is found using greedy search. Energy function
is calculated in each iteration and mesh is deformed.
Iteration is stopped when no further links can be removed
from the mesh.
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Fig. 2. Deep signature extraction
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Fig. 3. Optimized copy move detection flow

The TAN segmentation is modified to select only regions
with characteristic shapes. This is achieved by extended
with a shape fitting based optimization function instead of
intensity based fitting function used in TAN (eq.14). By
this way deformation does not occur in area where there is
no characteristics shape, eventually there are not segmented.

B. Region selection

Modified activenet segmentation provides regions and from
these regions the most probable regions for copy move
detection is found by learning domain specific
characteristics. Domain specific characteristics is found by
splitting region to mesh and computing variance of mesh
segments and calculating K partial sum of variances for
region. These features of K larger partial sum of variances
of regions are different for different images in various
domains. A correlation is established between the K larger
partial sum of variance as feature and whether to select the
region as probable or not probable is established using fuzzy
Gaussian membership function.

A collection of images in different domains is organized
with their regions considered for copy move detection
(known from ground truth). The feature of K larger partial
sum of variance is extracted for each of the regions and this
feature is associated with a class of O( not probable region)
and 1 (probable region) based on whether they are not
considered or considered for copy move detection from
ground truth. From this training set of feature and classes a
fuzzy Gaussian membership function is built. Clustering is
done on training dataset using Fuzzy C Means clustering

with number of clusters as P=2. The cluster center is given
as

D= {De‘q ,e=12..5and q = 1,2,3}

(15)

Where D_(e,q) is the gth feature of the eth cluster.

The closeness of the gth feature of the rth data f r,q with qth
feature of eth cluster is defined using Gaussian function
as[26]

(fr,q—De,)?
Y R
G(frq)DeqrTeq) =€ 7P (16)
Where
1 N,
Ocq = N_ezr:1(fr,q - De,q)2 17)

The closeness of features of rth data to the eth cluster is
given as

Lpr,e = Hf;:l G(fr,q' De,q: Ue,q)

(18)
Linear regression of input features is done to find the output
label as
Pre = Wepo + 25:1 We,q,fr_q

(19)

Features are multiplied with their regression coefficients
(W) to find the cluster label.
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IV(T') = 5:1 l'pr,ed)r,e (20)

The error of fitting is calculated between N'(r) and N(r) as
given below

E =% |IN0) - NOII? (21)

Two fuzzy Gaussian membership function are built one
corresponding to  probable region and another
corresponding to not probable region. Non probable regions
are filtered and copy move detection is done only over
probable region.

C. Deep signature based copy move detection

Deep signature is computed for each of the probable regions
identified in Section B. For each of the region, occlusion
noises are added in different probabilities to generate
multiple patches. On these patches QDCT coefficients are
extracted. The coefficients with low frequency components
(A1) and high frequency components (Dgl) are calculated

for a image patch f(x, y) using QDCT as

f(x,Y) = Aglf(x'J’) + Z?=1[D§,1f(x'Y) + Dg,z f(x'J’) +
DJsf (x, )] (22)

Applying QDCT, low frequency and high frequency
components are obtained. Dimension reduction is done
using two different strategies for high and low frequency
components. Low frequency components in each band are
dimension reduced using averaging. High frequency
components in each band are dimension reduced using
maximum value in each band.

To generate deep learning signature, a convolutional neural
network (CNN) is used. CNN takes the reduced QDCT
coefficients as input. This input passes through series of
convolution, pooling and fully connected layer to get a
reduced feature of dimension 1x 512. The configuration of
CNN used for feature processing is given in Figure 2. Each
image patch is passed to CNN to get reduced features. The
reduced features of each patch are processed using a novel

signature generation algorithm to generate aggregate
signature.

The steps in the aggregation signature algorithm are given
below

The output of CNN is vector of 1x 512 numbers. The
number are converted to binary vector using Gaussian
distribution function with mean zero and unit variance.

Binary vector corresponding to each image patch is
subjected to inner product to provide a matrix D

On each element of the matrix, following transformation is
done

1r.u =20
tfw = {O,r.u <0

u = {tfi; (u), the (), ... thq ()}

The matrix is then converted to array in row major order and
this array is called aggregation signature.

Since the aggregation signature is reduced dimension and
binary, it is efficient to compare the aggregation signature
using Hamming distance.

Aggregation signature is computed for each region. The
regions are then matched for similarity using hamming
distance. The regions whose hamming distance is less than
threshold is detected as copy move regions. Figure 3
presents the overall process flow of the proposed solution.
On the input image, segmentation is done using modified
active net segmentation to get the regions. The most
probable regions from it are found using the fuzzy Gaussian
membership function. Deep signatures are extracted from
the probable regions and hamming distance is calculated
pair wise between the deep signatures of probable regions
to detect the match.

4., Results

The proposed solution performance is measured against
following CMH datasets.

Table 1. Dataset for experimentation

CMH-1

Dataset is characterized with 23 forged
images manipulated using scaling
operations

CMH-2

Dataset is characterized with 25 forged
images manipulated using with rotation
operations

CMH-3

Dataset is characterized with 26 forged
images manipulated using resizing
operations

CMH-4

Dataset is characterized with 34 images
manipulated using successive rotation and
resizing.
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The copy more forgery detection methods proposed by Al-
Moadhen et al [20], Ortega et al [22] are used for
comparison. In addition, the deep learning signature method
proposed in this work in compared in two modes of with and
without optimization.

The effectiveness of fake detection is measured in terms of
precision, recall, false positive ratio (FPR) and F1 score.
Table 2 provides the comparison results for CMH-1 image
dataset.

Table 2. Results for CMH-1 dataset

Solutions Precision
With 98.11
optimization
Without 98.21
optimization
Al-Moadhen 97.30
etal
Ortega et al 97.87

The proposed optimization performed almost similar to that
of deep signature without optimization for scaling based
manipulations. But compared to Al-Moadhen et al and
Ortega et al the proposed solution has atleast 1% higher

Recall FPR F1

score
98.23 1.96 98.55
98.77 1.98 98.63
98.12 2.20 98.10
97.59 2.1 98.33
precision.

Table 3 presents the results for CMH-2 dataset.

Table 3. Results for CHM-2 dataset

Solutions Precision
With 97.21
optimization
Without 97.21
optimization
Al-Moadhen 94.30
etal
Ortega et al 95.17

Recall FPR F1
score
97.17 1.37 96.55
97.27 2.13 96.64
95.22 3.22 95.12
94.62 3.01 95.47

For rotation manipulations, the proposed optimization
performed almost same as that of without optimization in
terms of precision, recall and F1 score. But FPR is less due
to optimization as regions without shape characteristics are

removed using modified active net segmentation. But these
regions are used in Deep signature approach and textures
were matched even though they were not copy move.

Table 4. Results for CMH-3 dataset

Solutions Precision | Recall | FPR F1 score
With 96.21 94.11 1.37 95.55
optimization
Without 96.21 93.77 2.32 94.71
optimization
Al-Moadhen 89.30 90.14 3.74 89.30
et al
Ortega et al 90.17 89.62 3.50 89.62
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For resizing manipulation proposed solution has very low
FPR compared to all other works as even for smaller objects,
the modified active net segmentation extracted the object
accurately but in exiting approaches features of small object
Table 5. Results

were cluttered with noises in the blocks in which the object
is present.

The results for CMH-4 dataset are given in Table 5.
for CMH-4 dataset

Precision | Recall | FPR F1

Solutions score

With 94.21 93.17 1.42 | 95.63
optimization

Without 93.21 92.77 242 | 94.63
optimization

Al-Moadhen et 84.30 82.12 456 | 85.10

al
Ortega et al 85.17 82.64 425 | 86.42

For successive rotation and resizing manipulations,
optimization approach achieved highest performance
compared to all. Precision is at least 1% higher compared to
existing works. The precision has increased due to two stage
region selection of activenet segmentation and region
filtering.

The computation time is measured across the solutions for
50 images and the average computation results are given

Figure 4.

350

300
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100
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Al-Moadhen et Ortega et al
al

Fig. 4. Computation time comparison

The proposed optimization has reduced the computation
time for copy move detection by atleast 11.23% compared
to existing solutions. The computation time has reduced due
to two stage region selection strategy used in proposed
optimization. The effective regions to be matched for copy
move have reduced in proposed optimization and this has
contributed to lower computation time.

The proposed optimization performed almost similar to that
of deep signature without optimization for scaling based
manipulations. But compared to Al-Moadhen et al and
Ortega et al the proposed solution has atleast 1% higher
precision.

5. Conclusion

A region selection based optimization was proposed to
reduce the computation time of deep signature based copy
move forgery detection in this work. The two stages of
region selection using modified active net segmentation and
fuzzy Gaussian membership based region filtering has
reduced the effective number of regions to be matched and
this has reduced the computation time in proposed solution.
The proposed region selection optimization did not
compromise on the accuracy of copy move detection even
though it reduced the area to be matched and it has also
reduced the false positive rate. The proposed optimization
has reduced the computation time by at least 11.23%
compared to existing works.
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