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Abstract: Modern education is constantly seeking ways to optimize the learning experience. One such way is through the development
of sophisticated recommendation systems that are tailored to meet the unique needs and preferences of individual students. In this study,
a personalized recommendation system is developed for modern education that uses a large dataset encompassing students' academic
performance, interactions with educational resources, and personal preferences. This recommendation system is powered by the Hybrid
Neural Recommendation Algorithm (HyNRA), which combines Collaborative Filtering (CF) and Content-Based Filtering (CBF)
methodologies in a neural network model. A robust data security model is also introduced to maintain the security and privacy of student
data. Additionally, real-time anomaly detection is a crucial part of this research, with the Isolation Forest Student Performance Anomaly
Detection (IF-SPAD) Algorithm at its core. The results of this study are presented through comprehensive performance metrics,
visualized engagement trends, real-time anomaly detection outcomes, and the impact of interventions over time. Results show a steady
increase in student engagement over time.

Keywords: Gamification, Collaborative Filtering, Content-Based Filtering, Natural Language Processing, Advanced Encryption
Standard, Data Security.

offer rewards to boost learners' motivation, participation,

1. Introduction and performance. Gamification has gained widespread

The field of education is going through a transformation
due to evolving needs and technological advancements.
Traditional teaching methods are not enough to meet the
demands of modern education [1]. Nowadays, students are
expected to take more responsibility for their own learning,
with teachers guiding them. With rapid technological
developments, the roles of both students and teachers are
changing, which is leading to physical changes in
classrooms and schools [2]. Web technologies are having a
significant influence on the students' experiences, with
online and offline interactions catalyzing significant
changes in students' perspectives. Online educational
platforms are playing a pivotal role in shaping students'
values, beliefs, and behaviors [3].

Technology has made it necessary to integrate it into
education, which means there is a continuous need for
innovation and improvement in education systems. This
has given rise to new approaches to learning and teaching,
such as gamification, which is a prominent trend in
education [4]. Gamification uses technology to enhance
learners' engagement and motivation by applying game
design elements in real-world contexts. It seeks to
internalize external motivations, provide feedback, and
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recognition and adoption, especially since the end of 2010,
and has been used across various domains, including
business, marketing, corporate management, finance,
health, education, news, and entertainment media [5].

The utilization of game design elements is mainly focused
on improving the effectiveness of reaching educational
goals. Gamification reinforces knowledge and enhances
problem-solving abilities, cooperation, and communication
skills among students [6]. Researchers are exploring why
games are so appealing to students, and game research has
sought to provide evidence-based insights into when, why,
and how games can be effectively incorporated into
educational settings. The intersection of technology and
gamification represents a dynamic and promising frontier
in education [7]. Innovative strategies and approaches are
continually being explored to create more engaging and
effective learning experiences. The objectives of this
research is listed as follows:

e Create a personalized learning system utilizing Hybrid
Neural Recommendation Algorithm (HyNRA).

e Provide tailor-made educational resources,
assignments, and assessments to students based on
their individual learning needs and preferences.

e Integrate real-time data analytics including NLP and
anomaly detection algorithms to analyze student
performance and provide immediate feedback.
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e Address privacy concerns and align with ethical
guidelines for handling data in educational settings.

2. Literature Review

Game design and gamification are emerging as strategies
to engage learners and address educational challenges.
Gamification transforms the entire learning process into a
game, leveraging game mechanics and elements to
motivate and engage students [8]. Elements like badges,
leaderboards, progress bars, points, and other rewards have
been incorporated into educational applications and
processes to gamify the learning experience [9]. Research
shows that gamification elements like badges and
leaderboards have the capacity to motivate students.
Gamification-based learning designs put motivation at the
center as a critical element. While students often lack
motivation when it comes to academic activities, fostering
internal motivation is critical for the intrinsic motivation of
students [10]. However, there is a need to strike a delicate
balance between extrinsic and intrinsic motivation.

Gamification can effectively boost external motivation, but
it may not always nurture a genuine internal desire to learn
[11]. Several challenges persist, such as the sustainability
of gamification effects over extended periods and whether
learners may become desensitized to gamified elements,
thereby diminishing their impact on motivation [12]. These
challenges underscore the complex interplay between
gamification elements and student  motivation,
necessitating further research to gain deeper insights into
these dynamics [13].

Studies have shown that gamification exhibits a higher
potential for boosting class participation compared to
traditional teaching methods. However, there are
differences in the impact of gamification on internal
motivation [14]. While badges, in particular, increased
students' external motivation, they had no discernible
effect on their internal motivation. Gamification in
education presents several challenges, such as balancing
intrinsic and extrinsic motivation, measuring its impact on
learning, ethical concerns, resource constraints, and lack of
standardized frameworks [15]. The main objective of
engineering students is to expand their knowledge in the
necessary fields. Technology is emphasized in engineering
education; the students should apply their knowledge to a
particular[27]. Best practices and guidelines are necessary
for effective gamified learning experiences.

3. Proposed Work

To create a personalized recommendation system for
educational resources, assignments, and assessments,
extensive data on students' historical academic
performance, their interactions with educational resources,
and their preferences were gathered. During the pilot

implementation involving 200 computer science students,
extensive data was collected to track their interactions,
achievements, and progress within the learning platform.
This dataset also encompassed various engagement metrics
such as quiz scores, time spent on learning activities,
assignment completion rates, participation in discussion
forums, assessment progress, resource utilization, and
chosen learning pathways. This fine-grained data analysis
allowed educators to identify struggling students, high
achievers, and emerging engagement trends [16].

Traditional collaborative filtering (CF) [17] was
implemented to identify students with similar learning
profiles and preferences. User-item matrices were created
to capture the relationships between students and
educational resources. Features were extracted from
educational resources, such as keywords, topics, difficulty
levels, and formats. Each student was profiled based on
their interactions and historical performance data. A neural
network model was developed that took inputs from both
CF and content-based filtering (CBF) [18] components. By
using embeddings to represent students and educational
resources in a continuous vector space, the neural network
learned the intricate relationships between students,
resources, and features to make personalized
recommendations. To adapt recommendations
dynamically, a personalization layer was added that
combined collaborative and content-based information.
Attention mechanisms were applied to emphasize the most
relevant features and resources for each student.

Algorithm 1: Hybrid Neural Recommendation

Algorithm (HyNRA)

1. Data Collection

Denote the collected data as D, which includes historical
academic performance, interactions, and preferences of
students.

2. Collaborative Filtering (CF)

e Create a user-item matrix R, where Ri, j] represents
the interaction of user i with item j.

e Calculate user similarity matrix S based on cosine
similarity or other metrics.

e Predict user u's preference for item i using weighted
collaborative filtering:

A _ sz(u' U) 'Rv,i
vt 2o S, v)
3. Content-Based Filtering (CBF)
e Extract features from educational resources, denoted as
F.
o Profile each user u based on their interactions and
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historical performance, represented as U.
4. Neural Network Integration

e Use embeddings to represent users and items in a
continuous vector space:

E.,=embedding for user u
Ei=embedding for item i

e Develop a neural network model, denoted as NN, that
takes inputs from both CF and CBF components:

ﬁu,i = NN(Eu' E,E, Fi)

Where F, and F; are the feature vectors for user u and item
i.

5. Personalization Layer

e Add a personalization layer (PL) to the neural network
that combines collaborative and content-based information:

Ry; = PL(NN(Ey, E;, Fy, Fy))
6. Training and Optimization

e Train the HyNRA algorithm using historical data D to
minimize recommendation errors by adding regularization
terms (RT):

MinY. o, inep(Rui — Ryi)? + RT
e Utilize techniques like dropout and batch
normalization to prevent overfitting and enhance

generalization.
7. Recommendation Generation (GR)

e When a student requests recommendations, feed their
profile into the trained HyNRA model:

Recommendations for user u=GR(Ey,F.)
8. Feedback Loop

e Continuously update the model using real-time
feedback from students, including their interactions and
performance on recommended content.

9. Evaluation and Improvement

e Regularly evaluate the algorithm's performance using
metrics like precision, recall, and F1-score.

e Fine-tune the model and hyperparameters to improve
its recommendation accuracy and effectiveness.

by the data from these 200 students, allowed for the

refinement of recommendations over time using
reinforcement learning techniques. Reinforcement
learning  techniques were employed to refine

recommendations over time. The algorithm's performance
was regularly evaluated using metrics like precision, recall,
and Fl-score. By fine-tuning the model and
hyperparameters, its recommendation accuracy and
effectiveness were improved. By implementing the
HyNRA algorithm, a powerful recommendation system
was created that enhanced student engagement and
knowledge retention by tailoring educational resources,
assignments, and assessments to individual learning needs
and preferences.

Algorithm 2: Educational Text Analysis Algorithm

The HyNRA algorithm was trained using historical data,
optimizing it to minimize recommendation errors and
prevent overfitting. When a student requested
recommendations, their profile was fed into the trained
HyNRA  model, which  generated personalized
recommendations. The continuous feedback loop, enabled

Input:

e Student-generated text data (e.g., essays, comments,
forum posts)

Output:

e Analyzed information including  tokenization,
sentiment analysis scores, named entities, topics, and part-
of-speech tags.

1. Tokenization

Tokenize the input text to break it into individual words or
phrases.

tokenize_text(text) -> List[str]
2. Sentiment Analysis

Apply sentiment analysis to assess the emotional tone of
the text.

analyze_sentiment(text) -> Dict[str, float]

3. Named Entity Recognition (NER)

Use NER to identify key terms and entities in the text.
identify_named_entities(text) -> List[Tuple[str, str]]
4. Topic Modeling

Perform topic modeling to categorize the text into relevant
topics.

perform_topic_modeling(text_data,
TopicModel

num_topics) ->

5. Language Comprehension (Part-of-Speech Tagging)

Assess language comprehension by assigning part-of-
speech tags to words in the text.

assess_language_comprehension(text) -> List[Tuple[str,

str]]
6. Example Usage
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Execute the individual functions for tokenization,
sentiment analysis, NER, topic modeling, and language
comprehension on the student-generated text.

Natural Language Processing (NLP) is used to extract
textual data from various sources, including discussion
forum posts, comments, and essays submitted by students.
It is then be applied to analyze the text in different ways
such as breaking the text into words or phrases using text
tokenization, assessing the emotional tone of students'
written responses using sentiment analysis, identifying key
terms and entities through named entity recognition,
categorizing discussions into relevant topics using topic
modeling, and assessing the complexity and coherence of
students’ writing through language comprehension.
Additionally, performance metrics are defined to capture
various aspects of student performance, such as quiz
scores, assignment completion rates, and engagement
patterns. By leveraging NLP techniques and performance
metrics, educators gain valuable insights into student
behavior and performance, and improve teaching and
learning outcomes.

point is an anomaly or outlier.

e If the anomaly score is above the contamination
threshold, flag the data point as an anomaly.

Return a list of detected anomalies.

real_time_anomaly_detection(student_performance,
isolation_forest_model, predefined_metrics)

-> List[Anomaly]
3. Example Usage

Continuously collect and preprocess student performance
data.

Apply the real-time anomaly detection algorithm to
identify anomalies or outliers.

Take appropriate actions (trigger alerts, interventions)
based on the detected anomalies.

Algorithm 3: Isolation Forest Student Performance
Anomaly Detection (IF-SPAD) Algorithm

Input:

e Student performance metrics (e.g., quiz scores,
assignment completion rates, engagement patterns).

e Predefined performance metrics (mean, standard
deviation, or other relevant statistics).
e |solation Forest parameters (number of trees,

contamination threshold).

Output:

e Detected anomalies or outliers in real-time.
1. Initialize Isolation Forest

Initialize an Isolation Forest model with the specified
parameters.

initialize_isolation_forest(num_trees,
contamination_threshold) -> IsolationForestModel

2. Real-time Anomaly Detection

For each new data point (e.g., a student's performance
metric):

e Calculate the predefined performance metrics (e.g.,
mean and standard deviation) for the historical data.

e Transform the performance metric into a feature
vector.

e Use the Isolation Forest model to predict if the data

Real-time monitoring and automated feedback systems are
used to improve the teaching-learning experience. This is
achieved by continuously monitoring students' interactions
and performance and using the anomaly detection
algorithm to analyze performance data in real-time.
Immediate feedback is generated when an anomaly or
significant deviation from expected performance is
detected, in the form of notifications to educators, students,
or both. The feedback suggests actions to address the
detected anomaly. Automated alerting systems send
notifications through email, SMS, or in-app messages to
relevant parties. The alerts are categorized based on the
severity of the anomalies. Intervention strategies are
defined for addressing different types of anomalies, such as
recommending additional resources or tutoring sessions for
students struggling academically or suggesting advanced
materials or enrichment opportunities for students
consistently performing exceptionally well. Finally, a
feedback loop is incorporated that allows the system to
learn from the outcomes of interventions, and
reinforcement learning is used to refine the anomaly
detection algorithm and feedback recommendations over
time.

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2024, 12(2s), 444452 | 447



Student
performance data

Predefined performance
metrics calculation

|

Isolation forest anomaly
detection

Anomaly
detected? (Above
threshold?)

Alerting system
(Notify stakeholders)
I

Fig. 1. Process flow

4. Data Security Model

Data anonymization is a crucial measure for protecting
student identities while allowing effective analysis.
Tokenization is one of the most efficient techniques for
this purpose. This technique replaces sensitive data
elements with tokens or unique identifiers. The student
names and IDs are replaced with randomly generated
tokens. Tokenization helps maintain the structure of the
data, making it suitable for various analyses, while
ensuring that individual identities remain hidden. Data
encryption is essential for safeguarding student data both
in transit and at rest. This research uses the Advanced
Encryption Standard (AES) technique due to its security
and efficiency. AES-256 [19] uses a shared secret key for
both encryption and decryption, making it fast and suitable
for large datasets.

Privacy and security system

[

Anonymization &
tokenization

Data collection
and storage
Access control (RBAC) and
authentication (MFA)

Data monitoring and
compliance (SIEM)

I

Fig. 2. Privacy and security system flow

Data masking is applied when sharing reports or analytics
that contain sensitive information. Partial Masking is the
most appropriate and efficient data masking technique. In
partial masking, only specific portions of data are obscured
or replaced with symbols, while the rest of the information
remains visible. The middle digits of a student's
identification number are hidden, or only the first letter of
their last name is shown to ensure fair assessment. Partial
masking strikes a balance between data protection and data
usability, allowing for meaningful analysis without
compromising privacy.

Multi-Factor Authentication (MFA) [20] is used for
efficient and secure authentication and controlling access
to student data. MFA requires users to provide two or more
forms of authentication before granting access. This
typically involves something the user knows (e.g., a
password), something the user has (e.g., a mobile device
for receiving a one-time code), and something the user is
(e.g., biometric data like fingerprints). MFA adds an extra
layer of security, reducing the risk of unauthorized access
even if one authentication factor is compromised.

Role-Based Access Control (RBAC) [21-22] is the most
efficient way to control access to student data. RBAC
assigns specific roles (e.g., administrator, educator,
student) to users and defines what actions they can perform
based on their roles. This model ensures that users only
have access to the data and functionalities necessary for
their responsibilities. RBAC simplifies access control
management and reduces the risk of data breaches due to
misconfigured permissions. Implementing a Security
Information and Event Management (SIEM) system [23-
26] is crucial for data monitoring and compliance. A SIEM
system continuously monitors data access, identifies
anomalies, and generates alerts when suspicious activities
occur. It also maintains logs for auditing and compliance
purposes. SIEM enhances real-time visibility into data
access patterns and helps ensure adherence to privacy
regulations.

5. Results and Discussions

To create a personalized recommendation system for
educational resources, assignments, and assessments,
extensive data on students' historical academic
performance, their interactions with educational resources,
and their preferences were gathered. During the pilot
implementation involving 200 computer science students,
extensive data was collected to track their interactions,
achievements, and progress within the learning platform.
This dataset also encompassed various engagement metrics
such as quiz scores, time spent on learning activities,
assignment completion rates, participation in discussion
forums, assessment progress, resource utilization, and
chosen learning pathways. This fine-grained data analysis
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allowed educators to identify struggling students, high
achievers, and emerging engagement trends.

The HyNRA algorithm is implemented to provide
personalized recommendations. HyNRA leverages CF and
content-based filtering CBF methods, integrating them into
a neural network model. The algorithm adapts
recommendations dynamically, emphasizing the most
relevant features and resources for each student. It is
continuously updated using real-time feedback, ensuring
the refinement of recommendations over time. Table 1
provides a sample of student performance metrics,
allowing for a glimpse into the diverse range of student
achievements and engagement levels within the cohort.

Table 1: Student Performance Metrics

Table 2: Performance Metrics Statistics

Metric Mean Standard
Deviation
Quiz Scores 75.5 10.2
Test Scores 74.2 9.8
Assignment Completion 85.7 8.5
(%)
Engagement (hours) 24.3 6.7

Table 3 provides the results of anomaly detection using the
proposed method for the selected data sample.

Table 3: Anomaly Detection Results

Student | Quiz | Test Assignment  |Engagement

ID Scores | Scores| Completion (%) | (hours) Student ID Anomaly Detected
23EC001| 85 83 95 37 23ECO001 No
23EC002| 70 86 75 35 23EC002 Yes
23EC004| 62 74 89 38 23EC004 No
23EC005| 95 92 100 40 23EC005 No
23EC006| 24 42 25 22 23EC006 Yes

Figure 3 represents the engagement metrics displaying
various engagement metrics (e.g., quiz scores, time spent
on learning activities, assignment completion rates) for the
200 computer science students. Each metric is represented
as a separate line over a timeline of 5 months. The
maximum hours of engagement is 40 for this duration. A
steady rise is observed in the engagement of students over
time.

Student Engagement Metrics Over Time

Month 1 Month 2 Month 3

Time (Months)

Month 4 Month 5

Fig. 3. Student engagement metrics over time

Table 2 provides the mean and standard deviation values of
the performance metrics. These metrics are poised to be
seamlessly integrated into a dashboard, affording educators
real-time access to student performance data and
invaluable opportunities for intervention and improvement.

Figure 4 represents a line graph illustrating the anomalies
detected over time using the IF-SPAD Algorithm. The
chart serves as a visual representation of the ebb and flow
of anomalies, with the x-axis marking time and the y-axis
tallying the number of anomalies spotted.

Anomalies Detected Over Time

w ES -

Number of Anomalies Detected

IS

Month 1 Month 2 Month 3

Time {Months)

Month 4 Month 5

Fig. 4. Anomalies detected over time

Figure 5 displays a bar chart representing the outcomes of
interventions triggered by the feedback loop. The chart can
show categories, namely "Improved Performance,” "No
Change," and "Further Assistance Needed" over time. A
visible change in performance is noticed over time. The
students who require further assistance are coached over
time. The model can be further trained and improved to
achieve a further higher performance.
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Month 1 Month 2 Month 3 Month 4 Month 5
Time (Months)

Fig. 5: Intervention of outcomes over time

Different data security measures are employed, including
tokenization, encryption, data masking, MFA, and RBAC.
Each measure can be represented as a block with
connections between them to demonstrate how they work
together.

Figure 6 shows a line chart displaying the number of alerts
generated by the SIEM system over time. This helps
visualize the frequency of suspicious activities and
monitoring effectiveness.

Number of Alerts Generated by SIEM Qver Time

Humber of Alerts

Fig. 6. SIEM alerts

This research is poised at the intersection of personalized
education, anomaly detection, and data security, with a
fervent commitment to enhancing the educational
experience while safeguarding sensitive information.

6. Conclusion and Future Scope

This paper presents a personalized recommendation system
using the HyNRA algorithm for 200 computer science
students, based on extensive data collection. The system
was designed after extensively collecting data, which
helped gain valuable insights into student progress,
engagement patterns, and challenges. The IF-SPAD
algorithm was used to detect any anomalies and
interventions, resulting in improved student performance
over time. Emphasis was placed on implementing data
security measures. Opportunities for the future include
enhancing recommendation models, integrating Al and
machine learning, implementing real-time feedback

mechanisms, exploring interdisciplinary applications,
considering ethical implications, expanding security
measures, and conducting longitudinal studies.
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