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Abstract: Various technological and application challenges arise in the advancement of Internet of Things. Apart from Design and
Deployment, Security also falls as a primary challenge to overcome. Device Management is becoming more complex as numerous
network services to be handled. Inter-device communication for technical aspects appears to be underappreciated. There is a critical
necessity to include this area's requirements and challenges. By abstracting data models and operations and expressing them using
semantics, M2Mcommunication and interoperability and may be made simple. A thorough investigation of the foregoing is preparing the
way for various approaches. Along with Semantics, a high-level language construct is suggested that can enable run-time workflow
construction. Things Markup Language is the name of the concept (TML).
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1. Introduction Apart from server technology, data management, storage
space management, security, and privacy are the major
challenges that arise when embedded devices are
integrated into the Internet of Things. The design
requirements of the new class of embedded devices were
incompatible with existing Internet technologies and
protocols. Because these embedded devices are often
built for cheap cost and low power consumption, they
have very limited power, memory, and computing
resources, and to save energy, they are routinely turned
off for significant periods of time (sleep intervals).

The networking model which includes millions of
different devices which are very much aware about the
surroundings and these networked devices with unique
IDs interacting with other machines/objects, with the
purpose performing some applications / services is
referred as the "Internet of Things.” A bio-chip can be
provided with Unique ID and the same can be fit with a
farm animal. If the bio-chip has the ability to
communicate over a network, it becomes an example for
Internet of Things. Similarly, a heart monitor implanted
inside a human or an automobile with built-in sensors to

alert the driver regarding the tyre pressure, or any other AT ABASE 1 prONE procrEn DATABASE
natural or man-made object that can be assigned an IP - 0 = -
address and given the ability to transfer data over a 1 i) i i

network are all examples of things in the Internet of
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Things. A comprehensive understanding of an interactive o -
loT model is shown in Fig: 1.
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In addition, the networks produced by these embedded
devices differ from those found on today's Internet.
Different traffic patterns, high packet loss, low
throughput, frequent topology changes, and tiny viable
payload sizes characterize these restricted networks.

The beginning of 21 century saw Kevin Ashton,
cofounder and executive director of Massachusetts
Institute of Technology's Auto-ID Center, coined the
word ‘Internet of Things’ and defined the Internet of
Things' latent potential [2]. "Today, computers — and, by
extension, the internet — rely on people for practically
all of their information. Humans obtained and created
virtually all of the roughly 50 petabytes (1,024 terabytes)
of data available on the internet by typing,
clickinganon/off button, snapping a discrete snapshot, or
reading a bar code. User’s time, attention, and accuracy
are all restricted, thus they aren't very good at gathering
information about the real objects. If the computing
systems are powerful enough to collect the data without
human interference, everything could be tracked and
counted, resulting in huge reductions in waste, loss, and
cost. We would be able to tell if something needed to be
replaced, repaired, or recalled, as well as whether it was
new or old.

The future challenge will be ensuring that the social and
technological benefits of the Internet of Things
revolution are shared by all people throughout the world,
not just those in the world's most developed and
expanding economies. The possibility of networking the
smart objects paved way for fantasy start-ups like "the
Smart  Toaster"[3] and  "the  Smart  Coke
Machine,"[5].This technical advancement opened the
new avenue for smart communication. The loTsystems /
devices were born as a result of this technological
achievement.

2. Challengesin loT

While the above-mentioned potential applications and
key concerns are intriguing, the expectations imposed on
the underlying technology are significant. In order to
equip a large number of devices, a technology must be
available, and it must be inexpensive. Scalability, ‘arrive
and operate," interoperability, service discovery, software
complexity, enormous data and its interpretation, security
and personal privacy, fault tolerance, and, most crucially,
the power necessary for communication are all
difficulties that must be addressed. An abstraction of the
10T difficulties is required and provided. [6].

Scalability:This has to do with the ability for a large
number of "things" to communicate seamlessly and for
service discovery to occur efficiently regardless of the
environment.

Arrive and operate: Because the "things" in question
aren't computers, there's no need to configure or adapt
them to specific scenarios. Instead, relationships must be
made on the spur of the moment.

Interoperability: Every smart device in the Internet of
Things must contain varied communication capabilities
and information processing. Common norms and
standards are necessary to enhance communication and
cooperation, which is especially crucial when it comes to
object addresses. As a result, it becomes unavoidable in
terms of adherence to a specified structure. This must be
compatible with the existing IP standard.

Discovery: In changing situations, the "things" must
automatically identify the appropriate services. It
becomes unavoidable that proper semantic techniques of
characterising their functionality be developed.

Software complexity: Although smart object software
systems will have to operate with limited resources, as in
traditional embedded systems, a more extensive software
infrastructure on the network and on background servers
will be required to manage smart objects and provide
services to support them.

Data volumes: Because these sensor devices must
operate in real time, they must deal with large amounts of
data stored on networked nodes and centralised servers.

Data interpretation: It is critical to interpret the local
context supplied by sensors as precisely as possible.
Conclusions must be reached quickly from the various
data that will be generated.

Overall Security and individual privacy:In the Internet of
Things, communication confidentiality, authenticity and
trustworthiness of communication partners, and message
integrity are all critical.

Fault tolerance: The 10T's dynamic state necessitates a
rapid shift in context in unforeseen ways. The user wants
to be able to rely on things working properly. As a result,
the Internet of Things (loT) must be constructed in a
reliable and trustworthy manner, with redundancy at
several levels to ensure adaptability.

Power supply: In the Internet of Things, smart gadgets
must be fuelled by a self-sufficient energy source.
Because of their size and weight, batteries and power
packs are issues in many gadgets. They also lose energy
as a result of their maintenance requirements. RFID
transponders are smaller, less expensive, and do not
require their own power supply.

Short-range and wireless communication: Wireless
communication across a few centimetres will suffice in
the Internet of Things. Because of the short-range
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connection, just a little amount of electricity is needed.
Induction coupling is used in NFC and RFID.

3. Interoperability in 10T

To achieve uniform programmability of devices or
sensors, the 10T ecosystem requires interoperability. This
stresses the importance of loT standards in enabling
horizontal platforms that are communicative, operable,
and programmable across devices of any make, model,
manufacturer, or industry. The objective is to connect
people, processes, and things without regard for screen
type, browser, or hardware.However, in reality, the
Internet of Things is fragmented and suffers from a lack
of interoperability; smart devices with diverse or
overlapping solutions are difficult to link. As a result, it
has an impact on how the gadgets interact.

Interoperability

"The ability due to networking of smart systems or
devices or sensors with varied attributes to interchange
data and utilise information” is referred as
Interoperability. This concept poses numerous obstacles
in terms of obtaining information, exchanging data, and
utilising information in order to comprehend and
interpret it[4]. Interoperability across several layers, such
as ‘device connection’ to ‘seamless integration’ to ‘data
provided by IoT resources’, is a problem for the global
expansion of generic 10T systems.

H. van der Veer et al., discussed about the ability of
various categories of interoperability (due to
heterogeneous hardware devices, various software
systems, and different platforms)to enable machine-to-
machine communication[5]. This falls under the heading
of 'Technical Interoperability,’ which is primarily
concerned with (communication) protocols and the
infrastructure  required to support them. The
term'syntactical interoperability’ is typically connected
with data formats. High-level syntaxes like HTML or
XML can be used to represent the data formats. The term
"semantic interoperability" refers to persons sharing a
common understanding of the meaning of the material
(information)  being  transferred.  'Organizational
Interoperability,' as the name suggests, is the ability of
organisations to effectively communicate and transfer
meaningful data (information) despite the fact that they
may be using a variety of different information systems
across a variety of infrastructures, and probably across
diverse geographic regions and cultures. Successful
technological, syntactical, and semantic interoperability
are prerequisites for organisational interoperability.

The primary problems [7] for interoperability, and our
focus, are (i) various data source integration, (ii) Peer-to-
Peer (P2P) Communication and (iii)  Semantic

Interoperability (unique ontological point of reference).
The first identifies the need for data/event
interoperability so that data/events from various
data sources can be combined/aggregated more readily.
With respect to ontology, Semantic interoperability refers
a single point of reference. Hiring a third party to
translate across several methodologies or
merging/mapping ontology can help solve this problem.
There may also be protocols for agreeing on a specific
ontology. The third point is that apps must be able to
exchange specialised information at a higher level. At
lower levels, interoperability may be disregarded, but it
can be applied at a higher level.

Data Modelling has three models: (i) Conceptual data
model, (ii) Logical data modeland (iii) Physical data
model. Various Data Exchange formats are there. Few of
them are (i) XML, GML (ii) CSV (iii) JSON (iv) Apache
Parquet (v) YAML (vi) REBOL. Different ways of
Knowledge Representation are (i) Logical Representation
(i) Semantic Network Representation (iii) Frame
Representation and (iv) Production Rules. Likewise
Data/Event Semantic Annotation and Ontology merging
/ matching & alignment have various tools for merging
and alignment. As disclosed above, along with various
data models, different data exchange formats and
different ways of representing the knowledge bring in
more anomalous semantic challenges that require much
more research. In addition to the three issues mentioned
earlier, the above mentioned are other significant
challenges while dealing semantic interoperability.

Review on Semantic Interoperability Challenges

IoT demands the support of a wide range of devices,
protocols, and procedures because it incorporates both
old and new technology. In order to address the
interoperability issues, the focus should be on the
development of protocols, designs and frameworks,
promotion of standards,and media-type standards, and
leveraging abstract interface defining languages and
semantic technologies. Because it is impossible to
produce a standard or specification that can meet all
needs, none of these approaches has been successful in
resolving the interoperability problem.

In order to manage numerous volumes of loT/M2M
devices, various open source languages, reference
architectures, standards and protocols were developed by
the consortium of Vendors.

IPSO defines a RESTful framework[9] for addressing
CoAP/HTTP sensors/devices. Function Sets, which are
well-defined URIs, are used to address sensors. Different
root-paths were configured and released to access the
networked smart things/Sensors/Devices, GPlnput /
Output, energy required for functioning, Memory, Load
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scheduling, and Balancing, Light Control, Message,
Location, and Configuration. For example, the command
'dev', displaysthe metadata corresponding to the smart
device, which includes the detailed information about the
manufacturer, model, and serial number of the smart
device.The IETF CoRE Group Communication set the
definition for the various types of resource, data, and
interfaces. The end point will be set using the configured
function-sets which in turn, gain knowledge of about
configuration options, and keep track of sensor
occurrences.

The ETSIl/oneM2M project group proposed a standard
for end-to-end M2M communications as deliberated by

Shelby Sensinode et al., [10]. The design of interoperable
utlizationis done with end to end requirement with the
help of functional architecture. Service capabilities,
related reference points, functional entities as well as
information model, security, management, billing and
implementation guidelines. OneM2M also has a public
ontology that may be used to interface with other
systems. Semantics can automate the discovery,
interpretation, and application of M2M data from a
variety of sources, allowing higher-level services to be
created.

A Context-aware Computing
Mediated Dynamic Service
Composition and
Reconfiguration for
Ubiquitous Environment[21]

Research on IOT RESTful
Web Service Asynchronous
Composition Based on BPEL
[22]

Modeling BPEL-based
Collaborations with
Heterogeneous loT
Devices[23]

Internet of Things-aware
Process Modeling:
Integrating 10T Devices as
Business Process Resources
[24]

Table 1(a): Literature Survey |

Abstract BPEL is
defmed for dynamic service
composition and
reconfiguration.

2. Context
awareness decision making
is used to select services
based on ontology

RESTful loT web-service
architecture for
Asynchronous execution
support is added into BPEL

Adaptors for different
device types in BPEL

Using native software
components as resources
in workflows and processes

SWE is a decoupled method that will enhance its
capacity to address 10T needs with a variety of decision
workflows [11].SWE is again a collection of Web
Service interfaces that abstracts the complexities of the
sensor network connection. The term ‘Sensor Web’ is
also used to describe a sensing system that largely relies
on the Internet.

1oT-A/OpenloT deals device management with no
explicit support for workflow[12]. 1oT - A forum
proposed an Architecture Reference Model (ARM) which
opened the way for developing a standard platform for
10T applications.loT ARM should establish a uniform
framework and set of rules for dealing with the essential
features of loT system development, use, and analysis.
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10T-A allows developers to make architectural decisions
that fit the device they're working on while also
providing them with recommendations to follow. The 10T
ARM is a mechanism for establishing loT system
interoperability, not a guarantee of interoperability
between any two specific system designs. OpenloT is a
middleware that forgets information from sensor clusters
without knowing the sensor type. It is based on the 10T-A
ARM.

AllJoyn/loTvity - Custom data-models[13]: AllJoyn is an
open-source software platform for programmes that can
locate and communicate with neighbourhood  devices
without the need of the cloud, regardless of brand,
category, method of transportation, or operating system. It
is designed to work on a wide range of

Table 1(b): Literature Survey Il

ARTICLE FINDINGS SHORTCOMINGS

Web-of-Objects Based
User-Centric Semantic
Service Composition
Methodology in the
Internet of Things[26]

Dynamic Workflow
Composition using
Markov Decision
Processes [27]

QoS aware web service

composition using genetic

algorithms[28]

Design of a Situation

Aware Service for Internet

of Things[25]

1. Object
virtualization and
semantic ontology based
service composition

2. New composite
service can be formed,
searched and re-used in
an efficient manner
using natural language
gueries

1. Markov Decision
Process to model
workflows which
accounts for the
environment and
dynamism

2. Stochastic and
Bayesian model for
learning the model and
workflow building
mechanism

1. Qos based web-
service selection using
genetic algorithm

2. Qos based
resource allocation and
scheduling for multi
cloud env.

1. Provides a Self
Organizing software
platform for fault
recovery and detection

platforms,including small embedded RTOS platforms
and full-featured operating systems. There are varieties

of language bindings and transports available
(BLE,Zigbee, Z-Wave). One of the benefits of the
AllJoyn design is that smart things can be found on the
local network,without having to connect to the internet,
minimising the number of devices that need to be linked
to the internet.

loTivity is a competing framework that enables data
discovery, transmission, and management and device
management services, comparable to AllJoyn. Data
transmissionallows for information sharing and control.It
is based on a messaging and streaming architectural style
and Data management entertains the aggregation, storage,
security and assessment of data from many different
sources. Configuration, deployment, and diagnostics are
all possible with device management.
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LwM2M mainly considers the factors such as low
bandwidth and lossy networks[14]. Open Mobile
Alliance LwM2M specification promotes the object
model for interoperability.While dealing with the smart
Internet of Things (IoT) devices, issues like limited
bandwidth and lossy networks need to be considered.
These issues can be dealt through Lightweight M2M
(LwM2M) which is a device management protocol. The
interface between M2M devices and servers are taken
care by LwM2M application protocol which uses
CoAP/Datagram Transport Layer Security on UDP and
Short Message Service for the purpose. REST-based
device management architecture, and client registration

functions, service enablement and reporting, and
asynchronous notification controlare defined by
LwM2M.

SenML is a data-model in JSON format[15]. Without
some metadata, sensor data in its raw form cannot be
comprehended in an exact manner.SenML does not
require any additional metadata or schema in order to
create generalized apps meant for a variety of
purposes.SenML uses the JSON format, which provides a
nice balance of use and efficiency. SenML is a
recognized IETF standard which provides excellent result
for designing efficient, simple, autonomous interoperable
applications.

1. Prowvides the necessars
Processes todel
2. Sy ochronons

Process seryrioe
execotion soppotrt

BEPM/
EPEL

abstraction, rmethods and

1.BFEL doesn't prowvide
mechamistn o nse
metadata - so it acks
oontext Twareness dala
[titne, location])

2. BFEL doesn't provide=a

Wy to replace one

setvrioe writh another at

rontitne [static bindinp

and definition])

. EFEI doesn't

provide sopport for

ATy nchrono ns execntion

T o

=

A

Table 2: Pros and Cons of BPM/BPEL

Weave's objective is to produce distributed deliberations
across robots, people, and smart devices. [16].Weave is
an loT device common language that allows gadgets,
humans, and smartphones to communicate in a single
language. It is based on pre-defined standards for
defining device characteristics. Weave was designed
from the roots up to be cross-platform, allowing a
smartphone to control a household appliance that is
running on a different platform.Weave supports all kinds
of application stacks as well as Android stacks.

Thread - secure and reliable connection[17]: Thread is a
mesh network-based protocol for connecting hundreds of
goods throughout the home in a secure and dependable
manner. Thread is primarily intended for usage in Wifi
mesh networks in houses.The core of interoperability is
6LOWPAN, which is generally supported protocols and

IPv6 technology.It's developed to work with a wide range
of household appliances, apart from access control,
climate control, energy management, lighting, security,
and safety.Thread is another interoperability-focused
protocol designed by a conglomeration of companies but
deployment will be difficult due to the hefty software and
hardware changes required.

Vorto is a tool for defining all of the devices' capabilities
[18, 19]. The information model is a feature in Vorto that
allows us to characterize all of the device's capabilities.
This data model is kept in a common repository so that
suppliers can utilize it to create solutions.As a result, the
M2M interoperability choices are highly fragmented.
Because of this and various different devices are
involved, developing a process is challenging.
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Runtime
workflow
require
-ments/
solution

IPSO
ETSI/
oneM2M
SWE
IoT-A
Open IoT
ALY Jovn /

ToTvity

SenML
Weave
Vorto
Ponte

Protocol

Semantics

Message

Properties

LIS X[ X| X
LSS X
SIS|S|S| X
LS| X|X| X

Behavior

|4 |x|x|<| LwM2M
€| |4 |X|<| Thread

LS| X[ x| Xx
x|< |x|x|x
SIS|S| XS
< (<] x|x|Xx
x|x(x|x|<

Table 3: Run Time Workflow composition in 1oT

In Table 3, 1oT Workflow Composition during Runtime
with respect to Protocols, Standards, Semantics,
behaviour, reference designs, and interface definition
languages have significantly abstracted away the many
differences. While developing applications and solutions
for various services, the interoperability has to be
provided more importance. This will enhance the
advancement of Internet of Things to a greater extent.
This, in turn, leads to define a proper designat the
application layer for constructing a High Level
Language. This construct can well be utilized to
automatically bring in the dependency at various layers
of the application stack, allowing standard interfaces to
be exposed that are aware of communication protocols,
data kinds, and other considerations. Such tactics can

promote autonomous system development while

simultaneously assuring interoperability.

4. TML — A New Approach towards Semantic
ontology integration

The above interoperability concerns can be resolved by
using Things Markup Language to abstract the many
differences in data representations and service interfaces.
Communication between two or more entities of a system
could be achieved by enumerating the numerous
unlikeliness in interfaces in service, data type, and
communication between two or more entities of a system
using a English like Language Construct called as Things
Markup Language.

Fig 2: Context aware workflow Execution — Activity Diagram
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The following suggestions are made to address the
aforementioned concerns to some extent, if not entirely,
and it is believed that they will surely open up a plethora
of new and imaginative avenues for delivering effective
solutions.

Context Aware programmes that adapt their behaviour
according to the user’s current context — where they are,
who they are with, what time of day it is and so on. To be
more explicit, "Contextual Awareness" refers to the
utilisation of user-specific data, such as Location-based
Technology and sensors, by a computing device to
determine its user's conditions. Currently, the majority of
such applications are created by experts in research labs.
Context-aware systems are concerned with acquiring
context, abstracting and comprehending context and
implementing application behaviour depending on the
recognized context.

Interoperability is essential when various systems/devices
require to communicate with each other due to
differences in discovery, service interfaces, capabilities,
data models, and methodologies. The basic data models
include physical data models, logical data models, and
conceptual data models, each with its own set of criteria.
Identifying interfaces aids in the definition of system
boundaries. Cost overruns and product failures are
frequently caused by missing or improperly designed
interfaces. The ability to identify interfaces ensures that
the system and any other systems that need to interact are
compatible.

Ontology represents Internet of Things resources, entities
and services. The usage of a unique ontology allows loT
systems to be represented and used without requiring
unnecessary processing time while querying. Ontology is
a domain-specific framework for describing shared and
reusable information. They are the foundation for
modelling high quality, linked, and coherent data because
of their capacity to describe relationships and high
interconnectivity. The Semantic Ontology
interconnection will provide context awareness and
"what" the data signifies.

TML is a high-level programming language construct
that covers the various disparities between data models
and service interfaces. The Things Markup Language
(TML) allows run time workflows to use context and
semantic knowledge to determine the optimal services for
a given time, event, and location - workflow models have
to be aware of the ontology (operating environment).The
detailed flow of work is depicted in Fig 2 via an activity
diagram.

TML can be used to establish a run time workflow
irrespective of the type or make of the underlying
implementation device. Straight forward and clear

remarks can be used to recognize, locate, and contact a
service interface, as well as to ascertain context,
transition between data types/models, analyse the data,
and draw conclusions regarding data values and context.
Selecting the proper device for a particular circumstance
and implementing the desired service on it is referred to
as matchmaking.

Although many devices have limited resources,
compiling run time procedures is necessary for native
service. To maximise the service selection from a list of
prospective services, ontology with a hybrid model
incorporating Bayesian learning must be
implemented.Response-Time,Cost, User  Preferences
Throughput, Reliability, Reputation, and Availability,
must all be considered when executing this service. Run
time (reactive or dynamic) workflow building,
reconfiguration, and execution are essential when
objects/services must be updated during runtime.

5. Conclusion

Many standards were produced after the real solution was
developed, and in many situations, the standard is not
broad enough to be used. When designing apps and
solutions for the Internet of Things, interoperability
should be prioritized by developers at all application
stacktiers. At the application layer, a generalised
specification for a high-level language construct can be
defined. This high-level language construct can be used
to create bindings automatically at different levels of the
application stack, allowing standard interfaces to be
exposed that are aware of communication protocols, data
types, and other aspects. Such techniques can both
encourage autonomous system development and provide
compatibility.
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