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Abstract: Every user accesses and stores data from the Hadoop cluster via a different node and a different node service, and they are all
concerned with security and privacy to keep sensitive data safe from hackers. Password-based authentication is one of the many
authentication solutions that are available to secure sensitive data. Both password security and authenticity have become crucial because
of the quick growth of data storage, access, sharing, and moving. However, it is also necessary to guarantee the password's strength.
Therefore, all cyber experts advise using complex password patterns. In this study, we create a special DNA algorithm that creates a
special 1D and a dynamic password based on the user's data. Through numerous experiments with single-node and multi-node Hadoop /
SPARK clusters and varied users, we have evaluated our system. Our testing shows that the new authentication method we developed
and the generated passwords are both completely reliable. We also put our created passwords to the test against the dictionary attack and
the brute force attack, two methods for breaking passwords. By creating a user interface for a vast distribution system, we expanded our
task. Our algorithm creates passwords that are easy to use and have the majority of the characteristics of being strong and uncrackable.
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1. Introduction

Big Data [1] has recently been a hot topic for storage,
analysis, and security. For IT services with a high level of
efficiency and effectiveness, high end computer resources
are needed. Because of the increased number of internet
users and smartphone users as well as the widespread use
of social networks and sensor networks, there is a growing
need for data in the digital world. A collection of Semi-
structured, unstructured data, and structured collections is
referred to as big data. Data has grown from Exabyte’s to
Zettabytes and Yottabytes in size. Numerous difficulties
are created by the quick growth rate of such vast amounts
of data including the rapid creation of data, transmission
speed, diversity of data, and security [2].

2. Hadoop Cluster

By leveraging commodity hardware, Hadoop Clusters
(HC)[3] offers huge storage of data and analysis of large
unstructured data in a distributed setting with parallel
processing. Whether big or small, data organizations have
stringent rules for allowing users access to the cluster's
data. In the current digital era, that user community is
rapidly expanding to encompass clients, partners, and joint
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venture companies. To secure the HC, authentication, and
metadata security can work together [4].

3. Kerberos Authentication

Cloudera (CDH)[5], Hortonworks (HDP)[6], and MapR[7]
are three Hadoop distributions that use Kerberos
extensively for user and service authentication. Because
Kerberos is a session-based authentication mechanism,
additional steps were necessary to demonstrate one user for
one session. The other drawback of Kerberos is that it
completely relies on the KDC and employs timestamps to
create secure communication [8]. Servers must therefore be
synchronized within minutes; for example, they frequently
need to synchronize their clocks. The main problem with
Kerberos is that a malevolent user might implement
authentication if the ticket was stolen or duplicated [9]. In
any distributed systems authentication, Kerberos
authentication[10] is more crucial for both user and service.
If the Kerberos ticket is lost, a hostile client could
compromise the authentication. High dependence on the
Kerberos server (KDC) is one of Kerberos' limitations. To
establish secure communication, it preserves timestamps.
Password guessing attacks are not effectively thwarted by
it, and Kerberos by itself cannot ensure that the password
won't be transmitted across the network [11].

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2024, 12(1), 55-61 | 55



D) ReuescTor A
Re- 7 R
® — [ Authentication 8
- o bl semvce
Racuset Service tciet TS
3) by providing T6T___ |\ Ticket Granting |
1 B EE@J Senvice
) j (1GS)  J | LEGEND
¥ 4 L sid ket EEE ] “ -
Se : Server ‘

Fig 1: Kerberos Authentication Process.

4., Problem Definition

90% of customers are using unprotected open-source HC,
according to recent polls. Kerberos and Apache Knox are
the authentication security methods used in Hadoop data
centers. Third-party security mechanisms cannot match the
performance of Hadoop and Spark data centers. The
Kerberos limitations are identified, the KDC's (Kerberos
server) high reliance, To establish secure communication, it
preserves timestamps. Password guessing attacks are not
effectively thwarted by it, and Kerberos by itself cannot
guarantee that the password won't be transferred over the
network. The process of confirming and establishing a
user's identity through authentication is necessary to
develop a secure Hadoop cluster. Based on the user's
identification, many authentication solutions have been
introduced recently.

5. DNA.

The most alluring, appropriate, and intriguing field of study
to achieve data security by leveraging a complex DNA
structure are deoxyribonucleic acid (DNA)[12] based data
hiding and encryption techniques. Compared to the DNA
concealment mechanism, the conventional information
security system requires a huge investment. Many scientists
are interested in using the intricate structure of DNA as data
security, which can also be used to secure sensitive
metadata in HC. Utilizing DNA data concealing [13]
techniques has several benefits, including the extreme
difficulty of getting a key for an attacker and the
complexity of comprehending the hiding process. Sensitive
data must be secured in a distributed network, which DNA
can do more effectively than other security measures [14].

6. Literature Survey.

B. Saraladevia et al [15] have analyzed HDFS security issues.
The Hadoop Architecture's foundational layer, HDFS, has
many information game plans and is more vulnerable to
security issues. The three security and privacy measures below
are based on HDFS. Any of the following ways, or a

combination of these three approaches in HDFS, can advance
big data security.

Kumar Abhishek et al[16] Integrated Hadoop Cloud
Framework (IHCF), a new layer that supports numerous
frameworks available in Hadoop ecosystems as cloud
services, including Hive and Pig, was introduced. IHCF can
be used by the average person to use Hadoop and will help
to handle it more effectively and suitably. With the use of
Hadoop ecosystems and other systems like IHCF, Pig, and
Hive, massive amounts of data may be processed accurately
and efficiently.

Michael Kenyeba et al [17] difficulties with authentication
for Hadoop security on the cloud are explored. They mainly
concentrated on security challenges related to Hadoop
authentication for storing data on huge clusters of
commodity hardware. They also talked about several
Hadoop security and authentication concerns and potential
solutions. Along with learning about computer security,
network security, data security, and privacy, they are also
learning about the significant advancement of Hadoop
security for protecting data. Because the majority of the
enterprise-critical data is kept in the cluster, access security
becomes a top priority.

Yoon-Su Jeong et al [18] The authors covered both open-
source and private platforms for developing big data
applications. To process the security of Big Data, they are
concentrating on various security methods in the Apache
Hadoop framework. Hadoop's distributed file system, on
which its modules are based, does not have a strong user
authentication security system. The data node can use a
block access token to authenticate HDFS clients under the
proposed scheme. For higher communication, computation,
and area efficiency than current HDFS systems, it leverages
hash chain keys, in contrast to most HDFS authentication
protocols that adopt public key exchange methodologies.
By utilizing elliptic curve cryptography, this design
strengthens the current symmetric key HDFS
authentication. The produced authentication keys are made
anonymous by the ECC technique used in this proposed
approach, shielding them from breaches or unintentional
exposures.

7. Implementation of DNA Algorithm.

The Importance of the proposed system is primarily
diversely focused on user authentication with the
combination of static and dynamic keys produced by
DNA cryptography. Every user should be registered to
enter HC, and only registered users can perform their
activities in HC. The HC Interface takes the unique
property of the user's mail ID and generates the first part of
the unique key using the DNA hiding system and its
corresponding mail ID. Once the static key is with the user,
they can enter into HC as fixed as well as password for the
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first time. The second part of the dynamic key is generated
at the time the user logout, and it is caused by collecting the
number of nodes accessed date, and time of the logout
session. All the static and dynamic keys[19] are sent to the
users' mail IDs at every logout time, and the user can log in
with the static and dynamic keys from the second time
onward [20].

Static Key Generation using mail_id Algorithm

Procedure

mail_to_Static_Key(email)

for k=1 ....strien(email)
ascii_value[i]=email[i];
binary_format[i]=ascii_value[i];
DNA_format[i]=binary_format[i]
av[i]=decimal_value[i]
static_key[i]=decimal_value[i]

end for

return(Static_key)

end procedure

Static key Validation reverse — algorithm

Procedure

Static_Key_to_email(U_key)

forkin 1 .... strlen(Static_key)
decimal_value=static_key[i]
av[i]=decimal_value[i]
DNA_format[i]=av[i]
Binary_format[i]=DNA_format[i]
Ascii_value[i]=binary_format[i]
email[i]=ascii_value[i]

end for

return(email)

end procedure

8. Experimental Results

Since there are 6 distinct operations involved in the
conventional Kerberos authentication process, it requires 6
units of time to complete. The following generalization
applies to the computation time of the Kerberos
authentication procedure: [21]

U

T(KA) = 2 [(61)+x + )]

Where T(KA) stands for the total amount of time it takes to
process user authentication requests (U).

e t=time stamp taken into account during
authenticating.

e  x=excess time for authentication optimal
timestamp_t°.

e y=time taken at AS

Table 1. Steps for Authentication in Kerberos.

Messag Message Exchange
e No.
1 C — AS: IDc || IDg: || TS,
2 AS — C: E(K:, [Kegs || IDys || TS: || Lifetime; || Ticketss ])
Tickety; = E(Kig, [Key || IDC || ADC || IDv || SN4 || Lifetime4])
3 C— TGS : IDy || Ticketys || Authenticator.
Authenticator. = E(Ke s, [IDc || ADc || TS5])
4 TGS — C: E(Keges,[Key || ID || TSs || Tickets])
Ticket, = E(K., [Key || IDc || ADc || IDy || TS || Lifetimes])
5 C— V : Ticket, || Authenticator,
6 V—C:E(Kex, [TSs +1])

Tickets, which are used to authenticate a client to the ticket
distribution center, and an authenticator, which verifies the
client's identity to the server of services—the ticket
distribution center serves as an intermediary of various
requests exchanged between the client and server of
services to authenticate the client before access to the
desired service [22].

Results Analysis-1

Table 2. Computations in Kerberos for 5 users.

Kerberos Computations
Ul 1 6
U2 2 12
U3 4 24
U4 1 6
us 3 18
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Fig 2. User computations analysis in Kerberos for five
users.

Figure 2 from the above, provides a graphical breakdown of
five users' Kerberos authentication. The y-axis displays the
number of computations needed for authentications, and the
x-axis lists usernames with the number of authentications.
For instance, user2 successfully authenticated twice using
12 calculations.

Table 2. Five Users and Computations in DNA Algorithm.

DNA_A | Computations
Ul 1 5
U2 2 10
U3 4 20
U4 1 5
us 3 15

8.1. Results Analysis-2.

Computations based on Authentications

Userl User2 User3 Userd UserS

User

Fig 3. User computations analysis in DNA Algorithm for
five users.

The aforementioned graph illustrates the authentication of 5
users using the created Secure Authentication Interface.
The y-axis displays the number of computations needed for
authentications, and the x-axis displays the username with
the number of authentications. Let's say the user3
successfully  authenticated four times using 20
calculations.Five separate processes, each of which can be
completed in one unit of time, were taken into
consideration when developing our Secure Authentication
system. The developed secure authentication method's
computation time is as follows.

i
T {L.w._.a] =Z[ -H
=l

Where T (DNA_A)=Total Computation of Authentication
(U) = User requests in the secure authentication method

Every time you leave the Hadoop cluster, a dynamic key is
mailed to you. Therefore, the computation does not take
into consideration the use of a timestamp at every step.
Additionally, this technique does not make use of the
Active Server (AS).

Table 4. Comparison of User Computations in Kerberos and DNA for 10 users

Kerberos Computations Total Authentications Total Computationg
(Existing) / Day (DNA_A)

Userl 5 30 5 25

User2 10 60 10 50

User3 8 48 8 40

User4 6 36 6 30

User5 2 12 2 10

User6 3 18 3 15
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User7 7 42 7 35
User8 6 36 6 30
User9 3 18 3 15
Userl10 2 12 2 10
Total 52 312 52 260
Fig 4. User computations analysis in DNA Algorithm for Ten users.
350
300 212
E 250
:E 200
g 150
g 100
g 50 52
g
g
5

Figure 4 is an illustration of the authentication of 10 users
using the current Kerberos authentication system. The y-
axis displays the number of computations needed for
authentications, and the x-axis displays the username with
the number of authentications. All 10 users are
authenticated 52 times while utilizing 312 computations,
starting with user 2 who was authenticated 10 times using
60 computations.

Performance Analysis

Since there are 6 distinct operations involved in the
conventional Kerberos authentication process, it requires 6
units of time to complete. The following generalization
applies to the computation time of the Kerberos
authentication process.

T(KA)=U[(6t)+x+y]

Five separate processes that can each be completed in one
unit of time were taken into consideration when we
designed DNA_A. The designed secure authentication
mechanism has the following computation time.

T(DNA_A)=U(5)

Every time you leave the Hadoop cluster, a dynamic key is
mailed to you. Therefore, the computation does not take

into consideration the use of time stamps at each step.
Additionally, this technique does not make use of the
Active Server (AS).

9. Conclusion and Future Scope.

The DNA_A algorithm developed is suitable for
Hadoop/SPARK clusters and distributed systems, and it
employs a novel authentication mechanism with a dynamic
password mechanism for each time with limited
computation. It is necessary required for develop a novel
authentication system for both Hadoop / Spark clustersfor
securing data. Finally, the DNA_A provides a good
solution for increasing Hadoop and Spark cluster security
and performance while decreasing elapsed time. The goal
of this work in the future is to assign a dynamic hostname
to each node in Hadoop and Spark clusters, which will
confuse hackers and ultimately provide more security. This
algorithm's computational burdens must be reduced before
it can be applied to different domains.
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