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Abstract: With the advent of Internet and growth in the field of Information and Communication technology, phishing attacks are
becoming very common source for finding users personal or confidential information. These types of attacks are executed through email,
websites, instant messaging services etc. This type of attack is very common and is also considered as one of the major threats to the
organization. Therefore, it becomes very important for an individual to check if the message has been received from the trusted sender, as
it fools the victim by pretending to be the original user and asking them to share their personal and confidential information. There are lots
of techniques which are used to detect phishing websites. In this paper, the two machine learning classification algorithms: K-Nearest
Neighbors (KNN) and Logistic Regression (LR) are applied to the phishing and non-phishing website URLs dataset. The performance of
classification algorithms KNN and LR are compared by using the classification report accuracy, precision, confusion matrix, sensitivity,
f-score and time required for its execution. Hence, this paper will compare the accuracy of KNN and LR models in order to find phishing
websites. The major objective of this paper is to use key features to detect phishing websites with higher accuracy and also lower rate of
error.

Keywords: KNN modal ML, LR model ML, Phishing and Non Phishing Websites identification using KNN, Phishing and Non Phishing
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1. Introduction

The internet evolution has changed our lives; it has been
widely used in all the fields for easing out our tedious jobs.
The various domains like banking, healthcare, education,
retail etc. have been massively benefitted and the way the
tasks are automated as well as the facilities provided in turn
of that has made lives of individuals easy. As the Internet
has penetrated in all domains, therefore it becomes
necessary to look at the security measures too. Using
appropriate security mechanisms leads to prevention of
unauthorized access and misuse of data related to any person
or organizations sensitive or confidential information. The
attackers use various techniques to exploit the
vulnerabilities and penetrate the structure which helps them
to gain illegal right of entry to private information.

Phishing is a cybercrime which involves lure the user into
given that their private, secret and susceptible information.
This may include usernames, passwords, banking details
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etc. Phishing attacks are appropriate familiar as false
websites are on the rise; these attacks are mainly through
email, SMS etc. These attacks may cause low to high level
losses for an individual or any organization by misuse or
leak the data. Example: A investigator established that the
email link was forwarding it to a forged website that seem
to have the correct URL in the browser, but the user was
trick by using some characters in flanked by which resemble
the lawful URL and domain name. Various Machine
Learning techniques are used to detect phishing websites.
Various classification algorithms can be used to analyse
phishing websites accurately and efficiently. The main goal
of this paper is to find out the key features for detecting
phishing websites by applying KNN and LR machine
learning algorithms on website URL datasets. These
websites can easily be detected and effectively in less time
with high accuracy.

2. Literature Review

Chaudhry et al. [1] have discussed different phishing
attacks, how it could be detected and prevented, in their
paper they talk about different modes from which these
attacks could happen like email, malicious sites. Basit et al.
[2], paper presented a literature review of different
techniques in Al to detect phishing websites which are
happening because of user data available online like their
login credentials, cards detail. In the paper they compare
different techniques for detecting phishing attacks like Deep
learning, machine learning etc. Odeh et al. [3] have briefly
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discussed how phishing attacks are getting information of
sensitive data of users and in the paper discussed and
surveyed about different machine learning techniques like
SVM, RF, NB. In the paper different deep learning
techniques are also compared for detecting phishing
websites. Wu et al. [4] have shown that the toolbar plays
very important role in detecting phishing websites, in the
paper he discussed the user should pay attention to toolbars
warnings if website looks fake and also analysed in his
study that the toolbars security is not able to protect
phishing attacks. Song et al. [5] talks about classifiers based
on machine learning that are not able to detect phishing
pages. Athulyaetal. [6], in their paper discussed different
phishing risks, attacks and prevention by using a hybrid
approach to finding it in less time with more accuracy. A
study by Gupta et al [7] provides a different taxonomy of
phishing attacks history and its solutions and in the paper
they also discussed the effect and impact of these attacks.
Fette et al. [8], in their paper communicates about what is
phishing how the data which is important for the user is
steeled by sending email of spoofed websites and in their
study the evaluated more than 7000 emails of having
phishing and non-phishing email to detect them using
machine learning techniques. Basit et al. [9], this paper
discussed about how phishing attacks has been increased in
pandemic phase and cybercriminals have taken benefit as
online access of everything increased, in the paper author
compared three ML algorithms ANN, Decision Tree and
KNN with RFC for detecting phishing attack websites. Chen
et al. [10] used Machine learning highly developed methods
in their paper, the authors veteran the URLs and verified
whether it was a phishing URL or not, and in this paper, they
used a programmed approach for detecting lawful and false
URL phishing attacks. Apruzzese et al. [11], in their paper
compared Random Forest and Decision Tree to compare the
dataset of phishing websites and Random Forest gives better
results in detecting. In the paper by Aljabri et al. [12], they
compared the machine learning and deep learning
techniques for detecting phishing websites on two data sets
one based on lexical and other on domain and in result

Training Set

random forest give highest accuracy. Christobel, A., et al.
[13] compares different classification methods for datasets.
Apruzzese et al. [14], paper discussed about ML and its
application for detecting phishing websites and they used
their ML-PWD Phishing Website Detection software for
evasion attacks. In paper by Bajpai et al. [15] performance
of KNN algorithm is measured for the dataset

3. Research Problem Statements

Now days where we all use internet for our day to day
activities and do all kind of work online attackers took
benefit of it and try to lift our secret information through
phishing websites so we really required detecting these
websites. Here we are using KNN and LR models to detect
whether the website is legitimate or not.

3.1. Research Objectives:

e to study the KNN approach with respect to its
identification capability of phishing websites when
respective URLSs are provided

e to study the LR approach with respect to its
identification capability of phishing websites when
respective URLS are provided

e  compare the KNN and LR approaches with respect to
their identification capability of phishing websites
with respective website URLSs are provided

3.2. Research Methodology:

Experimental research methodology in the Machine
Learning domain is applied on the dataset in the Fig. 1, the
system flow of our experimental research is been shown.
First, we collected the datasets (phishing and non-phishing
website URLs) from Kaggle as input after that
preprocessing of the dataset took place and selected
different features of extraction and processing further. We
splitted the data in training and testing datasets. Then we
applied KNN and LR models and We observed the accuracy
and time taken for giving results and compare our models

/ KNN

Trained Modal

/

Phishing and Non-
Phishing website
URLS Dataset

Testing Set

Result Analysis w.rt
Accuracy and Time

Fig. 1. System flow of Research.

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2024, 12(2s), 650656 | 651



3.3. Design of the Experiment:

o Select a sample of website URLs corresponding to
phishing and non-phishing categories.

o Train and test a KNN model with the objective to measure
its capability to identify phishing websites.

o Train and test an LR model with the objective to measure
its capability to identify phishing websites.

e Compare the efficiency of KNN and LR models with
respect to the identification of phishing websites.

3.4. Selection of Samples:
e  Sample size (n): 200000 records

e  Discussion about the dataset: In this study phishing
and non-phishing websites datasets were processed to
compare KNN and LR models. The dataset was
gathered from Kaggle. The dataset used has more than
200000 records of phishing and non-phishing
websites.

e  Labels include two categories good and bad. Good -
This is not a phishing site or malicious website and
Bad- This is a phishing site or malicious website.
Among the websites or URLS non phishing (76%) and
phishing (24%).

e  Sampling Methodology: Secondary Data from Kaggle.

KNN1

30523 10171 I 80000 3
&

KNN5

4. Experiment and Result

In the experiment using Machine learning model KNN and
LR the phishing website’s URLSs is being evaluated on the
basis of higher prediction accuracy in detecting bad
websites or phishing websites and fastest convergence time
for classification.

4.1. Experiment using KNN Model

Here in the setup for the analysis and classification of non-
phishing websites and phishing websites KNN and LR
machine learning classification algorithm is used.

4.1.1. KNN Model:

K-Nearest Neighbor (KNN) classification algorithm is one
of the most used techniques in the pattern recognition field
it belongs to supervised learning and it is used for both
classification and regression models [13]. The K-nearest
neighbor’s algorithm is being used as it is the mainly used
because its robust and make extremely correct predictions
on the data set [16].

Fig.2. show a confusion matrix of the prediction and results
of an actual good (non-phishing website) / actual bad
(phishing website) and predicted good (non-phishing
website)/ predicted bad (phishing website) prediction and
results of a classification problem using the KNN model

20523

30523

KNN4

KNN6

Fig. 2. Confusion matrix results using the KNN algorithm on website URLSs dataset

Table 1. Performance Table for KNN Model for The Dataset of Website URLS

Approach Accuracy Average Precision F-Score Sensitivity

KNN1 91% Macro Average 90% 88% 86%
Weighted Average 91% 91% 91%

KNN2 91% Macro Average 90% 88% 86%
Weighted Average 91% 91% 91%
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KNN3 91% Macro Average 90% 88% 86%
Weighted Average 91% 91% 91%
KNN4 91% Macro Average 90% 88% 86%
Weighted Average 91% 91% 91%
KNN5 91% Macro Average 90% 88% 86%
Weighted Average 91% 91% 91%
KNNG6 91% Macro Average 90% 88% 86%
Weighted Average 91% 91% 91%

Table 1. shows the measurement of Accuracy, Precision, F-
Score, and Sensitivity for K-Nearest Neighbors (KNN) on
phishing and non-phishing website datasets. The
performance of these methods is measured using a
confusion matrix. From this table, we can determine that
KNN achieves an accuracy of 91% which is a great accuracy
4.1.2. Using LR Model

Logistic regression is used to calculate or predict the
probability of a website phishing or not using binary
classification [17]. It is a Machine Learning algorithm
where Linear Regression model is used for the classification
of websites it uses cost function.

aaaaa

At Good

for a diagnosing phishing website. KNN achieve the Macro
average precision (90%), sensitivity (86%), and F-score
(88%) and Weighted Average precision (90%), sensitivity
(86%), and F-score (88%) for the dataset. This performance
is measured using cross-validation.

Fig.3. show a confusion matrix of the prediction and results
of an actual god (non-phishing website) / actual bad
(phishing website) and predicted good (non-phishing
website)/ predicted bad (phishing website) prediction and
results of a classification problem using LR model.

29872

......

LR&S

Fig. 3. Confusion matrix results using the LR algorithm on website URLs dataset

Table 2. Performance Table for LR Model for The Dataset of Website URLs

Approach Accuracy Average Precision F-Score Sensitivity

LR1 96% Macro Average 93% 95% 96%
Weighted Average 97% 97% 96%

LR2 96% Macro Average 93% 95% 96%
Weighted Average 97% 97% 96%

LR3 96% Macro Average 93% 95% 96%
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Weighted Average

97% 97% 96%

LR4 96% Macro Average 93% 95% 96%
Weighted Average 97% 97% 96%
LR5 96% Macro Average 93% 95% 96%
Weighted Average 97% 97% 96%
LR6 96% Macro Average 93% 95% 96%
Weighted Average 97% 97% 96%

Table 2. shows the measurement of Accuracy, Precision, F-
Score, and Sensitivity for Logistic Regression on phishing
and non-phishing website datasets. The performance of
these methods is measured using a confusion matrix. From
this table, we can determine that LR achieves an accuracy
of 96% which is a really great accuracy for diagnosis

5. Model Performance Comparisons

phishing websites ULR achieves the Macro avg precision
(93%), sensitivity (96%), and F-score (95%), and Weighted
Average precision (97%), sensitivity (96%) and F-score
(97%) for the dataset. This performance is measured using
cross-validation.

Table 3. Comparative Analysis of LR and KNN modal Identification of Phishing Websites

Comparative Analysis of LR and KNN Identification of Phishing Websites

No. of LR (Accuracy of Time Taken(min) KNN (%Accuracy of Time Taken(min)
Experiments bad Websites bad Websites detected)
detected)

1 96% 04:30 91% 25:00

2 96% 05:00 91% 27:00

3 96% 06:00 91% 32:00

4 96% 04:20 91% 24:00

5 96% 05:30 91% 30:00

6 96% 04:20 91% 27:00

Average 96% 04:56 91% 27:30

Table 3. shows the Comparative Analysis of LR and KNN
models in the Identification of Phishing Websites. Here
results analysis of the LR and KNN models was tested six

0.98 0.96
0.96

0.94
0.92

0.9
0.88

Accurcy

LR

times and its average is compared according to the accuracy
of detecting bad Websites (phishing websites) and time
consumption for the execution of different models.

0.91

KNN

Machine Learning Model

Fig. 4. Accuracy Graph of the dataset of websites for LR and KNN model
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In Fig 4. we compare the performance of ML classifiers
KNN and LR by accuracy graph and to determine the
performance we apply both the model on the datasets six

9.36
4.48
0.00

—~
[%2}

c
'£19.12
214.24
£
9.36
4.56
4.48

0.00
LR

times and the average result from the accuracy graph shows
that Logistic Regression has achieved better accuracy for
the website URLSs dataset

27.30.00

KNN

Machine Learning Model

Fig 5. Average Time Graph for LR and KNN model for website URLs dataset

In Fig. 5. we compare the performance of ML classifier
KNN and LR according to the time taken for processing the
dataset six times the average performance result from the
graph shows that Logistic Regression has achieved less time
than KNN for detecting bad or phishing website URLs
dataset.

6. Conclusions

On phishing and non-phishing websites dataset, we apply
two main machine learning classification algorithms six
times, which are KNN and LR to classify phishing website
URLSs give the outputs and different results.

Among LR and to K-Nearest Neighbor model LR model
have higher prediction accuracy in detecting bad websites
or phishing websites. LR model has very fast convergence
time as compared to KNN model in detecting bad websites.
Hence, the LR model is the appropriate algorithm to use for
the classification of phishing website URLSs. Through this
paper, we can conclude that the LR model is much better
than the k-nearest neighbor KNN model in terms of the
classification of phishing and non-phishing website URLSs.
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