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Abstract: With recent advancements in information technology, digital media authenticity has become a major problem, and much study 

has been done to preserve digital media ownership. In all these investigations, digital image watermarking has become a crucial method. 

In digital image watermarking, digital content or a watermark is planted in a host image and can be removed to safeguard the host 

image's ownership. The two primary categories of digital image watermarking approaches are frequency domain and spatial domain. 

Spatial watermarking involves modifying an image's pixel values with techniques such as least significant bit (LSB) and intermediate 

significant bit (ISB), whereas frequency domain watermarking involves modifying an image's frequency components with techniques 

such as discrete wavelet transform (DWT), discrete cosine transform (DCT), and singular value decomposition (SVD). An overview of 

digital image watermarking, including its different types, characteristics, applications, and techniques, is given in this study. The quality 

of watermarking techniques is also examined using assessment metrics like PSNR and NCC, as well as various assaults that can be used 

against watermarked images. This wider perspective review on digital image watermarking is for those researchers who wish to get 

started and conduct research in this area. 
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1. Introduction 

We are animate in a digital world where the internet has 

become an inevitable and indispensable part of our daily 

lives. Globally, every second, an immense volume of digital 

data comprising thousands of bytes is exchanged. With the 

rapid creation and consumption of digital data arises the 

problem of data authenticity, copyright protection, and 

content security during transmission [1]. To combat these 

issues, watermarking can be applied to any digital 

document. The practice of watermarking has been around 

for centuries, dating back to the time when paper was first 

invented. Watermarking was used as a tool to identify the 

Author of the paper and also to discourage counterfeiters. 

The process of adding a design pattern on the paper takes 

place when the paper is wet, which is why it is called a 

‘watermark’ [2]. With the rise of digital media, the need for 

watermarking has moved from physical paper to digital 

documents, and this concept of digital watermarking was 

first introduced in the late 1980s and early 1990s as a way 

to protect electronic media from unauthorized use and 

distribution. Digital Watermarking is the process of adding 

a visible or invisible identifier to a digital media like an 

image, audio, video, or document to protect it from 

unauthorized use and distribution [3]. The scope of this 

paper is limited to digital image watermarking only. The 

watermark that is embedded must be both robust and 

imperceptible, making it challenging for attackers to detect 

and capable of withstanding their attempts at attack. There 

are several techniques to embed a watermark in the host 

image, but primarily these algorithms are categorized into 

two major domains: spatial domain techniques and 

frequency domain techniques. 

The spatial domain views an image as a combination of 

pixels, and these techniques directly work on manipulating 

the intensity values of the pixels of the original image [4]. 

Spatial domain techniques are less complex and time-

efficient but lack robustness. In transform-domain 

techniques, the watermark is not directly added to the cover 

image. First, the cover image is transformed using a 

transformation function like DFT, DCT, DWT, etc. [5-8]. 

And then watermarks are inserted into the coefficient of the 

transformed image. Although the frequency domain 

techniques are complex and computationally expensive, 

they yield high performance factors, i.e., good 

imperceptibility and robustness [9, 49]. Imperceptibility 

refers to the degree to which the watermark is detectable or 

noticeable to the human eye, whereas robustness pertains to 

the watermark's ability to endure various kinds of attacks. 

In the past few years, digital picture watermarking 

techniques have made significant progress, especially in 

terms of security and robustness. Various techniques now 

integrate encryption and other security features to 

strengthen watermark protection [10]. Secure image 

watermarking techniques have found a diverse range of 

applications in several industries, such as entertainment, 

news media, medical, banking, and e-commerce. Having a 

comprehension of the capabilities and constraints of digital 

image watermarking methods enables individuals, 

businesses, and content creators to enhance the 

safeguarding of their intellectual property. The purpose of 
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this essay is to present a detailed and all-encompassing 

summary of digital image watermarking, which covers its 

varieties, features, methods, vulnerabilities, measures for 

evaluation, and practical implementations; determine the 

limits of the currently used methods; Examine the current 

methods that fully satisfy a few of the demands of image 

watermarking strategies; and elucidate the difficulties that 

the next generation of researchers will need to overcome. 

This paper is structured into several sections, with a 

literature review appearing in Section II. Digital image 

Watermarking Background and Structure in Section III 

Basic requirements and performance evaluation of the 

digital image watermarking system are described in Section 

IV. Digital watermarking categories in Section V 

Classification of watermarking attacks in Section VI. 

Application of Digital Image Watermarking in Section VII 

A summary of the numerous kinds of watermarking 

techniques is provided in Section VIII. Conclusions in 

Section IX are given. 

2. Literature Review 

This section will review earlier research on digital image 

watermarking, including spatial domain-based, frequency-

domain-based, and hybrid domains, as well as using 

optimization methods and cryptography algorithms, which 

will have served as inspiration for our review study. 

Larijani et al. [11] provided a scheme for grayscale 

watermarking using the spatial domain as the space of 

insertion to take advantage of low complexity and 

simplicity in the calculation. This method has great fidelity 

when compared to other methods and is robust in terms of 

various image processing attacks. Kester et al. [12] 

introduced a spatial domain watermarking approach on the 

basis of image features built on formal concept analysis. In 

this approach, we choose to employ formal concept analysis 

since altering pixel values might alter the lattice that is 

created from the image. This approach is very effective for 

analysing and verifying digital image data. Danti et al. [13] 

proposed a colour cover image with a colour secret image; a 

2-3-3 LSB insertion technique employs secret data with 

eight bits. The final three bits are placed in the B channel, 

followed by two bits in the R channel and three bits in the G 

channel. These bits are inserted into the LSB in a 2-3-3 

sequence. Comparing this method to the hash-based 3-3-2 

methodology, the MSE and PSNR values are better. 

Abraham et al. [14] presented a method for colour picture 

watermarking in the spatial domain that doesn't appreciably 

reduce image quality or alter the perception of colour. The 

watermark is included in every image block to provide the 

highest image quality and highest level of attack resilience, 

making authentication and/or recovery feasible. Muyco et 

al. [15] proposed a digital watermarking method using the 

least significant bit hash algorithm for embedding and 

extracting. LSB hash code was used to encrypt the original 

file and to remove the embedded hash code, which led to 

the creation of an output file that resembled the original 

one. In this instance, the data extraction tool's embedded 

watermark is undetectable.  Kitanovski et al. [16] offer a 

blind watermarking access for image authentication; in this 

scheme, a watermark is produced using the image hash like 

a key in the low transform component with quantization 

index modulation to enhance the robustness in opposition to 

common image processing attacks in addition being fragile 

to tempering. Chi-Man Pun [17] invented a method using a 

Gaussian low-pass filter and resistance to JPEG contraction. 

With this technique, a 512x512-pixel image has 4096 bits of 

information embedded in it.he twelve indicative DCT 

coefficients that encrypt the watermark can be selected via 

adaptive quantization. Patra et al. [18] introduced a Chinese 

Remainder Theorem (CRT)-based watermarking approach 

in the DCT orbit that surpasses a CRT method using the 

spatial domain techniques according to resilience and 

confidentiality when it comes to resilience against 

brightness, JPEG compression, and sharpening effects. A 

semi-blind, robust DCT watermarking method for digital 

data authorization, integrity confirmation, tamper 

identification, and safeguarding was proposed by Laouamer 

et al. [19] using DCT and linear interpolation methods. The 

visibility and robustness of a watermark can be balanced. 

Rotation, JPEG compression, noise, and median filtering 

were among the attacks the system was shown to be 

extremely resistant against. The scheme can now accurately 

remove the watermark; this was the primary benefit of the 

study. Roy et al. [20] introduced a colour watermarking 

method based on DCT that allows for the insertion of 

various watermarks for ownership of copyright and 

affirmation. The system shown enhanced sturdiness and 

invisibleness and created a greater PSNR value by 

eliminating blocking artefacts, which are the core problem 

with block-based DCT techniques (a lack of some data). 

Vishwakarma et al. [21] develop a grayscale image 

watermarking approach according to differential evolution 

and kernel extreme learning machine (DE-KELM) in the 

DCT, in which the low -transform parameters are chosen in 

a zig-zag pattern like that the watermarked image 

appearance is not diminished. Liu et al. [22] introduced an 

enhanced DCT encipher approach for watermarking, in 

which the host image is first encrypted using fractal 

encoding and then encrypted again using DCT. The 

suggested system became more reliable and efficient thanks 

to this dual encryption technique. Blossom et al. [23] 

suggested a DCT-based watermarking scheme that offers 

increased resilience against image processing attacks, 

including but not limited to JPEG contraction, noise, 

rotation, and rephrasing. In this particular method, the 

watermark is inserted within the mid-transform band of the 

DCT blocks, which holds the low-transform components 

while discarding the high-frequency sub-band components. 

The achievement analysis indicates that the watermark is 

highly resilient. Shih et al. [24] presented a combinational 



 

International Journal of Intelligent Systems and Applications in Engineering IJISAE, 2024, 12(1), 121–145 |  123 

watermarking technique. The host image was divided into 

two parts; for embedding, the spatial domain technique LSB 

was applied to one part, and the frequency domain 

technique DCT was applied to the other part. This was done 

to increase the capacity and robustness without 

compromising the imperceptibility of the image. Here 

authors proposed that using this technique, additional 

watermark information could be inserted into the cover 

image. Mistry et al. [25] compared spatial domain 

techniques (like LSB) of digital image watermarking with 

frequency domain techniques (like DCT and DWT). The 

author concluded that the transform domain method 

achieves superior quality of the watermarked image by 

initially converting the source image into the frequency 

domain utilizing numerous transformations, such as the 

Fourier Transform, the discrete cosine transform (DCT), or 

the discrete wavelet transform (DWT). Zhang [26] 

presented an overview of digital watermarking and its 

characteristics. The author also provided a theoretical 

overview of different digital watermarking algorithms like 

DCT, LSB, Spread Spectrum, the Text Minitrim algorithm, 

and the Texture Mapping algorithm. Ching-Yung et al. [27] 

provided a watermarking algorithm in which a watermark is 

embedded into the 1-D signal of the host image after 

applying a Fourier transform to the input image. According 

to the experimental results, the watermark generated 

through the proposed algorithm is robust against RST 

distortions such as rotation, scaling, and Translation. 

Vleeschouwer et al. [28] presented a comprehensive 

overview of perceptual watermarking, emphasizing the 

importance of creating a watermarking system that is 

imperceptible to human perception and can maintain 

robustness despite image and video processing operations. 

The authors discussed several techniques used to achieve 

invisibility and also suggested future research directions in 

the field, emphasizing the need for more advanced 

watermarking techniques that can address the challenges of 

copyright protection in the digital age. Celik et al. [29] 

presented a Hierarchical watermarking scheme that offered 

a significant advantage over other watermarking schemes 

because it allows for the detection of cropping while still 

authenticating untampered cropped regions. The authors 

proposed a new technique based on the public key 

watermark proposed by Wong et al. [30], which eliminated 

the vulnerabilities against vector quantization counterfeiting 

attacks. A wavelet-based threshold classification 

watermarking method for digital pictures was created by 

Chen et al. [31]. This programme analyses the complexity 

of a picture to assess its sturdiness and invisibleness. The 

procedure separates the cover image into a number of 

blocks, some of which are picked to include the watermark. 

With the use of the inferred preferred sub-bands, the 

coefficient of DWT is then categorized due to sub-bands 

with lower frequencies. The results of several tests revealed 

that the system was incredibly durable and immune to a 

number of common dangers. Haribabu et al. [32] suggested 

a DWT-based effective digital image watermarking method 

in HIS colour space for copyright protection. In this 

scheme, the grayscale watermark image is embedded in a 1-

level DWT LL sub-band that is segmented into 8X8 blocks 

and achieves more robustness as compared to the existing 

scheme. Jia et al. [33] proposed a DWT-based noval colour 

image watermarking scheme with QR decomposition. In 

this scheme, 1-level DWT is applied to each component of 

the colour host image and then segmented into blocks, and 

then each block is decomposed by QR decomposition for 

embedding a watermark. This scheme shows that it is more 

sturdy against familiar image processing onslaugt. Nikita 

Kashyap et al. [34] proposed an image watermarking 

scheme based on 3-level DWT. The process of embedding a 

multi-bit watermark involves utilising the alpha blending 

technique to insert it into the low frequency sub-band of the 

cover image. 3-level DWT is applied on the host image as 

well as on the watermark, and embedding is done on the 

LL3 band. To evaluate the competent of the recommended 

approach, statistical parameters such as peak signal-to-noise 

ratio (PSNR) and mean square error (MSE) are employed 

and used to compare its performance with 1-level and 2-

level DWT-based image watermarking techniques. 

According to the empirical outcomes, the watermark 

achieve through the suggested algorithm is imperceptible, 

and the quality of the watermarked image and the recovered 

image is enhanced. Choudhary et al. [35] proposed a 

watermarking scheme that uses 2-level DWT. First, the host 

image and the watermark are decomposed into 4 sub-bands, 

namely LL1, LH1, HL1, and HH1, using 1-level DWT, and 

furthermore, the LL1 sub-band of both images is 

decomposed into 4 sub-bands, namely LL2, LH2, HL2, and 

HH2, by again applying 1-level DWT to the LL1 sub-band. 

And then the watermark is embedded into the LL2 sub-band 

of the host image for high robustness and increased 

imperceptibility. Finally, the performance parameters, i.e., 

PSNR and NCC, are compared with respect to 1-level 

DWT, which shows increased performance in 2-level DWT 

as compared to 1-level DWT. Chang et al. [36] proposed an 

SVD-based digital image watermarking scheme in which 

both the D and U components were explored for 

embedding, which provided stronger robustness against 

different attacks and better image quality. Katti et al. [37] 

presented a definition as well as an algorithm for evaluating 

the capacity of a watermarking system. According to the 

authors, capacity is the number of bits transmitted under 

constraints like the probability of detection, the probability 

of false alarms, and the MSE between the original image 

and the watermarked image. Yusof et al. [38] proposed a 

paper containing a detailed overview of the wavelet 

transform technique. The authors also provided an overall 

view of digital image watermarking, including its types, 

techniques, and future trends. A new watermarking 

evaluation method was introduced by Yang et al. [39], 
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which relied on the masking properties of the human visual 

system. The suggested technique, referred to as Masking-

based Peak Signal to Noise Ratio (MPSNR), was found to 

outperform other methods in assessing imperceptibility. The 

outcomes indicated that a stronger masking effect led to a 

lower level of deterioration in the watermarked image 

quality. Chunlin et al. [40] conducted an analysis of various 

digital image watermarking attacks. The efficacy of a digital 

watermarking technology relies significantly on its ability to 

withstand attacks that aim to eliminate or damage the 

watermark from the host data. And the researchers provided 

an in-depth explanation of various attacks that can be 

employed to compromise a watermarked image. The paper 

also includes a series of experimental findings 

demonstrating the impact of these attacks on watermarks 

generated using different watermarking methods. Poljicak et 

al. [41] proposed a DFT-based watermarking technique that 

was fast, simple, and robust against different attacks. The 

authors were mainly focused on the quality evaluation of 

the watermarking system using the evaluation metric PSNR 

(Peak Signal to Noise Ratio). The paper proposed that the 

distortion of the image after embedding depends on many 

features. Hernandez et al. [42] recommended a DFT-based 

watermarking scheme for medical imaging management. 

The suggested technique was robust against geometric 

attacks and signal processing operations. Aslantas et al. [43] 

proposed a DWT-SVD-based image watermarking 

technique using the PSO optimizer. In their approach, the 

discrete wavelet transform (DWT) is used to decompose the 

cover image, and then singular value decomposition (SVD) 

is used with the high-frequency sub-bands. PSO is used to 

search for the optimal values of the watermark embedding 

parameters. The performance of the proposed scheme is 

evaluated by the peak signal-to-noise ratio (PSNR) and the 

normalized correlation (NC) coefficient. Xiaoyi et al. [44] 

recomrnded a hybrid image watermarking method 

depending on DWT-SVD. Initially, the watermark is 

divided into four parts to guarantee that if it experiences 

significant harm, it can still be restored by matching the 

corresponding pixels from each of the four parts. Afterward, 

a two-level DWT is employed, followed by performing 

SVD on the HL and LH sub-bands. The goal of the 

suggested hybrid technique is to merge the benefits of DWT 

and SVD to improve the performance of watermarking. 

DWT offers spatial and frequency localization, whereas 

SVD enhances the resistance against attacks. Tao et al. [45] 

conducted an analysis of different watermarking techniques 

and evaluated different techniques like SVD and DWT. The 

major focus of paper was on the robustness of the 

watermarking system against geometrical distortions. Gorai 

et al. [46] propose a PSO-based approach for grey-level 

image enhancement. The authors optimize the parameters of 

a nonlinear mapping function using PSO to enhance the 

contrast of grey-level images. The attainment of the 

recommended approach is evaluated using various 

benchmark images. The results show that the proposed 

approach provides a significant improvement in contrast 

enhancement over existing methods. Kuppusamy et al. [47] 

recommended an optimized picture watermarking method 

based on PSO. The authors use PSO to optimize the 

embedding strength and evaluate the performance of the 

scheme by testing its robustness against various attacks. The 

results show that the proposed scheme provides good 

robustness against different types of attacks. Sonam Tyagi 

et al. [48] presented a comprehensive overview of digital 

watermarking techniques for security applications, 

highlighting their significance in today's digital landscape. 

The paper discusses a variety of techniques, including 

spatial domain methods and transform domain methods 

such as DCT, DWT, and DFT. Furthermore, the author 

covers the characteristics, applications, types, and potential 

vulnerabilities of these methods. Anuja Dixit et al. [49] 

proposed a review paper on digital image watermarking 

techniques wherein the authors gave a detailed description 

of digital image watermarking, its applications and types, 

characteristics, and performance factors. The authors also 

gave a brief overview of the various domains of digital 

image watermarking, the techniques used in each domain, 

and a few attacks that can be applied to the watermarked 

image. Rao et al. [50] proposed a DWT-DCT-SVD-based 

digital image watermarking scheme using PSO. In their 

approach, the cover image is first decomposed using DWT 

and DCT to obtain the high-frequency sub-bands. Then, 

SVD enforced to the high-frequency sub-bands to obtain the 

singular values. PSO utilized to find the ideal values of the 

watermark embedding parameters. The performance of the 

proposed scheme is evaluated by the PSNR, the NC 

coefficient, and the bit error rate (BER). Thakkar et al. [51] 

proposed a PSO and block-SVD-based watermarking 

technique for digital images. In their approach, the cover 

image is first blocks separated so as not to overlap, and then 

to acquire the singular values, SVD is performed to each 

block.. PSO is used to search for the optimal values of the 

watermark embedding parameters. The act of the uggested 

scheme is evaluated by the PSNR, the NC coefficient, and 

the robustness against different attacks. Poonam et al. [52] 

suggested a DWT-SVD-based robust digital watermarking 

method where it is possible to insert a digital watermark 

within host data using either the spatial or frequency 

domain. The presented method in this study utilises both the 

discrete wavelet transform (DWT) and Singular Value 

Decomposition (SVD) in a hybrid approach to embed a 

watermark within the sub-bands' singular values of the host 

image. The proposed technique is able to achieve good 

imperceptibility and robustness.  Gangadhar et al. [53] 

proposed a technique for watermarking that utilises the 

wavelet domain and incorporates particle swarm 

optimization (PSO) and singular value decomposition 

(SVD). In the proposed scheme, PSO is employed to 

optimize the scaling factor in the watermark embedding 
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process. Finally, to evaluate the performance of the 

proposed technique, PSNR and NCC are calculated, which 

testify to good imperceptibility and robustness. Kumar et al. 

[54] propose a watermarking scheme that uses DWT and 

PSO for embedding and detecting high-energy coefficient 

watermark bits in the cover image. The authors evaluate the 

performance of the scheme by testing its robustness and 

imperceptibility against different types of attacks. The 

outcomes depicted that the recommended scheme provides 

good imperceptibility and robustness. Seif Eddine Naffouti 

et al. [55] proposed a robust watermarking scheme based on 

DWT-SVD. First, the host image and the watermark are 

decomposed into 4 sub-bands using 1-level DWT, and then 

SVD is applied to the high-frequency sub-band HH of both 

images, thus decomposing them into 3 matrices: U, S, and 

V. The embedding is performed on the singular diagonal 

matrix, i.e., S. Finally, the proposed approach is assessed 

based on the performance metrics of NCC and PSNR, 

concluding that it fulfils the requirements of 

imperceptibility and offers robust security against common 

signal processing operations and attacks. Singh et al. [56] 

proposed a robust and secure digital watermarking method 

depending on DWT, DCT, and SVD for securing digital 

content over unsecured social networks. The methods used 

multiple watermarks embedded in different frequency bands 

of the host image to enhance security and reduce storage 

and bandwidth requirements. The use of a back propagation 

neural network and error-correcting codes further enhanced 

the robustness of the watermark against distortion and 

channel noise. The selective encryption of important 

multimedia data also improved the protect the input and 

watermarks image. The suggested method attained 

excellence in achievement in terms of robustness, security, 

capacity, and perceptible quality. A nonblind watermarking 

method described by Jane et al. [57] uses the DWT and 

SVD in conjunction with LU decomposition. The authors 

suggested combining the widely used transform domain 

technique (DWT) and the decomposition method (SVD) via 

LU decomposition to make watermarked images 

substantially more resistant to some attacks. The suggested 

algorithm can therefore be thought of as resistant to 

"filtering," which stands for compression-based assaults, as 

well as "scaling" and "rotation," which denote geometric 

attacks, in contrast to existing DWT and SVD watermarking 

algorithms. Sridhar et al. [58] integrated DCT, DWT, and 

SVD to improve sturdy and imperceptibility. It was shown 

that this hybrid technique is unaffected by the filtering 

JPEG contraction algorithm, salt-and-pepper noise, rotation, 

cropping, scaling, and translation techniques. For the 

purpose of defending digital assets in a hybrid environment, 

another plan by Kumar et al. [59] was presented. The least 

significant bits and a wavelet transform (DWT and SVD), 

where the cover picture is separated into sub-bands (LL, 

HL, HH, and LH) by utilizing the transformation technique 

in the frequency domain, are used in the strategy to 

safeguard digital contents while transmitting digital 

resources in a hybrid context. The watermark is extracted 

via the previously specified embedding techniques. This 

hybrid technique offers superior quality and resistance to 

many assaults, including JPEG compression and Gaussian 

noise. Another study Abdulrahman et al. [60] used DWT 

and DCT together to improve the sturdiness of the 

watermarking methodology. The resilience and 

imperceptibility of the watermarking approach are both 

guaranteed by a hybrid approach that combines DWT and 

SVD. Savakar et al. [61] Pizzolante et al. [62] provided a 

creative method that works better for integrating watermark 

images into the image sequences captured by confocal 

microscopy. This approach offers a decent trade-off 

between resilience and computational complexity, making it 

somewhat resistant to the lossy compression onslaught. 

Zear et al. [63] offer DWT, DCT, and SVD-based multiple 

watermarking for healthcare applications. This technique 

employs three watermarks: a doctor's signature and 

identification code, a medical Lump image watermark, and 

the patient's diagnosis code data as text watermarks, with 

the goal of confirming the identity of the user. For 

improving the robustness and security, author has used a 

back propagation neural network (BPNN) and Arnold 

transform in this method. Takor et al. [64] proposed a new 

hybrid watermarking scheme using Lifting wavelet 

transform (LWT), discrete cosine transform (DCT), and 

singular value decomposition (SVD) with PSO. This 

scheme acquires improved resistance to several assaults. 

Zhou et al. [65] suggested a highly robust and hybrid 

watermarking scheme with DWT, SVD, and the all-phase 

discrete cosine biorthogonal transform (APDCBT). This 

scheme is block-based (APDCBT) for improving 

imperceptibility and strong resilience in defending against 

several image processing threats. Zhang et al. [66] offer a 

feature-based image watermarking approach using scale-

invariant feature transform (SIFT), SVD, and all-phase 

biorthogonal transform (APBT). This scheme achieved 

good imperceptibility and high robustness against various 

attacks. Jamal et al. [67] proposed a new watermarking 

approach by using the chaotic fractional S-Box 

Transformation. In this scheme to create the chaotic S-box, 

a set of nonlinear ordinary differential equations that 

generate a continuous-time dynamical system that exhibits 

attractor-like fractal properties is utilised and this algorithm 

is highly robust against malicious attacks like noise, 

cropping, and compression. Wang et al. [68] proposed a 

watermarking scheme based on Haar Wavele for colour 

images. This scheme has better resistance to attacks such as 

loss compression and adding noise. Vaishnavi et al. [69] 

provide colour pictures with Resilient and transparent 

Image Watermarking using SVD. Two distinct approaches 

to image watermarking in the RGB colour space are 

suggested in this work. The input image's blue colour 

channel elements are implanted with the watermark in the 
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first technique's grey scale, while the input image's blue 

colour channel elements are implanted with the watermark 

in the second way. The watermark is then incorporated into 

the singular values that were obtained by using SVD on the 

input image's blue channel, and this method achieved better 

imperceptibility and was highly robust against various 

image processing attacks. 

3. Digital Image Watermarking Background 

and Structure 

The quick expansion of the internet, multimedia 

frameworks, and worldwide networks of computers has 

made it possible for digital material to be quickly 

disseminated over communication channels at the moment. 

Digital mage watermarking enables the construction of a 

platform for e-researchers by protecting digital evidence 

against unlawful interactions, handling of information, and 

data storage, possession, replication, modification, and 

dissemination using tangible transportation mediums. 

Since the invention of paper watermarks in 1282, digital 

watermarking methods have been enhanced by including 

paper composition, character, and capacity variables. 

Watermarking is widely utilized to improve security [70]. 

Digital image watermarking has seen several advancements 

since its introduction in 1988 as a computerized technique 

that offers availability, secrecy, and integrity. A watermark 

(a marker of the owner's legitimacy) is inserted into the 

host signal using watermarking techniques, and its contents 

may subsequently be retrieved. A sole bit, a collection of 

binary information, or an array of source signal bits can all 

be found in the watermark data, which may or may not be 

apparent [71]. Digital image watermarking is a technique 

used to prove the authenticity or ownership of a digital 

image by embedding a digital watermark, which is usually 

an imperceptible piece of information, into the host image. 

It is used to verify the integrity of the image and prevent 

unauthorized use or distribution of the image. 

A watermarking process is usually divided into two phases: 

watermark embedding and watermark extraction, as shown 

in Figs. 1 and Fig. 2. In digital watermarking, a low-energy 

signal is imperceptibly embedded into another digital 

signal [72, 73]. The low-energy signal is called a 

"watermark, and it shows some metadata, such as security 

or copy-right information, of the original signal. The 

original signal in which the watermark is embedded is 

referred to as the cover signal, since it covers the 

watermark. The cover signal is typically a stable image, 

audio clip, video sequence, or text document in digital 

format. 

 

Embedding 
Algorithm

Watermarked 
Image

Watermark

Cover Image

 Fig.1. Watermark Embedding 

 

Mathematically 𝐶𝑂 ,𝑊 and 𝐶𝑊 are original, watermark and 

watermarked image signal then watermarked signal 𝐶𝑊 is 

given by equation [1] 

𝐶𝑊  

=   𝐶𝑂  + 𝑓(𝐶𝑂  ,𝑊 )                                                              (1) 

Watermarked image (invisible watermarking) visually 

identical to the original signal, where ′𝑓′ is an arbitrary 

function [76]. The digital watermarking system basically 

consists of a watermark embedding algorithm and a 

watermark detection algorithm as depicted in Fig.3 In this 

Fig.3 there are three blocks: one is embedding block 

(watermark signal, watermark key), communication 

channel block (attacks) and watermark detector block. The 

watermark embedding algorithm inserts a watermark signal 

into the cover digital signal and the watermark detection 

algorithm identifies the existence of watermark signal. 

Extracting 
Algorithm

Watermarked 
Image

Watermark

 Fig.2. Watermark Extraction 

The insertion and extraction of watermarks can also make 

use of a component known as a watermark key. Every 

watermark message has a specific watermark key, meaning 

that they can only communicate with one another. Only 

authorised individuals have access to the watermark key, 

which guarantees that only authorised individuals may 

remove the watermark. Digital watermarking solutions 

should be robust to both noise and vulnerability assaults 

since the communication channel might be noisy and 

hostile (i.e., for security attacks) [71]. 
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 Fig.3. Digital Watermarking System 

4. Basic Requirement and Performance 

Evaluation of Digital Image Watermarking 

System 

The basic requirements of watermarking are robustness, 

imperceptibility, capacity, security, data payload, and 

computational cost. However, a watermarking scheme may 

not satisfy all of these requirements. The watermarking 

system is designed to fulfil the desired properties according 

to the type of application. In the case of temper detection, 

imperceptibility is not an issue, whereas for copyright 

protection, it is one of the most important issues. The effect 

of one property may affect another property. For example, if 

robustness is increased, it decreases imperceptibility. 

Hence, there is a tradeoff between these requirements, 

according to the application. Some of the basic 

requirements are described in this section [71, 74, and 75]. 

The criteria for methods for watermarking are shown in Fig. 

4. These specifications assess the effectiveness of 

watermarking technologies based on their use. 

Basic Requirement and 
Performance Evaluation 

factor

RobustnessImperceptibility

Security

Capacity

Computational CostFalse Positive

Temper Resistance

Watermarking Keys

 

Fig.4. Basic Requirement and Performance Evaluation 

Factor 

1.1. Imperceptibility Analysis 

The imperceptibility measures perceptual transparency 

between the watermarked image and the original image, i.e., 

there is a negligible difference between the watermarked 

image and the cover image signal after embedding the 

watermark image [76]. The watermark data is embedded 

into the cover signal such that its presence is not visible or 

perceptible by the user. Theoretically, the watermark should 

be invisible to the human eye. Although visible watermarks 

are more robust, for most applications, they are 

advantageous, for example, for ownership or copyright 

contents [3]. The imperceptibility of the watermark is the 

most important factor for analysing the watermarking 

algorithm. There are many metrics that can be used to 

analyses imperceptibility; however, the most widely used 

metrics are given bellow. 

1.1.1. Mean Square Error (MSE) 

MSE stands for Mean Square Error, which measures the 

difference between the original image and the watermarked 

image. 

𝑀𝑆𝐸 =  
1

𝑚 × 𝑛
∑∑[𝐼 (𝑖, 𝑗) − 𝐷(𝑖, 𝑗)]                       (2)

𝑛−1

𝑗=0

𝑚−1

𝑖=0

 

where: 

● n × m: the size of the image 

● 𝐼(𝑖, 𝑗) ∶ Original image i ,j coordinate pixel value 

● 𝐷(𝑖, 𝑗): Watermarked Image i,j coordinate pixel value 

The MSE value ranges from 0 to infinity, where a lower 

MSE value indicates a smaller difference between the two 

images, and hence a higher quality of the processed image 

MSE can be calculated by using the equation (2). 

1.1.2. Peak Signal –to –Noise Ratio (PSNR) 

PSNR stands for Peak Signal-to-Noise Ratio, which is a 

commonly used metric in digital image watermarking to 

measure the aspect of an image after applying a watermark. 

The PSNR formula is as follows: 

PSNR =  
10 log10[max( I(i, j))

2]

MSE
                                   (3) 

where: 

● max I is the maximum possible pixel value of the 

image (e.g., 255 for an 8-bit grayscale image). 

● MSE is the mean squared error between the 

original image and the watermarked image.  

PSNR is expressed in decibels (dB) and represents the ratio 

between the maximum pixel value and the noise in the 

image. A higher PSNR value indicates a better-quality 

image with less noise and distortion, which is desirable in 

digital image watermarking 

1.2. Robustness Analysis 
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A digital watermark is durable if it can withstand a specific 

group of copyright-related modifications (attacks). The 

resilience criteria focus on two issues: (i) if the watermark 

persists after being modified in the digital data, and (ii) 

whether the watermark detector can detect it. The 

watermark's robustness accounts for the capability of the 

watermark to survive signal manipulations like malicious 

attacks and common signal processing operations. 

Therefore, it is essential to create a watermarking system 

that can withstand these procedures [68]. A watermark 

must be strong enough to withstand all assaults and signal 

processing procedures in order to be used in watermarking 

applications. A watermark only has to endure assaults and 

signal processing procedures that are likely to happen 

while the watermarked signal is present in the 

communication channel. In the case of fragile 

watermarking, robustness is completely irrelevant; the 

watermark contents are embedded in such a way that they 

get disturbed due to any possible attack. So, in these 

schemes, higher robustness is not required. The robustness 

of the watermark is the most important factor for analysing 

the watermarking algorithm. There are many metrics that 

can be used for robustness analyses; however, the most 

widely used evaluation metrics are given as: 

4.2.1 Normalized Correlation Coefficient (NCC) 

NCC stands for Normalized Correlation Coefficient, which 

is 

a metric used to measure the equivalently among two 

images. It is commonly used in digital image watermarking 

to evaluate the efficiency of a watermarking algorithm. For 

finding the NCC values equation (4) is given: 

NCC =  
∑ ∑ (Wij

O  × Wij
E)m

j
n
i

n × m
                                                (4) 

where: 

Wij
O  is the pixel value at location (i, j) in the original 

watermark image 

Wij
E  is the pixel value at location (i,j) in the extracted 

watermark image n and m are the dimensions of the 

watermark image (i.e., the number of rows and columns)  

The NCC value ranges from -1 to 1, where a value of 1 

indicates a perfect match between the two images, 0 

indicates no correlation, and -1 indicates a perfect negative 

correlation. A higher NCC value indicates a better 

correlation between the original watermark and extracted 

watermark image, indicating that the watermark is more 

robust. 

4.2.2 Bit Error Rate (BER) 

BER stands for Bit Error Rate, which is a measure of the 

number of bit errors in a digital signal, typically expressed 

as a ratio of the number of errors to the total number of bits 

transmitted. In the context of digital image watermarking, 

BER can be used to calculate the achiement of a 

watermarking technique by measuring the accuracy of 

watermark detection and extraction. 

The formula for BER is: 

BER =  
Number of Bits in Error

Total Number of Bits transfered
                (5) 

In digital image watermarking, the "number of bits in 

error" refers to the number of bits in the extracted 

watermark that do not match the original watermark, while 

the "total number of bits transmitted" mention the total 

number of bits that were embedded in the original image.A 

lower BER indicates a more accurate watermark extraction, 

while a higher BER indicates a higher rate of errors in the 

extracted watermark. A BER of 0 indicates perfect 

extraction, while a BER of 1 indicates that all the extracted 

bits are incorrect. 

4.2.3 Accuracy Ratio (AR) 

AR stands for accuracy ratio which is used to assess how 

well the extracted and hidden watermarks match. It 

displays the relationship between the accurate bits and the 

original watermark bit 

AR =  
CB

NB
                                                                                 (6) 

Where: 

CB is the number of correct bits NB is the total number of 

bits 

Capacity 

It is the quantity of number of bits that may be 

incorporated into the given cover image. In case of audio 

watermarking, the capacity is defined by the number of bits 

embedded into the signal per second and for video 

watermarking, it is the number of bit embedded per frame 

without disturbing the quality of the signal. 

Secutity 

The security of watermark refers to protect the watermark 

content against malicious attacks. Depending on the 

application, there could be different watermark security 

requirements. It is not always necessary that each robust 

watermarking algorithm is secure. Secure watermarking 

schemes protect the watermark content from intentional or 

unauthorized attacks like removal of watermark, fake 

watermark embedding, modification or detection [77]. 
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5. Fragility 

Main goal of the weak watermark is data identification. 

This is the resilience criterion's opposite procedure. The 

watermarks may be made to survive a range of permissible 

watermark variations caused by alterations in the media 

content. 

6. Computational Cost 

The computational cost generally implies that the 

embedding and extraction time of the watermark contents. 

Complex watermarking methods have higher 

computational cost whereas less complex algorithms have 

lower computational cost. It is to be measured by execution 

time of embedding and extracting watermarking 

algorithms. 

7. False Positive Rate 

The feature employed to detect watermarks in images 

without watermarks is called the false positive rate. This 

issue arises when the retrieved watermark and the inserted 

watermark are dissimilar [78]. A variety of plans have been 

used to conduct the test. For copy control and ownership, 

this attribute has mostly been employed. The following 

equation [79] describes the false positive rate (FPR), which 

is determined if a watermark picture W has dimension l and 

the recovered watermark is  𝑊𝐸 . 

𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑟𝑎𝑡𝑒(𝐹𝑃𝑅) =  
𝐼𝐻

𝐼
                                      (7) 

Where 𝐼𝐻 distorted distance of watermark W and 𝑊𝐸 . 

8. Watermark Key 

The watermark key is a secret key that controls some 

embedding function settings. The embedding domain, 

embedding direction, and/or subset of image coefficients 

are all included in this key. Estimating and mapping the 

watermark key is crucial since it impacts the system's 

degree of protection for watermarking depends on a 

number of factors, including the encoded message and 

watermarked picture [80]. In order to assure security, a 

hidden key is required for the inserting and extraction 

procedure. Private, detection, and public keys are all 

included in the secret key. A court of law will recognize 

the detection key, the user has access to the private key, 

and the general public can extract the public key [81]. 

9. Tamper Resistance 

The watermarking system's ability to detect tampering can 

be utilized to confirm authenticity. The picture is altered 

whenever the watermark data is altered. Therefore, the 

system assesses whether or not the watermark data has 

been altered by verifying integrity [82]. 

10. Reversibility 

Reversibility ensures accurate reconstruction of the host 

picture and the extraction of the watermark. For medical 

imaging, the rebuilt picture is utilized for diagnosis while 

the changed image serves as the host image [83]. 

11. Trade-Off Between Performance Factor 

Digital image watermarking is evaluated based on three 

primary factors: imperceptibility, robustness, and capacity. 

However, these factors must be balanced against one 

another, and any improvement in one factor may 

negatively impact the others. When attempting to increase 

imperceptibility, the watermark's capacity to carry 

additional information may be limited, as changes to the 

image become more significant with greater amounts of 

information. Similarly, increasing a watermark's robustness 

may require making it more visible, which can detract from 

its imperceptibility. Increasing the watermark's capacity 

can also reduce imperceptibility, as the necessary changes 

to the image become more noticeable with larger amounts 

of information. 

 

Fig.5.   Trade-off between imperceptibility, robustness, and 

capacity. 

Achieving great durability, capacity, and concealment in 

digital image watermarking requires a delicate trade-off 

between these factors. High imperceptibility may come at 

the expense of capacity and robustness, whereas high 

capacity may result in lower imperceptibility and 

robustness. Ultimately, the optimal balance between these 

factors will depend on the specific application and desired 

level of security. Fig. 5 shows the Trade-off between 

imperceptibility, robustness, capacity and Table.1 depicted 

the satisfies the several requirements between various 

approaches of digital image watermarking. 

Table 2.  Approaches that concurrently satisfy several 

requirements 

Used 

Method 

Factors Results Applicati

ons 

Spatial 

Domain 

Method[63] 

Computationa

l Complexity 

and 

Robustness 

Improve 

Robustness 

and Security 

Safeguard 

for 

Microscop

ic Image 
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DWT+DCTa

nd SVD [64] 

Imperceptibili

ty, 

Robustness, 

Capacity and 

Security 

Improve the 

Visual Quality 

Medical 

Images 

PSO+Block 

SVD [51] 

Imperceptibili

ty, 

Robustness  

Improve the 

Robustness 

Authencit

y, 

Copyright 

Protection  

Hybrid 

frequency 

Domain + 

PSO [65] 

Robustness, 

Imperceptibili

ty 

Perform better 

than previous 

method 

Image 

Authentica

tion 

DWT+SVD 

and 

APDCBT 

based 

Techniques 

[66] 

Imperceptibili

ty, 

Robustness  

Outperform 

previously 

existence 

method 

Copyright 

Protection 

Feature 

Based 

Method 

using SVD 

and APBT 

[67] 

Robustness, 

Imperceptibili

ty 

Improve the 

Robustness 

and 

Imperceptibilit

y 

Image 

Authentica

tion and  

Copyright 

Protection 

 

12. Types Of Digital Watermarking 

The type of working domain, type of documents, human 

perceptibility, and type of application all affect the 

watermarking methods used on digital images. This section 

provides an overview of all available digital image 

watermarking methods, which are shown in Fig. 6. 

Spatial domain watermarking is a type of digital 

watermarking technique that operates directly on the pixels 

of an image or video in its spatial domain. In this technique, 

the watermark is embedded into the host image or video by 

modifying the values of selected pixels or groups of pixels 

[84]. The simplest form of spatial domain watermarking is 

called "overlay watermarking," where the watermark is 

simply overlaid onto the host image or video. However, this 

type of watermarking is easily removable and does not 

provide sufficient protection against piracy or unauthorized 

distribution. Spatial domain watermarking has several 

advantages, such as simplicity, low complexity, improved 

efficiency, faster execution, low computational cost, and the 

ability to directly visualise the watermark [85]. However, it 

can be vulnerable to attacks such as image cropping, 

resizing, and filtering. Spatial domain watermarking 

techniques use several techniques, including LSB (Least 

Significant Bit) and ISB (Intermediate Significant Bit). In 

this domain, watermark bits are inserted into the image's 

pixel values, usually in the least significant bits. In this 

domain Watermark bits are inserted into the image's pixel 

values, usually in the least significant bits. The spatial 

domain method is often fast and simple and can be applied 

to a variety of multimedia formats, making it popular for 

many applications such as copyright protection and content 

authentication. However, they are typically less robust 

against attacks compared to frequency-domain techniques 

[4, 29]. 

14.1 Spatial Domain Based:  

The watermark is then converted to binary form, and its 

length should match the number of pixels selected for 

modification. The least significant bit of each selected pixel 

is then replaced  

with the corresponding bit of the binary watermark [9]. 

While the LSB technique is simple and provides high 

imperceptibility, it is vulnerable to various attacks such as 

image compression or cropping. As a result, more advanced 

watermarking techniques such as spread spectrum or 

frequency domain watermarking may be employed for 

applications requiring greater security and robustness [87] 
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Fig.6.  Types of Digital Watermarking System 
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1.2.1. Least Significant Bit (LSB) 

LSB, or Least Significant Bit, is a usually used method in 

digital image watermarking that affect change the least 

significant bits of certain pixels in an image with the bits of 

a watermark. This is carried out in a manner that reduces 

any distortion to the original image while hiding the 

watermark [86]. The technique involves selecting pixels in 

the image that will be modified, typically in areas with low 

contrast or where small distortions will be difficult to 

detect. 

1.2.2. Intermediate Significant Bits (ISB) 

LSB is the most prevalent spatial domain technique, but 

LSB does not ensure robustness; for this reason, ISB is 

developed to improve the robustness as well as 

imperceptibility quality of the watermarking system [88]. 

ISB (Intermediate Significant Bits) is a digital image 

watermarking technique that involves replacing the middle 

bits of selected pixels in an image with the bits of a 

watermark. This method provides a trade-off between the 

robustness and the imperceptibility of the watermark [89]. 

ISB watermarking is more robust than LSB, as it is less 

affected by image compression or cropping. However, it 

may be less imperceptible than LSB, as it can introduce 

noticeable distortions in the image. Additionally, ISB may 

not be suitable for applications that require high levels of 

security and robustness, such as digital forensics or 

copyright protection. 

1.3. Frequency Domain Based: 

Techniques used for spatial domain watermarking are too 

brittle and susceptible to manipulation. Compared to 

frequency-domain algorithms, these methods are 

significantly less resistant to diverse kinds of assaults. 

Because of these shortcomings, researchers are 

concentrating on developing transform-domain 

watermarking methods, which more successfully conceal 

data in a signal's transform space than in its time domain. 

Frequency domain watermarking is a type of digital 

watermarking technique that operates in the frequency 

domain of an image or video. The frequency domain refers 

to the representation of the image or video in terms of its 

frequency components, obtained by performing a 

mathematical transformation such as the Fourier transform 

or wavelet transform. In frequency domain watermarking, 

the watermark is embedded into the host image or video by 

modifying the coefficients of the frequency components. 

The most common technique used in frequency domain 

watermarking is called "discrete cosine transform (DCT) 

watermarking", where the watermark is embedded into the 

DCT coefficients of the host image or video. Another 

technique is called "wavelet transform watermarking", 

where the watermark is embedded into the wavelet 

coefficients of the host image or video. 

Frequency-domain watermarking has several advantages 

over spatial-domain watermarking, such as increased the 

ability to withstand image processing procedures including 

scaling, filtering, and cropping. Another benefit of 

frequency-domain watermarking is that it can embed the 

watermark more deeply. The watermark as compared to 

spatial-domain watermarking. 

However, frequency-domain watermarking is 

computationally more intensive and may require more 

sophisticated algorithms to embed and extract the 

watermark. Also, the watermark may not be directly visible 

in the frequency domain, making it difficult to assess the 

quality of the watermarking process. 

Frequency domain watermarking techniques include 

techniques like discrete wavelet transform (DWT), discrete 

cosine transform (DCT), and singular value decomposition 

(SVD). They are commonly used in applications such as 

telecast monitoring and copyright protection. Watermark 

embedding and extracting procedure shown in Fig. 7. 

Input Image

Apply any Transform
(DWT/DCT/DFT/SVD)

Embedding of Watermark

Watermarked Image

Communication Channel

Inverse Transform is 
applied on Input Image

Extraction of Watermark

Watermark Image

Attacks

Watermark 
Image

Secret Key

 Fig.7.  Watermark embedding and extraction in the 

Frequency domain 

1.3.1. Discrete Cosine Transform (DCT) 

Discrete cosine transform (DCT) is one of the most popular 

and fast transform methods for transforming the signal into 

basic frequency components and denotes an image as a sum 

of sinusoidal and fluctuating frequencies. It is widely used 

for image compression because it has high energy packing 

capabilities and the ability to correlate the image data and 

then encode the transform coefficient without losing 

compression efficiency [90]. The 2-D DCT is one of the 

famous transform methods used for digital image 

watermarking. 

The Mathematical expression for 2-D discrete Cosine 

Transform of image block of size 𝑁 × 𝑁 is defined as: 
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𝐹(𝑢, 𝑣)

=  𝛼(𝑢)𝛼(𝑣)∑∑𝑓(𝑥, 𝑦) [
𝜋(2𝑥 + 1)𝑢

2𝑁
] 𝑐𝑜𝑠 [

𝜋(2𝑦 + 1)𝑣

2𝑁
]

𝑁−1

𝑦=0

𝑁−1

𝑥=0

(8) 

Where 𝑢, 𝑣 = 0,1,2,3…… . . 𝑁 − 1, 𝑓(𝑥, 𝑦)  is the pixel 

value in the spatial domain. 𝐹(𝑢, 𝑣) is the pixel value in the 

transform domain called transform coefficient. 

2-D inverse cosine transform (IDCT) defined as: 

 

𝑓(𝑥, 𝑦)

=  ∑∑𝛼(𝑢)𝛼(𝑣)𝐹(𝑢, 𝑣) [
𝜋(2𝑥 + 1)𝑢

2𝑁
]

𝑁−1

𝑣=0

𝑁−1

𝑢=0

𝑐𝑜𝑠 [
𝜋(2𝑦 + 1)𝑣

2𝑁
] (9) 

Where 0 ≤ 𝑥, 𝑦 ≤ 𝑁 − 1  in both the equation 

𝛼(𝑢)𝑎𝑛𝑑𝛼(𝑣) 

𝛼(𝑢)𝛼(𝑣) =

{
 
 

 
 
√
1

𝑁
                                  𝑢, 𝑣 = 0

√
2

𝑁
              𝑢, 𝑣 = 1 𝑢𝑝𝑡𝑜 𝑁 − 1

    (10) 

𝛼(0,0) =  
1

𝑁 × 𝑁
∑∑𝑓(𝑥, 𝑦)                                      (11)

𝑁−1

𝑣=0

𝑁−1

𝑢=0

 

 

The first transform coefficient is the average value of the 

block of an image whereas maximum energy of the image 

lies in the low-frequency coefficients rather than middle and 

high frequency coefficients. Low frequency band contains 

most visual information, called DC component of the image 

and rest are AC components of the image. On methods for 

digital picture watermarking in the DCT field, several 

studies have previously been conducted. Among them, 

block-by block DCT image watermarking operates by first 

segmenting the cover image into distinct image blocks, after 

which the DCT transform is applied to the image. 

Input Image

Blocking the Image

Apply DCT

Block DCT based Input 
Image

Embedding of Watermark

Apply Inverse DCT

Watermarked Image

Watermark 
Image

Algorithm

 

Fig.8.  Watermark embedding in a block-based DCT 

domain. 

 

 

The watermarked image is then created using the inverse 

discrete cosine transform (IDCT). Fig. 8 is the best 

representation of the above-discussed DCT techniques for 

embedding watermarks and the watermark removal may be 

done in reverse process. We may infer from literature 

survey experiments that when utilising embedding in the 

DCT domain, image watermarking is resilient to the 

majority of assaults. It is, nevertheless, prone to scaling and 

cropping. 

1.3.2. Discrete Wavelet Transform (DWT) 

DWT (Discrete Wavelet Transform) is a widely used 

technique in digital image watermarking. It involves 

transforming an image into its frequency domain using the 

wavelet transform and then embedding a watermark in the 

frequency sub-bands and improved robustness, security. It 

is a mathematical tool to decompose a signal in to wavelets 

instead of frequencies. The wavelets are sampled discretely 

in DWT. One benefit of DWT over Fourier transform 

(ie.DCT) is ability to resolve temporal information, this 

increase the study appeal of DWT by collecting a variety of 

information such as location, time, and frequency [91,92]. 

The wavelet transform is helpful for signal noise reduction, 

image compression, and digital signal processing. The 

usage of a collection of basis function (as wavelets) that 

provide localization in the frequency domain is the 

fundamental concept behind a wavelet transform. 

The DWT of a indicate 𝑥[𝑛] is describe by the following 

equations: 

𝑊𝜙(𝑗𝜊,  𝑘) =
1

√𝑀
∑ 𝑓(𝑥)𝜙𝑗𝜊, 𝑘(𝑥)                                    (12)
 
 𝑥  

                                        

𝑊𝜓(𝑗,  𝑘) =
1

√𝑀
∑ 𝑓(𝑥)𝜓𝑗, 𝑘(𝑥)
 
 𝑘                                        (13)                       

                          

 

For, 𝑗 ≥ 𝑗𝜊 and the Inverse DWT (IDWT) is defined as: 

 

𝑓(𝑥)

=
1

√𝑀
∑𝑊𝜙(𝑗𝜊,  𝑘)𝜙𝑗𝜊,𝑘(𝑥)

 

 𝑘

 

+  
1

√𝑀
∑ ∑𝑊𝜓(𝑗,  𝑘)𝜓𝑗,𝑘(𝑥)

 

 𝑘

 ∞

 𝑗=𝑗𝜊

     (14) 

 

Where: 
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 𝑓(𝑥),  𝜙𝑗𝜊,𝑘(𝑥) 𝑎𝑛𝑑 𝜓𝑗,𝑘(𝑥)  are functions of the discrete 

variable x = 0,1, 2,,M−1. 

In order to create watermarked image, the system first 

applies the DWT, insert the watermark into the source 

image using an algorithm, and then uses the reverse DWT 

for extracting the watermark image. The entire procedure 

shown in the Fig. 10. 

DWT is widely use in applications that requires high level 

of security and robustness such as forensic copyright 

protection, and image authentication.  

HL1

LH1 HH1

LL2 HL2

LH2 HH2

 

Fig.9.  Two-level discrete wavelet decomposition. 
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Algorithm
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Fig.10.  Block Diagram of embedding and extraction in a 

Discrete Wavelet Transform (DWT) domain. 

Using DWT, the host image is divided into 4 sub-bands 

LL, LH, HL, HH according to frequency which is shown in 

the Fig. 9. From the study of literature survey we can say 

that watermarking where DWT is used having greater 

resistance to the edition of noise, image compression, and 

filtering etc. 

14.2.3. Singular Value Decompositon (SVD) 

Singular Value Decomposition is a linear algebra transform 

used to factorize or decompose real or complex matrix into 

its three constituents, a left singular matrix ′𝑈′ a diagonal 

matrix of its singular values ′𝑆′ and a right singular matrix 

′𝑉′. The left singular matrix is an orthogonal matrix which 

represents the relationship between the columns of the 

original matrix. The diagonal matrix S contains the 

singular values of the original matrix, arranged in 

descending order along its diagonal. The columns of ′𝑈′ 

form an orthonormal basis for the columns space of the 

original matrix. These singular values represent the relative 

importance of the different patterns or features in the 

original matrix. The larger the singular value, the more 

important the corresponding pattern or feature is. The right 

singular matrix ′𝑉′  is also an orthogonal matrix which 

represents the relationship between the rows of the original 

matrix. The columns of ′𝑉′ form an orthonormal space for 

the row space of the original matrix. 

  𝐴

→ 𝑈𝑆𝑉𝑇                                                  (4) 

The process of reconstructing the original matrix ′𝐴′  is 

achieved by multiplying the matrices 𝑈, 𝑉 and 𝑆 . This 

procedure is commonly referred to as the inverse SVD. 

  𝐴 ←

 𝑈𝑆𝑉𝑇                                                   (5) 

Singular Value Decomposition (SVD) can be interpreted as 

a matrix transformation procedure [51]. Overall, the 

resultant matrices of SVD tells us about the relationships 

and patterns within the original matrix, allowing us to 

analyze and modify data in various ways. SVD is a 

powerful mathematical tool in the fields like image 

processing, data analysis, machine learning. In image 

processing, SVD decomposition is used for various 

purposes like image compression by selecting only the 

significant singular values and disregarding the rest, image 

enhancement by modifying the singular values of the 

image or watermarking. 

Singular value decomposition is a widely used technique 

used in digital image watermarking which decomposes an 

image into its constituent parts, including its singular 

values. In digital image watermarking, by modifying the 

singular values in a way that is unseeable by human eye, a 

watermark can be inserted into the image, which can be 

later extracted from the watermarked image. This 

technique is very efficient in ensuring authenticity and 

integrity of digital images. Hence SVD is used in fields 

like copyright protection and digital forensics. One of the 

appealing mathematical aspects of SVD is that minor 

modifications in singular values have no effect on how the 

input image appears to the eye. This property drives the 

watermark embedding process to increase transparency and 

resilience. [93]. 

13. Types of Document: 
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A watermarking method called document-based image 

watermarking embeds the watermark directly into the text 

of the document rather than onto the image itself. With this 

method, the watermark will always be visible, regardless of 

how the image is cropped, scaled, or removed from the 

page. 

1.4. Text: 

In this technique, a hidden message or information, usually 

in form of text is embedded into a digital document or an 

image. A text image in watermarking is a watermark that is 

made up of text or letters rather than visual components like 

logos, pictures, or patterns. A popular method for 

incorporating information into digital photographs that is 

not immediately visible but may be removed or validated as 

needed is text watermarking. Text watermarks are 

frequently employed for a number of functions, such as data 

authentication, ownership identification, and copyright 

protection. 

1.5. Image: 

In this technique, hidden message in form of image is 

embedded into host image. An image watermark is a sort of 

watermark used in watermarking that is included into a 

digital image to denote ownership, copyright information, 

or to prevent unauthorised use of the image. The image that 

is used as a watermark is typically a logo, design, or pattern 

that is layered on top of the primary picture and blended in 

such that it blends in without being overtly noticeable. 

1.6. Audio: 

In this technique, hidden message is embedded into audio 

signal in such a way that it is imperceptible to human ears. 

Music, speech, or any other audio content can be enhanced 

with additional data or information using a process called 

audio watermarking. The original audio is not greatly 

harmed by the encoded data, which is undetectable to the 

human ear. Audio watermarking is primarily used to protect 

copyright, authenticate material, and trace intellectual 

property. 

1.7. Video: 

In this technique, hidden message is embedded into video 

signal in such a way that it is imperceptible to human eyes. 

Using a method called video watermarking, extra 

information or data may be added to video footage for a 

number of reasons, including copyright protection, content 

authentication, ownership identification, and intellectual 

property tracking. Video watermarking, like picture and 

audio watermarking, strives to make the encoded 

information undetectable to viewers while staying secure 

from possible threats and typical video processing 

procedures. 

14. Perception Based: 

Perceptual-based image watermarking is a method for 

incorporating digital watermarks into images while taking 

into consideration the properties of the human visual system 

(HVS). In order to retain the watermark's resistance to 

different image processing techniques and assaults, it must 

be rendered invisible or undetectable to the human eye. 

1.8. Invisible: 

Invisible watermarking is a type of digital watermarking 

where the embedded watermark is imperceptible to the 

human eye or ear while still being detectable by an 

appropriate decoder or detector. It is used for various 

purposes, such as copyright protection, content 

authentication, and data hiding. Invisible watermarking 

techniques often exploit the limitations of human perception 

to make the watermark imperceptible, such as adding the 

watermark in the high-frequency regions of the signal or 

using a perceptual model to adjust the embedding strength 

based on the sensitivity of the human visual system. It can 

further be classified into two categories: 

1.8.1. Robust: 

In this technique, the digital watermarking system is 

specifically designed in such a way that it is resistant 

against various kinds of attacks and modifications that 

digital documents can undergo. In this approach, the 

watermark is integrated in a manner that it becomes not 

easy to change or delete, even if the document undergoes 

processes such as compression, cropping, or scaling. The 

primary application of robust watermarking is in scenarios 

where the content needs protection against unauthorized 

usage or distribution, like in digital rights management 

(DRM) systems or copyright protection for digital media. 

The efficacy of the watermarking technique can be 

assessed by its ability to remain detectable even after 

different types of attacks, such as lossy compression, 

geometric distortions, and image cropping. It is divided 

into three categories. 

1.8.1.1. Non-blind: 

In this technique, the embedding of the watermark ensures 

that it is impossible to extract the watermark without the 

original content. This approach is also referred to as "open 

watermarking" since the original content is required during 

the watermarking process. Non-blind watermarking 

techniques are widely used in applications where high 

levels of security and authentication are required, such as 

digital forensics, copyright protection, and anti-

counterfeiting measures. Spread spectrum, quantization 

index modulation (QIM), and patchwork watermarking are 

a few examples of non-blind watermarking techniques. 

16.1.1.2. Semi-blind: 

In this technique, a watermark is inserted according to the 

principle that it is impossible to extract the watermark 
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without the original content; only some partial recovery of 

the watermark can happen without requiring the original 

content. Semi-blind watermarking techniques aim to strike a 

balance between the blind and non-blind watermarking 

approaches by providing some recovery of the watermark 

even when the original content is not entirely available. This 

technique is typically employed in applications that require 

a moderate level of security and authentication, such as 

medical imaging and document authentication. Some 

examples of semi-blind watermarking techniques include 

the quantization index modulation-based method, adaptive 

embedding, and the zero-watermarking technique. 

1.8.1.2. Blind: 

This approach allows for the extraction of the watermark 

even when the original material is not there. In other words, 

the watermark on the media may be removed without 

having to access the original material. It is also known as 

"closed watermarking" because it does not require access to 

the original content during the embedding process. Blind 

watermarking techniques are often used for applications that 

require high levels of security and authentication, such as in 

military and government communications, as well as in 

copyright protection for digital media. Examples of blind 

watermarking techniques include spread spectrum, 

quantization index modulation (QIM), and integer wavelet 

transform-based methods. 

1.8.2. Fragile: 

In this technique, watermarking system are created in such a 

way that they can identify any unauthorized modification or 

tampering of a digital media, such as images, audio, video, 

or documents. This technique involves embedding a 

watermark that is highly sensitive to any alterations made to 

the media, allowing even the slightest changes to be 

detected. Fragile watermarking is employed in situations 

where the authenticity and integrity of the content are 

critical, such as in medical imaging, forensic analysis, and 

legal documents. Examples of fragile watermarking 

techniques include checksum-based methods, cryptographic 

hashing, and digital signature-based techniques. Unlike 

robust watermarking, which is designed to withstand 

various types of attacks and modifications, fragile 

watermarking is intended to detect any alteration to the 

media. 

1.9. Visible: 

In this technique, watermark is added as overlay over the 

digital media, such as images, audio, video, or documents, 

to indicate ownership, copyright, or other information. The 

visible watermark is designed to be easily recognizable and 

distinguishable from the underlying content, and it is 

typically added to discourage unauthorized use or 

distribution of the media by making it clear that it is 

protected by a copyright or other intellectual property 

rights. The visible watermarking technique is widely used in 

industries such as photography, music, and film, as well as 

in the publishing and advertising sectors. 

15. According to Application Domain: 

According to application point of view, the watermarking 

scheme can have divided into two categories one is source 

based and other is destination based watermarking. In the 

source based watermarking all the copies of the cover 

image are watermarked with a unique watermark and used 

for ownership identification or authentication. The unique 

watermark identifies the owner of the content. In the 

destination based watermarking, the watermarks are 

embedded uniquely to every copy. 

1.10. Source Based: 

The method of embedding a watermark into an image 

during its generation or rendering is referred to as source-

based image watermarking, also known as model-based 

watermarking. The watermark is inserted based on the 

features of the visual generating process or the source of 

the image, as opposed to directly altering the image. This 

method is very helpful when the original image is 

unavailable and it is difficult to change the pixel values 

directly. 

1.11. Destination Based: 

Embedding a watermark into an image after it has 

undergone specific transformations or processing, such as 

compression or encryption, is known as destination-based 

image watermarking, also known as receiver-based 

watermarking or post-compression watermarking. 

Destination-based watermarking adds the watermark after 

the picture has reached its intended receiver or destination, 

in contrast to conventional watermarking techniques that 

embed the watermark into the original image. 

16. Classification of Watermarking Attacks 

An assault, as used in the context of watermarking, is any 

operation that might make it more difficult to identify the 

watermark or communicate the information it conveys. 

Attacked data is the phrase used for the processed 

watermarked data. Robustness is a crucial component of all 

watermarking strategies. These assaults can remove or 

desynchronize watermark data while leaving the image's 

appearance intact. The outlook quality and robustness of 

attacked data can be measured by finding the peak signal to 

noise ratio (PSNR) and normalized correlation coefficient 

(NCC) [85]. The attacks are broadly classified into four 

categories as removal attacks, geometric attacks, 

cryptography attacks and protocol attacks which is 

illustrated in the Fig. 11. 
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Fig.11.  Classification of Watermarking Attacks. 

1.12. Removal Attacks: 

Removal attacks are those attacks that attempt to analyze 

the watermarked data, estimate the watermark or the host 

data, separate the watermarked data into host data and 

watermark, and discard only the watermark i.e. complete 

removal of the  

watermark from cover data. The category of these attacks is 

remodulation, quantization, denoising, lossy compression 

and collusion attacks. The concept behind denoising is that 

a watermark may be viewed as statistical noise. As a result, 

it may be inferred from the copy of watermarked data that is 

readily available. Lossy compression has the same effect as 

denoising. Remodulation assault makes a watermark 

prediction by subtracting the median filtered version of the 

watermarked  

image from the original watermarked image. Collusion 

attacks are applicable when many copies of given data set, 

each signed copy with different watermark, can be obtained 

by an attacker. 

1.13. Geometric Attacks: 

Geometric attacks distorted the watermarked data through 

spatial and temporal alteration. The assaults often cause the 

watermark detector to go out of sync with the inserted data. 

After perfect synchronization the detector can recover the 

embedded watermark data information. The categories of 

these attacks are rotation, scaling, change the aspect ratio, 

translation, shearing and cropping etc. 

1.14. Cryotography Attacks: 

In order to erase the inserted watermark data or to insert 

deceptive watermarks, cryptographic assaults try to break 

the safety mechanisms used in watermarking systems. The 

brute-force search for implanted secret information is one 

such method. The so-called Oracle assault, which may be 

used to produce an unwatermarked signal while a 

watermark-detecting device is accessible, is another attack 

in this category. Practically, these assaults can only be used 

in limited circumstances due to their high processing 

complexity. 

1.15. Protocol Attacks: 

The idea of invertible watermarks serves as the foundation 

for the protocol attack [94]. Inversion is a technique where 

the attacker asserts ownership of the watermarked material 

by removing his own watermark from it. This can raise 

questions about who actually owns the data. It is 

demonstrated that non-invertible watermarks are required 

for copyright protection purposes. It should not be feasible 

to remove a watermark from a document that has not been 

watermarked, according to the condition of non-

inevitability of the watermarking technique. Another 

protocol attack is the copy attack. Instead of erasing the 

watermark or making it harder to identify it, the goal in this 

case is to estimate a watermark from watermarked data and 

copy it to other information, referred to as destination data 

[73]. The estimated watermark is adapted to the unique 

local features of the target data in order preserve 

imperceptibility. The copy attack is appropriate when a 

genuine watermark in the target data can be produced 

without mathematical understanding of the watermarking 

method or knowledge of the watermarking key. Once 

more, signal-dependent watermarks may be protected 

against the copy attack. 

17. Application of Digital Image Watermarking 

Digital Image watermarking is a specialized field of study 

owing to the possibility of using it in media applications 

like privacy protection, media forensics, data encryption 

and device management, copyright protection, and medical 

reports. Digital Watermarking methods can be used in a 

variety of applications [75, 95]. This section describes 

some of its major groups and applications. Some of the 

digital watermarking applications are depicted in Fig. 12. 
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Fig.12.  Application of Digital Image Watermarking. 

1.16. Copyright Protection: 

The watermarking algorithms are used to identify or prove 

the ownership of copyright materials. The proprietor of the 

electronic media employs a watermark to preserve 

intellectual property rights so they may subsequently 

demonstrate that a third party violated copyrights. The 

incorporated watermark serves as proof that the digital 

media belongs to the owner. Digital watermarking has 

several uses, including copyright protection. It makes it 

possible to identify the owner of the copyright and 

safeguards that person's rights to material dissemination. 

To safeguard the owner's rights, an image has strong 

watermarks placed on it. Despite standard image 

manipulation, geometric deformations, image contraction, 

and many additional forms of image alteration, it must be 

feasible to recognize the watermark. Thus, purposeful 

deletion of the strong watermark would significantly 

degrade the image's visual quality. If the watermark can be 

found, the owner must be positively identified. A 

preferable alternative to obvious copyright marks is 

watermarking. One possible target is a file header 

containing a copyright assertion. On the other hand, tough 

watermarks are difficult to get rid of without significantly 

lowering the image's quality. It is therefore appropriate to 

identify ownership and safeguard their copyright. Table. 2 

shows the characteristics and its associated uses. 

Table 2.  Characteristics and their corresponding 

applications. 

Characteristics Applications 

Data Payload Integrity of medical images. 

Imperceptibility Copyright protection. 

Robustness Content authentication, and integrity 

verification 

Computation cost Protection of microscopy images. 

Security Copyright protection, data 

authentication, fingerprinting and 

tracking to digital contents 

False Positive Copy control and ownership. 

 

1.17. Broadcast Monitoring: 

Broadcast monitoring is used to verify the programmers 

broadcast on TV or radio. It especially helps the 

advertising companies to see if their advertisements 

appeared for the right duration or not. In this case, digital 

watermarks are imperceptible codes inserted into the 

broadcast video and audio that can be detached through the 

use of specialized hardware or software. By including 

watermarks in commercials, it is possible to use an 

automated system to check that the commercials are 

broadcast at the appropriate times. The system receives the 

broadcast and looks for these watermarks to determine the 

location and timing of the broadcast of the advertising. For 

audio and video clips, the same procedure may be applied. 

1.18. Content Authentication: 

Authentication is a means of confirming that the 

information or data that has been obtained must be the 

same as what has been transmitted. It shouldn't be altered 

in any way. For that reason, the sender included a digital 

watermark in the host data that would be retrieved and 

confirmed at the recipient's side. Content integrity is one of 

the major requirements of the owner or distributer of the 

content in the application, like the authentication of critical 

documents (e.g., photo ID), news photographs, medical 

records, etc. In image watermarking, authenticity pertains 

to the guarantee of the image's integrity [75, 96]. When a 

picture hasn't been altered, it's considered to be real. It 

helps with lawsuits by assuring reliable images for use as 

court testimony. and certification of digital artworks, 

medical records, and paintings from cultural heritage. For 

this objective, semi-fragile watermarks are appropriate 

since they can withstand acceptable alterations and flag up 

large manipulations. 

1.19. Transaction Tracking: 

Digital watermarks can be used to monitor how digital 

information is being utilized. Digital content copies can 

each be individually watermarked with metadata 

identifying the resource's authorized users. By identifying 

the people who copied the content unlawfully, such 

watermarks may be utilized to detect illicit content 

duplication. An IP (intellectual property) owner or content 

distributor can use transactional watermarks, sometimes 

referred to as hand prints, to add a distinctive, unique 

watermark to each permissible copy of a document in order 

to identify the source of an illegal replica. If a document 

with a transaction watermark is mistreated or distributed 
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illegally, the owner can track down the culprit. The 

delivery of movie dailies is a well-known practical use of 

fingerprinting. The output of each day's photography over 

the course of a movie's production is frequently given to a 

number of people engaged in its development. These daily 

reports are extremely secret, yet the media occasionally 

gets them. Because it is unique in each copy, the 

watermark serves as a tracker to identify the leak's source 

[75]. 

1.20. Tamper Detection and Localization: 

To prevent tampering with the image, delicate digital 

watermarks are employed to indicate where changes have 

been made. Digital multimedia material often includes 

watermarks; however, these watermarks are brittle and can 

be erased by changes to the digital information. This 

software programme's objective is to find changes and 

modifications in a document. It has a strong connection to 

authentication. An image is considered fake if it has been 

tampered with. By identifying the areas of the picture that 

have been tampered with, tamper localization enables 

further investigation of manipulation. Media forensics can 

use this information to help. For instance, it is possible to 

determine the extent of the tampering and the motivations 

behind it. Depending on the applications, Robust, fragile, 

or semi-fragile watermarks can all be used for fraud 

exposure and localization. 

1.21. Copy Control: 

Most of the applications of watermarking appear to be 

unlawful. For instance, copyright violations have occurred 

rather than attempts to stop them from happening.  

The watermarks that are described are either disseminated 

unlawfully or used after questionable alteration. However, 

the duplicate, alteration, and dissemination processes—

which are the major sources of unlawful activity—can be 

controlled with the use of intelligent gear. The purpose of 

the copy control applications is to prevent people from 

making illegal copies of copyrighted content. In this 

application, to prevent the illegal copying of the 

copyrighted content, by embedding a watermark in the 

songs, images of movies, etc. 

1.22. Medical Application: 

Medical media and documents are also digitally verified, 

with the information of the patient and the visiting doctors. 

These watermarks can be both visible and invisible. This 

watermarking helps doctors and medical applications 

verify that the reports are not edited by illegal means [97]. 

1.23. Media Forensic: 

Investigating digital data is part of media forensics, which 

aims to produce factually sound material for court 

testimony. Digital technologies are typically used to find 

deleted and concealed data [98]. Due to a variety of 

circumstances, media forensics has grown in importance as 

a study field. For instance, the rise in online crimes, the 

demise of revenue from piracy and fraud, and the 

requirement for justice. 

18. Summary of Watermarking Techniques of 

Working Doamin 

We may infer from the aforementioned studies that some 

watermarking methods are easy to appliance. While some 

prescriptions just slightly reduce the image quality, others 

significantly deceive it. Some are difficult to accomplish, 

while others are quite resilient against ordinary image 

processing; nonetheless, they are susceptible to geometrical 

attacks. Others, on the other hand, are extremely resistant 

to geometrical assaults yet extremely vulnerable to various 

noises. While some of them guarantee higher PSNR, NCC 

values as well as others have lower PSNR. Some 

applications are sturdy, while others are fragile, depending 

on the targeted applications. With the aid of the 

accompanying Table 3, this part therefore provides an 

overview of the outcomes of the state-of-the-art 

watermarking technics described above among persistent 

tendencies in watermarking methods. Table 3 includes a 

list of the methods in use, types of images, sizes of images, 

parameters, advantages, and associated applications. 

We draw the conclusion from Table 3 that DCT offers the 

most robustness and imperceptibility, whereas LSB shows 

the lowest robustness and imperceptibility. In terms of 

durability and imperceptibility, the ranking might be 

expressed as 

 

DCT > SVD > DWT > DFT > LSB 
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Table 3.  Summary of the literature study watermarking methods.

Method Used Type of Image Size (Input 

Image and 

watermark 

Image) 

Achievement of this 

Method  

Limitation  Application 

LSB 

Modification [14] 

Color 512 × 512, 

64 × 64 

More robust resist 

different image 

processing attacks, 

and high 

imperceptibility 

The worst case for there 

to be no division 

between the host image 

and the watermark 

image is when just the B 

component is utilized to 

embed colour. 

Copyright 

protection 

LSB with hash 

approach [15] 

- - Effectively remove 

watermark 

information 

less resistant to certain 

assaults 

Histogram 

analysis 

ISB [81] Grayscale Image 256 × 256, 

90 × 90 

Enhanced resilience - 

Minimal watermark 

image distortion 

Less resistant to 

geometrical assaults 

such as scaling, rotation, 

filtering, and cropping. 

Image 

identification 

DCT with hash 

key 

[16] 

- 512 × 512, 

64 × 64 

Secure and resistant 

to basic image 

processing 

procedures 

sensitive to interference; 

fragile 

Image 

identification 

DCT [17] Grayscale Image 512 x 512, 

64 × 64 

resistant to JPEG 

compression and the 

Gaussian low pass 

filter 

less resistant to certain 

assaults 

Image 

identification 

DCT with 

Chinese 

remainder 

theorem [18 ] 

Grayscale Image 512 × 512, 

64 × 64  

Reduced 

computational 

complexity compared 

to SVD; increases 

security withstand 

JPEG compression 

assaults 

weaker against 

manipulation attacks 

Image verification 

DCT [19] Color 256 × 256, 

256 × 256 

resistant to attacks 

including rotation, 

noise, JPEG 

compression, and 

median filtering 

More Complex copyright 

protection, 

detection of 

tampering, 

image 

verification, 

 

DCT with 

Arnold 

Transform 

[68] 

Grayscale and 

Color image 

512 × 512, 

64 × 64 

rotation, cropping, 

Gaussian noise, 

filtering, and 

combination assaults 

resistant, 

less resistant to crop 

operation 

Copyright 

protection 

DFT [41] Bitmap 512 × 512, resilient to amplitude 

modulation, 

less resistant to cropping Image 

authentication 
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DFT with 

Chaotic 

system [69] 

Grayscale image 256 × 256, 

50 × 50 

resistant to noise, 

cropping, and JPEG 

compression 

Less resistant to 

rotational operation; 

difficult to compute 

Content 

authentication 

DWT [31] Grayscale 256 × 256, 

32 × 32 

robust against JEPG 

compression, 

rotation, and median 

filtering 

less resistant to cropping Image 

identification 

DWT [32] Color and 

Grayscale image 

 512 × 512, 

 256 × 256 

robust to noise types 

including Gaussian, 

salt-and-pepper, and 

speckle 

less resilient to 

transformational 

operations 

Copyright 

protection 

DWT 

[33] 

Color image 512 × 512, 

32 × 32 

resilient to filtering, 

cropping, and 

compression 

less resistant to cropping 

and salt-and-pepper 

noise 

Copyright 

protection 

DWT with Haar 

wavelet [70] 

Color 256 × 256, 

64 × 64 

resistant to Gaussian 

noise and lossy 

compression 

Complex content 

authentication 

SVD [36] Grayscale 512 × 512, 

32 × 32 

robust to JPEG 

compression, 

Gaussian noise, 

sharpening, and 

cropping 

less resistant to scaling 

and rotation 

Image verification 

SVD [71] Color and 

Grayscale image 

256 × 256, 

256 × 256 

resistant to motion 

blur, median 

filtering, salt-and-

pepper noise, 

gaussian noise, and 

JPEG compression 

Not robust against 

rotation, cropping, and 

scaling 

Content 

authentication 

19. Conclusion 

At present, digital information is easily manipulated due to 

the advanced development of digital multimedia. This issue 

makes a major area of study is digital picture watermarking. 

Digital image watermarking has been used as a crucial tool 

for digital security of the image, tamper detection, copyright 

protection, image identification, and verification in a variety 

of ways. In this paper, we examine the most popular 

modern watermarking methods. This study has shown that 

DWT is a superior and reliable image watermarking 

approach because of its multi-resolution capabilities. The 

key elements for building a successful watermarking system 

are robustness, imperceptibility, and capacity. However, 

completing all of these demands at once is practically 

impossible. It is necessary to maintain a healthy trade-off 

between these three needs. Therefore, to satisfy the 

aforementioned three crucial objectives, future work might 

be expanded by merging numerous methodologies from 

other disciplines. Furthermore, researchers should 

concentrate on creating novel, sophisticated methodologies 

in order to enhance resilience as well as security. 
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