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Abstract: Using data gathered from mobile devices and suspicious pattern detection algorithms, Mobile Forensic Data Analysis seeks to
identify criminals. When criminal activity is associated with robotic processes like malware distribution, it is easy to foresee. When
human behavior is involved, as in traditional crimes, prediction and detection become more alluring. Cyberbullying and small-scale drug
sales, both of which rely heavily on mobile devices, are the focus of the current study, which proposes a combined criminal profiling and
suspicious pattern identification methodology. Our evidence-based method improves accuracy and decreases false positives on a dataset
by linking several observed patterns. After evaluating and displaying the results of tests conducted on a dataset that includes both benign
and malicious traffic, the scenarios are re-run on a real dataset for further testing and verification.
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1. Introduction

One of the youngest and least established areas of
Mobile Forensics (MF) is mobile forensic data analysis.
"Fallen into the trap of focusing almost exclusively on the
collection of data and has paid very little attention to the
examination and analysis phases,” as M. K. Rogers puts it.
Numerous scholarly works have pointed out the
importance of adopting smart solutions that eliminate the
need for time-consuming manual investigations [6].
Moreover, a questionnaire-based survey by Al Fahdi et al.
[1] concerning the contemporary issues faced by forensic
practitioners suggests that 85% of the participants
annotated the "need to develop approaches to identify and
extract significant data through techniques such as criminal
profiling” [1] as an important issue. There is a dual
function for forensic analysis of data and metadata. In the
first place, it serves as a backup plan in case direct access
to evidence fails to yield a tangible result owing to anti-
forensic scenarios like data cascading or willful data
tampering like criminals exchanging encoded verbal
communication. Second, and more pertinent to this study,
it can be used to relieve investigators of some of their
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duties by acting as a triage mechanism for possibly
suspicious user behavioral patterns before or after a
manual inquiry.

In contrast to previous research, we aim to provide a
framework that can gather as much evidence as possible
for a wide range of attacks and malevolent behaviors. This
paper delves into the challenge of evidence collection by
analyzing the structure of mobile forensic data. Indicators
of criminal activity are the most prominent current
developments. By keeping an eye out for these patterns,
anomalies that are used by various attackers can be
isolated. We use a pragmatic approach to discovering
anomalous patterns by analyzing Mobile Forensic Data
patterns with regression models to identify indicators of
wrongdoing. The efficiency of monitoring in relation to
attacks and other harmful behavior may be enhanced
through correlation and analysis of the aberrant patterns
that form evidence.

The remaining sections of the paper are structured
as follows. In Section Il, we conduct a literature review; in
Section Ill, we discuss the approach employed in this
research, providing a detailed, in-depth explanation of each
step. The experimental findings are presented in Section
IV. Section V finishes the report by discussing the most
important findings and areas for growth.
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2. Related work

Behavioral Evidence Analysis (BEA) approaches and
automated criminal profiling are used in a large number of
published studies that make use of intelligent computer
methodologies. Most of them employ qualitative research
and demographic information to draw conclusions. In
addition, they are primarily interested in either contributing
to or verifying the accuracy of an existing body of
information. The NNPCP project [62] was one of the
earliest efforts in this field; it involved the development of
a NN that could profile criminal behavior across a variety
of offences. The Italian police department's official
database of criminal records served as its primary source of
information. Despite the very remarkable description for
the time the paper was written, the description of the NN
architecture and functions is rather abstract and no more
details on obtained results are offered. "Model criminal
behavior from post-mortem databases of single-victim
homicides™ [18] was the goal of Ferrari et al.'s usage of
Bayesian and Feed-Forward NNs, with the results of each
approach being compared. The algorithms used as inputs a
wide variety of psychological elements related to the
offender's character and the specifics of each crime's
execution, and then mapped those categories onto distinct
outcomes. In order to construct a sociodemographic and
behavior-based cybercriminal profile from an input set of
crime types and their associated actions, Enache et al. [17]
developed a multilayer NN. The authors state that some
effective connections were made; nevertheless, they do not
provide comprehensive results. The study by Islam and
Verma employed Fuzzy Logic ideas to evaluate the safety
of communications sent and received in a 3G network
between different entities based on their identities and
motivations. The system's inputs were the various
permutations of the sender's familiarity with the device's
owner and the device in use. The output of the system was
the cumulative risk associated with each possible set of
inputs. The danger level per SMS ranged from 0 to 5, with
0 being the lowest and 5 the greatest. Lai et al. presented "a
conceptual framework for profiling internet pirates” that
takes into account the individuals' technological habits and
personalities. Based on "the facts,” "the behavioral
characteristics," and "the personality particulars,”" the
writers crafted a profile of the internet pirate. Inferred from
the available data, the facts included things like timestamps
and the sorts of files that were traded. Personality
particulars included more nebulous concepts including
personality features, motivations that lead to piracy, and
influences that created the potential pirate's profile,
whereas behavioral characteristics focused on how a pirate
behaves while using the Internet. Then, they developed and
sent out a questionnaire with questions about the three
topics described earlier in this paragraph. They utilized an

approach called multidimensional scaling (MDS) [10] to
generate pirate profiles by grouping files together based on
shared attributes. An innovative feature of the new
antimalware solution Andro-AutoPsy. In order to build
criminal profiles, the programmed utilizes "similarity
matching in malware creator-centric information” in
addition to data regarding the technical aspects of the
malware in question. Smali opcodes, AndroidManifest.xml
metadata, and the serial numbers of various certificates are
common places to find clues about the creator's intent.
Andro-Autopsy is a hybrid detection engine that combines
a rule-based, behavioral detection module with a
classification engine that compares a sample's behavior to
that of known malware. Quick and Choo presented the
Digital Forensics  Analysis Cycle (DFIAC), a
comprehensive  process paradigm for smart MF.
Information from mobile devices confiscated by the South
Australian Police between the years 2000 and 2015 was
retrieved using the model. The authors effectively
established connections between several criminal
organizations. The development of criminal profiling
studies over the years is readily apparent. More thought
and substance have gone into more recent works. They
also include a greater quantity of tests and outcomes,
which serves as more convincing evidence. Finally, the
writers employ a variety of approaches and draw on
multidisciplinary concepts to strengthen their work. Their
inability to do both profiling and detection is a major
drawback. Andro Autopsy is the only real exception here,
but even it has a stronger emphasis on machine behavior.
The approach taken in this research is a synthesis of
previous profiling methods and a brand-new suspicious
pattern identification method built on NNs and ANFIS.
The next part provides an in-depth explanation of the
chosen methodology.

3. Our proposed system has the following
benefits:

A system that represents static data will not be flexible
enough to deal with the ever-changing nature of Mobile
Forensic Data. First, it is impossible to teach typical
behavior using neutral examples. It is very challenging to
acquire a big, up-to-date, realistic Mobile dataset that
exclusively includes benign flows and reflects the dynamic
aspects of benign pattern. Our approach, on the other hand,
is based entirely on information obtained from malicious
patterns. Depending on the nature of the attack, the typical
pattern of mobile forensic data will look very different.

Second, Mobile Forensic data analysis is successfully
gathering proof of the attack thanks to our technology's
ability to detect various abnormal patterns. For a variety of
reasons, a single attack may exhibit multiple patterns.
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We evaluate our approach using data collected from a
variety of sources, both legitimate and malicious.
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Fig. 01: working model

Our well-constructed evidence-gathering technique
allows for a high detection rate of malicious traffic with a
low false positive rate. Our analysis, in contrast to prior
attempts, details the amount of evidence gathered for
malicious Mobile Forensic Data sessions, which is useful
for operators when deciding on a set-up.

Cell tower location data provides a wider sample of
the general population and can show the positions of
victims, perpetrators, and visitors at the time of a crime
was committed, while data from individual mobile phones
can represent the movement and communication records of
suspects. This is the initial phase, and it begins with this.
Researchers are able to investigate the links between
human dynamics and interactions and spatial and temporal
crime patterns with the help of crime scene data, which
provides spatiotemporal information on crime episodes
based on official records. The second stage, called
preprocessing, entails the extraction of stay sites for home
location recognition and other significant location and
spatial mapping techniques for intersecting or projecting
mobile network cells into spatial units. In the third stage,

feature extraction, spatiotemporal features and call features
are extracted and used to characterize criminal behaviors.

This second stage consists of two sub-steps: analysis
and validation. Using various machine learning classifiers,
analysts construct a detection model to identify illegal
actions based on spatiotemporal and phone use variables.
The best classification algorithms are chosen because they
are the ones most likely to succeed. The data is then used
in conjunction with social network analysis metrics and
technologies to create a criminal ring of prospective bad
actors. Data generated by the detection model is then
analyzed by forensic experts to see how accurate the model
is.

4. Results

Our well-constructed evidence-gathering
technique allows for a high detection rate of malicious
traffic with a low false positive rate. Our analysis, in
contrast to prior attempts, details the amount of evidence
gathered for malicious Mobile Forensic Data sessions,
which is useful for operators when deciding on a set-up.

Cell tower location data provides a wider sample
of the general population and can show the positions of
victims, perpetrators, and visitors at the time of a crime
was committed, while data from individual mobile phones
can represent the movement and communication records of
suspects. This is the initial phase, and it begins with this.
Researchers are able to investigate the links between
human dynamics and interactions and spatial and temporal
crime patterns with the help of crime scene data, which
provides spatiotemporal information on crime episodes
based on official records. The second stage, called
preprocessing, entails the extraction of stay sites for home
location recognition and other significant location and
spatial mapping techniques for intersecting or projecting
mobile network cells into spatial units. In the third stage,
feature extraction, spatiotemporal features and call features
are extracted and used to characterize criminal behaviors.

This second stage consists of two sub-steps:
analysis and validation. Using various machine learning
classifiers, analysts construct a detection model to identify
illegal actions based on spatiotemporal and phone use
variables. The best classification algorithms are chosen
because they are the ones most likely to succeed. The data
is then used in conjunction with social network analysis
metrics and technologies to create a criminal ring of
prospective bad actors. Data generated by the detection
model is then analyzed by forensic experts to see how
accurate the model is.
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Fig. 2. Evidence histogram for typical mobile data sharing with
specific periods.
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Fig.3: Distribution of malware mobile data sharing evidence
histogram.

5. Conclusion

In this study, we introduce a system that uses
pattern detection to gather indicators of attack and other
bad behavior in mobile data sharing patterns. In our
approach, typical pattern features are not required. Instead,
we relied on regression models to investigate potential
outliers. Experiments used a variety of data-sharing
patterns, from "normal” sessions to those infested with
malware. Our method allowed us to detect malware in
Mobile forensic data sharing while reducing the number of
false positives.

We hope to refine our method so that it can pick
up clues about subsequent assault stages, such as
infiltration and (successful) exploitation, in addition to the
initial reconnaissance stage. Attacks can be detected,
identified, and profiled with the use of mobile forensic data
patterns with such a solution. In the future, we hope to try
out more advanced features and correlation data, such as
the closeness of mobile IMEI numbers, malicious domains
visited, etc.

The real-time processing of live data sharing
patterns is another goal of our framework development.

There are a lot of hurdles that need to be cleared before
that can happen. Fast analysis algorithms are required due
to the large session size and large number of data sharing
sessions.
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