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Abstract: The banking and finance industry has seen immense transformation as a result of the growth of financial technology (FinTech) 
in areas including wireless Internet, big data, cloud computing, internet search engines, and blockchains, requiring conventional banks to 
modernize. The so-called "AI effect" describes how actions formerly deemed to need "intelligence" are often dropped with the 
perspective of AI as machines get greater abilities. It's established that keyboard acoustic side channel attacks may use the audible 
emission from keystrokes to roughly guess the passwords/PINs that were entered. By using numerous methods and vectors of attack, 
including triangulation, keypad geometry, and extraction of features and categorization, experts have kept trying to increase the 
effectiveness, but a lot of effort has been missing in creating a functional defence mechanism against this type of attacks, even though 
research is continuously being done to better improve acoustic side channel attacks. The article examines the safety risks and holes in 
online banking,  it also offers a thorough analysis of side-channel attacks (SCA) unique to digital banking in the era of AI, which hasn't 
been done before. Current research issues and possible future avenues are also covered in the paper.
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1. Introduction

Artificial Intelligence (AI) has undergone many stages of 

confidence, disappointment, and financing losses ever since 

it was first studied academically in 1956, before 

experiencing innovative ideas, success, and increased 

funding. Several other approaches to study of artificial 

intelligence have been studied investigated and discarded, 

include brain replication, simulating intellectual 

troubleshooting, logical thinking, massive collections of 

data, and imitating animal behaviour. Machine learning with 

a strong analytical and numerical focus characterized the 

field in the early years of the 21st century. This method was 

extremely successful in helping to solve a wide range of 

challenging problems in both industry and academia. 

AI is intelligence exhibited by machines—perceiving, 

synthesising, and determining information—as compared to 

intelligence shown in people or other living things. 

"Intelligence" refers to the capacity to acquire knowledge, 

logic, generalise, and derive meaning. Automatic speech 

recognition, computer vision, translations across various 

languages, and other data translations are examples of jobs 

where this is done. Sophisticated web searches (e.g., Google 

Search), recommendations systems (which is utilised by 

Amazon, YouTube, and Netflix), on the contrary 

understanding human speech, autonomous vehicles creative 

or creative tools, autonomous decision-making, and battling 

at the most advanced levels in strategic board games like a 

chess and Go instances that demonstrate uses for AI. [1] 

The impact of AI happens whenever tasks that were 

formerly thought required "intelligence" are no longer seen 

to require it as robots become more capable. For instance, 

although being a widespread technology, recognition of 

optical characters is often left out of what is referred to as 

AI. 

A SCA uses tracking or indirect implications of the system 
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or its infrastructure to gather data or change the software that 

controls the system as a whole. In brief, a SCA exploits 

evidence that was unintentionally leaked by a computer to 

break encryption [2]. These attacks are posed by 

components with inbuilt cryptography mechanisms. Many 

strong computational crypto processes were effectively 

cracked by side-channel research methods. The aim of this 

research is to provide an overview of the various side 

channels attacks and defences in systems for online banking. 

Typically, data secrecy in a computer network is provided 

using data encryption, which encrypts plain text into 

unreadable (cypher) text. Cryptography is carried out 

practically in computers. Energy utilisation, acoustic 

emission levels, timing, and temperature fingerprints all 

give significant data that may be used to decrypt the 

encryption standard and keys. Side-channel attacks (SCAs) 

involve the collection of data via the functioning of physical 

components [3]. 

Internet connectivity has helped first generation banking 

transition into second generation banking, and owing to the 

rapidly developing usage of smartphones, third generation 

banking has emerged when it comes to categorizing bank 

advancements throughout the previous several decades. 

Currently, 3rd generation banking is evolving towards 4th 

generation banking, although not because of unique 

advances, but rather because it represents the spread and 

maturation of new inventions like ML and virtual reality, as 

shown in Figure 1, as well as the increasing use of these 

technologies. 

Fig. 1.  Digital Banking transformation [4] 

Speech recognition systems, which are influential for 

improving the banking industry and addressing 

contemporary issues of financial institutions that are 

restructuring the way they operate towards internet-based 

banking in order to accomplish a rapid rise in the financial 

sector[5]. Given the significance of financial systems, 

Meher et al.[6] describe online banking to be the 

"transformation of traditional bank whereby individuals had 

to be physically present at the bank branch for transactions 

involving money. 

2. Related Work

Scientists learned that equipment might unintentionally leak 

material by electromagnetic, visual, or acoustic noise in the 

beginning of the 1960s, such as in [7-9]. This kind of effort, 

which involves learning information via unintentional 

release assessment and stopping releases from escaping, is 

referred to as TEMPEST in the security and defense 

industries [10]. There are other methods as well, such 

recovering printed documents from printer noise or 

reassembling transmitted information from communication 

devices using LED status lamps [11].  

Numerous research attempted to track footage using 

magnetic and visual emissions as the technology for 

displays evolved [12-14]. A side-channel method to obtain 

a PIN from the display of a cell phone is provided by the 

researchers of [15]. The attack was built by employing a pair 

of microphones or loudspeakers installed in a cell device to 

listen to the digit taps when the PIN is entered. The location 

of each and every sound source was determined by the 

authors using the Time Difference of Arrival (TDOA) 

method, which was subsequently aligned with the Keypad 

design to determine the character/digit with a greater than 

50% reliability. The work's flaw was that the authors 

attempted to isolate a single letter or number rather than the 

whole PIN each time. PIN input sounds (fast taps) may all 

sound the same, leading to inaccurate digit placement. In 

their work published in [16], the authors provide the 

mathematical framework that they utilized to create an 

attack that recovered characters and digits from a victim's 

mobile phone screen.  

The attack makes advantage of prior information, such as 

the victim's cellphone's placement in relation to the 

attacker's whereabouts and field of study. The authors claim 

that in order to accurately determine the character or digit 

tap information, the victim and the opponent must be closer 

than 60 cm. However, the authors of [17] provide an 

acoustic side-channel method that recovers the lock patterns 

by making advantage of the microphone included into an 

Android smartphone. The authors use a mobile application 

to collect the radiation of the lock structure, perform a noise 

reduction filter, signals division, and relative motion 

measurements, and finally analyze the pattern of the fingers. 

The author advises utilizing changing patterns instead of 

linear ones to increase security and claims a 72% success 

rate in recovering screen locking passwords. These 
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successive attacks on the display allow us to draw the 

conclusion that the technology of the target devices has a 

substantial impact on reconstructing information from 

emissions. Keypads work the same way. Keypads' physical 

construction may produce a range of pollutants, include 

vibrations and noises. By gaining access to hardware, side-

channel analysis tries to reconstruct plaintext, passwords, or 

other data. In general, the SCA is not hostile. It aims to 

gather data via the device's timing [18] and power utilization 

[19] rather than making direct attacks on the information. It

has been shown that acoustic SCA are possible [20]. The

aforementioned instances lead us to the conclusion that we

must take side-channel information leakage into

consideration when creating safety features for digital

financial services.

3. Android Ecosystem

A detailed list of the Android-powered devices is shown in 

Figure 2. The graphic makes it easier for the reader to 

understand the enormous diversity of Android-powered 

devices utilized by all significant industrial companies. 

Even if academics are working to raise mobile 

manufacturers' awareness of inventiveness, newness, and 

safety via user-friendly regulations, authentication systems, 

and safety standards [21]. However, there are still a number 

of Android issues that need to be fixed. As the platform 

develops, more recent risks and vulnerabilities are 

continuously discovered and published, making it 

challenging for researchers to fix the problems as soon as 

they are made public. Additionally, a large number of the 

publicly publicized vulnerabilities are not easily patchable 

and need extensive study. As a result, these vulnerabilities 

often need to be fixed for lengthy periods of time, leaving 

Android users vulnerable to attackers. Since its debut, 

Android has had almost 4000 vulnerabilities found [22-23]. 

The 3Tier security approach, which is used to safeguard 

Android smartphones at the border, contains [24] 

(1) Security precautions delivered by SE-Linux

(2) security precautions offered by Google, and

(3) security precautions provided by the original equipment

manufacturer (OEM).

Fig. 2. Detailed overview of Android devices [24] 

4. SCA

Acoustic side-channel attacks in digital banking are a kind 

of attack in which attackers use audio emissions from 

computer systems to gather information about the devices' 

internal functions. While not as widespread as some other 

side-channel attacks, it is a possible attack vector that 

security researchers and practitioners should be aware of. 

Here's how acoustic side-channel attacks could impact 

online banking: 

Acoustic side-channel attacks may be used to deduce 

keystroke performed by a user on a physical keyboard. 

Attackers may be able to derive personal data, including 

credentials, PINs, or other authentication credentials by 

analysing the noises made when keys are pushed. Acoustic 

emissions during cryptographic processes may possibly 

reveal information about the activities being conducted. The 

exact pattern of sounds released during encryption or 

decryption procedures as shown in Figure 3, for example, 

might provide information about the encryption keys or the 

data being processed [24]. 

• Authentication Bypass: If a digital banking

application employs sound-based authentication

techniques (for example, analysing unique sound

patterns generated when users interact with their

devices), attackers may try to recreate or manipulate

these sound patterns in order to obtain unauthorised

access to accounts.

• Transaction Analysis: Certain financial transactions

or procedures may generate different sound patterns

that attackers may analyse. This information might

assist them in determining the sort of transaction or

the amount involved.

• Physical Device Manipulation: Attackers may utilise

acoustic side-channel attacks to get knowledge into

physical device manipulation. They may, for

example, analyse noises made with the placement or

elimination of actual tokens or cards.

Fig. 3. Acoustic pattern during encryption and decryption in 

digital banking 



International Journal of Intelligent Systems and Applications in Engineering IJISAE, 2024, 12(4s), 292–300 | 295 

4.1 Acoustic Side-Channel Attack Mitigation: 

Several efforts  as depicted in Figure 4. may be taken to 

reduce the danger of acoustic side-channel attacks in the 

context of digital banking: 

• Physical Isolation: Designing equipment or systems

to decrease sound leakage may assist lessen the

possibility of acoustic attacks. Noise or sound

masking tactics might make it more difficult for

intruders to discern significant audio from

unnecessary noises in the background.

• Secure Hardware: Using secure hardware design

practises may assist to reduce unintentional audio

emissions throughout critical activities.

• Monitoring for unexpected noise patterns and

analysing the setting of sound emissions might assist

in identifying possible attacks or abnormalities.

• Using multi-factor authentication techniques which

go outside sound-based authentication may lessen

the effect of acoustic attacks on account security.

• User Education: Informing users about the hazards of

acoustic side-channel attacks and advocating safe

practises may improve overall security awareness.

Fig. 4. Different ways to mitigate side channel attacks in digital 

banking 

It's crucial to note that the efficiency of an acoustic side-

channel attack is dependent on a number of elements, such 

the degree of sensitivity of the data targeted, the reliability 

of the audio capture equipment, and the attackers' 

competence. Nonetheless, given the ever-changing 

environment of cybersecurity threats, prospective attack 

vectors such as acoustic side-channel attacks must be 

considered when building and defending digital banking 

systems. 

The following security requirements must be completed in 

order to use online banking services, as well as the creation 

of a secure connection among the consumer and the 

financial server [24]. The link that allows data flow among 

the keyboard and the host is shown in Figure 5. 

The transmitted data is only accessible by designated 

individuals. 

Truthfulness: Protection is taken to prevent an attack 

through identification, and the information transmitted is 

not susceptible to forgery by another party. 

Mutual authorization requires that those involved in 

communications verify and verify the other's certification 

outcomes. 

Non-repudiation: To be able to refute actions by third 

parties, communication-related companies must verify the 

results of their conversations. 

Fig. 5. The transmission of data between the keyboard and the host 

in digital banking [24]. 

The total amount of identified SCA vectors is expanding. 

Among the most typical attacks as depicted in Figure 6 are: 

• Timing attack: Examines how long it takes an apparatus

to run encryption algorithms. Encryption methods

optimize encryption operations by varying the length of 

time it takes to analyze a given key, and TAs take 

advantage of this variability. As a result, temporal 

attacks are able to deduce sensitive data by statistical 

evaluation of time spent processing.  

• Attack using electromagnetic (EM) radiation: Analyses

the electromagnetic radiation that a gadget emits and

analyses it. Attacks based on electromagnetic radiation 

generated by the target encryption equipment are 

known as EM attacks (EMA). Differential 

electromagnetic analysis (DEMA) along with 

straightforward electromagnetic analysis (SEMA) are 

the two main categories of EM analysis attacks. The 

SPA and DPA methods of power analysis attacks are 

used to quantify EM radiation. When measuring the 

power consumption of the intended system is not 

possible, these methods come in handy. 

• Simple power analysis (SPA): Throughout operation, a

cryptographic system's power and electromagnetic

(EM) fluctuations are directly seen. Attacks based on 

monitoring and evaluating the variations in electrical 

power use brought on by the implementation of an 

encryption algorithm are known as power analysis 

attacks (PA). It is common practice to classify power 

analysis attacks as either simple power analysis (SPA) 
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or differential power analysis (DPA). Power 

consumption (the power waveform) analysis is at the 

heart of the SPA attack method, which is used to deduce 

sensitive data. If one bit of the private key is 0, the RSA 

encryption algorithm performs an exponential 

operation; otherwise, it does an exponential operation 

followed by a multiplication operation. The DPA attack 

method takes use of the fact that processing the 

encryption key and associated data in an encryption 

system results in variable amounts of power 

consumption. Both the zero and one power 

consumption change assumptions of Hamming 

Distance and the one power consumption change 

assumption of Hamming Weight underpin the DPA 

attack method [24a]. 

• Acoustic Cryptanalysis Attacks (ACA): Audio-based

SCA, or acoustic cryptanalysis attacks (AC), are

another kind of cryptanalysis. In this technique, the 

discrepancy between RSA secret keys 0 and 1 is 

exploited to increase power consumption and alter the 

acoustic aspects of CPU operation when CPU use rises. 

This technique records CPU noise fluctuations as a 

waveform and then compares that waveform to the 

plain text to spot operations like multiplication and 

addition that pertain to the RSA secret key. The 

discovered operation data is then utilized to deduce the 

secret key's underlying structure and get it. 

• Differential power analysis (DPA): It is the process of

collecting and analysing specific statistical data from a

variety of processes. 

• Template Attack: Attack using a "template" device to

recover cryptographic keys by using a device that's

comparable to examine side-channel material. 

• Fault Analysis Attacks (FA): These are attacks in which

an unforeseen flaw is introduced into the hardware or

chip used for encrypting data. Fault analysis attacks 

evaluate the erroneous data produced by the faulty chip 

or piece of hardware in order to get access to sensitive 

company data. Whether it's a little piece of information 

security hardware or a large piece of equipment like a 

server at an authentication agency, failures may and do 

happen. Fault analysis attacks may take one of two 

forms; the first involves physically removing the chip 

from its packing, while the second employs the 

generation of an external electrical spark. 

Fig. 6. Vectors in SCA [24a] 

Fig.7. Air-Gap attacks [24a] 

As discussed in the earlier section 4 in acoustic side channel 

mitigation, information must be sent from a private, 

physically separated network to a public one, which is 

termed as air-gap attacks. This can be furhter classified and 

is depicted in Figure 7. As a result, air-gap attackss are 

restricted in the types of media they may use. Previous 

research on air-gap attackss has shown that the success of 

such an attack depends on the configuration of the victim's 

local computer and its associated hardware. One such 

technique makes use of the flashing of a hard drive LED to 

convey information. An alternative involves using the 

computer's speaker to broadcast information at a frequency 

outside the range of human hearing. Furthermore, various 

constraints, including distance and transmission speed, have 

been shown to exist when actually executing air-gap 

attackss in the wild. 

In light of this, we define air-gap attacks on a fundamental 

level and explore the conditions under which information 

may be extracted from a closed network. We also deduce 

attacks scenarios with detailed steps and environmental 

conditions for each kind of air-gap attack, and identify 

media that may be employed in air-gap attacks. 

Using the four media kinds of electromagnetic, optical, 

acoustic, and other (such as magnetic, thermal, power line, 

and vibration) shown in Figure 7, this study organizes the 

air-gap attacks methodologies considered. As was 

previously said, an air-gap attack is a kind of cyberattack in 

which malware artificially controls data produced by a 
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computer and its connected peripherals inside a closed 

network in order to transmit confidential data to a device on 

an open network. Based on the types of signals that may be 

created by the computers, peripherals, and smart devices 

inside the protected network, this article concludes that air-

gap attacks can be broken down into many distinct 

categories. Hard drive LEDs, keyboard LEDs, monitors, and 

network status LEDs are all examples of lights that may be 

found within a closed network. Blinking or altering the 

brightness of the light source is a way for air-gap virus to 

send information to the outside world after it has gained 

control of the device. This research demonstrates, in a 

similar vein, that many sources of noise and electromagnetic 

waves may be contained inside an isolated system. Devices 

and components shown in Figure 2 that are compatible with 

each media. 

An air-gap attack is one whereby an attacker obtains the 

internal sensitive information from a closed system (usually 

a remote system) and delivers the information to the exterior 

using optical signals Acoustic, or electromagnetic waves 

generated by computer hardware and peripheral equipment 

as the means of transmission. Figure 8 depicts a common 

air-gap assault setup setting. Behind the closed network is 

an air-gapped PC infected with malware having air-gap 

attack features aimed for collecting important data. The air-

gap virus captures sensitive information created in the 

private network, such as passwords, authentication keys, 

key logs, and internal network architecture, invisibly. The 

information gathered is encoded as a digital signal. The air-

gap malware controls the internal resources of the air-

gapped PC, such as the CPU and RAM, enabling it to 

produce electromagnetic, optical, auditory, magnetic, 

vibration, or temperature signals that may be utilized to 

convey the encoded data. A device that is able to collecting 

data transferred from the sealed with air PC is positioned 

inside the permitted information transfer range in an outside 

network. To evade user or administrator observation, the 

receiver device gets a secure network signals from a near 

proximity or a concealed location. The received data is then 

decoded and restored by the receiving device. 

Fig.8. Air-Gap attacks [24a] 

Figure 8 depicts the air-gap assault environment. 

In this paper, we define the following assumptions and 

preconditions for conducting an air-gap attack: 

• Bluetooth, Wi-Fi, and various other wireless

communication technologies are not utilized to

link computers in the closed network.

• The air-gap malware is thought to have invaded the

closed network through a supply chain attack

(SCA) or social assault and effectively attacked an

air-gapped PC.

• It is believed that no variables may disrupt data

transmission among the sender (i.e. networks) and

the recipient (such as external network) employed

in the air-gap attack.

5. Fraud Detection Technologies (FDT)

Because many financial companies monitor current fraud 

strategies using detection rules, fraud approaches that aim to 

circumvent such rules-based detection mechanisms have 

gotten more complex. As a result, this is ongoing 

development on fraud detection systems as depicted in 

Figure 9. 

Fraud detection methods includes not just statistical 

methods and rules-based identification methods, but also 

systems that leverage predictable trends in which client 

transactional attributes are modelled and aggregated via 

classification procedures. Whenever a transaction behaviour 

differs from the features of the group that is input, it is 

flagged as fraudulent based on the degree of departure [25]. 

Other research on prevalent trends depends on behavioural 

pattern analysis using artificially intelligent (AI) techniques 

like the use of machine learning (ML) and data mining. 

Statistics-based technology for detection is classified as 

1. Processing of data approaches in the context of big

databases

2. Methods for calculating and comparing statistic

variables.

Various statistics identification of fraud approaches is 

offered based on the features of the individual sectors of 

implementation, including credit card, laundering funds, 

network breach detection, and healthcare and scientific 

fraud detection [26]. 
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Fig. 9. Various FDT 

AI techniques for detection are classified into three types: 

data mining, pattern identification, and machine learning 

(ML). Among them is information-mining-based detection 

technology, which uses data categorisation to automatically 

categorise anomalous and normal transactions. 

Representative strategies examined in earlier research in the 

area of data-mining-based fraud detection includes 

sequential pattern algorithms employing neural networks 

with artificial intelligence and Bayesian modelling. 

The random forest, SVM, hidden Markov model, deep 

learning, and other machine learning techniques are 

examples. Pattern detection, abuse detection using a state 

transition analysis model, anomaly detection using 

supervised and unsupervised analysis models, and so on are 

examples of detection approaches.  The gathered financial 

transaction information is labelled as fraudulent or non-

fraudulent, and it is decided if a newly entered transaction is 

fraudulent or non-fraudulent.  

Most financial institutions use rules-based detection of fraud 

technology, which has an elevated rate of false positives and 

hence requires a significant amount of labour and time. The 

Markov chain approach predicts the state transition of 

consecutive events. Srivastava and Kundu [27] introduced 

the HMM approach for identifying fraud with credit cards 

by profiles and analysing the general trends across all users' 

historical transactions sequences. Even while Markov chain 

models are extensively employed to depict user activity 

patterns, but fail to perform well when user behaviour varies 

[28]. As a result, in the case of internet banking, wherein the 

level of transition cannot be consistent, the ability to identify 

fraud performance is generally weak. In accordance with a 

review article [29], the majority of study articles and 

publications on data mining techniques linked to banking 

frauds have studied the application of clustering and 

classification algorithms, with only a few investigations 

examining regularities related to financial transaction 

activities. 

6. Discussion

The development of FinTech in fields such as mobile the 

web, massive amounts of data, cloud computing, online 

searches, and blockchains has had a significant impact on 

the financial services industry and forced traditional 

institutions to modernize. The so-called "AI effect" shows 

how, as robots become more capable, many tasks that were 

formerly thought to need "intelligence" end up not requiring 

it. It is known that keyboard acoustic SCA may exploit 

audible output from keystrokes to infer the usernames, 

passwords, or PINs that were input.  

Despite the fact that researchers are constantly working to 

improve acoustic SCA, little has been done to develop a 

functional defense mechanism against these kinds of 

attacks. Experts have tried to increase effectiveness by using 

a variety of methods and attack vectors, such as 

triangulation, or keypad geometry, extraction of features, 

and categorization. This paper looks at the security flaws 

and threats associated with online banking. It also provides 

a full examination of side-channel assaults (SCA), which are 

new to digital banking in the age of AI. The report also 

discusses current research problems and potential 

directions in the future. 

7. Conclusion

In today's environment, the introduction of artificial 

intelligence (AI) and automation is gradually reducing the 

demand for electronic banking and payment methods, while 

making transactions without cash and digital platforms in 

FinTech’s more popular. While such offerings are useful to 

customers, they do represent severe security risks owing to 

keyboard side- channel attacks. Keypad security 

vulnerabilities have evolved as a result of attackers 

combining current attack tactics with new attack approaches 

while creating new harmful programs. The goal of this study 

is to provide improved user authentication techniques by 

analyzing the safety of data input through a keyboard-based 

device for authentication of users, particularly Internet 

banking services. If the authentication data entered through 

the keyboard device is accessible throughout authentication 

by the user, attackers may try to illegally login or, worse, 

steal the victim's money. As a result, the novel keyboard-

attack strategies known in the digital banking industry are 

examined in this research, and the acoustic Side-Channel 

Attack Mitigation approaches are addressed.  
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