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Abstract: There is a need to propose an extensible framework to define and restrict access to the data and system by using security. As
all the company's sensitive data is stored in an Enterprise Resource Planning (ERP) solution, therefore, ERP security is a pressing
concern and needs to be paid attention to. There can be various dangerous repercussions if the company's data treasure is compromised
with security. ERP security is very important to protect an organization's financial details and reputation. The backbone of any
organization can be considered as ERP. Indeed, ERP systems are highly susceptible to security threats, given their central role as a prime
target for those seeking to commit crimes involving sensitive data. In this research, security implementation has been considered for the
AX portal. The proposed work has been implemented in two phases. In the first phase, limited access to the system has been considered
by allowing users to access specific modules. In the second phase, the limited access to data has been considered by allowing users to

access user-specific data.
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1. Introduction

In the current growing technology era, ERP is the
upcoming most widely used technology. ERP is
becoming popular and taking an important place in our
daily routine life. ERP-based solutions are making our
lives easy and comfortable. There are several fields in
which ERP-based solutions are used like education,
healthcare, aerospace, defense, methodology, and
techniques.

AX can be considered as an ERP resolution for medium-
sized and big organizations which facilitates users to
operate effectively, supervise modifications, and
compete worldwide. AX can be considered as a solution
that computerizes and rationalizes economic, "business
intelligence", and "supply chain" processes in a manner
that can assist in the business. AX can also be stated as a
customizable, multi-language, and multi-currency ERP
solution. There are various areas in which AX has been
deployed like wholesale, manufacturing, services,
industries, and business. AX can be considered a unique
and powerful solution that contains functional and
technical features.

The security role can be related to the job role which the
end-user has within the organization. The duties,
privileges, and permissions need to be established for the
security implementation. Role and duties need to be
managed by the system administrator in the rich client
whereas privileges and permissions need to be
established by the developer in the developer workspace.
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The role needs to be assigned to the end user. The role
helps to identify the behavior pattern that the user can
play in an organization. For example, the project
manager can be considered. The duties need to be
assigned to the user role. The duties resemble the
responsibilities which the wuser possesses in the
organization. For example, the project manager's duties
will be to maintain the project master. Privileges specify
the access which is required to perform the
responsibilities in the organization. For example, the
project manager will need to have access to the project
contracts and funding sources. Permissions specify the
level of access the user has to the securable objects
required to perform a specific function. As an
illustration, the project manager needs access to or
complete control over the project forms accessible via
the display menu item entry point. Additionally, they
require full control to generate new project quotations
accessed through the action menu item entry point.

2. Problem Formulation

However, there has been research work done related to
ERP security but there are several limitations present.
Hence, there is a need to implement a mechanism that
offers greater speed, flexibility, and customization
compared to conventional methods. Integrating both the
functional and technical aspects of enterprise resource
planning solutions is essential for implementing security
effectively. This concept represents a more
comprehensive and efficient approach to achieving this
objective.

3. Literature Review

There are several types of research related to security
implementations for cloud-based systems. A review of
existing research has been stated here.
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The paper “Regulatory Issues in Cloud Computing — An
Indian Perspective” provides an overview of cloud
computing models that rely on resources and enable data
sharing within organizations to facilitate quicker
application deployment, streamlined operations, and
reduced maintenance requirements. However, the
concentration of data in a single location makes it more
susceptible to cyberattacks. To address this issue, the
paper seeks to explore the suitability of cloud computing
in India, considering the absence of a structured
framework or model to support it. Challenges such as the
absence of robust privacy and data protection
regulations, inadequate data security = measures,
insufficient data deletion mechanisms, inadequate data
oversight, licensing concerns, and jurisdictional issues
contribute to the cautious adoption of cloud computing in
India.

The limitation of this research work is that there is no
consideration of the NIST framework under which there
are various norms related to wuse cases and
standardization techniques defined which are supposed
to be followed by all service providers. This paper also
lacks the details related to “THE PERSONAL DATA
(PROTECTION) BILL, 2013". This includes the
government norms which help to provide security to all
the users and also provide various instructions to
organizations to secure their physically as well as
electronically stored data on the cloud server. Although
this research work has mentioned about Technology Act,
2000 its details are not mentioned like which offense
comes under which section. For example, the crime of
any corporate body's failure to protect the data comes
under Section 43A of the act. The details related to
government agencies that deal with security-related
issues have not been mentioned. Also, it does not include
the policy details that should be proposed to resolve and
improve the current situation.

The paper "Understanding the Security, Privacy, and
Trust Challenges of Cloud Computing” includes the
strategies and techniques that can help protect the cloud
network of India and its users. The area of cloud
computing has become important for regulatory and
authoritative bodies. The Indian authorization has to
amplify the "pan-Indian cloud strategy" which leads to
sustainability in growth, expansion, employment, and
building a unique and unconventional lead for India. The
threats related to security and privacy pose a major
problem that requires attention and an adequate
methodology to overcome them same. These challenges
may provide a hindrance in achieving the policy
objectives.

The study and research work for legal, technical, and
equipped methodologies has been initiated under the
sector of cloud computing. The study has also considered

the Indian aspect, well-being, and aims of all
collaborators. The study also helps in the sequential
evolution toward recognizing the accusation of security,
privacy, and trust in cloud computing. The threats and
problems related to the area of cloud computing have
been contemplated and explained in this research work.
The authentic and realistic case studies help to examine
the policies and regulations for cloud computing. This
study has been helpful for legislators and lawmakers as
this research work provides additional utility further on
than all-inclusive insight into a present hypothetical
solution that acknowledges cloud computing and the
related concerns of security, privacy, and trust
challenges.

This paper exhibits a deficiency in its coverage of the
intricacies of the Indian Regulatory Framework policies.
It also falls short in addressing the “NIST Framework”,
which encompasses all technical standards and use-case
requirements that must be adhered to by service
providers. Furthermore, the paper overlooks the
“Personal Data (Protection) Bill, 20137, which is a
government initiative aimed at safeguarding customer
data and providing guidelines to enterprises, whether
data is stored physically or electronically, such as on
cloud servers. While the author touches upon issues
related to regulating cloud services, a deeper dive into
specific state privacy laws is lacking. The paper also
does not sufficiently clarify which laws apply to cloud
services and neglects to discuss the challenges that
regulators should address in terms of cloud security.
Moreover, it does not offer an in-depth examination of
these laws or policies, their associated challenges, or
potential methods to overcome them.

In “MeghRaj Policy- A Cloud Environment for E-
Governance in India”, the author delves into the
integration of cloud computing into India's e-governance
initiatives, highlighting its cost-effectiveness, scalability,
and enhanced security. They explore various government
programs aimed at leveraging the cloud, such as the
MeghRaj Policy (Gl Cloud), elucidating its objectives
and the drive behind this cloud-centric initiative. This
paper underscores the shift towards online accessibility
of government services for the convenience of the
general public.

The author does not address prior laws or regulations
concerning cloud computing and does not explore the
challenges or problems associated with the Gl Cloud.
There is a need to evaluate the potential effectiveness
and security of this policy. Additionally, it is important
to assess whether the security guidelines outlined in the
MeghRaj Policy are adequate, and if they should be
compared to the “Data Protection Act”, the “Information
Technology Act, or ISO 27001”.
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In the research paper "The Purpose and Impact of the
CLOUD Act”, the author explores the implications of the
CLOUD Act, a legislative initiative introduced by the
U.S. government. The primary objective of this act is to
facilitate swift access to electronic data held by U.S.-
based global entities, thereby aiding in remote partners'
investigations related to serious crimes such as felony,
terrorism, violent offenses, child exploitation, and
cybercrime, among others. The paper also delves into the
complexities of legal obligations that may arise when a
Cloud Service Provider (CSP) receives a request from
one government for data disclosure, while another
government restricts such access.

The study critically analyzes the CLOUD Act,
highlighting its two key components. First, it empowers
the United States to establish operational agreements
with other nations meeting specific criteria. Second, the
act clarifies U.S. law by asserting that an organization
subject to U.S. jurisdiction can be compelled to disclose
data it controls, regardless of the data's physical location
at any given time.

This research also elucidates the motivations behind the
inception of the CLOUD Act and underscores the
advantages of implementing such regulatory norms. It
proposes a novel approach characterized by "an efficient,
privacy-conscious, and civil liberties-protective strategy
for ensuring effective access to electronic data that may
lie beyond the reach of the requesting country, owing to
the evolution of electronic communications.”

The author's omission of a discussion on cloud security
standards and guidelines to address these issues, as well
as the legal implications surrounding such standards, is a
notable gap in the analysis. Furthermore, the paper does
not acknowledge the various acts that pertain to different
organizational fields, such as HIPAA for healthcare
organizations, which are instrumental in data control and
security.

The paper “Cloud Computing Security Issues and
Challenges” explores security concerns and difficulties
in cloud computing. It delves into cloud deployment
models, service delivery models, and fundamental
challenges in cloud computing, which encompass
security, cost modeling, pricing structure, service level
agreements, and cloud interoperability issues.

The author of the paper has addressed key security
considerations and challenges in the field of Cloud
computing with technology advancements, but they have
not provided any solutions to address these issues.

In the paper "Gl CLOUD-MEGHRAJ’-KEY PILLAR
OF e-GOVERNANCE SYSTEM IN INDIA”, the author
explores the Government of India's vision and strategy
for the development and deployment of the GI Cloud,

highlighting its significance as a fundamental component
of the e-Governance system in India. The paper also
examines the possible drawbacks and obstacles
associated with GI Cloud, as well as the main factors
driving its adoption and the advantages it offers.
Additionally, it discusses how this emerging model of
Cloud Computing Services can contribute to the
enhancement of e-governance in India.

The author overlooks the omission of reference to
additional government policies and bills about cloud
computing that establish standards for safeguarding the
cloud, standards to which both providers and users are
obligated to adhere.

In the document “Secure Cloud Computing Information
System for Critical Applications”, the author explores
the benefits of cloud computing for both large enterprises
and SMEs. Additionally, the author highlights the
growing concern of cyber threats, emphasizing that
anyone can create their cloud service. Ensuring
information security falls on the shoulders of the service
provider, and addressing this issue involves
implementing various methods such as cyber threat
detection, IDS/IPS systems, and cyber incident response
modules.

While the author extensively explores the theoretical
aspects of cyber threats in cloud services and their
architecture, they do not offer practical solutions to
address these issues or identify relevant laws.

The paper "A Study of Security Threats in Cloud:
Passive Impact of COVID-19 Pandemic"” highlights the
surge in cloud usage driven by the COVID-19 pandemic,
impacting sectors like education, e-commerce, and
healthcare. However, it falls short of providing concrete
solutions to the security challenges associated with cloud
services when adequate precautions are lacking.

Privacy, a paramount concern within the realm of cloud
computing, is extensively discussed in the chapter
dedicated to this topic. The chapter elucidates several
significant challenges faced by companies operating in
the sphere of cloud computing as they endeavor to
comply with global privacy standards and implement a
systematic strategy for addressing cloud privacy
concerns. Furthermore, the book delves into the
complexities associated with managing cross-border data
transfers, which are compounded by the existence of
various international legal jurisdictions and the
complications arising from conflicting regulations and
regulatory implications.

While the author adeptly recognizes the legal intricacies
and privacy challenges within cloud computing, they fall
short in offering practical legal resolutions for addressing
issues related to privacy and conflicting jurisdiction.
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Although the author does propose potential solutions,
they remain theoretical rather than grounded in real-
world feasibility.

The chapter “Privacy, Security & Trust in Cloud
Computing” addresses various significant issues
concerning security and privacy within the realm of
cloud computing. It also explores the foundations of
certain approaches that tackle these issues. Additionally,
it delves into cloud service models relevant to Big Data
processing and extensive data mining, which revolve
around the increased value of personal data.

A significant challenge associated with cloud services is
the inherent risk to data confidentiality, given that data
may exist in an unencrypted form on a machine owned,
operated, and managed by an entity separate from the
data owner. Emphasizing security and privacy measures
for sensitive data is crucial for the well-being of both
companies and individuals.

The author does not offer legal remedies to manage or
address privacy and security concerns. Moreover, the
author does not cover security compliance requirements
for service providers, including both Indian and
international ~ regulations,  policies, and  laws.
Additionally, the absence of guidance on adhering to the
latest international standards such as ISO and CSA by
providers and organizations is notable.

The chapter “Eucalypts Cloud to Remotely Provision e-
Governance Applications” discusses the "Eucalypts
Cloud for Remote Provisioning of e-Governance
Applications” within the context of the National e-
Governance Plan (NeGP). It elaborates on the role of the
Network Informatics Centre in establishing a network
infrastructure that supports the Central Government,
State Government, UT Administration, District, and
other Government bodies. The chapter also delves into
the architecture required for typical e-governance
services, including the Application Framework Layer,
Content Management Layer, Channel Layer, and Service
Mediation Layer, highlighting their contribution to
delivering government services via the cloud and their
relevance to e-governance policy. Additionally, it
explores the concept of summarization for authorizing
technologies and the implementation of e-governance
applications as web services to facilitate integration and
standardization.

The author's focus is primarily on the technical aspects
of cloud services, including its layers, while neglecting
to address the challenges and issues associated with
cloud computing, particularly from the perspective of
service providers. Additionally, the author does not
explore the various regulations set forth by the
Government of India concerning cloud technology.

In the chapter “Competing Jurisdictions: Data Privacy
across the Borders”, the author delves into the friction
between the EU's data protection approach and the US
data privacy model within the realm of cloud computing.
The chapter explores the simultaneous emergence of EU
data protection laws and the US model back in the
1970s. It also delves into how the EU prioritizes the
safeguarding of personal rights, such as respect for
private and family life, communication, and home, as
enshrined in the European Human Rights principle. In
contrast, the US employs a centralized legal framework
to emphasize the importance of confidentiality and the
drafting of a Bill of Rights. Furthermore, the chapter
discusses the progress made in regulating borderless
cloud computing and examines how EU and US laws
aim to address such issues, including the enactment of
the Cloud Act for protection.

The authors do not adequately pinpoint the current issues
or deficiencies in US or EU laws and regulations
concerning cloud computing and the jurisdictional
challenges experienced by various government agencies.

4, Methodology

Research Methodology can be defined as a pattern or
method that has been followed in research by the
researchers. In simple terms, it can also be stated as a
process that is contemplated to research a precise topic.
The various types of research methodologies should be
recognized by a researcher before she specifies her
research work. A technology that is used to perceive,
select, treat, and scrutinize information related to a
precise subject turns out to be research methodology.
The methodology segment under a research work allows
the readers to critically estimate the study's overall
rationality and consistency.

5. Tools and Technology Used in Research
Work

AX ERP portal is used in various sectors of education
such as academies and exploration. AX provides an
integrated ERP solution that can be modified however
and whenever necessary. This is possible due to the
customizable source code available for this platform. The
development is done using X++ language which is an
object-oriented language with similarities to C#. X++
was designed to be a superset of Java with strong data
access features. In the proposed work, the integration of
functional and technical customizations using X++
would reduce the time consumption along with the high
quality of the desired outcome.

6. Process Flow

. Security based on access to the system:
Allowing the user to access user-specific modules
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» A user ID will be created in the portal.

» Entry points will be made for the forms which need
to be visible under the required modules.

» Privileges will be made for the required menu items.

> Duties will be made by having the required
privileges.

» Roles will be made accurately as per the
requirements containing appropriate duties and
privileges.

» Roles will be assigned to the corresponding user.

| Rolel | Role2

| Duty 1 | Duty 2 | Duty 3

I Privilege 1 l Privilege 2 | Privilege 3 l Privilege 4 l Privilege 5 l Privilege 6

Entry Entry Entry Entry Entry Entry
l paints l points I points l points l points. l points

Fig. 1 Restricting access to entry points

e Security based on the access to the data: Allowing the
user to access user-specific data

» A user ID will be created in the portal.

» The user will be assigned access to the module with
the help of the previous algorithm.

> A query will be written using X++ with embedded
SQL which will help to filter the data according to
requirements.

» The query will be used on the list page.
» An entry point will be made for that list page.

» Appropriate duties and privileges will be created with
required entry points.

» The role will contain accurate duties and privileges.

»  The role will be assigned to the respective user.

Table data

Service operations

Fig. 2 Securable objects

Create | Correct | Delete
access

Fig. 3 Access levels
7. Results of Implementation

> Security based on access to the system:
Allowing the user to access user-specific modules

First of all, the user needs to be imported to the portal.

Fig. 4 Importing a user into the ERP system

An appropriate role needs to be assigned to the user
according to the requirements.

4 User's roles

1 Kienme B a
E&) Foles

Fig. 5 Assignment of roles to the user as per the
requirements

All the modules will not be visible to the user according
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to the privileges assigned to the user. Only a specific
module i.e. the project management module will be
visible as shown in the below screenshot. The Home
module is the standard system module visible to all users
of the ERP portal.

Fig. 6 Restricted access to the user based on modules

The admin account will have access to all the modules as
shown in the below screenshot.

|G

Fig. 7 Complete access of all modules to the system
administrator

> Security based on the access to the data:

Allowing the user to access user-specific data

The user will have access to the project quotations
created by her. The project quotations created by other
users will not be visible to her. As shown in the below
screenshot, the user has access to personal quotations
only.

Q0 1 @ Py 7t T S T Wrprees]

209 &

Fig. 8 Restricted access to the user based on data

The admin account has access to all users’ data.
Therefore, all the quotations created on the ERP portal
will be visible to him as shown in the below screenshot.

Fig. 9 Complete access of data to the system
administrator

8. Conclusion

Enterprise Resource Planning (ERP) is a concept that is
continuously growing in significance and popularity. In
tandem with this, security concerns in this field have also
become increasingly critical. The proposed mechanism
has proven to be effective in safeguarding ERP systems
by regulating access and securing data appropriately.
This research has considered the limitations of traditional
research works. This proposed framework is also capable
of grouping the users with the same job role and using a
single  customized source code for security
implementation. The integration of functional and
technical customizations using X++ code enabled the
security implementation in the ERP system. Role and
duties need to be managed by the system administrator in
the functional workspace whereas privileges and
permissions need to be established by the developer in
the developer workspace.

9. Future Scope

This proposed review on extensible security framework
for Enterprise Resource Planning solutions would be
beneficial to propose a better and more efficient solution
to resolve the existing issues in the field of security
under cloud-based enterprise resource planning
solutions. This research work discusses the challenges
that are faced by organizations using ERP portals. It also
consists of a proposal for an extensible security
framework. This security framework can be deployed in
organizations to avoid malicious activities and maintain
a secure environment. This security framework includes
the functionality for defining and maintaining access
control over the system and data. In addition to this, this
research work provides us with a review of existing
research and modules used in the field of cloud security.
The work would be preferred as a brief review of the
security framework based on the integration of
functional and technical aspects. In this paper, there is a
section in which the issues and problems of existing
research are discussed which would be very helpful for a
researcher who wants to propose a better solution in this
field.
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