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Abstract: The task of relying on Mobile Ad hoc Networks (MANETS) is of significant importance due to the absence of a centralized
framework. The continuous occurrence of clean nodules and the departure of aged ones in the MANET implementation necessitates the
need to maintain records and provide appropriate authorization for new arriving nodes as well as existing nodes in the network. However,
due to the presence of many types of breach threats and attacks, it becomes challenging to thoroughly examine any new node. Therefore,
in order to ensure that only secure nodes are allowed to connect with the existing secure system. In a large cluster, the nodes within it are
expected to engage in interactions, thereby facilitating or inhibiting access or communication between the vulnerable nodes or the trusted
design. This dynamic system ensures the preservation of a stable, acquired, and reliable collection of transferable nodules. This paper
provides a comprehensive examination of the limitations and diverse array of attacks in MANETS.
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1. Introduction

A Mobile Ad hoc Network refers to a decentralized network
configuration wherein the systems or devices establish
connections with each other using wireless means, without
relying on a central access point. Each mobile device within
a network operates autonomously. Mobile phones have the
ability to move freely and operate alone. The nodes inside
the MANETS are responsible for the allocation of wireless
resources, while the network's topology undergoes frequent
and unpredictable changes. In MANETS, the fragmentation
of communication links occurs frequently due to the
unrestricted mobility of nodes. The density of nodules and
nodes is contingent upon the specific applications employed
by the organization in the context of MANETS. The advent
of MANET has prompted in the development of several
applications, including tactical systems, wireless sensor
networks, data networks, device networks, and others. In
addition to a multitude of therapies, there persist some
stylistic concerns and challenges that must be addressed.
The primary aim of mobile networking is to expand mobility
in the area of autonomous and wireless domains, in which a
set of nodes, can be routers and hosts, constitute the network
devices in an adhoc fashion [2]. Numerous security
vulnerabilities have been identified in wireless
environments, particularly in the context of Mobile Ad hoc
Networks. Additionally, a range of solutions have been
developed to address these vulnerabilities. However, it
should be noted that only a small subset of these providers
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offers a guarantee that is independent and capable of
safeguarding critical issues. Considering these aspects, the
primary objective of the mobile infrastructure less network
is to ensure the consistent and dependable operation of
wireless networks by integrating functions of routing into
nodes in mobility. These systems are characterized by
dynamic and often rapidly changing arbitrary multihop
geographies, which are predominantly composed of
bandwidth-constrained wireless networks.

Fig 1: Mobile Ad-hoc Network

Mobile Ad hoc Networks exhibit a higher susceptibility
compared to wired systems. This vulnerability arises from
the presence of mobile phone nodes, the potential risks
associated with compromised nodes inside the network,
limited physical security measures, the dynamic state of the
network topology, scalability challenges, and the absence of
centralized administration [5]. As a consequence of these
vulnerabilities, Mobile Ad hoc Networks exhibit a
heightened susceptibility to malicious assaults.

Systems liveliness is the examination of accessibility,
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interdependence, and the stability of physical infrastructure
of the network. Its examined in the early 1970s, namely the
assessment of military command and also the
communication units of the military. In the present-day
scenario, there has been an increasing recognition of the
significance of network survivability, driven by escalating
need for mobile ad hoc networks. A vital factor in achieving
reliable communication in Mobile Ad hoc Networks is the
maintenance of network survivability. The survivability of
the network facilitates the delivery of resilient services that
sustain the network connectivity. The “functionality” refers
to the capacity of a system to successfully complete its
intended goal within a predetermined timeframe, even when
faced with external threats, malfunctions, or failures.
Nevertheless, the sustainability of a Mobile Ad hoc Network
relies on the network's capacity to fulfil the survivability
criteria [9]. The primary factor influencing the ability to
survive within an ad hoc system is the system's capability to
facilitate immediate communication between two nodes.
The significance of connectivity within Mobile Ad hoc
Networks (MANETS) arises from their inherent topology of
self-organizing, where every node in the network act as both
a router and terminal for transmitting packets to other nodes.
The maintenance of connectivity poses a significant
obstacle within the self-organizing framework of network
geography, alongside the dynamic actions of nodes that
often encounter failures in hyperlinks and nodes due to
many variables such as interference, mobility, radio network
effects, and battery constraints.

The primary aims of this Systematic Literature Review
(SLR) in the present study are threefold: 1) to systematically
assess the survivability structure of ad hoc systems [10], 2)
to examine the design and metrics employed for the analysis
of network survivability, and 3) to identify key unresolved
issues in survivability modelling for the future research.
This paper's work flow is as follows: Section 2 provides an
overview of the assessment procedures. Section 3 of the
study entails a comprehensive analysis of the ultimate
results and the following assessment of these results within
the framework of network survivability modelling. And
further it explores the examination of survivorship measures
and corresponding variables. In section 4 it provides a
comprehensive analysis of various methodologies that can
be employed to analyse the network model survivability.
Section 5 gives thorough overview and conclusive analysis
of the systematic literature review (SLR).

2. Classification of Manets Routing Protocols

Directing occupies a crucial role in network systems, for the
transmission of data from one node to another. Ever since
the introduction of commercial mobile ad hoc networks, the
prominent factor in the field of directing is the analysis of
concentration of the network. In order to meet the
requirements of routing protocols that demonstrate

correctness, speed, dependability, scalability, stability,
fairness, robustness, Quality of Service (QoS) awareness,
and energy efficiency of varied transmission protocols for
Mobile Ad hoc Networks have been created. The aim of
these protocols is to handle the challenges posed by highly
dynamic network topologies in MANETs. They are
designed to address the general limitations associated with
dynamic nature of the system geography, which include
increased power consumption, low transmission capacity
and elevated error pricing. Numerous transmission
protocols have been proposed for mobile ad-hoc networks
over the years. In way to establish effective communication
pathways amongst nodules, it is imperative to employ
dependable routing protocols. There exists a variety of
transmission protocols that are currently available for use in
Mobile Ad hoc Networks. There exists a necessity for the
establishment of a standardized approach in order to
ascertain the availability of various methodologies [11]. The
methods for steering Mobile Ad hoc Networks, as depicted
in Figure 2-a, can be categorized into two broad approaches.
The first approach is based on the mode of transmission,
while the second approach is based on system architecture.
Figure 2b categorizes the directing methods based on the
routing approach. The methods used for directing can be
classified as either table-steered or source-initiated. Figure
2(c) delineated the differentiation based on the network
architecture, classifying them into  conventional
transmission, sequential routing, geographical (location-
based routing), power-aware routing, and multicast
transmission. In this article, our firm will is to discuss the
routing procedure based on system architecture, since it has
garnered significant attention and recognition from analysts
and the industry.

MANET Routing Protocols
(General Classification)

Routing Strategy Network Structure

Fig 2a: Classification of Routing Protocols in MANETS
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MANET Routing Protocols
(Routing Strategy)

Table Driven Source Initiated

Fig 2b: MANETSs Routing Protocols based on the routing

strategy
MANET Routing Protocols
(Network Structure)
Flat
Topoa;ogy Hierarchical || Geographical To:(laal:)gy Multicast
Risd Routing Routing Baseil Routing

Fig 2c: MANETSs Routing Protocols based on Network
Structure

3. Flat Routing (Uniform) Or (Topology Based)

Geographic-based transmission methods utilize the pre-
existing network topology and effectively handle the robust
characteristics of Mobile Ad hoc Networks. Topology-
based routing protocols have limited capability in
comparison to geographical routing processes that leverage
additional information to determine the location of nodes.
Topology-based routing algorithms often require additional
node geography information during the process of making
routing decisions. Geography-based transmission can be
further categorized as practical table-driven routing
protocols, responsive on-demand routing strategies, and
hybrid routing techniques. Figure 2 illustrates the
comprehensive terminology associated with Flat Routing
(Topology Based).

4. Manet Characteristics & Results

Mobile Ad hoc Networks exhibit unique attributes. Several
aspects are described in the next section.

Decentralized architecture refers to a network structure
where each individual node possesses the ability to freely
assemble itself into a network [12]. Every node possesses
the autonomy to make independent decisions on the
forwarding or dropping of data packets during transmission.
In summary, nodes have autonomous capabilities in terms
of computation, switching, and communication. This
particular type is referred to be decentralized since the nodes
distributed throughout the system are not governed by a
central authority.

Neighbor Discovery: In a Mobile Ad hoc Network, each

node has the capability to identify its neighbouring nodes by
transmitting wireless signals. The primary principle
underlying the Mobile Ad hoc Network is the establishment
of direct communication links between neighbouring nodes.

Heterogeneity: A Mobile Ad hoc Network might be
comprised of nodes that exhibit diverse features. For
example, it can establish an ad hoc network among the
variety of devices like laptop, tablet, mobile phone, sensors,
and iPod, similar to the formation of a network among
multiple laptops.

The power source of all nodules in a Mobile Ad hoc
Network is batteries. In a similar network, nodes with
identical battery sizes are employed, whereas in a
heterogeneous MANET, nodes with varying battery sizes
are utilized. The reliable utilization of battery power for
node functions, including as transmission, acquisition, and
data processing, enables the conducting system to operate
for extended durations.

The phenomenon of dynamically changing topology occurs
when nodules autonomously prepare and assemble
themselves while in motion, resulting in a continuously
evolving geographic structure. Notwithstanding the ever-
changing topology, the nodules exhibit a notable capacity
for successful information transfer. The discovery of
dynamical topological modifications and adaptability in
MANETSs was made by Yang et al. (2006), marking one of
the earliest instances of such findings.

Seamless Interaction: A crucial need for the operation of
Mobile Ad hoc Networks is the provision of uninterrupted
communication among nodes once a link is established.
Maintaining seamless communication between devices
during node migration is indeed attainable.

The variability of cordless link capacity is a notable
characteristic.

The multitude of declines resulting from environmental
factors and degradation. The utilization of Orthogonal
Frequency Division Multiplexing (OFDM) is employed at
the physical layer of Mobile Ad hoc Networks.

Dispersed Operation: The absence of a backdrop network
for the central control of system processes necessitates,
dispersion of control among the nodes. In a Mobile Ad hoc
Network, it is vital for the nodes to engage in cooperative
behaviour and establish interactions among themselves.
Each node assumes the role of a relay when necessary,
facilitating the implementation of various functionalities
such as routing and security measures.

Multi-hop routing refers to the process in which a node
attempts to transmit data to other nodes that are beyond its
immediate communication range. In order to accomplish
this, the packet must be relayed through multiple
intermediary nodes.
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In a Mobile Ad hoc Network, each mobile node functions as
both a host and a router, operating independently.

Lightweight Terminals: In most cases, the nodes in a Mobile
Ad hoc Network (MANET) exhibit mobility and possess
limited CPU capacity, low power storage, and tiny memory
size.

The physical medium under consideration is the wireless
interaction medium, which is capable of being deployed at
many facilities with the requisite tools and ample resources.
According to the available literature, it is possible that
network access may not be subject to restrictions [2].

5. Manets Limitations

There is a current and anticipated demand for robust
impromptu networking technologies. However, this social
network technology, despite its remarkable adaptability,
still faces certain limitations.

5.1. Throughput Drops with More Hops

Nodes that are located within the same transmission range
has the capability to directly transmit data packets to one
another. In the context of data transmission, it is important
to note that when a node is required to transmit records to a
non-neighbouring node, the data packages must be relayed
through a series of intermediary nodes, -effectively
functioning as modems. This observation indicates a rise in
the diversity of jumps executed. The increase in the number
of jumps will lead to a rapid decrease in throughput. Node 2
may experience disruption in communication due to the
presence of node 3, hence rendering it non-active.
Consequently, as a result of the inclusion of supplementary
hops, a larger number of vacant nodules persist, thereby
reducing the overall throughput.

The decline in throughput is observed in conjunction with
the escalation of mobility.

The presence of highly mobile nodes is likely to lead to
increased costs due to frequent changes in network
structure. The increase in the volume of transmitted package
shipments can be attributed to the need for establishing
alternative routes following disruptions in the existing
transportation network. In practice, the routing table is
utilized by each node to store a comprehensive record of all
accessible destinations, together with the corresponding
number of hops required to reach each destination.
Enhancements in geographical factors will undoubtedly be
evident in the directorial framework. All updates made to
the transmitting table are disseminated to all other nodes in
the network. This imposes a greater financial burden on the
overall network. When the expenses are of a significant
magnitude (13), a smaller proportion of the budget is
allocated to the gear box of records, resulting in a decreased
throughput.

5.2. Delay

The concept of delay is associated with the standard interval
during which a package is in transit, spanning from its
departure from the source to its arrival at the destination. As
previously observed, it is necessary to provide continuous
occupation of the nodes for both packet transmission and
reception in order to enhance the network's throughput. As
a result, it may be inferred that the queue of each node
consistently remains occupied, leading to an extended
period of delay.

The Mobile Ad hoc Network, with its inherent dynamism
and adaptability, exhibits promising potential for military
applications. The system possesses the capability to surpass
conventional limitations of interactions by utilizing auto
relaying and self-healing/forming components. When
combined with the Airborne Communication Node (ACN)
concept, Mobile Ad hoc Networks have the potential to
provide the 3rd Generation Singapore Armed Forces (3G
SAF) with extensive communication coverage and
operational flexibility, particularly in low-tier planned
environments. In addition to aiding for conventional duties
of the SAF armed forces, Mobile Ad hoc Networks, due to
their lack of infrastructure, can also be effectively utilized
for increasingly important operations

such as Operations Other Than War (OOTWA), where the
ease of deployment is a primary concern.

In the commercial domain, advancements in Mobile Ad hoc
Networks continue to be ongoing. The integration of
advanced technologies, such as Multiple- Input Multiple-
Output (MIMO) and smart aerials, has the potential to
enhance the connectivity experience within a Mobile Ad
hoc Network. The process of trial and error is indeed crucial
in identifying, implementing, and integrating technologies
that can transform the SAF into a resilient 3G force.

6. Various Attacks in Manets

1. The black hole attack is an aggressive tactic whereby the
aggressor seeks to infiltrate the multicast forwarding
infrastructure, such as through the execution of a rushing
assault, in order to disrupt the transmission of information
packets within the multicast network. Subsequently, it fails
to retain a significant portion or the all of the data packets it
receives, instead of transmitting them to the subsequent
node along the designated route. This particular type of
incantation frequently results in a significantly low rate of
package dissemination.

2. In the case of an assault by a next-door neighbor, when a
packet is received, an intermediary node records its own
identification within the packet before transmitting it to the
subsequent node. The perpetrator surreptitiously forwarded
the package without including any form of identification
within the package. Generate a pair of nodules that are not
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closely connected in the communication network, but are
perceived as adjacent to one other (i.e., only one step away),
resulting in a disturbed pathway.

3. The phenomenon of jellyfish aggression involves the
initial intrusion of a jellyfish attacker into a multicast
transmitting team. Subsequently, it exhibits an excessive
delay in transmitting data packets for a certain duration prior
to their onward transmission. This leads to significant delays
in end-to-end communication, thereby compromising the
efficiency of real-time applications.

4. Wormhole attack: A malicious actor captures packets at a
certain location inside the system and subsequently
transmits them to a different location. The process of
directing can encounter challenges when the transmission of
control information is tunneled. The passage connecting two
collaborating individuals is commonly known as a
wormhole. Wormhole attacks pose significant risks to the
transmission methods employed in Mobile Ad hoc
Networks.

7. Conclusion

This study aims to compare various security devices in order
to evaluate their effectiveness in addressing system
complexities. The majority of previous and contemporary
systems have prioritized the provision of transmission
services without adequately considering high-level
surveillance and minimizing delays. The research study
instructions will primarily focus on the capabilities of
artificial neural networks (ANN) and the coordination
function of surrounding nodes in order to address the
challenges of secure communication and minimize
problems in mobile phone unplanned networks. This study
presents a comprehensive analysis of the limits and diverse
attack strategies in Mobile Ad hoc Networks.
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