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Abstract: DoS attacks are a major network security issue. The internet and computer networks are essential to our daily lives and
businesses. With our reliance on computers and communication networks, harmful actions have increased. Network hazards plague
modern communication. To keep networks running smoothly and users' data safe, network traffic flow must be monitored for malicious
activity and assaults. Denial-of-service (DoS) attacks aim to disrupt a network server, website, or web service. Computer networks and
services are vulnerable to DoS and DDoS attacks. Flooding may be the simplest DDoS assault. DDoS attacks transmit massive amounts
of useless data to a network or server. The study seeks to strengthen network infrastructures against various threats, maintain service
continuity, and secure the network. Denial-of-service (DoS) attacks prevent legitimate users from accessing and using information
systems and resources. Figure B shows DoS/DDoS attacks using ICMP, UDP, and the more prevalent TCP flood assaults. These strikes
must be detected and stopped immediately. Businesses and schools went online during COVID-19. Because so much data is created and
stored, traditional Machine Learning-based DoS/DDoS attack detection approaches are ineffective. This study uses SVM, MLP, and
LSTM algorithms for Deep Learning. The proposed Deep Learning model learns and builds binary and multiclass classification models
that can distinguish network attack activity from normal traffic. We look for outliers and attack signals in traffic patterns and data. Our
deep learning model is studied with accuracy and precision. In detection, the system checks for attack or regular network data. MLP
Algorithm helps this model discover items 97% of the time. LSVM ML classification compares the suggested system's performance.
This paper examines traffic behavior. This study also used traffic filtering to eliminate suspicious or attack-signature traffic. Next, we
limited traffic from specified sources and locations using rate-limiting. Python SCAPY and wireshark Sniffer in Linux OS capture
network packet data for analysis and repair. Compared wireshark with scapy packet capturing analysis and mitigation. This study
examines network DoS/DDoS assaults and their prevention. These approaches detect and mitigate flood-based DoS assaults to keep
systems functioning and networks safe. To keep up with DoS assaults and the threat landscape, you must continually studying and
developing new tactics.

Keywords: Classification, Dataset, MLP,NSL-KDD, Scapy, Wireshark,

commerce sites, banks, government agencies, and internet
service providers. Because of this, there is a pressing need
for more advanced ways to find and stop Do’s/DDoS

1. Introduction

Denial of Service (DoS) and Distributed Denial of Service

(DDoS) attacks are among the most significant threats to
the availability and integrity of computer networks
and services[35][3][38].The goal of these attacks is to
flood target systems with bad data, making them
inaccessible to real users. Understanding what Do’s/DDoS
attacks are and how they work is important for coming up
with effective ways to find them and stop them [39]. Do’s
attacks use weaknesses in the system or network
infrastructure of the target to use up all of its resources,
like bandwidth, speed, processing power, or memory [40].
DoS/DDoS attacks can have big effects, like losing money,
hurting your image, and stopping important services. These
attacks can hurt a wide range of businesses, such as e-
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attacks [1-41].The Global Connection has cut down on
journey times, but it has also made our systems more open
to attacks. We must protect our data [41]. Concerns about
network security can be put into the three groups. These
include illegal denial of service, lack of authenticity, and
loss of confidentiality. Figure A) below shows it. DoS
attacks come in many different forms; so many different
names for "embezzlement" have been made. One all-
encompassing name, "DDoS," suggests that the attack is
coming from many different places that have nothing to do
with each other. DoS attacks are the same thing as DDoS
attacks. Floods of ICMP (Ping), TCP-SYNCH, and UDP
are used in DDoS attacks [1-42], [27].
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A. ICMP Flood Assault:

ICMP flood is a type of DDoS attack that the attacker
sends too many ICMP echo requests or ping requests to a
target network server or website.

B. TCP-SYN Flood Assault:

This attack could affect every device attached to the
system that can connect to the internet. When a victim host
replies with a SYN-ACK, the attacker keeps sending a
series of SYN requests while ignoring the answer from the
victim host and sending a series of SYN requests from a
fake IP address. Every request from a reliable client leads
to a "deny of service" message. This method keeps a host
in state for fake half connections, leaving no resources for
new real connections. It is shown in Figure 1) & Figure 2)
below.

SYN Flood

How it works

TCP three-way handshake

(©) Client. _ SYN (S) Server (A) Attacker

O S

» ACK
3

Fig. 1. Picture before SYN Flood attack happens Fig. 2.
Picture after SYN Flood attack happens

C. UDP Flood Assault

UDP floods are a type of volumetric denial-of-service
(DDoS) attack that the attacker sends IP packets, including
User Datagram Protocol packets, to any specific or random
port on the target. It means that any request from a legit
user on the network will be dropped or take long time to

get authorized. Hence creating a denial of service on the
network. It's shown in the figure (3) below.

UDP Flood

How it works

49152
(A) Attacker

; Fﬁ Port: 49184 (D Port: 49152 ¥

t: 49166

packet
=l=
= ICMP *Destinatior 192.0.2.7 E‘Q

(U) Randorr

Fig. 3. UDP Flood attack happens Process
D. HTTP Flood attack

This exploit uses HTTP calls. The attacker sends the target
user with an HTTP request, which the target user then
runs.

Python Scapy introduction:

Python Scapy is a powerful tool and library for
manipulating packets that is built on Python. It lets you
make, send, receive(capture), and analyse the network
packets traffic at different levels of the network stack.
With Scapy, you can record and look at network data as it
happens. It lets you set up packet filters based on things
like source/destination IP, port, protocol, etc. Because of
this, it can be used to watch networks, fix bugs, and look at
security. Also, Wireshark is a well-known network
protocol analyser that lets you record, inspect, and analyse
network data.

2. Literature Review

Distributed Denial of Service (DDoS) attacks are a big
threat to network security, and machine learning is being
used more and more to find and stop them. Several studies
have come up with different ways to use machine learning
to spot DDoS attacks. Perez-Diaz et al. [1] came up with a
flexible SDN-based design that uses machine learning to
find and stop low-rate DDoS attacks. Phan and Park came
up with a new way to fight against DDoS attacks in an
SDN-based cloud environment by combining the hybrid
machine learning model and the eHIPF scheme [2]. Dong
and Sarem found the DDoS attack by using an updated
version of the K-Nearest Neighbours (KNN) method based
on Machine Learning (ML) [3]. Sambangi and Gondi used
machine learning to find DDoS attacks with the help of
multiple linear regressions [4].Basant Agarwal et al. [5]
found that a combination of entropy and SVM could be
used to find network abnormalitiess. AHAMED
ALJUHANI used ML and DL in this work to put different
types of DDoS attacks into groups. [6]. In terms of
Precision, Recall, F1-score, and Accuracy (98.34%),
YUANYUAN WEI et al.'s [7] model does better than
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others. Marwane Zekri and his team [8] made a DDoS
detection system based on a decision tree and C4.5. C4.5
was more accurate than other machine learning methods.
ML and NN algorithms were used by Shreeekhand
Wankhede et al. [9]. MLP & RF recognise datasets as
benign or dos attacks. In their deep learning-based DDoS
detection method, Xiaoyong et al. [10] found that
DeepDefense's error rate went down by 39.69%.
Mohammad Tayyab and his colleagues [11] made an IDS
that uses machine learning to spot DoS and DDoS attacks.
Ensemble learning and design that worked together also
did their jobs. Mehdi et al. [12] used a GA and an ANN to
spot a DDoS attack reliably and without doubt. Baojun et
al. [13] made an Online DDoS tracking system that uses
machine learning to find attacks in progress. It is based on
spark streaming. We looked at Naive Bayes, Logistic
Regression, and Decision Tree. Ahmad Riza'ainYuso and
his colleagues [14] made a method for choosing features to
improve intrusion detection systems.Obaid et al. [15]
showed how J48, RF, SVM, and KNN can be used in an
SDN network to find and stop DDoS attacks. Training and
testing went well for J48. Pourya et al. [16] used a
statistical method to find and describe DDoS attacks, and
they found that C2DF is faster and more accurate than
previous models. OMer ASLAN tried out many classifiers
to tell the difference between DDoS activity and normal
traffic and found that the method he suggested was the best
[17]. Suman Nandi et al. (18) found that their combination
method was better at spotting DDoS attacks than other
methods. The visualisations in this study look at
multidimensional data patterns, while Chunyuan WU et al.
[19] looked at DDoS attacks. It helps track down DDoS
attacks.Dos/DDaoS attacks can be found by Francisco Sales
de Lima Filho et al.'s [20] online smart detection system. A
random forest tree method sorts network data into different
groups and makes DR, FAR, and PREC better. Mateusz
Kozlowski et al. [21] used UDP DDoS attacks to attack
machine learning models with very high accuracy in
traditional tests. Yuan Tao et al. Flooding DDoS attacks in
local area networks were found using a method that doesn't
need storage for packet processing or computer power in
the router[22]. In this study by Subhashini Peneti et al.
[23], he uses feature selection to make an intrusion-based
system that works well. Getting rid of features makes IDS
faster and uses less memory. Yalda Khosroshahi et al. [24]
Use the trial dataset to test the classifier. With 0.98
precision, the model can find problems with Android
devices. Bao Cui-Mei et al. came up with the idea of a
hierarchical SVM-based attack detection system. [25]
Using the suggested method, new attacks that haven't been
seen before can be found at the first level. TaeshikShon et
al. [26] say that our Enhanced SVM method was made to
find and classify new attacks in network traffic.
G.SankaraRao et al. [27] came up with a plan for a method
to find DoS/DDoS attacks in networks. DoS (Denial of

Service) and DDoS (Distributed Denial of Service) attacks
are very dangerous to network security because they stop
services from working and cost money [32]. With the rise
of new technologies like the Internet of Things (loT) and
Software-Defined Networking (SDN), DDoS attacks have
more ways to get in. This means that we need better ways
to find them and stop them [29]. There have been many
ideas in the writings about how to deal with the problems
that DoS and DDoS attacks cause. Software-Defined
Networking (SDN) is an approach that could help find and
stop DoS attacks [28]. SDN provides a scalable and
flexible design that can be optimised for the 10T ecosystem
[28]. By using SDN, it is possible to find and stop DoS
threats as soon as they happen [29]. Galeano-Brajones et
al. [28] came up with an experimental way to find DoS and
DDoS attacks and stop them in loT-based stateful SDN.
Their plan showed that SDN is a good way to find and stop
these kinds of threats. A lot of people have also used
machine learning to find DoS and DDoS attacks. The
quality of the samples used to train these methods is
important [30]. [30] did a thorough study of the literature
and found problems with the data sets that can be used to
find DDoS attacks on Vehicular Ad hoc NETwork
(VANET) systems. They talked about how accurate
spotting of DDoS attacks in VANETS needs datasets that
are representative and real-world. Aside from machine
learning, other methods of data mining have also been used
to find DDoS attacks.Abubakar et al. [31] used data mining
techniques, like decision trees and K-nearest neighbour
algorithms, to make it easier and more accurate to identify
DDoS attacks. Their research showed that data mining
methods can be used to find DDoS attacks. Block chain
technology has also been looked at as a way to find DDoS
attacks and stop them. Chaganti et al. [29] talked about
how blockchain can help stop DDoS attacks. They talked
about the benefits of parties working together to find and
stop DDoS attacks using blockchain technology. There
have also been ideas for detecting and stopping DDoS
attacks that are based on deep learning. Bousalem et al.
[34] showed a way to find and stop DDoS attacks in 5G
and other mobile networks by using deep learning. Their
method was based on machine learning modules and
showed how deep learning can be used to find and stop
DDosS attacks.DoS and DDoS attacks have also been found
using other methods, such as intrusion detection systems
(IDSs) and anomaly detection. Using a backpropagation
neural network, Khandelwal et al. [33] came up with a way
to find DoS attacks. They talked about different queuing
methods and how well they protect against DoS attacks.

Neural networks are suggested for classifying DDoS attack
s.Selecting and preparing a representative DDoS assault da
taset and creating a sequential neural network model for m
ulticlass classification are their main goals.Artificial intelli
gence is crucial to DDoS detection and classification, accor
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ding to the report.[35].Rasheed et al. offer a machine learni
ng classification technique for denial of service attack dete
ction.The authors create a machine learningbased network
traffic classification and DoS attack detection system.They
compare machine learning classifier results to assess syste
m performance.The research examines machine learning's
DosS detection capabilities.[36].M. Alkasassbeh and collea
gues found that data mining techniques might be used to de
tect distributed denial of service attacks [37].Another work
by Bonguet & Bellaiche (2017) analyzes cloud computing
DoS and DDoS attacks and defenses.The authors investigat
e cloud computing attacks like XML-DoS and HTTP-DoS.
They also study attack detection
and mitigation methods.DoS and DDoS attacks in cloud s
ystems are changing, and this survey paper discusses defen
se options[38].DoriguzziCorin et al. (2020) present a viabl
e deep learning solution, Bonguet & Bellaiche (2017) exa
mine cloud computing assaults and defenses, and Hefeeda
& Habib (2011) detect DoS attacks in QoSenabled network
s.These publications can help researchers and practitioners
understand DoS and DDoS detection and mitigation metho
ds.[39].Hefeeda & Habib (2011) also explore QoSenabled
network DoS attack and service violation detection.The aut
hors examine various DoS attacks and literature-

based defenses. They emphasize  the  relevance
of QoS in detecting and mitigating DoS attacks and descri
be detection methods and algorithms.[40].B. Hari Krishna
et al. detected intrusions using Soft VVoting Classifier for N
etwork Security Enhancement [41]. In short, the study of
the literature shows that different methods have been
suggested for finding and stopping DoS and DDoS attacks
in networks and security. These methods include SDN,
machine learning, data mining, bitcoin, deep learning, and
intrusion detection systems. Each method has its own pros
and cons, and more study is needed to find ways to find
and stop DoS and DDoS attacks that are more reliable and
effective. Each way to find and stop an attack has its own
strengths and weaknesses. Some of the gaps in study are:
1.Improved detection methods: Current methods may not
be able to find DoS/DDoS threats correctly. Explore the
latest developments in machine learning, data mining, and
artificial intelligence to make detection algorithms that can
find new and rising attacks. 2. Strategies for stopping
unknown attacks: Traditional methods rely heavily on
signature-based detection, which makes them open to zero-
day attacks or attacks that don't follow any known patterns.
To lessen the effects of DoS/DDoS attacks, it's important
to come up with proactive and flexible defences that can
react to unknown attacks in real time [1-42].

3. Dataset Description

The NSL-KDD Dataset is used in this proposed method.
Table 3.1) shows that the dataset has 42 features, 494021
records, and is 50MB in size. The KDD Cup 1999 dataset

is updated to  makethe NSL-KDD dataset. It has
information about network activity, including DoS attacks
and other types of attacks. It is often used to test systems
that look for intrusions. Linear SVC and Multilayer
perceptron algorithms MLP were used to train the
suggested model. The information includes the length of
each packet, the type of protocol used, the duration,
service, and a label that says "Class" etc.

15| Su Attempted 29| Same Sry Rate
1 | Duration

16 | NumRoot 30 | Diff Sry Rate
2 | Protocol Type

17 | MumFile Creations | 31 | Sry Diff HostRate
3 | Service

18] Nuln Shells 32 | DstHost Count
4 | Flag

19| Num Access Files 33 | Dst Host Sry Count
5 | Si; Bytes

20| Num Outbound Cmds | 34 | Dst Host Same Sry Rate
6 | DsfBytes

21| Is Hot Logins 35 | Dst Host Diff Sry Rate
7 | Land

22 | Is Guest Login 36 | Dst Host Same Src Port Rate
8 | Wrong Fragment

23| Count 37 | Dst Host Sry Diff Host Rate
9 | Urgent

24| Sry Count 38 | Dst Host Seror Rate
10| Hot

25| Serror Rate 39 | Dst Host Sry Serror Rate
11| Num Failed Logins

26| Srv Serror Rate 40 | Dst Host Refror Rate
12 | Loggedin

27| Reror Rate 41| Dst Host Sry Rerror Rate
13 | Num Compromised

28| Sry Rerror Rate 42 | Class
14 | Root Shell

Table 3.1. NSL-KDD datasetits 42 features

4. Methodology

Below Figure 4.1 shows how | plan to do the work for this
study. And the steps are as follows: The suggested system
can tell if arrived traffic is DOS or harmless. Table 4.1)
shows how well the detections were made. Proposed
Framework-1 for Detection of DoS/DDoSAttackis shown
in below figure 4.1).

DoS / DDoS Attack Detection Framework

4.1. Experiment#1:

N |—3 Algorithms
NSL-KDD dataset Pre-Processing Split /’Tl'am Applied
[or] Realtime [Normalization, | °| Dataset Data
data collected Feature Selection ] [LSVM,MLP,
from wireshark LSTM]
tool or hping3 tool v
Test N
Data Train the
Model
Normal .
Traffic Traffic cla.sii(iration || Model e— 5:.’:::"“
;8\: En?lu'.jtlon of 4§ Prediction Model
ceuracy

Fig. 4. Proposed Framework for DoS/DDoS attack
Detection in network
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Proposed Methodology Experiment #1
Experiment #1 Steps:

This novel detection framework for dos attack detection
based on Deep Learning Techniques includes four steps:

Step 4.1:Dataset Collection

To get the network data flow, we use the NSL-KDD
benchmark dataset, or real-time data from the Wireshark
tool or the Hping3 tool. NSL-KDD is a suggested data
collection that would fix some of the problems with the
KDD'99 data set. Hping3 is a network tool that can send
custom ICMP/UDP/TCP packets and show target answers,
just like ping does with ICMP replies

Step 4.2: Data Pre-Processing:

In this step, the original data format is changed and the
data values are normalised. For the DL model to work
better, it needs to turn its category data into binary data. In
this way of handling the data, the steps used are cleaning
the Data, Normalising the Data, and Choosing the
Features. In the step of pre-processing the data, the data
must first be cleaned and normalised. After that, the data
can be pre-processed. During pre-processing, records from
the dump area or the real world that are noisy, unreliable,
fragmented, missing values, numeric, or not numeric must
be cleaned up. The data normalisation method is used to
make a new data vector with numbers that fall within a
certain range, such as scaling values between 0 and 1.
Normalisation can be done in many ways, such as min-
max, z-score, and decimal scale. Figure 5 screens shows
the Normalisation process that has been done.

[17] # selecting numeric attributes/columns from dataset
numeric_col = data.select dtypes(include="number').columns
numeric_col

~ [20] # using standard scaler/z-score for normalizing
std_scaler - StandardScaler()
def normalization(df,col):
for i in col:
arr = df[i]
arr - np.array(arr)
df[i] = std_scaler.fit_transform(arr.reshape(len(arr),1))
return df

v [21] # calling the normalization() function
data - normalization(data.copy(),numeric_col) #normalization converts

¥ [22] # data after normalization
= data.head()

" [2] # data after nornelization

data.head| |

duration protocol type service flag src_byfes dstbytes  land wrong_fragment urgent hot 1. dst_host srv_count dst,

001049 ip fpdda SFDO0TETY -DOM4HS 0014089 08486 0007736 008078 {51880

1 004 wp oher SF D077 -D004HY 0014080 08485 0007736 0085078 036688
2 1049 b opae S0 Q00772 -DO04HS 0014080 08485 0007736 008078 509857
3 10 kp fp SF D007 0002891 004089 0885 0007736 008078 1258704

4 104 t hp SF L0077 D004 004009 00436 0007736 D0%0T 1250754

Fig. 5. Code snippets for Normalization of dataset

Next step is Extracting Features done by using Pearson
correlation coefficient (take strongly correlated features
thatit has more than 0.5 as shown in below code snippet
Figure 6).

[53] # finding the attributes which have more than 8.5 correlation
corr= numeric_bin.corr() # numeric_bin is Dataset which has i
corr_y = abs(corr["intrusion’])
highest corr = corr y[corr y 38.5]
highest_corr.sort_values(ascending=True)

count 0.576444
srv_serror_rate 0.648289
serror_rate 9.650652
dst_host_serror_rate 0.651842
dst_host_srv_serror_rate  ©.654985
logged in 9.690171
dst_host_same_srv_rate 9.693803
dst_host_srv_count 0.722535
same_srv_rate 8.751913
intrusion 1.260009

Fig. 6. Code snippet for Pearson correlation

Next Pie Chart distribution of dataset with normal,
abnormal values of last/target column [label columnlin
dataset is shown in below code snippet and in Figure?7)

Y [40] 4 ple chart distribution of nornal and abnorwal Labels
ot fignelfigszee(s9)
plt.pie(nin data.lael.value counts(), labels=bin deta. Label.unique( ) autoct="40. 175 |
plt.title("Pis chart distribution of nomal and aonomal laels of ditaset’)
ot Jegend )
plt.shou)

Pie chart distribution of normal and abnormal labels of dataset

m— normal
normal m—— abnormal

Fig. 7. Pie Chart distribution of dataset with normal,
abnormal network traffic

Step 4.3: Training Data:

Then, divide the collected data into train data and test data.
LSVM, MLP, and LSTM Deep Learning methods can be
used to train the model with the train data.

Step 4.4:Testing:

After the pre-processing and training steps (STEPS 4.2 and
4.3), the test data should be used to check how well the
MLP and LSTM models can classify. For example, if the
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accuracy rate met the training requirement, the training
would stop. If not, the model would restart the training step
(STEP 4.3).

Step 4.5:Evaluation of Accuracy:

This step is used to judge how well the model did after it
was trained. Metrics for review usually include the rate of
accuracy, the rate of detection, and the rate of false alarms.

Step 4.6:Prediction:

Finally this Model classifies the netework traffic as a
normal type or attack type traffic.

Metrics used for classification performance evaluation:

In this study, Below Performance evaluation Metrics [27],
which are shown in Figure 8), are used to measure how
well the suggested model works.

[rulsv+ frulep

[rilsv + TruNeg + FisPsv + FlsNeg

Accuracy

TruPsy
Precision= —'}
TruPsv+ FlsPsy
TriPyy
Recall =

Trulsv + FlsNeg

2# precision® recall
I = Seore = I

precision+ recall

Fig. 8. Performance Metrics for Model Evaluation
Experiment#1 RESULTS:
A) LSVM (Linear Support Vector Machine) Model:

" [125] y_pred = lsvm.predict(X_test) # predicting target attribute on testing dataset
ac = accuracy score(y test, y_pred)*100 # caleulating accuracy of predicted data
print("LsWM-Classifier Binary Set-Accuracy is ", ac)

LSVM-Classifier Binary Set-Accuracy if 96.694508496B5655

[ [127]  elassification report
print(elassification_report(y_test, v pred,target_names=lel_classes ))

precision  recall fl-score  support

abnormal 8.97 8.9 8.9 14728
normal 8.96 8.97 8.97 16774
accuracy 8.97 31454
macre avg 8,97 8,97 8,97 31494
weighted avg 8.97 8.97 8.97 31494

Fig. 9. Linear SVM for binary Classification Result

B) MLP(Multi-Layer Perceptron) Model:

/18] # splitting the dataset 75% for training and 25 testing
X train, X test, y frain, y test = train test split(XY, test size=D.25, random state=4)

/" 190] nlp = Sequential) # creating nodel Layer by Lajer

mlp.compile(loss="binary_crossentropy’, optimizer='adam’', metrics=['accuracy’])i

¥ [92] mlp.summary()#summary of model layers

Model: “sequential 1"

Layer (type) Output Shape Param #
dense_2 (Dense) (None, 5@) 4768
dense_3 (Dense) (None, 1) 51

Total params: 4,751
Trainable params: 4,751
Non-trainable params: @

Fig. 10. Multilayer Perceptron Training Result

[71] # defining loss function, optimizer, metrics and then compiling model
nlp.compile(loss="binary_crossentropy’, optimizer='adam’, metrics=[accuracy'])

° ¥ predicting target attribute on testing dataset
test_results = nlp.evaluate(X test, y test, verbose=1)
print(f'Test results - Loss: {test results[8]} - Accuracy: {test results[1]*100}')

985/985 [==============================] - J5 Ins/step - loss: 0.0648 - accuracy: 0.9781
Test results - Loss: ,06479588150978088 - Accuracy: 97.80592918395996

Fig. 11. Multilayer Perceptron (Model Evaluation) Result

© * Flot of accuracy ve epoch
plt.plot{history.history[ "acc
plt.plat{histary.hi “va
le("Plot of

. lee='bost®)nThe attribute Loc in legend() is used to specify the locatif
e-mbests (upper 1aft)
snd plots/mlp plot')

Fig 12. Plot of accuracy vs. epoch on train and test data
with MLP model
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tory.history[ 'va o

¢ n', 'test'], loc='best')
.= 1g( /content/drive/MyDrive/models and plots/mlp_binary loss.png’)
show()

Flot of loss vs epoch for rain and test dataset

064 | wain
st

[ 0 a0 @ 0 100

ALGORITHM USED

Prediction Accuracy,
If NSL-KDD
Dataset used

LsvC 96.69%
LSTM 87.64%
Multi Layer 97.80%
Perceptron

p—

Fig. 13. Plot of loss vs. epoch on train and test data with
MLP model

C) LSTM(Long Short Term Memory) Model:

' & PROJECT WORK
File Edit View Insert Runtime Tools Help Allchanges saved
_ + Code + Text
™ cooe
=} bin_gsta - pa.rese_cs sata.csv')
X = bin_data. target sttriout t-enca &
) ¥ = bin_datar
X_train, x_test, rancos_state=az)
] mogel » Sequentisl()
model.add (LSTH(units=5e, input_shape=(X_train.chape[1], 1), activat
mode1.add (Bense (unitsal, activationssignoid')y
>
est, y_pred)
= 5171cation_report(y_test, y_pred)
@ cy:n, accuracy
File Edit View Insert Runtime Tools Help Allchanges saved
+ Code + Text
STM CoDE
=% bin_data = pd.resd_csv(’
X - bin_data. £ t-enced e
,X} ¥ = bin_data[
x_train, x_test, y_train, y_test - train_test_split(x, v, test_size-o.2s, random_state=az)
B model - sequential() # Creating the LSTH model
mode).add (LSTH(unitz=50, input_shape-(x_train.shape[1], 1), sctivat
MoOGe1.300(DENEE(UNITS=1, ACTIVATIONS"51N010°))
y_pred_probs = mo X_test.shape(1], 1)
N y_pred = (y_pred.
re(y_test, y_pred)
= = classification_report(y_test, y_pred)
acy
0,623

=] - 165 98Gms/step - loss: ©.6211 - accuracy: ©.8764 - v

175 1s/step - loss: 8.6206 - accuracy: 8.8764

Model: "sequential 1"

Layer (type) Output Shape Param #
Istm (LSTM) (None, 50) 10409
dense_2 (Dense) (None, 1) 51

Total params: 10,451
Trainable params: 10,451
Non-trainable params: @

Table 4.1) Detection Accuracy Results Comparison with

different Algorithms
Accuracy Graph
98
96 -
94 -
92 +
90 -
88
LsvM LsTM MLP

Fig. 15. LSTM output screens

Fig. 16. Accuracy Graph for LSVM, LSTM, MLP
Algorithms

5. Experiment#1 Results Discussion:

ML and DL classification methods are used to compare the
performance of the proposed system. The results of how
well Machine Learning LSVM and Deep Learning MLP,
LSTM models can predict a DOS/DDOS attack are shown
in Table 4.1). Figure 9) shows the efficiency of the Linear
SVM model for classification. Figures 10), 11), 12), 13),
14), and 15) shows the evaluation results for the Deep
Learning Models such as Multi-Layer Perceptron (MLP)
model and the LSTM (Long Short-Term Memory) Model.
Figure 16) is a graph that shows how accurate the LSVM,
MLP, and LSTM models are. In the next section we will
discuss dos/ddos attack mitigation techniques.

DoS/DDoS Attack Mitigation Approaches

In this section, we elaborated the approaches employed for
mitigating DoS/DDoS  attacks.  Traffic  filtering
mechanisms were implemented in order to prohibit or
restrict the flow of traffic originating from sources that are
deemed questionable. Additionally, a rate-limiting strategy
was employed to impose restrictions on the influx of
packet traffic from particular sources or towards specific
destinations in network.

The network has been safeguarded to some extent against
DoS/DDoS assaults through the implementation of the
following methods:
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1)The configuration of firewall rules to restrict access from
IP addresses which exhibiting suspicious behaviour in
network.

2)The second approach involves implementing a Rate
Limiter mechanism to restrict the quantity of IP Requests
that can be transmitted within a specific time frame to
destination.

One possible solution for TCP/UP/ICMP Flood is blocking
IPs that sends too many packet requests to Target server.
The plan for the framework is shown in Figure 17). And
the steps are as follows: The suggested system reduces the
impact of DoS and DDoS attacks on networks.

EXPERIMENT #1:Mitigation Methodology :

Framework for DoS/DDoS Attack Mitigation using
Firewall Rules-set configuration Approach:

We created a defense script in Python that use Scapy
functionalities on Linux Server, this script count the
number of ICMP packets for each IP that sent packets to
Server for a specified time, after getting count it is
compared with our threshold/limit value for each IP and if
number of packets are greater than limit, defense script
will ban IP (introduces a DROP rule in iptables). The
Proposed Framework is depicted in below Figure 17).For
this attack we will use these three steps to implement the
methodology

The Wireshark utility is a monitoring tool that allows for
the observation of packets flow

being transmitted and received between an Attacker PC
and a Target Server PC.

The Scapy tool is utilized on the client side, specifically by
the attacker, to generate ICMP packets containing the IP
address of the victim. These packets are subsequently
flooded to the target server.The proposed solution entails
the development of a defensive mechanism script in the

Python programming language, by utilizing the Scapy
Tool. This script will be implemented on a server side and
its purpose will be to identify and subsequently block or
ban suspicious IP address if it detects an excessive number
of requests originating from said IP address.

Server Side [ Terget-PC/Victim-PC |
W Clizet Side] Attacker-2C ]
Defeese Scrpt Midde Layer
Attacker Sets Target [P, Target
PORT . and smmoent of tine to
attack the Torset servr cn network

Byusing python SNIFF ) function,Server Machine is Snifing
ICasturing the TCHUDAICMP packetssent by Attacler fora speciied —
time period with below code segment

from scapy.all import * Stat Wk
Tocl o Moo tcker Cretes Cras the buge 50 of

iff| iface="wio 850", o= andler, =10, fiter="emg" ¢ Dack
S| fzce="wiptssr, o [.mlw e, tmeout=10, iter="emo" | e Dot Flow P
¥

l o Atacker it he Taret e i Pron
\ o Taget 2C -
Take: Blank python Dictionary & while saiffing do paclet anclysis malea v otk SCAPY st

comtof each Unique P adress and s requests made fomatiaclersto | | — | poe
victim p, apd store this count of each IPinto the dictionary
= Anacker leratiely seod e packetsto
Now herate throngh each IP & s occurence count and check for cach IP Tezget Server using SCAPYIP( ) finction
couet, § cout cxceeds than tie assumed freshold /fmit vloe=10 per

i, § comt sxeeeds meams DoS atack detected, st pig checkto swvee

uing  <pag farze . reply comes bte orsosegy from scapy.all import *
- fori n sanaef1000)
[Mm[;&&mfﬁmﬂr\fdﬁ;ﬂh‘hﬁnhﬁ“ﬁhm :

Then Blok Ban ta ke of s P ses freval packet= P (src="soree. i, dsr="192.168.100.17/ “Helo™

DPlitksnies toiize DoSimpart co wiveck | )

“05TSTEItables-4 INPUT - % DROP" %" ! ;

Nor check e s et s il L chop L v

ks mzmidtdhﬁu s ke Mk s
e Do Arack

Potetl iization of fondes-besed Do
stk i done i s s i my sppenach -

Fig. 17. Proposed Novel Framework for mitigating
DoS/DDoS Attack impact

EXPERIMENT#1 STEPS for Attack Mitigation:

The proposed framework-1 for mitigation of flooding
based dos/ddos attack impact steps are as follows. First run
Linux Terminal on Attacker PC and open Python Scapy
tool as Super user.

$ sudo scapy
Attacker(client)Side Steps:

Step 1: Attacker sets the Target IP, Target PORT, and
amount of time to hit the Target server on the network.

Step 2: The next step is for the attacker to make a huge
number of IP/ICMP packets with a unique message and hit
the target server using a Python SCAPY script.

Step 3: Using the below code, an attacker sends a flood of
large packets to hit the target server using the SCAPY IP ()
method.

from scapy.all import *
for i in range(1000):
{

packet = IP (src="source_ ip", dst="192.168.100.1") /
"Hello*

send(packet)

}

It means that the attack is started by the attacker(client).
Figure 18) shows the script / code snippet that the attacker
used to launch the DOS/DDOS attack.
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#00S - ATTACK- LAUNCHER(at tacker) . py

]
LS )
7 8
E

smust check network performance with Shtop command and in wireshark packets flow

sat command prompt type
25y then

#CLIENT SIDE SCAPY SCRIPT TO LAUNCH DOS ATTACK
#sudo scapy

on scapy.all inport *
#127.0.0.1 1p will be acts as ATTACKER machine

& nrget/oesnnatton IP address to ATTACK
destination_ip = #my target machine To Perform ,
#destination_tp = 45 60.79.51

#destination_ip = "157.240.16.35"

# Nunber of packets to send
#ilnurn_packets = 10

e Loop iteratively to send multiple ICMP packets

. #for L tn range(nun_packets):
while T
% Craft/create an THP packet with 3 custon nessage and send Lt to the server
packet = IP(src: st=destination_ip) / ICMP() / "Hell
send(packet)

print(“Sent %d packets to destination IP ¥s" X (nun_packets, destination_ip))

Fig. 18. Attacker’s Python Script attack.py to iniate DoS
attack

In Next step, on Attacker's computer, open another Linux
Terminal and open the wireshark tool as Super user wth
cmd

$ sudo wireshark

This tool was used to keep an eye on the packets flow
analysis moving from the attacker's computer to the target's
computer via the selected network interface. It's shown in
the figure below 19)

£
L

168.1.64
157.240.16
57 300 1¢

172.108.1.08
157,240.16.35

e
- F
r\
ol
B
B
n
R

Fig. 19. packets flow between attacker and Target PC, its
observation by using wireshark Tool.

Server Sider Steps
Server)):

i.e ( Target Server (Victim

Open Another Linux Terminal, run cmd
$sudo python Dekstop/defense.py
Defense Script at Server Side steps are described below:

Step 1:Using the python SNIFF () function, the target
server is sniffing and capturing any attacker's(client’s)
TCP/UDP/ICMP messages so they can be analyzed. The
below code shows how to do this.

from scapy.all import *

sniff(iface=""wlp18s0"’, prn=packet_handler,
timeout=10, filter="icmp or udp or tcp”)

Step 2: while listening ,packet_handler() function activated
and look at the each packet, Here take a blank Python
dictionary and keep track of how many times each unique
IP address made an IP request from each attacker(source)
to hit the Target computer. Then, store this count values
for each IP into the dictionary ip_counts[ ].

Step 3: Now, lterate through each attacker(source) IP
address and the number of times it has been requested to
hit the target. For each IP address, check to see if its
requests count is exceeds than the supposed threshold or
limit value of 10reqeusts allowed per minute. If it is
crossed that means a DoS attack has been found. Store
these attackers' |IP addresses into a text file
attackerslPsfilel.txt and later open this text file to see
suspicious/attackers ip addresses, which are blocked to
prevent further Damage.

Step 4: Then Generate &trigger Dos Attack Email Alert
Signal to Victim User.

Step 5: Then, it uses firewall IP-Tables rules to block or
ban those suspicious IPs if it thinks it is getting too many
requests from that suspected IPs. This is done to reduce the
effect of DoS on the network using “os.system("iptables -
A INPUT -s %s -j DROP" % ip)”command. Now check
iptables rules at target using #iptables —L cmd ,drop rules
are added&visible in iptables table.

Step 6: Potential mitigation of flooding-based DoS attack
is done in this style using my approach.

The Code snippet(Defense Script) used at the server is
deplcted in below figure 20)

[#005 - DEFESER- AT - SERVER. py

R S1ie)os Gereice SiRint
1y du #ptables --flush , then check tnternet 1z contng or not to send the Ratl by progran ,then run this progren
coding: ut

Jusr[binfenv python

r stortng 1P addresses
th ¢ to store unique TP addresse Y+ "t

o set Up your ematl credentials and server infornation:
Enatl and password of the sender
g

CREINOUis" ¥ ¥ou: ok ckanl GAAL SRR MY

smt, natl
Sntpoport = 587 # Replace with the appropriste SNTP port for your

all provider (e.g., 587 for TLS, 465 for SSL)

# Create the message object:
sub. ALERTI!1 DoS Atta

TP
3 Son VL8 emcrsptionCae” asi() for, SSLimvcrRELoR)

ur enatl account
L1, sende

nder_enall, 'shankar.g.p510ggnail.con’, message.as_string())

) # Add f-string to display the error message correctly
raatiy:

@ Close the comectton

server.quit
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EXPERIMENT #1Results:

Terminal

# This function captures the IP packets sent by client and extracts source I, Destination IP information

# in that sniffed IP packet , once Check if the our TARGET IP atches a given specific IP
if p ‘ "157.240,16.35"
er.src #then extract corresponding SourceIp

PER3#
PER3H python AUNCHER-CLIENT-ATTACKER, py

priat 8, dst_19))
o default route’
# Record/store that ATTACKER IP address into the file
with op ) as file packets
® jpdate each 'Unique TP address occurrence count' into the dictionary se packets
_1p] = lp_count.get(src_tp, 8) +
® packets for a linited tine , packets flowing through given network interface wlp1dse J packets
9", pra=packet | , filter="tcnp")
ho",'pr=packet_h 8, filter="icnp")
C e packets
_count . Ltens()
packets
sende
count 2 f each 1P occurence count exceeds the assuned

print("Banning Attack N o t A
theshold value ,then Block that 1P using IPTables (IPvd) packets
' Y

P
also modify firewall rules to block that Attacker 1

% ip

ackets
%) packe

# For IPv6:
# 0s.systen(*ip6tables -A INPUT - %s -3 DROP" % ip) 3 packets

Fig. 21. Client (Attacker) Side Script to Launch the DoS
. Attack

# for Ipvé:

tlse
print("al

Hiptables -L

fat the end
ot iptables -flush

i # 05, systen("{ptables A INPUT +5 s +§ OROP" X 1p)

Fig. 20. Server side (Defense script ) Code snippet
defence.py

m Attacker
Attacker

We can open iptables on Server PC and we can see that it
have DROP rule added for Victim IP packets , just check ]
with command ;. h Artacker 1

$ sudo iptables —L

Now we sent ping request to Victim Server PC from ; feiea Adtocke A AR e v s

li Victim PC f ification: . . . .
command line on Victim PC for verification Fig. 22. Target(victim) Server Side Defense Script to

$ ping 142.250.197.93 detect and Ban the Suspicious IPs

ALERTHI Dos Attack occured on the Target IP 1 - shankar.g.p510@gmail.com - Gmall — Mozilla Firefox (Private Browsing)

If no responses from Target Server ,it means that the DoS
Attack succeeds!

There are some configurations to make here in the above
Defense script: defense.py

-dst_ip should be set to our target server's IP address in the
packet_handler variable dst_ip.

-iface stands for "currently using network interface™ in the
sniff function. Terminal

root@shankar-Inspiron-N5010: /home/shankar
ankar-Inspilron-N5010:/home/shankar# iptables -L
Chain INPUT (policy ACCEPT)
atttarget prot opt source destination
all -- localhost anywhere

- In the sniff () method, alsothe variable timeout sets a
limit on how long it takes to count how many packets each
attacker IP sends to hit the target.

Chain FORWARD (policy ACCEPT)
ttarget prot opt source destination
SROP all localhost anywhere

hain OUTPUT (policy ACCEPT)
et prot opt source destination
al localho anywhere
home/shankar# ping 127.0.0.1
(84) bytes of data.
permitted
operation permitted
operation permitted
operation not permitted
operation permitted
operation permitted
operation not permitted
Operation permitted
Operation not permitted

- In the sniff function, the variable filter tells the script
what kind of packets to count (in our case, TCP, UDP, or
ICMP).

-In this script we set a limit of 15IP/ICMP packets in 10
seconds from the same IP.

127.0.0.1 ping statistics
9 packets transmitted, 0 received, 100% packet , time 8168ms

&
ks )
]
L
=
=

root@shankar-Inspiron-N5010:/home/shankar# il

ig. 24. Drop Rule added in firewall rules , and #ping
TargetlP command showing rejection of request

T

-Also configure the Gmail to Trigger Email alert signal to
victim user.
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Hmm. We're having trouble
finding that site.

E[EEFIET

Fig.25. victim user unable to access internet connection
after blocking its IPAddress

System Monitor

10.6 KiB/s Ay Sondine 1.3 KiB/s
a.5min 190.6 KiB

Total Sent

& Feceiving
» U

Fig 25.1) Network performance during DoSattack perform

DOS-LM-WORKING-4

B

¥Home PAPER3-KEPT-CODES DOS-LM-WORKING-4

FINAL PAPE|

® Recent
= P e :
=i FINAL PAPER-3 attackerlPsFile1.txt  a
[m Desktop OUTPUTS TO KEEP

Fig. 26. Attackers-IPAddreses listed in this text file
Experiment#1Results Discussion:

Client (Attacker) Side Script is used to Launch the DoS
Attack is depicted in above Figure 21)

packets flow between attacker and Target PC, its
monitoring by using wireshark Tool is depicted in above
Figure 19) ,Target(victim)Server Side Defense Script is
used to detect and Ban the Suspicious IPs is depicted in
above Figure 22),Then Generated attack email alert signal
to victim user is depicted in Figure 23),Drop Rule added in
firewall rules and #ping Target command showing
rejection of requests is shown in Figure 24), once attack
success victim user unable to access internet connection
after blocking its IP, it is shown in Figure 25).Figure 25.1)
shows the cpu utilization and memory consumption
,network performance during attack. The spikes are visible
during the attack but before attack these spikes were linear.
Attackers-IP Addreses(Blocked IPaddresses)are listed in
this text file and open it to see all the suspicious ip
addresses it is shown in above figure 26).The effects of this
Experiment#1 script is to stop flooding-based DOS/DDOS
attacks are shown in the above figures 21-27 above. So,
the suggested method of setting up firewall rules with the
assumed threshold can successfully reduce the impact of
DoS/DDoS attacks on networks. This reduction helps
protect networks from attacks to reduce the further damage
and makes the networks safer and more secure.

EXPERIMENT#2 :

Proposed DoS/DDoS Attack Mitigation Framework-2 with
firewall Rules Configuration Approach [ Experiment done
With Wireshark Tool ]:

Store Captured
Packers Traffic into
“temp.pcap” file

wili In
Network Linux OS

Collection

Now count the How Now read

many fimes each row by row Read “remp.peap” file

rfflc using p;

Potential
mitigation/Prevention of
Nood based dos/ddos
attack impactlcan be
achieved like this style

Compare each
source_IP requests
his

assume
Threshold
value =5

its count exceeds the threshold
value

[i.e drop packeis using
firewall rules configuration
wilh os.system(*iptables drop”)
Jin_a rouier

ip_ ceeds
Threshold value?

Fig. 27. Framework - 2 for Proposed Methodology [with
Firewall rules configuration approach] to mitigate DoS
attack

EXPERIMENT #2 STEPS For Attack Mitigation:

The  framework-2 for mitigation of flooding based
dos/ddos attack steps are as follows.

Step 4.1: Data Collection:

In this step, "Taken Wifi Network of Home," | used the
wireshark sniffer tool to capture the live streaming of
packets flow on the specific network interfacein Linux
operating system platform. Now, save that stream of
packets into a "temp.pcap” file, as shown in figure 20).

Step 4.2: Reading pcap file and processing packets

In this step, use the python rdpcap () function to read the
temp.pcap file and iteratively read the captured packets,
packet by packet.

Step 4.3: Counting How many many times each
source_ip made a request to destination

In this step, take the defaultdict (int) of Python dictionary
and name it as "ip_counts” dictionary. This is a blank
dictionary that saves the each unique source_ip addresses
and the number of times eachipmade requests to hit target
from the source address.

Step 4.5:

In this step, assumed that the threshold / limit value is = 5.
Compare the number of IP requests counted for each IP
address with the threshold / limit value, which is supposed
to be 5. Does this number exceed the threshold? If Yes,
Drop Packets /Block or ban traffic fromthose suspicious IP
addresses if their count exceeds the threshold value [i.e.
using firewall rules setup with os.system (‘iptables drop’)
rule] in a router. Blocking IPs that look suspicious.
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Step 4.6:Potential mitigation of flood based dos/ddos
attack can be achieved like this style.

EXPERIMENT#2 RESULTS:

This Experiment-2 is done to reduce the effects of a DoS
attack. The results of putting it into action are shown in
below Figures 21), 22), 23), 24), 25), 26), 27), 28), 29),
30), and 31).

Fig. 28. Before Login, The user interface of My Home
Wifi Network Router [192.168.100.1

Network Settings

Network Settings

Fig. 29. After Login, the user interface of My Home Wifi
Network Router [192.168.100.1]

@ & RC Q -

Welcome to Wireshark

Open

Fig. 30. Before capturing packets stream, The
WiresharkGUI interface

s i
56822 [ACK]
80 [svn]

LREELLIEFTE

Fig. 31. The packets flow Results of Wireshark sniffer tool
, after capturing network packets stream from interface

.format (ip))

Fig. 32. code snippet for filtering/dropping the packets
traffic from the specific ip addresses which exceeds
assumed threshold value=5, filtering is done with
os.system (“iptables —A INPUT —s { } - DROP’)
command

P

chksum ox3ffe6

src 192.168.100.101

dst 142.250.192.10

\options \

TCP Ju##

sport = 38124

dport = https

seq = 3554039897
ack 25366194
dataofs
reserved
flags
window
chksum
urgptr
options

81033030))]

[('192.168.100.1', 6), ('172.217.166.110', 16), ('142.250.183.163', 32), ('14

560.192.10', 3), ('142.2560.183.138', 16), ('192.168.100.101', 67), ('0.6.0.0"',

[('NOP', None), ('NOP', None), ('Timestamp', (2949100372,

Fig. 33. The results of IP Layer Packet Structureand

Sourceip addresses and its requests count Stored into

python dictionary .ip_counts dictionary values[ each
ip_address& its requests count]

Fig. 34. the results of Firewall rules added by running
above Script, see with #iptables —L command

< X @ 102,168.100.1

Unable to connect

Firefox cn't establish a connection to the server at 192.108.100.101

« The site could be temporarily unavailable or too busy. Try again In
afow moments.

* IF you are unable to load any pages, check your computer's
network connection,

« IF your computer or netwark Is protected by a firewall or proxy,
make sure that Firefox Is permitted to access the Web.

[ oo |

Fig. 35. the results of network disconnection in router
login page, if firewalls rules changed
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INot Found Bl ® Facebook - login *» New Tab

A Problem loading p

@ (@ google.com R r @

Hmm. We're having trouble
finding that site.

We can't connect to the server at www.google.com.

TEFLT

!

L ERE

If that address Is correct, here are three other things you
n try:

« Try again later.
« Check your network connection.

« If you are connected but behind a firewall, check that
Firefox has permission to access the Web.

Fig. 36. the results of network disconnection google.com
page, if firewalls rules changed

Experiment#2Results Discussion:

The effects of this Experiment#2 script is to stop flooding-
based DOS/DDOS attacks are shown in the above figures
28-37 above. So, the suggested method of configuring
firewall rules with the assumed threshold can successfully
reduce the impact of DoS/DDoS attacks on networks. This
reduction helps protect networks from attacks and makes
the networks safer and more secure.

EXPERIMENT #3 :

DoS/DDoS Attack Mitigation Framework-3with Flask
Rate Limiter Technique:

A rate limiter performs the function of a traffic police by
imposing predefined limitations on the number of times a
request can be made from a single source. The proposed
framework-3 for mitigating dos attack impact is depicted
in below Figure 38) and the are steps sexplained as follows

Open Flask Setthe limits like
Tioieer At @ilimiterlimin("s per | | 18 the Flask Limiter
Developed Linux OS minute”) Z;’f.::;"_ppi‘
python Terminal in app.py program 2

Application

program

Now Open the

Flask RateLimiter <} [ orie | togin.nrmi program
application Tt/ f~127.0.0.1/1ogin atthe browser with
“login.html” page ur

will popup now.

[ Now it invokes to page

@app.route('/login’,
methods=["GET", 'POST'])

Give
username—admin
and password
=password in the | ———————3
above login page

Login page sucessfully lo
Y 10 login page attempt:
times , it al
Requests S >
Login page will not dispays

i w Potential
ve than S —Jmuin;anon Prevention |
¥ of flooding based
dos/ddos attack can be

achicved like this style

Fig. 37. Framework — 3 for Proposed Methodology [with
flask Rate limiter technique]

EXPERIMENT #3Steps:

Step 7.1:0pen the rate limiter python application script
developed using Python Flask in Linux OS as shown in
above figure 40)

Step 7.2: set the rate limits (ip packet requests) like
@limiter. Limit (“5 requests per minute”’)

Step 7.3: Run the flask limiter Script using #python app.py

Step 7.4: now it triggers/navigates to page @app.route
(‘/login’)

Step 7.5: now open the login.html page with the url=
http://127.0.0.1/login

Step 7.6: now login.html interface page will popup here
enter the username =admin and password=password

Step 7.7: login page is successful, now try to do more login
attempts, which sends excessive traffic to hit the Target
Server. It leads to page disconnection Due to rate limiter
setting enabled.

Step 8.8: in thus way potential mitigation/prevention of dos
attack impact can be achieved using my approach.

EXPERIMENT #3 Results:

2pp.py (~/PaperdCodes/faskRateLimitprograms) - gedit

#run this flask liniter application,s python app.py , after that open the browser,enter this url "127.0.8.1/login
#Refresh browser contineously nore than 5 times, login page stops now ,because of ratelimiter applied
ask, request, jsonify, render_tenplate
ort Liniter
get_renote_address

Flask(

)

re rate liniting settings
Liniter(

= key_funcsget_remote_address,
default_Linits=["208 per day

n', nethods=['GET*, 'POST'])

per minute®)

= 'POST':
gic goes here
equest. forn.get(
= request.forn.get('p:

# Exanple login logic
Af usernane == 'admin' and password == 'password':
return jsonify({'message': 'Logge
else:
return Jsonify({'message’: 'Sorry....No of Time

# Handle GET request
return render_tenplate('logtn.html')

Lf

pp. run(debug=True

Fig. 39. Rate Limiter Flask Program code snippet [app.py]
/script

Flask RateLimiter
application

Login page

Usermame

Paxsword

Fig. 42. Login.html page user interface

Fig. 40. login.html page code snippet
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http://127.0.0.1/login

10: ~/PaperaCodes/flaskRateLimitprograms
1 s 1

127.0.0.1:5000/login

<« c @

JSON Raw Data Headers

[ 127.0.0.1:5

Save Copy Collapse All ExpandAll 7 Filt

message: “Logged in successfully!

Fig. 42. user interface After Login page success

9 shankar@shankar-Inspiron-N5010: ~/Paper4Codes/FlaskRateLimitprograms

* Debug mode: on
* Running on http://127.0.0.1:5000/ (Press CTRL+C to quit)

* Restarting with stat
E * Debugger is active!

| * Debugger PIN: 173-414-270

127.0.0.1 - - [27/May/2023 11:56:37] "GET /login HTTP/1.1" 260 -
“ [ ] "POST /login HTTP/1.1" 260 -
[ ] "POST /login HTTP/1.1" 200 -
127.0.0.1 - - [27/May/2023 11:58:17] "POST /login HTTP/1.1" 260 -
127.0.0.1 - - [27/May/2023 11:58:20] "POST [login HTTP/1.1" 200 -
[ ] 1

[ ]

[ ]

127.0.0.1 - - [27/May/2023 11:57:29

O W 127.0.0.1 - - [27/May/2023 11:58:09

127.0.0.1 - - [27/May/2023 11:58:24] "POST [login HTTP/1.1" 200 -
127.0.0.1 - - [27/May/2023 11:58:34] "POST /login HTTP/1.1" 260 -
o 127.0.0.1 - - [27/May/2023 11:58:37] " " 49 -

Fig. 43. Login page attempts exceeds more than 5 times

() 0 122004

Too Many Requests

5 per 1 minute

Fig. 44. Result is,if too many IP Requests from
attacker[more than 5(limit)requests],it is not allowed to
this target server

Experiment #3 Results Discussion:

The effects of this Experiment#3 script is to stop flooding-
based DOS/DDOS attacks are shown in the above figures
39-44 above. So, the suggested method of setting up rate
limiting approach can successfully reduce the impact of
DoS/DDoS attacks on networks. This reduction helps
protect networks from attacks and makes them safer and
more secure.

EXPERIMENT #4

DoS/DDoS Attack Mitigation Framework-4 using
Honeypot Approach:

Honeypots are used for a number of reasons, the key one is
being to acquire useful information on the strategies,
procedures, and methods that the attackers employ, as well
as to divert their attention away from the production
system itself .Logging is performed in order to record
every interaction that takes place within the honeypot. It is
important to gather information such as IP addresses,
commands, payloads, and timestamps and close the
attacker connection. Its process is shown in below Code
Snippet Figure 45).

Fig. 45. Honeypot(Honeytrap) approach to closes the
attacker connections to targetIP

Experiment#4 Result Discussion: Here this Honeypot
algorithm which logs all the data received from attackers
and closes the attackers socket connections if any
suspicious activity found.

6. Conclusion

DoS/DDOS type attacks have become more common in
spread systems like the internet and social media networks.
It is important to know what kinds of attacks cause DoS
and DDoS attacks, which stop computers from working.
Deep Learning models can be used to find DoS attacks
detection. These DL models can be used to train and test
the network data and find these kinds of attacks. MLP
model gives a prediction accuracy of 97.80% when our
recommended model is used. The suggested method
identifies DoS and DDoSattacks well enough to protect
computer networks better. To make this study even better,
the effects of DoS attacks on networks should be lessened.
And it is important to find ways to stop DoS and DDoS
attacks, which stop computers from working. To protect
against DoS/DDoS attacks, you can set up packet filtering
technique and use rate-limiting methods or honeypot
approach. DoS and DDoS attacks have less of an effect on
computer networks when the suggested method is used.
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The DoS/DDoS mitigation methods we've talked about
will definitely help any network protect itself from a
DoS/DDoS attack which can reduce the further damage of
networks. The plan for the future of this study is to focus
on big networks that use different security protocols and
ways to stop these attacks.
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