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Abstract: In today’s world, there is a growing need for a flexible solution that can handle the complexities of SQL and MongoDB databases
while providing reliable backup, recovery, conversion, and data protection in the constantly changing world of data management. The
creation of an integrated backup, recovery, and conversion tool with encryption and decryption capabilities is described in this work. This
application offers platform support for SQL and MongoDB databases, scheduling, backups, point-in-time recovery, and secure storage to
meet the urgent needs of businesses and data professionals. Additionally, it provides smooth data transformation and schema mapping
during conversion. The solution integrates strong encryption algorithms for data protection at rest and in transit and permits secure
decryption utilising encryption keys and strategies like symmetric and Caesar cyphers. This improves data security. Essentially, the goal
of our suggested technology is to improve and streamline data management, making it an essential resource in the current data-driven
environment.
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Database backup, recovery, and conversion all play
critical roles in ensuring an organization's data integrity
and availability.

1. Introduction

Database BRC is a state-of-the-art technology that
revolutionizes the storage and handling of massive data
sets. It offers an advanced infrastructure for efficiently
managing and converting large volumes of information.
With its cutting-edge algorithms and robust architecture,
Database BRC guarantees data integrity and security,
making it the optimal solution for organizations dealing
with sensitive and critical information.

A. Database Backup

Data Loss Prevention: Database backups provide as a
safety net in the event of inadvertent data loss, hardware
problems, software faults, or natural catastrophes. They
allow you to restore the database to a prior state.

Compliance and Legal Requirements: Many industries
have specific regulations regarding data protection and
retention. Regular backups help organizations meet these
requirements and avoid legal repercussions.

One of the key features of Database BRC is its ability to
handle large amounts of data effectively. It employs
innovative techniques that optimize storage and retrieval
processes, allowing for swift and seamless data
operations. This capability is especially beneficial for
organizations that generate vast quantities of data, such as
research institutions, financial companies, and healthcare
providers.

B. Database Recovery

Data Restoration: After a breakdown or disaster, database
recovery enables organisations to return their databases to
a stable and well-known condition. To restore the

Add|t|ona||y’ Database BRC provides Comprehensive database to a workable State, teChniqueS inCIUding pOint-

tools and utilities for data management and analysis.
These features empower organizations to efficiently
organize, query, and extract insights from their data sets.
By leveraging the advanced functionalities of Database
BRC, businesses can gain valuable insights, make
informed decisions, and drive innovation.
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in-time recovery, rollback, and roll forward are used.

Minimized Downtime: Rapid recovery reduces the
negative effects of system malfunctions or faults on
corporate operations, guaranteeing continuity and
minimising losses.

Data Integrity: Recovery processes validate and restore
the integrity of the database, ensuring that the recovered
data is consistent, accurate, and reliable.

C. Database Conversion

System and Technology Upgrades: Database conversion
enables organizations to migrate from older or
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incompatible database systems to newer, more efficient
platforms. It facilitates system upgrades, scalability, and
improved performance.

Data Consistency and Standardization: Database
conversion enhances the quality and integrity of data by
enabling uniform data formats, structures, and rules across
many systems.

2. Literature Survey

In [1] by utilising write-ahead logging (WAL) in database
systems, the authors had suggested an effective backup
and recovery technique. The important concept was to
divide the recovery range into numerous threads and apply
backup data to each area separately. It had a backup
system that used the system log data already there to
manage backup data without requiring additional 1/0O
activities. However, using many threads to optimise the
WAL crash recovery process does not achieve the desired
result.

The authors in [2] explored and proposed that one in can
eliminate the effects of bad activities by reversing
operations with the help of NOSQL UNDO, a recovery
strategy and tool that returns the system to a consistent
state. Incorrect MongoDB actions can be deleted using the
tool described in the paper by a database administrator.
The utility provides focused recovery and comprehensive
recovery as two options for restoring a database. The
study does not, however, offer a way to balance
performance and the quantity of undo operations.

The researchers in [3] reviewed various threats and
challenges, as well as their impact on sensitive data, and
presentation of various safety models. All database
dangers, challenges, and viable solutions are covered in
this document. It is acknowledged that a task is to
carefully craft bugs and use cutting-edge technology to
detect and thwart security threats while also preserving the
privacy and security of sensitive data. The security
measures suggested, though, are not especially good at
spotting hazards and threats. They were unable to
recognise several vulnerabilities as a result.

S. Gokulakrishnan in [4] attempted to provide a
description of data integrity & recovery management in
cloud systems. To do this, a brand-new methodology
known as the tailing method, which is used for data
recovery and management, is focused on and proposed to
ensure high-level scalability and high order reliability in
cloud-based systems to segment data and generate tokens
for the data split-up by adding the cloud address or
locations of cloud storage that offer fault recognition and
fault tolerance. Despite providing an effective optimised
method and successfully demonstrating an accuracy rate
of 1.67 when compared to other usual systems and third-

party service providers, the model is not used in
unsupervised cloud systems.

Management choices to secure data security and disaster
recovery alternatives have been foretold by the growing
relevance of enormous amounts of data and data analysis
for business agility. In [5], The databases should be
housed on many servers, with each server supporting one
or more related schemas, as opposed to a single central
disaster recovery structure, according to authors'
proposals. Cyclic backup strategy, which offers superior
decentralisation and is more secure, is employed to
achieve this. The update frequency and query forwarding
both affect this schema. However, when distributed
databases are used, designing the backup strategy to
account for existing fragmentation will need more
dynamic decision-making.

[6] Bigdata is becoming increasingly popular in
cloud computing, and many current systems must expand
their services to keep up with the exploding rate of data
collection. NoSQL databases can manage massive
amounts of data. A data adaptor that supports relational
databases, NoSQL databases, and hybrid database
systems is suggested in this work. The development of
hybrid database systems is also supported by a seamless
mechanism that enables simultaneous access to both
databases. Three distinct approaches are given for its
database queries. blocking transformation, blocking
truncation, and direct access modes. For data
synchronisation, three techniques have been developed:
direct access, dump blocking, and transformation
blocking. The query parser, database converter, and query
strategies all still require improvement, despite the fact
that each approach has a different set of principles for
prohibiting queries.

[7] Authors suggest an interactive protocol and
communication design known as Dex to increase the
capacity of analytics for big data in SQL databases. Next,
we can combine a big data system with SQL database
system into one holistic analysis of data platform by
utilizing Dex protocol. Operators of the integrated system
can use a straightforward SQL statement to access
sophisticated analytics capabilities offered by the
analytics system of big data. We test our concept using
PostgreSQL along with Spark to show possible efficiency
improvements over plain SQL UDF solutions. Dex makes
it possible to integrate heterogeneous systems while
paying less for management and having more flexibility.
Our system improves overall performance while requiring
little additional development work, yet additional protocol
structure, communication of data, and other
implementation concerns need to be optimised for this
database. We compare our system to existing methods for
enhancing the database's analytics capabilities.
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[8] A blended learning approach for Relational
Database Systems that provides students with a variety of
connected tools and learning resources was reviewed by
the authors. This uses TestSQL, a query tool that provides
automatic feedback to students on SQL query exercises
but is not used to evaluate the students. The evaluation is
done using a variety of questions that evaluate not just the
ability to write SQL, but also other abilities related to the
subject, such as optimisation, physical modelling,
PL/SQL, and questions that indirectly test SQL
knowledge, like processing order. This analysis
demonstrates that students' usage of additional resources
is highly connected with higher results, but that
performance at the many subtopics assessed is not at all
well correlated, demonstrating that students might be
strong in some areas while yet being unprepared for
others. More investigation is required to confirm this
finding and pinpoint precisely what types of queries make
for the best summative evaluation in SQL.

[9] When dealing with NoSQL Data Stores, security
methods, and privacy solutions, Vonitsanos and others
have highlighted security and privacy challenges. When
users first connect to the system, one such approach where
they can access different services by entering their
credentials just once. It is possible to protect data at rest
and in motion, safeguard integrity, and implement
authentication, fine-grained authorization, and access
control in a distributed context. Kerberos is used in
NoSQL databases to authenticate clients and data nodes.
Data are specifically organised into groups based on their
security level to ensure fine-grained permission. In
contrast, MongoDB administrators must put rules in place
to make sure that users and applications only have access
to the data they need to maintain a secure MongoDB
deployment. Cassandra employs TDE approach to protect
data at rest.

[10] Unstructured data present in the NOSQL
MongoDB database has been subjected to a security study
by the authors of this paper. They used symmetric
cryptographic methods to ensure the privacy of
unstructured data contained in MongoDB's NoSQL
documents. Additionally, the document data is encrypted
and decrypted using the DES, AES, and blowfish
algorithms with random key generation before being
stored in and retrieved from the NoSQL MongoDB
database. Zlib compression technique is used to reduce the
storage size used by the encrypted data and provide
comparison results, even if the encrypted data in
MongoDB databases takes up more storage space than the
original data. Although the research offers a more
effective method for encrypting data for document-
oriented MongoDB, secrecy and integrity are not yet
concurrently attained, though they might be in the near
future.

[11] The authors of this study presented two different
types of databases, examined their security, and then
suggested a fix for securing and upholding the
confidentiality, availability, and integrity of the data kept
in these databases. They suggested fusing NoSQL and
RDBMS, with permissions being recorded in both NoSQL
and RDBMS data. Two lines of defence would be
provided by such a combination, ensuring the security of
the RDBMS's stored data. This was done with the
intention of avoiding DDOS attacks, NoSQL injections,
and the loss of any stored data. Only the users' identities
and hashed passwords would be stored in NoSQL. If a
network specialist were installed, this would function
properly because when the system detects any
abnormality, it must enter lockdown mode by
disconnecting all networks using network management.
Based on a recent DDOS attack against a hospital, this
study was conducted.

[12] Users who possess the secret key can do keyword
searches on encrypted material without having to first
decrypt it thanks to searchable symmetric encryption. A
searchable symmetric encryption system that can produce
indexes suited for DBMSs has been put forth by Takato
and others. This uses a symmetric encryption method that
may produce an index appropriate for database
management systems and is tag-based searchable. They
also put out a plan that would include deterministic tags,
which are short chunks of values produced by
cryptographically deterministic functions, along with the
probabilistic tags of the standard tag-based SSE system.
This system offered the user a way to govern their own
information disclosure, allowing them to gradually reveal
some deterministic tag information. Although they had
established the concept of their scheme's security and
demonstrated the evidence of it, well-known attacks
against searchable encryption had not yet been
investigated, necessitating the need to investigate its
efficacy.

[13] In order to improve efficiency when retrieving
encrypted data from a multilevel database, the authors of
this study updated the select operation model. The system
first verifies the user's security, following which it sets the
encryption key in accordance with user-level security, and
then it determines if the user is authorized to access the
encrypted data contained in the database. The elimination
of numerous decryptions made this modification operate
better and faster. They take a single call to both encryption
and decryption. When managing and processing massive
amounts of data, the model performs better than the
original model, which is extremely obvious.

[14] One of the essential components of a scalable
and adaptable system, asynchronous replication, has been
outlined by the authors in this study. The primary
objective is to compare the time performance for CRUD
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operations across several NoSQL document-oriented
system implementations in a distributed setting. The
results are compared with test results obtained for three
relational database management systems: Microsoft SQL
Server, MySQL, and PostgreSQL. The execution time for
CRUD operations for a single database instance and for a
distributed environment with two nodes is taken into
consideration. When used to design applications, it
advises selecting the option that, after a comprehensive
examination of all the characteristics it provides, best
meets the requirements.

[15] The Double Chaining Algorithm (DCA), which
the authors of this work proposed, is a new symmetric-key
encryption algorithm. This approach has a low level of
complexity since it chains operations using the XOR
function. The chaining stage and the substitution stage are
the two key steps of the encoding process. The key's SHA-
256 digest is utilised to create the key that is used during
the chaining stage. The suggested algorithm section
describes how this algorithm's high Avalanche Effect is
achieved without any complicated operations, making it
efficient and safe to implement on both software and
hardware platforms.

[16] The authors of this study described how to
translate MySQL requests into a database structure based
on MongoDB. It is divided into four stages: parsing,
producing a query dictionary, converting the data to a
structured tree, and establishing a database from the
dictionary. This article's conclusion displays the findings
from trying the suggested strategy with various queries.
Since index optimisation has not yet been optimised, it has
been left as a future area of study.

[17] With the help of a quantitative description, this
study aims to determine the current state of document-
oriented database MongoDB and emphasise the
advancement of NoSQL databases. Two datasets—the
MongoDB dataset and the MySQL dataset—are used in
the experiment. These are a web application's sign-up and
login pages. The study was completed after one million
records had been entered into the tables because the
authors wanted to assess the performance after so many
records had been added to the databases. The functionality
provided by the application's registration page allows for
the database-based registration of any user with valid
information to the website.

[18] With the use of a co-design methodology, the
authors of this work describe an enhanced AES-ECC
system in which ECC's scalar multiplication is
implemented as a hardware accelerator and AES operates
on NIOS II's softcore. The suggested solution depends on
improvements to both ECC (Point Addition/Doubling
layer) and AES (MixColumn/InvMiColumn operation).
When compared to similar studies, the software

optimisation of AES and the incorporation of a productive
Montgomery Scalar Multiplication for ECC have
produced an overall effective cryptosystem in terms of
execution time, surface occupation, and power
consumption. The integration of software and hardware
defences against Side-Channel Attacks (SCA) has not
been completed, leaving this as a potential future project.

[19] The database forensics and its security measures
were briefly covered by the authors in this work.
Investigating and analysing digital databases to find
unapproved access, data breaches, or cyberattacks is
known as database forensics. Organisations must employ
strong security measures like encryption, access controls,
and auditing to protect sensitive data within their systems
in order to defend against cyber threats. These security
measures help identify offenders and stop such breaches
by not only discouraging possible attackers but also
allowing forensic professionals to trace and recreate
activities in the case of a breach. A proactive database
security approach must include routinely updating
security procedures and monitoring for new threats.

[20] Using Elliptic Curve Cryptography (ECC) to
construct a Distributed Certificate Authority (CA) in a Big
Data context is a cutting-edge method of managing and
safeguarding cryptographic certificates. In order to
provide a decentralised CA infrastructure and improve
scalability and resilience in large-scale data settings, this
system makes use of the efficiency and security
advantages of ECC. It reduces single points of failure and
potential bottlenecks by spreading out the certificate
issuance and validation processes across several nodes,
ensuring strong cryptographic security for the expanding
demands of Big Data applications while upholding
cryptographic integrity and ecosystem trust. The
experiment demonstrates that the certificate management
services' availability and response times are greatly
improved.

[21] This work focuses on addressing security and
efficiency concerns in 10T cloud integration by
implementing a secure lightweight key establishment
system that utilizes symmetric lightweight and AES
algorithms. This approach helps secure loT device
communications and facilitates the sharing of sensor data
in a cloud environment.

[22] This survey paper serves as a valuable resource for
researchers new to the field and provides insights into the
current security challenges and future research directions
in cloud computing security. It emphasizes the need for
robust security measures in cloud environments due to the
storage of sensitive data and the shared nature of cloud
computing services.

[23] Paper highlights the critical importance of securing
communication between 10T devices and cloud servers
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due to the sensitivity of the data involved. It acknowledges
the challenges posed by insecure loT devices and the
complexity of selecting suitable security mechanisms.
The primary focus of the paper is to propose a lightweight
key establishment mechanism to address these security
concerns and prevent common types of attacks, ultimately
ensuring the security of 1oT-Cloud communication.

[24] The paper seems to emphasize the significance of
early brain tumor diagnosis through MRI scans and
highlights the benefits of using deep learning techniques
to improve the efficiency and accuracy of this diagnostic
process. It also discusses recent trends and evaluates the
performance of the proposed approach in comparison to
existing methods. This kind of research is essential in
advancing medical imaging and improving patient
outcomes.

[25] Author’s work outlines a comprehensive approach to
brain tumor detection and diagnosis, with an emphasis on
glioblastoma, using deep learning techniques applied to
MRI images. The method involves data collection, pre-
processing, radiomics feature extraction, tumor
segmentation, dimensionality reduction, and a novel
model architecture to achieve accurate and efficient
diagnosis of brain tumors.

[26] Research focuses on the development of machine
learning-based models and radiomics techniques to
predict the risk of recurrence in GBM patients. It
addresses data preprocessing challenges, handles
unbalanced data using RNN-GAN, and achieves high
accuracy in predicting patient outcomes. The proposed
method shows improvements in accuracy, specificity, and
sensitivity compared to existing models like SVM and
LR, which is promising for enhancing the prediction of
GBM recurrence.

[27] This invention integrates loT, cloud computing, and
simulation tools to create a comprehensive solution for
building and managing 10T systems. This combination

enhances the scalability, efficiency, and data analysis
capabilities of these systems, making it valuable for
various industries and applications.

[28] The proposed system depends on the strength of
encryption methods employed, the security of
authentication mechanisms, and the  overall
implementation of the system. Careful consideration of
these factors is crucial to ensure the desired level of data
security and privacy protection.

[29] This study explores the field of controlled abstractive
summarization, summarizing the progress made in this
area. Researchers have developed various techniques and
methodologies to allow wusers to control the
summarization process.\The study also reviews the
assessment methodologies used to evaluate the quality of
controlled abstractive summaries.

3. Proposed Methodology

In figure 1, we study the working of the Backup and
Recovery Tab. We can upload data to AWS S3 where user
credentials such as S3 bucket ID and Access Key are
taken. These files are uploaded in S3 bucket due to Boto3
which is a Python library that provides an interface to
interact with Amazon Web Services (AWS). For backup,
we select a directory where we provide the database
details. SQL and Mongo backup commands run via the
subprocess module of python. Then for recovery, we enter
its details and select a file for recovery and recovery has
been completed. This tab also provides security measure
which include encryption and decryption. This gives us
the choice of symmetric encryption and Caesar Cipher.
Symmetric encryption involves key generation post file
encryption and Caesar Cipher involves key encryption
post key input from user. For Symmetric decryption,
select the generated key and encrypted file which through
the algorithm gets decrypted while for Caesar Cipher,
enter the key which was entered in the form and all
characters will be shifted back to the original words.
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Fig 1: Block Diagram of Tab 1
enters the data and leaves the query section blank. After

clicking on the button, query is handled by mongo

In figure 2, we see the working of the Query Tab. This tab
consists of two queries — SQL and Mongo. In SQL query,
data for the database is taken from the user. This data is
then passed to subprocess module of python and is made
into SQL query. In Mongo query, selection can be done in
two type — 1 and 2. Type 1 selects all queries where user

connectors and result is displayed. Type 2 is a singular
search query where user enter the fields as “fieldsToQuery

Query” into input. The data again is handled and displayed

in the same manner.
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Fig 2: Block Diagram/Flowchart of Tab 2

In figure 3, we see the working of the conversion tab. This
tab converts SQL to MongoDB and vice-versa. For SQL
to MongoDB conversion, the schema is taken from the
user. Select all query is made into the table after user
enters the database details through which the data is parser
into a json. This is done through mongo connectors and
because of this data is put into the collection. For

MongoDB to SQL conversion, schema is again taken
from the user. Query is then created according to the
schema. Data is then converted into strings and gets added
to pandas’ data frame. NaN values are removed from the
data frame. Data is then added to SQL as an insert query
is performed on the database table. This is how both
conversions take place in the software.

Tab 3

SQOL TO MONGODB
conversion

taken from
user

Schema is
the

~
SELECT ALL query is
made into table after
user enters the
database details

-

Data is parsed into a
isen

-
Via mongo
connectors data is put
into collection
respectively

MONGODE TO SQL
Conversion

Schema is taken from
the user (It has to be
same on both
databases else
nothing will be added)

|

Query is made
according to these
parameters (schema)

v

Data is converted into
string and added to a
pandas dataframe

-

removed from

NaMN values are
dataframe

Via SOQL an Iinsert
query is performed on
DB table

Data is added to SOL

Fig 3: Block Diagram/Flowchart of Tab 3
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In today's data-driven world, our project stands as a
dependable and adaptable solution. It equips users to
unlock the full potential of their data assets, whether
through database management, query execution, or data
schema conversion. Our software facilitates better-
informed decisions and improved data management
practices, ultimately contributing to enhanced
productivity and efficiency.

4. Results & Discussions

The methodology for our software application involves a
combination of technologies and functionalities
encapsulated within three distinct tabs: Backup and
Recovery, Query, and Conversion. Our software utilizes a
tech stack comprising PyQt5 for the graphical user
interface, Pandas for data manipulation, MySQL and
MongoDB connectors for database operations, and boto3
for interactions with Amazon Web Services (AWS) S3.

1. Tab 1 - Backup and Recovery:

Backup +Recovery | Query = Convert

MainWindow

Database

See Logs below

Name Size

1/ mongoBac... 4096
2/mongoBac... 4096

3 mongoBac. 4096

Backup Refresh Logs

Encrypt

Mongo  ~
Date Modified
2023-07-17
2023-07-17
2023-07-17

Symmetri ~

Recover

o x

Upload To AWS S3 Select Folder

Decrypt

Fig 4: Tab 1 - Backup and Recovery

In figure 4, we look at the backup and recovery tab. Here,
users can perform backup and recovery operations for
their data. Backup and recovery are carried out through
MongoDB and SQL commands, requiring the
specification of a file path for MongoDB and SQL

34",
edia/storage

databases. Users also have the option to back up files to
AWS S3 using boto3. Additionally, this tab includes
encryption and decryption features, utilizing both
symmetric and Caesar ciphers for secure data handling.

', True]
n/BRC Python/Storage/sqlBacku

ql: [Warning] Using a password on the command line interface can

secure

Done!

Fig 6: SQL Recovery

In figures 5 and 6, we can see SQL Backup and SQL Recovery respectively as discussed. The output is given in the command

line.
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Fig 8: Mongo Recovery

In figures 7 and 8, we can see Mongo Backup and Mongo a. Encryption and Decryption
Recovery respectively as discussed. i. Symmetric

1 open

ogoBackup_2023-06-24 234307 | thsk

248 Ten 202

SaUBSON fles +

Fig 10: Key Generation

International Journal of Intelligent Systems and Applications in Engineering JISAE, 2024, 12(6s), 720-734 | 728



-
.
™
.
=
=
’

Fig 11: Symmetric Decryption

In figure 9, 10 and 11, shows images of symmetric encryption, key generation and decryption respectively as per the proposed
methodology.

ii. Caesar Cipher

Mainwindow

Fig 13: Caesar Cipher Decryption

In figure 12 and 13, shows images of Caesar Cipher encryption and decryption respectively as per the proposed methodology.
2. Tab2-Query:

Backup + Recovery = Query | Convert

Query Tab

Select Databas:

Output

clientid  client_name  branch_id

Fig 14: Tab 2 — Query
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In figure 14, we look at the Query tab. This allows users
to interact with their databases. SQL queries are executed
through a command-line interface (CLI) and the results
can perform two types of queries: retrieving all documents

a. SQL

and querying using a single document entry. displayed
within the graphical user interface (Ul). For MongoDB,
users can perform two types of queries: retrieving all
documents and querying using a single document entry.

MainWindow o x

Backup + Recovery ~ Guery | Convert

Query Tab

SELECT * FROM client;

Output

clientid  client_name  branch_d

10 nan
402 nan
3 403 10
4404 20
405 30

Fig 15: SQL Query

In figure 15, we can see the SQL query generation.

b. MongoDB

Backup + Recovery | Guery | Convert
Query Tab
Database test Select Databass

Collection newH
Mongo ~

Note: For mongo enter values {field, query) then press query

Output

branch_id": 3}

{_id': Objectid('64f032ca51267e87d4b91214), client_id': 404, "client_n:

branch_id": 2)

{

Query

ame': ‘Scranton Whitepages'

jectid('64(032ca51267e87d4b91215), client_id': 405, ‘cient_name’: Times Newspaper’,
d:3)

{'_id": Objectid('641032ca51a67¢8734b91216'), ‘client_id": 406, ‘client_name": ‘FedEx’, branch_id" 2}

Fig 16: Mongo Query
L e 006

Backup + Recovery  Query | Convert
Query Tab

Database test Select Databas:

Collection newH
Mongo  ~

Note: For mongo enter values {field, query} then press query

client_name FedEx

Output

Query

{'_id": Objectld('648cac519b0acch724541442'), ‘client_id': 402, ‘client_name": 'FedEx, 'branch_id": 3}

{_id": Objectld('648cac519b0acch72454446'), 'client_id": 406, ‘client_name": ‘FedEx', 'branch_id": 2}

{_id": Objectld('64f032ca51a67€87d4b91216'), ‘client_id": 406, ‘client_name": ‘FedEx', 'branch_id": 2}

Fig 17: Single Mongo Query
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In figures 16 and 17, we can see the Mongo query and single line Mongo query generation respectively.

3. Tab 3 - Conversion:

Backup + Recovery  Query  Convert

Convert a Table From One Database To Other

Fig 18: Tab 3 — Conversion

In figure 18, we look at the Conversion tab. Users can
convert data between different database schemas. To
convert from SQL to MongoDB, the software uses a

autogenerated ID field. When converting from MongoDB
to SQL, Pandas is employed to extract the desired schema
elements while representing other schema parts as empty

simple JSON obiject that iteratively accumulates data and strings during data insertion into the SQL database.

inserts it into the MongoDB database with an

Fig 19: Conversion of SQL to Mongo

Fig 20: Output of Mongo after conversion

In figure 19 and 20, we see the conversion of SQL to Mongo and output of Mongo after conversion respectively as discussed
above.
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Fig 21: Conversion of Mongo to SQL

Fig 22: Output of SQL after conversion

In figure 21 and 22, we see the conversion of Mongo to
SQL and output of SQL after conversion as discussed
above.

Overall, our methodology combines a user-friendly
interface with a powerful tech stack to provide a versatile
set of features for data management, backup, recovery,
querying, and schema conversion.

5. Conclusion

In this paper a comprehensive and versatile solution for
database management, data manipulation, and data
security is presented. By combining a sophisticated tech
stack comprising PyQt5, Pandas, MySQL and MongoDB
connectors, and boto3, we have created a powerful
platform that caters to the diverse needs of our users.

Our software's three tabs—Backup and Recovery, Query,
and Conversion—offer a wide range of functionalities.
The Backup and Recovery tab provides secure data
backup, recovery, and encryption features, ensuring data
integrity and confidentiality. The Query tab simplifies
database interactions through a user-friendly interface,
accommodating both SQL and MongoDB queries. The
Conversion tab facilitates seamless data schema
conversion between SQL and MongoDB, enhancing data
portability.

In the future scope, we will be working on adding more
databases, implementing better encryption algorithms
such as Elliptical Curve Encryption (ECC) and improving
the Ul of the software.
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