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Abstract: In recent decades, Biometric Blockchain Authentication Models are becoming an optimal model on convenience and
safety.With user enrolment on the system based on biometric details, the information is management by the administration model as a
template and using this the authentication is conducted via an authentication module.Biometric is one of the safest waysover different
applications that secures the data in the form of passwords. However, it suffers mostly from the attacks due to leakage of biometric
information that prunes the access of intruders. In this paper, we develop a blockchain based security model for the Biometric Blockchain
Authentication Model to secure the data and avoids data leakage. The model is designed in such a way that it verifies and secures the
entire data in block ledgers. The experimental validation is conducted to test the efficacy of authentication. The results of simulation
show that the proposed authentication model achieves higher degree of security than other methods.

Keywords: Biometric Authentication, Blockchain, Authentication System, intruders

1. Introduction

It is secure and convenient to employ biometric
blockchain authentication models. Enrolling biometric
information is handled by an administrative module that
stores and manages templates of information; an
authentication module compares the newly entered
information to those templates. In comparison to
traditional  techniques like passwords, biometric
information is unique and protected for each individual,
making it more secure than passwords [1]. However,
because biometric information is immutable, a leak of
biometric information might lead to subsequent security
issues [2]. Furthermore, biometric information is
maintained by a central module in general, which
reduces the safety and dependability of authentication
systems [3].

Biometric template security has been the primary focus
of previous research [4,5] to reduce the risk. Templates
are created by extracting predefined features from
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biometric data, combining them with hash values, and
then storing the result. Although the template avoids
direct leakage of the original information, once the
template is exposed, the original information can be
estimated by reverse engineering [6,7].

An entirely new Biometric Blockchain Authentication
Model (BBAM) has been developed to address the
limitations and shortcomings of the current techniques.
As an emerging technology, blockchain enables
application systems to create resilient security
mechanisms without the need for a centralised authority
[8-10].

For two reasons, BBAM incorporates blockchain
technology: a distributed, decentralised mechanism for
an auditable mechanism and processing biometric
authentication for handling biometric data. BBAM
makes it possible to securely handle biometric
information by dividing each template into fragments
and storing them on the blockchain for multiple clients.
BBAM uses a blockchain-based authentication system
that allows every client on the blockchain to complete
transactions without the need for a central authority. In
BBAM, every transaction is confirmed and documented
with a timestamp, therefore all authentication activity is
recorded and can be traced back to a specific transaction
in the blockchain.

Due to its blockchain-based distributed management,
blockchain-based decentralised authentication, and
blockchain-based audit mechanism (BBAM), it is
distinct from prior works in that it enhances the security
of  biometric  information  through  distributed
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management, it increases the reliability of authentication
operations, and it guarantees the transparency of
biometric information flow. We compared BBAM's
authentication time to that of the current system and
found it to be faster, which led us to conclude that it was
reliable. When it comes to real-world settings, BBAM
delivers reliable authentication while introducing only a
minor performance hit.

A blockchain-based security model was developed for
the Biometric Blockchain Authentication Model in this
study to protect the data and prevent leakage. As a result,
the model verifies and secures all of the data included in
block ledgers.

In this paper, we develop a blockchain based security
model for the Biometric Blockchain Authentication
Model to secure the data and avoids data leakage. The
model is designed in such a way that it verifies and
secures the entire data in block ledgers.

2. Related Works

Multiple fields such as cryptography, image processing,
and computer networks all rely on the Multimodal
Biometric Blockchain Authentication Model. It is
possible to create a multimodal biometric authentication
system by merging fingerprints and palm prints. The
pixel intensity is normalised by the process of histogram
equivalence. PCA is used to extract features, while
Gabor wavelet fusion is used to combine them. The
purpose of this model is to increase the security of the
user authentication procedure [11]-[13]. Multimodal
biometric traits are used with a hash key cryptographic
technique to improve cloud security. Modalities such as
iris and facial scanning are also part of this system
capabilities. Various image processing algorithms are
used to extract features from separate modalities. Swarm
intelligence techniques such as Artificial Fish Swarm are
utilised to improve the retrieved features. Encryption is
performed using the AES technique and the hash key is
produced [14].

Three biometric modalities are fused to create a
multimodal cloud security enhancement approach.
Binarization of the fused vectors is performed, and XOR
is applied to the altered feature vectors. When storing
data in the cloud, AES is used to encrypt the data before
it is sent to the cloud. In order to verify the identity of a
person, the face and iris modalities are used for
authentication. To extract the image's feature vectors,
computer vision algorithms use machine learning
techniques. Self-Organized Maps and Multilayer
Perceptron are used in this approach [16,17].

A multimodal biometric multifactor authentication
system is implemented in a cloud environment [18]. It is
not enough to rely on password-based user verification to

ensure cloud data security. A password and a variety of
biometric data are only two of the ways this system
protects its user information. In a similar vein, a two-step
verification mechanism for cloud security on mobile
communication is offered. User identities are verified by
iris and fingerprint scans [20, 21].

It is shown that a biometric cloud authentication system
is used to manage access and ensure data security
utilising multiple approaches for various cloud
architectures [22]. Protecting against hill-climbing
attacks, a multimodal biometric system has been
implemented in the cloud to guarantee anonymity. This
work employs two-way encryption. As an initial step in
the authentication process, multimodal biometric
encryption is employed. The next level of the process is
to use Euclidean distance metric to calculate the
overlapping information on the data [23].

It is proposed to use a multi-biometric cryptosystem
decision level fusion approach for safe cloud file upload.
For the safe handling of data, this system authentication
and integrity controls provide high levels of security
[24]. To secure cloud-enabled systems, multimodal
biometric approaches employ context-aware models. For
the MFA-MB class association rule to be implemented, a
three-stage approach must be used. An improved
authentication method for cloud-based PaaS and SaaS is
then created using a new metric to assess the overall user
experience [25].

A new technique for extracting the features from
multimodal qualities is presented here that uses an
entropy-based Local Binary Pattern. Users with low FAR
and high FRR can be verified using the derived features
because they are quite robust. [26] This is a security
technique that is built into the cloud model. Key
generation through various methods is examined in this
study. As a consequence of testing the model with
several modalities, the results were fairly accurate. In
order to create a key with 256 bits of length, a
transparent key generation technique is used.

3. Proposed Method

The Biometric Blockchain Authentication Model
(BBAM) is introduced in this section. Thanks to the
inclusion of blockchain technology in BBAM, biometric
authentication may now be decentralised and
disseminated without the use of a centralised
authentication module. It is possible to manage template
fragments and authentication operations separately in
BBAM with no central authority.

This decentralised mechanism eliminates the possibility
of a single point of failure, allowing for more reliable
authentication. Each template is further divided into
fragments, each of which is under the control of a
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distinct client. Biometric data can be safely managed by
segmenting it, which reduces the likelihood of the entire
template being leaked.

To put it another way, a smart contract operating on the
blockchain is used to implement the key functions of

Request

Authentication U e

Return
Information

BBAM, such as template management and authentication
recording. Because of this, at least three clients must set
up BBAM, and each of these clients runs a blockchain
node as part of BBAM. Only verified nodes can
participate in BBAM because it is implemented as a
permissioned blockchain.

Request Compare

Template Template

Fig 1: BBAM Model

The storage and management levels of BBAM are
depicted in Figure 1. Clients manage user requests in the
storage layer, while blockchain nodes set up a blockchain
network in the management layer. In contrast to the
current server-client authentication systems, each client
processes authentication and handles template fragments
individually. Using a smart contract, a user can discover
which other users are in charge of particular fragments.
In BBAM, every authentication procedure is documented
as a blockchain transaction.

Registration procedure of BBAM follows the following
steps:

e Request Enrollment: The biometric information
of a user can be captured by a sensor, and then
the features can be extracted and a template can
be generated.

e Split Template: Using a  predefined
segmentation  function and the template
generation timestamp, a single template can be
divided into three distinct pieces. A template's
time stamp causes it to be divided into various
types of fragments.

o Identify Nodes: The client detects the nodes that
are linked to its corresponding node.

e Select Clients: There are n copies of each
fragment saved in the database for every client
in BBAM, so the total number of clients that
can be selected at random is equal to n/3 of the
total clients.

e Store Templates: It is possible to save the
template fragments assigned to the selected
clients in the selected clients.

For BBAM, the authentication process goes like this:

e Request Authentication: A client gathers
biometric information from a user via a sensor
and then requests authentication from the
server.

e Run Contract: For example, a user can run the
LookUp smart contract to locate the necessary
template fragments;

e Return Information: A client receives the
fragment location information in the form of a
URL.

e Request Templates: Using distinct client

communications, a customer requests and
receives the corresponding parts of the request
template.

e Compare Templates: It is possible to compare
the fragmented templates to the necessary
information by merging them into a single
template and comparing them.

4. Results and Discussions

In this section, the authentication model is implemented
and validated using Ethereum blockchain using Solidity
(v.0.6.0) and Geth (v.1.9.25), where the client is
implemented and validated using Web3py and Python
3.8.
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Fig 2: PDR vs. Blocks in BBAM

Figure 2 shows the results of packet delivery rate over proposed and existing blockchain authentication
various blocks of blockchain for optimal authentication mechanism. The results of simulation show that the
of data in the biometric model. After the process of proposed method achieves higher rate of successful
successful authentication, the efficacy of the system is delivery of packets.

tested in terms of packet delivery rate between the
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Fig 3: Throughput vs. Blocks in BBAM

Figure 3 shows the results of throughput over various blockchain authentication mechanism. The results of
blocks of blockchain for optimal authentication of data in simulation show that the proposed method achieves
the biometric model. After the process of successful higher rate of throughput that ensures optimal delivery of
authentication, the efficacy of the system is tested in data in the network.

terms of throughput between the proposed and existing
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Figure 4 shows the results of delay over various blocks blockchain authentication mechanism. The results of
of blockchain for optimal authentication of data in the simulation show that the proposed method achieves
biometric model. After the process of successful reduced rate of delay that ensures faster delivery of data
authentication, the efficacy of the system is tested in in the blockchain network.

terms of delay between the proposed and existing
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Fig 5: Computational time (ms) vs. Blocks in BBAM
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Figure 5 shows the results of computational time over
various blocks of blockchain for optimal authentication
of data in the biometric model. After the process of
successful authentication, the efficacy of the system is
tested in terms of computational time between the
proposed and existing blockchain authentication
mechanism. The results of simulation show that the
proposed method achieves reduced rate of computational
time that ensures faster delivery of data in the blockchain
network.

5. Conclusions

In this paper, we develop a blockchain based security
model for the Biometric Blockchain Authentication
Model to secure the data and avoids data leakage. The
model is designed in such a way that it verifies and
secures the entire data in block ledgers. The experimental
validation is conducted to test the efficacy of
authentication. The results of simulation show that the
proposed authentication model achieves higher degree of
security than other methods.

BBAM authentication is successfully implemented on
the Ethereum blockchain using a core operation of the
system. As demonstrated in the evaluations, BBAM
beats conventional authentication methods with minimal
performance impact. Inevitably, BBAM authentication
process takes longer than that of current systems. For
larger systems and more templates, the time it takes to
authenticate may rise as well. This weakness is reduced
by implementing deep optimization techniques for node
communication. Because the BBAM uses a distributed
ledger technology, it has the intrinsic constraint that its
security and dependability depend on the number of
nodes. Consider the number of nodes while deploying
BBAM to reduce this. In order to improve BBAM, we
plan to extend the template segmentation method,
integrate the distributed file system, and implement an
improved routing on inter-node communications.
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