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Abstract: Machine learning (ML) approaches facilitate the acquisition of knowledge by a system and promote its capacity to adapt to the 

environment, relying on a multitude of logical and statistical processes. The primary objective of ML is to identify intricate patterns and 

derive decisions from the obtained outcomes. A range of ML methods have been used for the purpose of enhancing the security of 

mobile ad-hoc networks (MANETs). The recent progress in wireless communication has prompted researchers to focus their efforts on 

the development of MANETs. These networks include nodes communicating with one other in order to provide real-time entertainment 

services as required. Nevertheless, the establishment of safe routing in MANETs remains a formidable challenge, mostly attributed to the 

wireless connection and decentralized design of these networks. The Ad-hoc On-demand Distance Vector (AODV) routing protocol is 

extensively used in MANETs due to its broad range of applications, commendable performance, and scalability. However, the AODV 

routing protocol is considered to be a non-optimal solution since it offers simply an alternative route rather than an optimized one. This 

research presents a suggested ML based AODV Routing Protocol (ML-AODV) for the purpose of mitigating flooding and blackhole 

attacks in MANETs. The assessment of the suggested methodology is conducted using the NS-2 simulator and compared to established 

routing frameworks. This work aims to conduct a comparative analysis and investigation of the AODV, DSDV, and ML-AODV 

protocols. The analysis will primarily focus on evaluating the performance of these protocols using different metrics, including 

throughput (TP), packet delivery ratio (PDR), average end-to-end latency (E2EL), packet loss rate (PLR), and energy consumption (EC). 

The results indicate that the performance of ML-AODV outperforms that of DSDV and AODV. The ML-AODV algorithm demonstrates 

enhanced performance and reliability compared to previous techniques, while significantly reducing latency, routing overhead (RO), and 

PLR. 
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1. Introduction 

A MANET is comprised of mobile nodes that are 

interconnected by a wireless medium inside a dynamic 

network without a fixed infrastructure [1]. The distinctive 

characteristics of MANETs contribute to their expanded 

use in contexts where the establishment of traditional 

infrastructure is impractical, as seen in domains such as 

military operations, rescue missions, healthcare services, 

and virtual conferences. Moreover, in essential contexts 

such as combat communication, ensuring security inside 

this network is an unavoidable concern. The presence of 

vulnerabilities inside the network makes it an appealing 

option for the implementation of attacks aimed at 

compromising its security. Therefore, it is crucial to 

choose a security system that is both efficient and 

adaptable, capable of effectively identifying and mitigating 

any harmful activity inside the network [2]. The 

exponential growth of mobile communication in recent 

years, particularly in the domains of mobile systems, 

WLAN, and ubiquitous computing, has been widely 

recognized [3-4]. A spontaneous ad hoc network (ANET) 

is formed by a collection of mobile terminals that are in 

close proximity to one other and engage in communication, 

sharing of services, resources, or computing time within a 

defined time frame and restricted physical area. The 

transparency of network management to the user is crucial. 

These networks are characterized by autonomous 

centralized management, allowing users to join and exit the 

networks with ease. One of the crucial study domains in 

MANETs pertains to the establishment and sustenance of 

ANETs by means of routing protocols [5-6]. Routing is a 

fundamental process in networking wherein a traffic route 

is determined for the purpose of transmitting and receiving 

data, either inside a single network or across numerous 

interconnected networks. The process involves the routing 

of logically addressed packets from their origin to their 

final destination by means of intermediate nodes. A routing 

protocol refers to the process of directing packets 

according to certain rules and regulations. Each routing 

protocol uses a distinct mechanism to locate and sustain 

routes. Every routing protocol is equipped with a data 

structure that is responsible for storing route information 

and making necessary modifications to the routing table in 
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order to maintain the routes. A routing metric refers to a 

numerical number used by a routing algorithm to assess the 

relative performance of several routes. Metrics include a 

range of factors including bandwidth, latency, hop count, 

route cost, load, dependability, and communication cost. 

The routing table only retains the most optimal routes, but 

link-state or topological databases have the capacity to 

hold additional information beyond this. MANETs 

represent a significant advancement within the realm of 

telecommunications  [7]. 

A MANET is a kind of wireless network that consists of 

mobile nodes and lacks a centralized administration for 

packet routing [8-9]. The mobile nodes exhibit variations 

in their velocities, communication coverage, and periods of 

inactivity. Therefore, the fundamental objective is to 

provide secure packet routing mechanisms that can 

effectively mitigate the intrinsic behaviour of the network. 

In this regard, there are conventional MANET routing 

techniques known as topology-based and location-based 

protocols. Moreover, these routing strategies may be 

classified into three distinct forms, namely reactive/on-

demand, proactive, and hybrid routing protocols. In pursuit 

of this objective, the conventional AODV routing system 

has emerged as the predominant reactive protocol for 

facilitating packet delivery [10]. The AODV protocol, 

because to its incorporation of both route identification and 

repair methods, is often used for the efficient distribution 

of emergency and multimedia data inside MANETs. 

Nevertheless, the aspect of security remains a vital 

consideration in light of the prevalence of wireless 

communication and the constraints imposed by limited 

energy resources. Hence, MANETs are susceptible to a 

range of assaults, such as blackhole, wormhole, and grey 

hole, which have a detrimental impact on the network's 

overall performance [11-12]. MANETs have a notable 

susceptibility to blackhole attacks, leading to substantial 

degradation in packet transmission. This is mostly due to 

the routing algorithms used, which often rely on blind 

confidence in neighbouring nodes for packet forwarding. 

Furthermore, the detection of blackhole attacks is a 

challenge since it is difficult to discern if packet drops are 

a result of such attacks or simply a consequence of the 

network's natural behaviour. The invaders first entice the 

adjacent nodes within the network and thereafter broadcast 

the presence of a novel route to the intended destination. 

Subsequently, nodes with malicious intent proceed to 

discard all packets without any further transmission. In 

order to achieve this objective, there are various studies 

available that focus on detecting blackhole attacks in 

MANETs via the modification of the classic AODV 

protocol [13-15].            

 

   

2. Related Works 

Numerous research projects have been undertaken in 

recent years to assess the efficacy of different routing 

protocols in MANETs. Various routing protocols use 

different strategies or metrics to find the optimal route 

between a source node and a destination node. Some of 

these protocols utilize the available bandwidth, while 

others rely on hop count measurements between network 

nodes. Each of these protocols have advantages and 

disadvantages [16]. In their research, conducted a 

comparative analysis to assess the efficiency of the AODV 

and DSDV routing protocols in terms of node speed. The 

evaluation was carried out using the NS2 simulator. 

According to the findings of the simulation, it was 

observed that AODV exhibits superior performance 

compared to DSDV in terms of metrics such as TP, 

latency, and PDR [17]. According to [18], DSDV has 

superior performance in terms of energy usage compared 

to AODV. A comparable research is given by the authors 

in [19]. The authors assert that AODV exhibits superiority 

over AOMDV, DSR, and DSDV with respect to CBR 

connection. DSR demonstrates superior performance 

compared to AODV, AMDV, and DSDV with regard to 

TCP connections. 

In the context of MANET, the dynamic nature of node 

positions, characterized by frequent changes resulting from 

their inherent motions in various directions and speeds, 

introduces significant complexity to the management of 

network traffic. The efficacy of static algorithms in 

accommodating changing circumstances has been shown 

to be inadequate. The routing technique proposed by the 

authors in reference [20] use the Reinforcement Learning 

(RL) algorithm to get an optimal solution rather than just 

selecting the shortest route. The findings suggest that RL-

based solutions exhibit superior performance compared to 

the shortest route strategy as the packet load increases. In 

their study, the authors of reference [21] sought to tackle 

the issue of energy depletion in WSNs with the aim of 

prolonging the network's lifespan. This challenge arises 

from the impracticality of routing the sensor nodes' battery 

power, given their placement in hazardous locations. The 

authors use the Support Vector Machine (SVM) technique 

in order to provide a unique Hierarchical Routing system. 

The proposed routing approach aims to assign sensor 

nodes to the nearest cluster while also ensuring a balanced 

distribution of energy dissipation across cluster heads. The 

authors in reference [22] address the topic of network 

reconfiguration, a practice used by network operators to 

facilitate effective troubleshooting and network 

optimization. Software-Defined Networking (SDN) 

facilitates the centralized and programmable control of the 

whole network, as opposed to the conventional approach of 

relying on scattered control planes across various network 

devices. The Q-learning approach was presented by the 
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authors in [23] as a means to address the challenges of 

developing an adaptive and energy-efficient routing 

protocol for Underwater delay tolerant networking (DTN). 

The authors elucidate the need of including energy 

economy into the protocol design as a means to address the 

challenges posed by adverse circumstances in underwater 

sensor networks, which render the replacement of sensor 

batteries both expensive and difficult [24-26]. 

The authors in [27] have provided a detailed explanation of 

a secure AODV routing method that utilizes sequence 

numbers for the purpose of detecting attackers inside the 

network. Routing protocols use a predetermined threshold 

to discern the sequence number of Route Reply (RREP) at 

regular intervals.  In a study conducted by Su et al. [28], a 

solution using suspicion values was provided to identify 

blackhole attacks in MANETs . In this study, a novel 

parameter called "suspicion value" is introduced into the 

routing tables of nodes that participate in data 

transmission.  In a previous study [29], a skilled trust-

based intrusion detection technique was introduced, which 

utilizes local information for data transfer in a highly 

dynamic MANET. The issue of blackhole and grey-hole 

attacks was mitigated by the implementation of a strategy 

that included the selection of trustworthy nodes in order to 

enhance security measures. The authors in [30] have 

introduced an upgraded AODV routing strategy with the 

objective of enhancing security in MANETs. Researchers 

in the referenced study conducted an analysis on the black-

hole attack in MANETs specifically focusing on its impact 

on the route building process using the AODV routing 

protocol. In their study, Kumar et al. [31] have investigated 

the issue of packet loss in wireless networks and proposed 

a congestion management method based on neural 

networks. The objective of their research is to ensure 

steady data transmission in MANETs. In the study 

conducted by the authors [32], a cross-layer intrusion 

detection technique was introduced. This approach 

facilitated the interchange of routing information across 

various levels of two nodes and their neighbouring nodes.                

3. Machine Learning (ML) 

ML is a specialized domain within the subject of Artificial 

Intelligence (AI), which is dedicated to the investigation 

and advancement of algorithms and methodologies that 

empower computers and other computational devices to 

acquire knowledge and skills via self-learning processes, 

without the need for explicit programming. Machines has 

the ability to acquire knowledge and extract specific 

information with the purpose of uncovering hidden 

patterns within a given set of samples. These latent 

patterns are used to predict and deduce appropriate 

behaviour in a novel situation or instance. Hence, the use 

of ML methodologies enhances the efficacy of system 

operations as time progresses. ML-empowered gadgets 

exhibit enhanced intelligence and contextual awareness as 

a result of extensive experiences and training. 

3.1. Supervised learning (SL) 

Supervised learning refers to the iterative process of 

acquiring knowledge on the relationship between a given 

set of input factors and an output variable. This acquired 

knowledge is then used to make predictions about the 

outcomes of unfamiliar data. In the context of SL, it is 

necessary to have labelled training data prior to generating 

a classification model. This model may then be used to 

assign labels to new testing data. The aim of the ML task is 

to create a model of high quality. As seen in Figure 1, the 

development of a ML model requires the execution of 

many steps. 

Data collection - The first stage in determining the 

objectives of an ML model is to establish the problem 

statement. Subsequently, it becomes necessary to gather 

suitable input data to be used by the machine. The 

significance of this stage in the ML model development 

process lies in the fact that the efficacy of the model is 

contingent upon the quantity and quality of the data used. 

Data may be acquired from pre-existing databases or 

generated from scratch. 

Data preprocessing - The dataset that has been gathered 

often exhibits several defects, including 

incomplete/missing/noisy data that includes mistakes or 

outliers, and inconsistent data that contains disparities in 

codes [33]. The effectiveness of decision outcomes is 

contingent upon the quality of the data that is provided. 

Therefore, this phase primarily focuses on the cleansing 

and preparation of the data in a format that is suitable and 

applicable for the knowledge extraction process. Hence, 

the process of data preprocessing plays a crucial role in 

establishing the basis for accurate data analyses and is 

often required to guarantee the dependability of data 

analysis using diverse methodologies. 

Model training - After the data has undergone the process 

of cleaning and preparation, it is then partitioned into the 

training set and the testing set. The process of model 

training involves providing a ML algorithm with training 

data in order to facilitate the identification and acquisition 

of optimal values for all relevant variables. The phrase 

"ML model" refers to the model decision function that is 

generated via the process of training. In the context of 

supervised learning, the objective of model training is to 

provide a precise mathematical depiction of the association 

between qualities of data and a designated target label. A 

variety of supervised learning algorithms are employed in 

the process of training a model. 

Model validation - The primary objective of model 

validation is to assess the precision and reliability of the 

trained model. One effective method for assessing the 
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effectiveness of a ML  model involves evaluating the 

model's performance by subjecting it to a test dataset. Once 

the test result has been deemed acceptable, the model is 

deemed suitable for deployment. Alternatively, a tuning 

procedure is conducted to readjust the training parameters 

in order to enhance the accuracy of the model. 

Model deployment - During this stage, the model that has 

been developed is used to make predictions on the labels of 

forthcoming samples. The built model is used to classify 

fresh samples and assign them to the proper class. 

 

 

Fig 1. Flow of supervised learning 

3.2. Unsupervised learning (USL) 

When the dataset provided lacks labels and the expected 

outcomes are unknown, this approach proves to be 

beneficial. Within this particular learning paradigm, the 

computer endeavours to discern commonalities across 

many samples, analyze the gathered data, and construct its 

own models. 

3.3. Reinforcement learning (RL) 

The discipline of RL is concerned with the challenge of 

how an independent agent may effectively make choices 

within a given environment. The objective is to choose the 

most advantageous action that maximizes the overall 

reward, while simultaneously adapting its state transitions. 

4. Approaches and solutions for Protecting Data in 

MANETs 

The distinctive characteristics of MANETs, such as 

decentralization and self-management, make them 

susceptible to a variety of network assaults. Over the 

course of the last decade, a multitude of security measures 

have been presented with the aim of detecting assaults and 

minimizing their impact. The first security protocols used 

in MANETs were predicated on the utilization of 

cryptographic methods. The implementation of a key 

management system using threshold cryptography to 

facilitate authentication in ad-hoc networks occurred in 

1999. Within the proposed system, some nodes are 

designated to fulfill the function of servers, while a limited 

number of nodes assume the role of administrators. 

Additionally, a secure variant of the AODV routing 

protocol was developed and referred to as Secure AODV 

(SAODV). The solution that was presented included the 

use of digital signatures and hash chains as means of 

ensuring cryptographic security inside ad hoc networks. 

Numerous cryptographic procedures have been developed 

that rely on a central authority for the issuance of 

authentication certificates [34]. However, several other 

approaches have adapted the notion of central oversight, 

similar to the PGP web of trust architecture [35]. These 

approaches include nodes that are capable of storing their 

own certificates. As a result, the authentication process 

consists of a series of certificates that are stored at the 

respective ends of the nodes. In the realm of literature, 

scholars have noted that the use of cryptographic 

algorithms in communication systems has resulted in a 

notable time delay. Additionally, it has been recognized 

that establishing a pre-existing link between nodes is 

impractical inside ad-hoc networks. The researchers 

assembled an extensive assortment of hybrid techniques 

aimed at enhancing security in MANETs [38-41]. 

The establishment of robust security measures is a 

fundamental need for the effective functioning of network 

operations, including aspects such as packet transmission 

and routing protocols. When developing sensitive apps, it 

is essential to take into account the essential security 

characteristics of the network. ML methods are used to 

develop a predictive model, which is trained using a 

designated set of training data that contains specified 

attack patterns. The model is then evaluated using the 
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remaining test data. The evaluation of the learning model's 

accuracy is determined by its ability to accurately detect 

and classify novel assault patterns. The open nature of the 

network in MANETs renders the nodes more susceptible to 

many forms of assaults, including but not limited to black 

hole, worm hole, grey hole, flooding, and DoS attacks. In 

addition, it is worth noting that the nodes inside MANETs 

engage in multi-hop communication, whereby the source 

node transmits packets to many intermediary nodes prior to 

reaching the destination node. Effective communication is 

contingent upon the collaborative efforts of the many 

nodes involved. In order to ensure network security, it is 

essential to ascertain the trustworthiness of nodes, hence 

preventing the forwarding of packets to any untrustworthy 

or hostile nodes inside the network. In order to achieve this 

objective, many trust assessment approaches have been 

developed in the existing body of literature with the aim of 

bolstering network security. Therefore, the security 

techniques used in MANETs may be classified into several 

groups, as seen in Figure 2. 

 

Fig 2. Categorization of security methodologies in 

MANETs 

5. Routing Protocols 

Routing protocol study for MANETs has gained significant 

attention since it is a widely used wireless network. 

Several routing protocols, including OLSR, DSDV, 

AODV, DSR, and ZRP, have been recognized by the 

industry. 

5.1. Ad Hoc On-demand Distance Vector Routing 

(AODV) 

The AODV routing protocol is a kind of on-demand 

routing protocol that incorporates elements from both the 

DSDV and DSR protocols. It utilizes the routing discovery 

and maintenance mechanisms of DSR, while also 

including the hop and routing features of DSDV. The 

protocol exhibits favorable characteristics as an on-demand 

routing protocol when it is integrated with the benefits of 

both. This protocol has the capability to be used in a 

mobile node inside a particular network, enabling it to 

determine a path to the intended destination within a 

constantly evolving point-to-point network. The features 

included in this context are rapid access speed, little 

processing, less memory footprint, and less network 

burden. The use of the destination sequence number field 

inside the routing table ensures that the route does not 

create a loop, regardless of any unexpected behavior 

shown by the routing control unit. This mechanism 

effectively prevents the occurrence of network loops and 

the associated issue of endless counting in conventional 

networks. The AODV routing protocol has three 

communication mechanisms, including the route request 

(RREQ), RREP, and routing error (RERR) methods. 

RREQ – When a node wishes to deliver a packet but 

lacks knowledge of the route to the destination, it initiates 

the route discovery process by sending a multicast RREQ 

message. Adjacent nodes maintain a record of the 

message's origin and facilitate its transmission to their 

adjacent nodes until it reaches the intended destination 

node. 

RREP – The destination node provides a response in the 

form of a RREP, which follows the same route as the 

RREQ back to the starting node. As the RREP packet 

travels back to the originating node, intermediate nodes 

establish forward routes. In the event that an intermediate 

node has knowledge of the path leading to the 

destination, it has the capability to transmit a RREP as a 

response to a received RREQ. This facilitates the ability 

of nodes to access and use an established route. The 

initiation of communication between the source and the 

destination occurs with the arrival of the RREP at the 

source node, therefore establishing a viable route. 

REER – The AODV protocol is often associated with 

lower overhead compared to proactive protocols due to 

its reactive nature, resulting in fewer route maintenance 

messages. When a connection interruption occurs and the 

route becomes non-functional, meaning that messages 

cannot be transferred, an RERR message is sent by a 

node that detects the disruption in the link. The 

communication is redistributed via other network nodes. 

The RERR notification indicates the presence of an 

unreachable destination. The deactivation of the route 

occurs when the message receiving nodes become 

inactive. 

5.2. Destination Sequenced Distance Vector (DSDV) 

The DSDV protocol is a routing mechanism designed for  

MANETs. It operates using a table-driven approach and is 

built upon the Bellman-Ford algorithm. In this network 

architecture, every node functions as a router, responsible 

for maintaining a routing table and transmitting periodic 
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routing changes, regardless of the need of these routes. 

Each route or path to the destination is assigned a sequence 

number in order to minimize the occurrence of routing 

loops. Routing updates are exchanged continuously, even 

during periods of network inactivity, resulting in the use of 

battery power and network bandwidth resources. 

Therefore, extremely dynamic networks are not preferred. 

The DSDV routing protocol addresses two critical issues in 

network routing: the prevention of routing loops and the 

mitigation of the counting-to-infinity problem. The 

distribution of an update, meanwhile, has a somewhat 

sluggish pace. The primary cause of substantial losses in 

mobility may be attributed to the use of antiquated table 

entries [36-37]. 

5.3. ML based AODV (ML-AODV) 

This paper demonstrates the use of ML techniques, namely 

artificial neural network (ANN) and SVM, for the purpose 

of mitigating various attacks in MANETs. The primary 

function of the ANN is to discern the most effective and 

ideal path. Subsequently, the SVM classifier is employed 

to detect the presence of an intruder inside the designated 

path. 

In the context of MANETs, the majority of routing systems 

have shown a preference for using shortest route 

algorithms to facilitate packet transmission. However, it is 

important to note that this strategy may not always be the 

most optimal choice for efficient packet transmission. This 

is mostly due to the inherent variations in node speeds, 

energy consumption levels, and congestion levels within 

the network. Hence, in the ML-AODV architecture under 

consideration, each mobile node initially maintains a list of 

immediate or 1-hop neighbours by periodically exchanging 

HELLO packets. Subsequently, the source or originator 

node verifies the presence of a viable route to the 

destination by consulting its routing database. In the event 

that the route is accessible, the source initiates the 

transmission of data packets. However, if the route is not 

available, the source proceeds to broadcast a new RREQ 

packet to its immediate 1-hop neighbours in order to 

establish a new route. Upon receipt, the node verifies the 

destination. If the node is not the destination, the trust 

value is computed and compared to the threshold value. If 

the trust value exceeds the predetermined threshold, the 

trust value is thereafter saved inside the ML-AODV RREQ 

packet. The structure of the RREQ field includes 

supplementary fields in addition to those included in the 

conventional AODV protocol. 

In a MANET, the absence of centralized management 

results in mobile nodes functioning as routers, facilitating 

the exchange of data by relying on mutual confidence 

among all nodes in the network. However, regardless of 

one's awareness of the energy levels and expiry time of 

links, placing faith in all relay nodes might result in the 

flooding of control packets or the needless utilization of 

resources via rerouting. Upon receiving the RREQ packet, 

intermediate nodes generally do two tasks. First, they 

verify whether the packet's destination matches their own 

node's address. whether there is a match, further processing 

is not required. Second, if the destination does not match, 

the intermediate nodes calculate the link expiry time and 

the residual energy. These calculations are necessary for 

determining the viability of forwarding the packet to the 

next node in the network. The routing database at each 

node maintains records of both the Link Expiration Time 

(LET) and Route Expiration (RE) values that exceed a 

specified threshold. Furthermore, the same procedure is 

subsequently repeated. Nodes with trust values beyond the 

threshold are classified as dynamic relay forwarders, while 

those with trust values below the threshold are recognized 

as invaders responsible for flooding and blackhole attacks. 

The trust value is contained in both the RREQ message of 

the ML-AODV protocol and the routing database of the 

source node. Moreover, the trust value of each node is 

documented based on the most recent data exchange with 

its neighbouring nodes, therefore maintaining a record of 

its reliability. The aforementioned procedure is 

consistently repeated at regular intervals upon reaching the 

destination, resulting in the accumulation of several RREQ 

messages. 
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where  PRT and PDT denote the timings at which packets 

are received and delivered, EBS is the initial energy before 

simulation and ESA is the energy after simulation at a 

certain node k, respectively. 

Artificial Neural Networks (ANN): 

The structural and functional characteristics of the human 

brain serve as a source of inspiration for the development 

of artificial neural networks. The ANN consists of several 

linked neurons or nodes, organized into three primary 

layers as seen in figure 3: the input layer, hidden layers, 

and output layer. It is essential to note that the nodes inside 

each layer do not possess any interconnections. Every node 

inside the system is a computing unit that is linked. The 
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primary purpose of the role is to compute the sum of the 

incoming values (Xi) multiplied by their corresponding 

weights (Wi). Additionally, it incorporates a bias term (Bk) 

that regulates the input to the activation function, which is 

subsequently added to the summation of the multiplied 

values. Subsequently, the output Yk of the neuron is sent 

via an activation function f, which facilitates the 

delimitation process, as seen in Figure 4.  

 

 

 

 

Fig 3. ANN structure 

The neuron output Yk is represented by the following 

function, 

( )1 1 2 2 ...k n n kY f W X W X W X B= + + + +
 

 

             

Fig 4. AN model 

 

            

Fig 5. ML-AODV framework 

Support Vector Machine (SVM) classifier : 

The SVM is considered to be the optimal choice for doing 

intrusion detection in high-accuracy network 

environments. Hence, the use of an integrated ANN and 

SVM is deemed appropriate for the identification and 

classification of malevolent nodes. The model shown in 

Figure 5 illustrates the suggested approach for detecting 

both flooding and blackhole attacks utilizing the AODV 

protocol, ANNs, and SVMs. The figure illustrates that the 

distinctive characteristics of a node along a certain path are 

used as inputs for the SVM model inside the ANN process. 

The SVM algorithm uses the Gaussian Kernel to extract 

the characteristics of nodes as input, facilitating the 

transformation of the data into a suitable format for 

processing from the source to the destination. The MANET 

model is provided as input to the ANN and then processed 

by further layers. The network testing and training process 

has been conducted using the NS-2 acquired trace file. 

This trace file provides a representation of the network's 

continuous traffic and aids in the identification and 

distinction of normal and suspicious behaviours inside the 

network. Furthermore, the trace file contains data 

pertaining to both arriving and exiting packets inside the 

network. SVMs are used for the purpose of identifying 

intruders along a certain route. Subsequently, ANNs are 

utilized to confirm the identified node and its associated 

formulas. 

6. Simulation Results 

In recent days, the use of simulation has become vital in 

the examination of complex networks, enabling the 

assessment of their performance and behaviour prior to 
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implementation. There are other network simulators, such 

as OMNET, NS2, and OPNET, that aim to accurately 

represent real-time implementation in their output. In this, 

the NS-2.34 was used to conduct a comparative analysis 

and performance evaluation of the AODV, ML-AODV and 

DSDV in a MANET. The simulation used several node 

configurations to thoroughly evaluate the efficiency of 

these protocols with respect to performance metrics.         

Table 1. Simulation Parameters 

Parameter Value 

Area 1200 m × 1200 m 

Control channel 

 packet size  

128 Bytes 

Channel type  Wireless channel  

MAC Type  Mac /802.11  

Simulator  NS-2 

Max Speed  0 - 30 m/s 

Mobility model  Random way point 

model 

Nodes 50 

Packet Size  1024 bytes           

Routing Protocols  DSDV, AODV, ML-

AODV 

Source Type /  

Traffic Source 

CBR 

Simulation Time  500s                

Transfer model  WaveLan model 

Transmission Range  250 m 

Wireless channel 

bandwidth  

12 Mbps 

 

Packet Delivery Ratio (PDR) : The metric under 

consideration is the ratio between the number of data 

packets successfully delivered to the destination node and 

the number of data packets created by the Constant Bit 

Rate (CBR) source node. Alternatively, it may be 

interpreted as the throughput received by the destination 

node. It is the ratio between the total number of data bits 

received and the total number of data bits transmitted from 

the source to the destination. 

According to the Figure 6, ML-AODV has demonstrated 

superior performance compared to both DSDV and AODV 

as the number of nodes increases. The PDR of ML-AODV 

ranges from 720 to 1680. The PDR of the DSDV routing 

protocol is between the range of 255 to 910. 

 

Fig 6. Nodes vs PDR 

The relationship between node movement speed and PDR 

is inversely proportional, as an increase in node movement 

speed leads to a drop in PDR. The data shown in Figure 7  

indicates that the performance advantage of ML-AODV is 

not notably significant when the speed of node movement 

rises. However, it can be seen that ML-AODV exhibits 

superior performance compared to DSDV. 

 

Fig 7. Speed vs PDR 

End-to-End average Delay (E2ED): The time delay refers 

to the duration it takes for a data packet to be sent from the 

source node to the destination node. The calculation of the 

average time difference between the sending and receiving 

of individual packets involves dividing the overall time 

difference by the total number of packets received. It refers 

to the duration required for a data packet to reach its 

intended destination inside a network. The factors included 

in this set of considerations consist of the latency 

associated with buffering, the delay caused by interface 

queuing, the delay resulting from MAC layer 

retransmissions, the delay caused by airborne propagation, 

and the time used for route lookup transitions. 
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Fig 8. Nodes vs E2E delay 

The figure 8 illustrates the variability in average E2ED in 

packet routing between various nodes, comparing the 

proposed ML-AODV with the current AODV protocols. 

The performance of ML-AODV exhibits little latency as 

compared to AODV, even in scenarios where the number 

of nodes is increased. The findings indicate that ML-

AODV outperforms DSDV. The E2ED of the DSDV 

routing protocol has a higher magnitude compared to the 

ML-AODV routing protocol. The DSDV protocol 

maintains routing tables in order to facilitate packet 

delivery. Consequently, it establishes new routes whenever 

there is a modification in the network topology. On the 

other hand, the ML-AODV protocol operates as an on-

demand routing protocol. It initiates the routing discovery 

process whenever there is a need to construct a new route. 

The ML-AODV protocol facilitates the transmission of 

necessary packets in response to communication requests 

between nodes. 

As seen in Figure 9 , the ML-AODV protocol 

demonstrates a notable reduction in the average latency 

experienced in end-to-end communication. This 

improvement may be attributed to the ML-AODV's 

capacity to consider the diverse circumstances existing 

between nodes, resulting in a much lower risk of routing 

failures compared to the DSDV protocol. The average 

latency of both DSDV and ML-AODV protocols exhibits 

an upward trend as the speed of node movement rises. 

 

Fig 9. Speed vs delay 

Routing Recovery Frequency (RRF) and Normalized 

Routing Load (NRL): RRF represents the frequency at 

which route lookup procedures are launched. NRL  refers 

to the aggregate count of routing packets sent in order to 

facilitate the successful delivery of individual data packets. 

A packet's transition across the network is represented by 

one hop. 

 

Fig 10.  Speed vs RRF 

Figures 10 and 11 provide a comparative analysis of RRF 

and NRL. The simulation findings indicate that there is a 

closeness to the average latency. The simulation findings 

provide further confirmation that the AODV protocol is 

specifically intended to promptly adapt to changes in 

network topology. This protocol exhibits a high degree of 

flexibility in terms of routing and managing mobile nodes. 

However, it does not priorities the stability of the route. 

When the node undergoes rapid movement, the topology 

experiences swift changes, leading to frequent initiation of 

the Route Discovery by AODV. Consequently, this 

imposes a heavier load on the network.  
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Fig 11.  Speed vs NRL 

Routing overhead (RO): It is the ratio of the number of 

control/routing packets to the total number of packets. The 

figure 12 illustrates the change in RO across various nodes, 

with the ML-AODV exhibiting lower overhead compared 

to the  AODV and DSDV schemes. There is a noticeable 

increase in the use of control packets while transitioning 

from 5 to 50 nodes in all three scenarios. Moreover, ML-

AODV demonstrates reduced RO compared to AODV 

techniques, particularly in scenarios with increased node 

density. The reason for this phenomenon may be attributed 

to the use of trust estimate for the selection of relay nodes, 

as well as the incorporation of the AAN model inside the 

ML-AODV framework. 

 

Fig 12. Nodes vs Routing overhead 

Packet Lost Rate(PLR) : It refers to the sum of all 

packets that were lost while running the simulation. PLR 

are ones that were transmitted from the source but were 

never received by the destination. It is determined by 

subtracting the total number of packets transmitted from 

the total number of packets lost during the routing process. 

The figure 13 illustrates the fluctuation in packet loss over 

various node densities in both the ML-AODV protocol, 

which is being proposed, and the current AODV and 

DSDV protocols. There is a perception that there is an 

increase in packet loss when there is a change in node 

density in ML-AODV and other current techniques. In 

contrast, ML-AODV demonstrates a reduction of 12% in 

packet loss compared to current systems while operating in 

environments with increased node density. 

 

Fig 13. Nodes vs packet loss 

Throughput (TP)  : It is defined as the rate at which a 

certain amount of data may be sent across a given 

communication channel and arrive at its intended 

destination. The rate of successful receptions is calculated 

for a certain simulation period. Higher throughput values 

indicate a safer and more efficient network. 

The figure 14 shown depicts the comparative performance 

of ML-AODV, DSDV, and AODV in relation to 

throughput, specifically in response to variations in node 

density. Moreover, ML-AODV demonstrates a greater TP 

compared to already used techniques. The reason for this 

may be attributed to the use of trust-based selection of 

relay nodes and the incorporation of the AAN model into 

the current AODV protocol. 

 

Fig 14. Nodes vs TP 

Reliability: The rate at which data packets are received 

after being sent is the reliability. 
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The data shown in the figure 15 indicates that the success 

rate of receiving data packets relative to the number of 

packets delivered is greater when using ML-AODV 

compared to AODV, across various node densities. 

Moreover, it is apparent that ML-AODV exhibits a greater 

level of dependability compared to the already used 

methods. This result is due to the introduction of a unique 

relay selection method and ANN model for packet routing 

in the context of ML-AODV. 

 

Fig 15. Nodes vs Reliability 

Energy Consumption (EC) : The mean amount of power 

used by mobile nodes for routing and data transmission. 

In figure 16, it can be seen that ML-AODV exhibited a 

higher energy consumption for medium estimate 

MANETs, which subsequently decreased for bigger 

MANETs. Conversely, DSDV demonstrated a 

comparatively lower EC for small, medium, and larger 

MANETs. 

 

Fig 16. Nodes vs Energy 

7. Conclusion 

The introduction of security measures in MANETs is a 

significant problem due to the dynamic nature of their 

architecture. In order to mitigate security risks, many 

security methodologies have been suggested in scholarly 

literature. Machine learning approaches have gained 

popularity among researchers due to their potential in 

identifying previously overlooked or unknown hazards. 

This study provides a complete categorization of security 

measures in MANETs that are based on ML algorithms. 

Enhancing the performance of routing protocols and 

improving the overall performance of MANETs has 

emerged as a significant area of research and discussion. 

This is particularly relevant considering the prominent role 

of routing protocols in MANETs. The establishment of 

routing in the context of AODV is facilitated by the use of 

a mechanism known as ML. This study presents a novel 

approach, namely the ML-AODV scheme, which utilizes 

machine learning techniques to enhance the security of the 

AODV routing protocol in MANETs. The evaluation of 

the ML-AODV protocol has been conducted in comparison 

to the AODV and DSDV protocols, considering various 

node densities and speeds.  The ML-AODV algorithm is 

evaluated using a network consisting of 50 nodes, each 

with a maximum speed of 30m/s. The simulation the 

results indicate that ML-AODV is better than both AODV 

and DSDV.               
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