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Abstract: Currently, the Internet of Things is expanding into all computing-reliant domains. Fog computing is a key ally of the Internet of
Things. It brings cloud computing and services to the network's edge. 10T makes smart surroundings a reality and a possibility. However,
they are not immune to security weaknesses and threats. Therefore, specialized security measures are necessary. Security is one of the
greatest obstacles to achieving an ideal 10T and Fog environment. This reality, coupled with the enormous harm caused by application
attacks, necessitates the concentration of efforts in this area. Existing studies of the state of the art have demonstrated this requirement by
highlighting a number of unresolved issues requiring additional investigation. This article presents a Systematic Literature Review (SLR)
that takes into account the context of intrusion detection and prevention in loT-based environments. This review examines more than 73
papers that passed a rigorous inclusion/exclusion procedure with well stated criteria. Information was gathered from these studies to
construct a picture of the present state of the art and answer the study's research goals. Thus, we identify the state of the art, outstanding

questions, and future potential.
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1. Introduction

loT will influence various sectors like healthcare, energy
management, manufacturing, surveillance, retail, urban
development, and transportation. The Internet of Things
(1oT) represents a step forward in networking technology,
allowing simple devices to connect directly to the
worldwide web. At its core, a unit, termed "things,” can
carry out specific tasks like collecting environmental data,
taking actions based on certain conditions, or even
forecasting results from the data it accumulates [1]. 10T's
integration into our daily routines leads to a system that acts
as a smart ecosystem, minimizing human physical
interaction with the surroundings or the device itself, often
referred to as Machine to Machine Communication [2]. loT
will influence various sectors like healthcare [3], energy
management [4], manufacturing, surveillance [5], retail,
smart city, and transportation [6].

The growth of the conventional network also influenced the
10T. But because 10T devices have limited resources, they're
susceptible to attacks that aim to drain their resources.
Attackers can send malicious packets to overwhelm the
communication link. As a result, service disruptions,
commonly known as Distributed Denial of Service Attacks
(DDoS), are inevitable. Botnet IP packets were generated.

1Department of Electrical and Information Technology, JI. Grafika 2,
Universitas Gadjah Mada, Yogyakarta 55281, Indonesia. Email:
saifuddin@umm.ac.id

2Department of Information Technology, JI. Raya Tlogomas 246,
Universitas Muhammadiyah Malang, Malang 65144, Indonesia. Email:
suning@ugm.ac.id

3Department of Electrical Engineering and Information Technology, JI.
Grafika No.2, Universitas Gadjah Mada, Daerah Istimewa Yogyakarta
55281, Indonesia

* Corresponding Author Email: author@email.com

Several studies have previously been conducted to study the
feasibility of mitigating and resolving DDoS attacks in 10T
utilizing the SD-10T paradigm. Paper [7] presented a similar
solution based on SD-loT entropy. However, the value
should be modified dynamically as system traffic grows.

Similarly, the authors in used entropy in [8] Although a
threshold value was specified to categorize the traffic, the
application was unable to pinpoint the exact location of each
malicious IP address. The cosine similarity approach is also
used by [9]. The authors used this strategy to distinguish
between DDoS and normal flows by counting the Packet-IN
messages that entered the controller. In [10], The authors
created the ENeFS neuro-fuzzy algorithm, which
differentiates DDoS using an inference rule. Researchers
from [11] were using the counter-method. Based on flow
counters, packet payload counters, node-based packet
counters, node transmission/receiving power, and traffic
load counters, this article offered various factors to detect
DDoS attacks. The findings demonstrate the effectiveness
of identifying a zero-day attack. Based on the results of the
statistical method, it emerged that this strategy could detect
DDoS attacks quickly. Nonetheless, it was unable to
identify the static variables used to detect DDoS that varied
significantly.

Some articles also discussed how to detect DDoS assaults in
SD-IoT using Machine Learning (ML) and Deep Learning
(DL). [12] Semi-supervised techniques were utilized to
identify the DDoS attack known as LEDEM. The
researchers designed a dataset based on the UDP flooding
method and tested it on emulation and test-bed platforms,
achieving a 96.28% accuracy rate. Additionally, they
introduced the SD-loT system, which leverages Logistic
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Regression, Random Forest, and the XGB algorithm to spot
and classify DDoS attacks. For this system, they adapted the
ISCXIDS2012 dataset by tweaking some features and opted
not to use the controller as the main detection point for the
assault [13]. The authors used Support Vector Machine
(SVM), RF, and Neural Network (NN) as key classification
modules to construct DDoS assaults (ICMP and TCP SYN
flood) over ordinary 10T traffic. [14] The DDoS attack was
categorized using Stacked Auto Encoder (SAE) alongside
Snort IDS. Features from the dataset were derived from the
Snort rule for ICMP, TCP, and UDP traffic. The research
showed a high accuracy of 95% for True Positive outcomes.
Past studies using ML/DL for classification didn't specify a
dataset focused on 10T scenarios. To better mimic real-
world 10T scenarios, the researchers could consider
expanding their dataset to include recognized application-
layer protocols like MQTT, CoAP, and HTTP.

Several prior research attempted to combine the statistics
and ML methods. [15] To detect and identify the DDoS
assault and lower the False Positive Rate (FPR), we used
information entropy and machine learning methods. Other
than the similar research, the accuracy indicated in the
outcomes was higher. The authors performed the
categorization using UNB-ISCX, CTU-13, and ISOT
datasets, which do not fully represent the 10T environment's
actual data transit. Likewise, paper [16] To detect and
classify the attack, a statistical and Multi-Layer Perceptron
(MLP) combination was used. To generate UDP flood
assaults, Trinoo DDoS tools were used. Flow statistics from
the loT gateway were used in the feature extraction
procedure.

Preliminary questions

A systemized review method is designed and necessary to
discover the fundamental insight behind the specific subject.
We generated some review questions, which are included in
Table 1, and planned the review work such that we will be
able to answer the review questions before the end of the
paper. The Review Questions (RQ) questionnaire was
created to handle the review problem in the specific field of
10T, detection, and classification.

Table 1. Review Questions

RQ | Review Question Motivation

No

RQ1 | What are the | To comprehend the
vulnerabilities  and | threat to key cyber
potential attack | infrastructure posed by
vectors in the Internet | potentially vulnerable
of Things? embedded devices, as
well as the motivation
for attacks.

RQ2 | How is threat data | To investigate various

threat data collection
methodologies.

gathered from diverse
sources?

RQ3 | What forms of data | The location of IDS
are analyzed and | deployment is an
where are detection | important issue that
solutions deployed? must be taken into
account when
developing any IDS in
the loT-Fog-Cloud
setting, whether it is an
NIDS or a HIDS.

RQ4 | What characteristics | Understanding what
are included in attack | features can be
data packets aimed at | converted into
10T networks? information for

detection and
mitigation.

RQ5 | Which evaluation | The great majority of
methods are utilized | datasets used are old and
to validate detection | based on different types
methods? of  network traffic;
finding an appropriate
reference dataset to
apply detections in loT
security is tough. In this
approach, we hope to
review the validation
procedures employed in
the state-of-the-art and
present a newly updated
list of current datasets
that can serve as a
foundation for future
researchers, indicating
which dataset is most
appropriate  for  the
context of their
particular works.

This study was divided into three sections: describing the
publication selection process utilized as a reference,
conducting literature investigations with supporting data,
and presenting the findings.

2. Research Method

The following procedures were used: (1) creating research
questions, (2) determining criteria, (3) developing searching
techniques, (4) assessments, (5) data extraction, (6) data
analysis, and (7) reporting the findings. Figure 2 depicts the
flow of the literature review.
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2.1. Search Strategy and Exclusion Criteria

The search and selection of studies is a critical phase in the

systematic review. Your goal is to collect a collection of
articles related to mapping.
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The research was initially conducted in databases like ACM,
IEEE, ScienceDirect, Springer, Wiley, and MDPI on
September 15, 2022. These were selected due to their
extensive collection of proceedings and journals relevant to
the subject, their consistent updates, the precision of their
search results, user-friendly interfaces, and the availability
of full-text articles. To refine the search, certain criteria
were set to exclude irrelevant papers. The keywords used
during the search included terms related to 10T security like
"Detections AND Prevention AND Classification",
"DDOS-1oT", "Honeypot AND Architecture”, and
"Dataset”. Using this methodology, 185 papers from
publishers such as Elsevier, Springer, IEEE Journal, Wiley,
and ScienceDirect were identified. However, certain articles
were omitted based on criteria such as language (non-
English), publication date (before 2018), unavailability of
full text, format discrepancies, specific tier exclusions [Tier
Q1, Q2, Q3, Q4], or absence from Scimago.

3. Data Analysis

To determine the eligibility of the paper, the title, abstract,
and entire text are screened. If an article is irrelevant, it is
not used. The NVivo 12 application was used to do the
article analysis. The "Synthesis Without Meta-Analysis"
manual is applicable. Meta-analysis is not required for
synthesis [17] to use tables and graphs to summarize the
findings.

4, Results

The following are study questions that were addressed in

compliance with the research goals based on the findings of
a literature review. RQ1, RQ2, RQ3, RQ4, and RQ5 were
produced as research questions. RQ 1 delves into the
vulnerabilities and possible attack avenues in 10T, RQ 2
focuses on gathering data about threats, RQ 3 identifies
applied solutions and the nature of data analyzed, RQ 4
addresses attacks on 10T networks via packet data, and RQ
5 touches on the methods used to confirm the detection
approach. Detailed answers for each research question
follow below.

4.1. RQ1. What are the vulnerabilities and potential
attack vectorsin 10T?

This inquiry seeks to comprehend the threats to key cyber
infrastructure posed by potentially vulnerable embedded
devices and the motivations behind assaults. A literature
search yielded 31 papers that fulfilled the requirements.
Several articles highlight potential 10T vulnerabilities and
attack routes. DDoS attacks pose a threat to every loT
segment, from smartphones and transport systems to smart
homes, medical facilities, manufacturing units, educational
infrastructures, and government entities. As loT adoption
accelerates, its security measures lag behind. Consequently,
IoT is vulnerable to DDoS attacks, a situation further
exacerbated by the expansion of 5G networks [18], [19],
[28]-[31], [20]-[27]. loT devices are susceptible to
unauthorized access due to their ability to conduct
widespread attacks unnoticed, leading to the creation of
botnets [32]. By taking advantage of and dominating loT,
one can initiate DDoS attacks [33]. These attacks aim for
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personal benefits, targeting military operations, influencing
financial systems, damaging the economy's service sector,
and advancing in areas like cyber espionage, warfare, and
terrorism while enhancing security [34]-[41]. A major
vulnerability of 0T to DDoS attacks stems from the limited
capacities of most devices in terms of processing power,
storage, and energy [42]. These restricted resources
primarily serve to send data for processing and storage
online. During this data management in IoT, significant
amounts of data lead to congestion between the cloud and
the devices [43].

4.2. RQ2. How threat data is collected from various
sources?

Research gathers threat data from diverse sources to study
various methods of data collection. There are several
techniques to categorize this data. Notable tools and
methods include J48, KNN, CNN, Naive Bayes, and more,
like REP Tree, SVM, and LSTM. Additionally, techniques
like 10TBoT-IDS, SIEM, and Stochastic Markov Chains
help analyze this data [18], [21], [40], [41], [44]-[48], [22]-
[24], [27]-[29], [32], [39], Other methods cited include R-
IDPS, Snort, [42], Online Discrepancy Test [49], combined
autoencoder (AE) and multi -layer perceptron (MLP) [50],
a blend of autoencoder and multi-layer perceptron, and
hybrid methods such as DNN-PCA and LSTM-CNN [51],
NIDS-based PCCNN [43], self-exposing node (SEN) [52],
Some tools, like the self-exposing node, add security
features by blocking threats using the FLEAM method,
enhancing the functionality of BBSC-SDN networks.
Various optimizers like Adam, RMSProp, and SGD are also
mentioned [25], [35], [36], [53].

4.3. RQ3. Where are detection solutions deployed and
what types of data are analysed?

Detection tools were employed, and various data types were
analyzed (RQ3). The systems were set up on IDS network
areas, loT emulation services, and feature extraction
platforms [45], [19], [22], [23]. Both NIDS and HIDS
determined the location for detection. NIDS incorporated
network simulations into its detection mechanism [42], [43],
[54]. monitoring all 10T network traffic and noting any
anomalies. HIDS, on the other hand, focuses on detection
within the host-managed network [32], [47], [50]-[52], [47].
Various data examples include port scanning, Ack flooding,
and several other network attacks. Factors taken into
account include download and upload delays, server
response time, bandwidth consumption, and more. Several
procedures like C&C, C&C-HeartBeat, and file downloads
are also noted [22], [35], [36], [40], [41], [44].

4.4. RQ4. What features are present in attack data
packets against 10T networks?

The properties of attacks on 10T networks via packet data
are examined to identify which attributes can be used for

spotting and counteracting these threats. These traits are
typically categorized into different types. Commonly
referenced categories encompass flow-based, content-
based, time-based, essential, time-based, and active-flow
attributes [19], [20], [42], [45], [43], [47], [48], [50], [54],
[24]-126], [28], [32], [36], [40], [41] The flow-based attack
method is rapidly emerging as the standard technique used
by attackers to overwhelm a service by sending massive
traffic, leading to blockages and stopping legitimate data
from reaching its destination. This involves flooding the
system with unnecessary data to hamper or damage targets,
and inundating devices with packets to exhaust their
processing capacity, causing service denial to genuine
traffic.

4.5. RQ5. Which evaluation strategies are used to
validate detection approaches?

The evaluation process is utilized to validate the detection
method. Various methodologies are adopted in assessing
detection capabilities. Some commonly used metrics for this
evaluation include Classification Accuracy (CA), F1-Score,
Precision, Recall, Receiver Operating Characteristics
(ROC), False Discovery Rate (FDR), False Omission Rate
(FOR), False Positive Rate (FPR), and True Positive Rate
(TPR). Additionally, assessments are based on Detection
Time, Detection Accuracy, sensitivity, specificity,
accuracy, F-measure, and the Matthew Correlation
Coefficient. Each of these metrics offers a distinct
perspective on the effectiveness of a given detection method
[18], [20], [23], [26], [27], [32], [34], [35], [37], [41]-[43],
[46], [49]-[52].

5. Discussion

The Internet of Things is one of today's most adaptable
technologies. Because it has taken over our daily routines, it
has a plethora of applications aimed to make life easier and
simpler. Industry 4.0, as a paradigm implying the use of the
Internet of Things idea to optimize business, manufacturing,
and logistical processes, necessitates an upgrade in the
employee work environment with the goal of improving
employee comfort, safety, and productivity. 10T devices are
easy targets for fraudsters and other aggressors due to a lack
of fundamental security safeguards and the connection of
real-world things with the Internet. These flaws allow
hacking, improving Botnet networks, and ultimately
launching DoS and DDoS attacks against companies. As a
result, data leaks, phishing and spam campaigns, DDoS
attacks, as well as security breaches can occur. Other
motivations include cyber espionage, cyber warfare, and
terrorism, as well as attempts to hack government and
corporate systems to impede military capabilities, disrupt
financial markets, and damage the economy's service sector.
DDoS attacks can damage servers and devices on the
internet, preventing legitimate system users from accessing
resources or services. The existence of 5G services and 10T
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devices with 5G capabilities further exacerbates this DDoS
attack. 10T devices with 5G capabilities offer enhanced and
interconnected connectivity scale, allowing them to be
remotely controlled to form botnets and launch large-scale
security attacks. Unfortunately, many loT devices today are
not designed with security in mind. With the number of
exploitable loT devices rapidly increasing, the attack
surface for IoT systems is expanding. Another important
factor is that the information passed on by these devices is
often used in decision-making, so if fake data is sent quickly
over 5G, this could seriously impact users. However,
another reason behind DDoS attacks is to explore potential
vulnerabilities to improve 10T security.

DDosS attacks can be detected through several methods like
machine learning, deep learning, and federated learning.
DNN, a popular machine learning tool, can perform intricate
operations by integrating more layers and units in its
network. It can identify normal and unusual traffic flows
hidden in large structured datasets. Apart from DNN, there
are other classifiers such as J48, KNN, CNN, Nave Bayes,
REP Tree, Decision trees, Random Forest, SVM, LIBSVM,
VAE, MLP, LSTM, etc. Additionally, studying DDoS
attacks can help uncover weak points to enhance loT
security. According to Ashraf et al. (2021) the loTBoT-IDS,
integrated with BMM and Correntropy models, is believed
to outperform other IDSs tailored for 10T networks like
those in smart cities. The stochastic Markov serves as a
predictor and detector in the fifth-generation network,
showcasing impressive results with minimal errors, high
detection, and a rapid decline in attacks [53], [27]. Various
models and methods are blended in detection techniques. By
pairing the DNN model with principal component analysis
(PCA), security and efficiency are heightened [19]. A
combined LSTM-CNN model excels in detecting attack
categories, boasting a 99.92% accuracy, 99.85% precision,
and an extremely low false positive rate for multiclass
categorization. This hybrid approach outstrips the individual
performances of both LSTM and CNN. Furthermore, SIEM-
based detection can counteract DDoS attacks originating
from compromised loT gadgets [54], [34]. SIEM-based
detection may also be used to stop DDoS attack traffic from
hacked loT devices [23].

FLEAM, short for A Federated Learning Empowered
Architecture, not only serves to identify attacks but also
becomes the main key to overcoming them. Another
advantage of FLEAM s its ease of implementation. In
addition, FLEAM has the ability to mitigate attacks directly
from the source, thereby reducing delays in handling and
increasing costs for attackers. In fact, FLEAM has the
potential to eliminate zombie-type attacks before they can
attack the second target of the alliance [43]. Increasing loT
network security by providing authentication access on the
SDN network is thought to be capable of protecting data
during transmission by broadcasting keys in parallel to the

SDN switch [41]. In a study conducted by Alotaibi in 2020,
network optimization was carried out using various types of
optimizers. Among the optimizers examined such as Adam,
RMSProp, SGD, and AdaGrad, it was found that Adam's
optimizer performed best. Furthermore, Adam offers
advantages over RMSProp and AdaGrad optimizers.

This location will implement IDS platforms, 10T service
simulations, and feature extraction tools. IDS, which
identifies abnormal network activities, comes in two main
forms: NIDS and HIDS. NIDS oversees traffic for all
network devices from a central point, while HIDS monitors
both inbound and outbound traffic on individual devices,
alerting administrators to unusual activities. HIDS looks at
specifics like packet content, duration, and power
efficiency. One attack tactic is the "network flooding
attack", aiming to overwhelm a server by sending massive
amounts of traffic, making genuine requests unprocessed or
slowing server responses. Another tactic targets all open
ports of a server, impacting its response to genuine traffic.
Various evaluation metrics are employed to validate
detection methods, including CA, F1-Score, Precision,
Recall, ROC, FDR, and many more. Out of these, accuracy,
F1-Score, precision, and recall are the most popular. A
higher accuracy, calculated as the ratio of correctly
identified records to total records, indicates a better
machine-learning model. F1-Score, another name for F1-
Measure, is the harmonic mean of precision and recall. A
higher F1-Score suggests a superior model. Precision looks
at the proportion of accurately identified attack records,
while recall measures the rate of correct attack detection
against the actual attacks.

6. Conclusion

Thanks to its adaptability, the Internet of Things (10T) plays
a pivotal role in refining various operations like commerce,
manufacturing, and logistics. Designed to simplify and
enhance everyday life, the benefits of 10T are undeniable.
However, intertwined with these advantages are pressing
security issues. Cyber attackers can exploit vulnerabilities
in the system to compromise networks, amplify Botnets, and
then launch DoS and DDoS attacks on businesses. These
breaches can manifest in various forms, including data
exposure, phishing campaigns, spamming, and direct DDoS
attacks. Such malicious activities span a spectrum of
motives, from mere spamming to graver intentions.
Integrating 5G networks further amplifies the security
challenges posed by DDoS threats. Fortunately, multiple
strategies and techniques for DDoS attack detection are
tailored based on network specifics, implementation site,
and data variety. We can bolster 10T security and optimize
overall network performance by identifying and countering
these attacks.

Additionally, as technological advancements continue, it's
imperative for businesses and individuals to remain vigilant
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about their 10T devices. With the expansion of 5G and the
ever-increasing number of connected devices, the potential
attack surface grows larger. Proactive measures, such as
consistent updates, encryption, and stringent authentication
protocols, are necessary to safeguard data and maintain the
integrity of operations. Collaborative efforts among tech
firms, governments, and communities are crucial in
developing robust and adaptable defense mechanisms
against these threats. Furthermore, with the ongoing
development of machine learning and Al technologies,
there's potential for creating smarter, more adaptive security
solutions. By harnessing these innovations' collective
strength, we can confidently navigate the digital landscape,
ensuring the promise of loT is realized without
compromising safety and security.
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