International Journal of

INTELLIGENT SYSTEMS AND APPLICATIONS IN
ENGINEERING

www.ijisae.org
Enhancement of Image Processing based on Deep Learning
Backpropagation Approach

1JISAE

ISSN:2147-6799 Original Research Paper

S.V.S. Ganga Devil, K. Gunasekaran?, M. Rajaram Narayanan®, A. Kanchana*, G. NaliniPriya®

Submitted: 20/10/2023 Revised: 10/12/2023 Accepted: 16/12/2023

Abstract: By understanding the parameters and weights generated from the picture itself, utilizing a single deep learning (DL) technique,
such as neural network backpropagation, enhances encryption achievements. Furthermore, inconsistency plays a major part in the
encryption of photographs, particularly because smart learning techniques are utilized. The initial objective of any encryption technique
is to yield a more complex encrypted picture that would be challenging or hard to decrypt regardless of the suggested key. In this paper, a
flexible technique that allows picture encryption via deep learning backpropagation is proposed. This method is being implemented in
Industry 5.0 to conveniently encrypt photos. Along with electrical, tangible, and information security, there are a ton of businesses
relevant to image computing. These two phrases are derived from data security, specifically image privacy. Encrypting photographs
successfully preserves quality and yields frenzied, good-looking pictures. The results of the experiments indicate that the

backpropagation technique outperformed all other algorithms.
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1. Introduction

A single category that may be employed to divide picture
protection is image encryption. In the modern era of digital
desktops, privacy is an extremely vital problem. A distinct term
for encryption is the fight against the burglar and the pre-
presented hidden procedure; on the other hand, steganography
and watermark discreetly hide private information. Images are
one of the most broadly utilized media formats on digital media,
accordingly unlawful hacking and exploitation of them is a
continual threat. Every one of the enormous amount of tiny cells
that jointly make up a picture, also referred to as pixels, has an
extending bond to its adjacent pixel including an interior
communication to parameters such as color and density. The
procedure of encoding an anonymous visual enough to ensure
unknown individuals cannot manage to access it can be
designated as image encryption. This is accomplished with the
assistance of an algorithm for encoding. Safeguarding the
confidentiality of electronic information preserved on computer
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systems or transmitted via the World Wide Web or any other
computer network is the primary objective of encryption. To
protect your information from any undesirable user access,
picture encoding plays an integral role in ensuring the user this
level of safeguarding and security. There are plenty of
applications for video and picture encryption in various industries
of online communication, multimedia frameworks, telemedicine,
healthcare imaging, and military interactions. Decryption is the
method of preserving data that has been encrypted to its natural
state. Usually, the data encryption protocol happens in reverse.
Given that decryption depends on a secret key or password, it
breaks down the encrypted data so that only the authorized
individual can decode the data. Artificial intelligence and digital
encryption have collaborated to produce shorter, simpler duties
that require managing huge quantities of data or images. To the
greatest extent of the authors' ability, no one has ever done multi-
label grouping leveraging concealed photos, making this distinct
type of system exceptional [1].

Sequential algorithms for image processing are offered as
solutions for these issues, considering into account an assessment
of their efficacy in picture grouping. We acquired the best
conclusions, highlighting the significance and novelty of the
study's observations. A high-quality BPNN detection approach is
put forward, that contributes to the next cutting-edge and
noteworthy outcome [2].

Neural networks and other computer intelligence techniques have
been extensively deployed to enhance the durability and precision
of image interpretation. With its robust self-learning, versatile,
and nonlinear mapping skills, BPNN can cope with photos with
diverse surroundings and uneven illumination. Based on
fluctuated scenarios, the parameters can be modified flexibly by
neural network self-learning, and the necessary computational
paradigm can be gained [3].
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Fig.1.1. Digital image processing under back propagation neural network

The above Figure 1.1 gives a brief explanation of image
processing using the deep learning backpropagation technique.
This will give a clear idea about the technique that is going to be
explained here.

The majority of pictures will ultimately want to be shrunk before
being sent or preserved because of constraints on bandwidth and
physical space concerns. Mainly with connection to images the
capacity to shrink large data files, like photos, has drastically
improved, and data contraction is becoming more essential for
many different kinds of tasks. As a consequence of innovations in
technology, successful methods for compression are now needed
to safely transport and store image records while still preserving
good quality images and only slightly limiting file size [4].

Below is an outline of the essay's various sections. An
investigation of the crucial previous research works is presented
in Section 2. Section 3 summarizes the special features of the
recommended deep learning backpropagation, incorporating its
stipulated frameworks, implementation basis, graph-based
workflow divisions, and data assessment. Section 4 leverages
distinctive graphs and examples to figure out the image
processing result using backpropagation methodology. The final
point is covered in Section 5 which contains the conclusion.

2. Related works

[5] Contrary to conventional machine learning related strategies,
deep learning-based methodologies are permanently more
reliable, specifically when it comes to segmentation and
aggregation. The network's multilayer architecture provides the
special performance of different tasks at different levels.

[6] A key basis for picture depth evaluation and the utilization of
computer vision in relevant disciplines is offered by picture
categorization. Standard image recognition mainly comprises
multiple stages, containing feature extraction, creating classifiers,
learning tutorials, and picture preprocessing. Traditional methods
for image classification largely depend on the key characteristics
that are collected from the photograph to carry out image

classification. This could function as an initial basis with extra
computer analysis of the image to uncover its semantic value.

[7] A completely fresh grouping methodology is put forward that
blends BP neural networks with raw sets. PSO is implemented to
divide up the responsibility values, and a table to make decisions
is then developed. The recommended strategy stimulates an
operational set from the selection table and accounts for quality
minimization by removing inadvisable traits. The method
suggested is demonstrated to be feasible and more effective
compared to anyone else after assessments with additional
techniques and a depicted scenario has been performed.

[8] This BPNN model is developed by gathering sample evidence
and continually trains leveraging its self-learning capabilities to
regulate the load and lower the predictive inaccuracy. Afterward,
an assessment was attained after examining a link magnitude for
each network level.

[9] The input layer, hidden layer, and output layer are only a few
of the tiers that make up the BPNN. Figure 1 illustrates the
BPNN foreseeing procedure's layout. The time series information
for each indicator has been displayed in the figure's xn input
layer, which is carried out by the hidden layer (zq) and the output
layer (ym), which displays each index's estimated value.

[10] The overall amount of layers in the network constitutes one
of the design criteria for the BPNN image compression system.
Assuming that one layer of sinusoidal hidden elements is enough
to derive any uninterrupted work, BPNN with three successive
layers and a sufficient amount of hidden layer units is a
wonderful choice. In practical terms, it has been determined that
establishing a BPNN structure with a greater number of hidden
layers dramatically raises the probabilities of BP issues such as
slow pace convergence, error fluctuation, and local minimum
confinement occurring as opposed to developing BPNN with just
three layers. As an outcome, BPNN would have exceptional
compression and decompression qualities.

[11] BPNN is implemented in this paper to detect blur
parameters. For the purpose of recovering the picture, a simulated
network is employed to train the variables that were developed
from the blur form using BPN. In scenarios where rapid
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calculation rates are crucial and human performance is still
lagging behind the best systems presently in use, back
propagation neural network topologies represent a notable
guarantee. Neural nets can be employed well to the challenge of
deblurring images of great quality from samples that have already
corrupted.

3. Methods and Materials

The monitored learning approach nicknamed a Back Propagation
Neural Network (BPNN) is made up of two stages: training and
testing. The input layer, hidden layer, and output layer represent
the three layers of the BPNN. The multidimensional type of data
was received by the input layer. The invisible layer processed
that, utilizing an initial hidden layer with a sigmoid kind and a
size equivalent to several features including the number of groups
split by two, in addition to the creation and insertion of one new
tier to the system. The outcome at the output layer was the final
result of the hidden layers procedure. In addition to layer
measurements, other variables that will be hired in the BPNN
method's learning procedure consist of the learning rate,
momentum price, coaching cycle, and error operation. These

Hidden layer(s)

as inputs for the BPNN procedure are analyzed during the whole
procedure and passed into layers 1 and 2 of the hidden and output
layers. The prediction error (3) is measured by the deep learning
BPNN, and every weight (4)—(5) is modified using the estimated
defect.

a=¢+ Z?:Oijjk (D
Z = Co + Xj=0 ViXjk 2)
g = —a)g'(2) 3)
Aw = Y7o &%k 4)
Ax = be,a 5)
Xnew = Xoia + AX (6)
Whnew = Woiq + Aw @)

‘a’ is the hidden layer that is taken away from the entry phase and
employed as a source of input to create the final product a, with z
operating as the multidimensional data source for a. In this case, ¢
signifies the bias assets, w, and x signify the input and hidden
layer weights, and f and ¢ illustrate the learning rate and
forecasting error outcome computed using the differences
between z and a [12].

Outout Taver

Difference in
desired values

Fig. 3.1. Back propagation in neural network

In the course of the training, neural networks learn by frequently
altering their settings (weights and biases). Weights that are
generated at random are utilized to activate the variables, and the
biases are set to 0. For the sake of getting the model outcome, the
information is then transmitted forward along the network.
Ultimately, backpropagation proceeds to be carried. On average,
numerous variations of forward progress, back-propagation, and
parameter changes are engaged in the model training method.

This is clearly explained in Figure 3.1 shown above for the best
service. Employing the upcoming procedure, splitting a picture
based on BPNN is easy. The input layer, hidden layer (HL), and
output layer are the three feed-forward network layers that
collectively makeup BPNN. The present investigation produced
an improved genetic algorithm-based BPNN model, whose
building procedure is conveyed in Figure 3.2.
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Fig. 3.2. Formation process of BPNN

In accordance with the sorting technique, the genetic algorithm's
filtering operator was upgraded. The image traits have been
classified relying on their current state of fitness. As a result, new
individuals that correlated with the species' parameters were
manufactured, and a Gaussian mixture model was developed. The
following equation represents the n-order Gaussian mixture
model coefficients:

b b
42 =310y () ®)
where the probability density value of the x-th branch is
symbolized by the sign q, ((pl) and can be represented in the
y

below equation:
b

1 1 T
Uy, = Gorregmpr < €*P Gl-m) Zw(-m)) ©
The total number of limbs in the Gaussian mixture model is
expressed by the symbol n, and the predictions of the x-th branch

are designated by the factors ¢, = (nf,,Zy)T, Y.y, and d-order
covariance matrix, correspondingly [13].

Modified Back Propagation

BP is a neural network guided learning strategy for the
{(y(i), z(i)), . (y("), z("))} training dataset. The training
process of BP is “setting the value of the neural network to build
the output closer to y”.

In order to give detailed information about modified BP, the value
of the neural network is illustrated as mentioned below. Since this
neural network has the n layers including sigmoidal function

g(y):

Definition 2: g*D = xmpm) 4 (m) (10)

Definition 3: h™*D = g(a(m+D) (11)
BP’s cost function is indicated as follows:

Definition 4: Q(X, ¢;y,2) = = [b® — z||* (12)

Thus the backpropagation algorithm in deep learning can be
modified as follows

Soon after implementing the neural network's settings via CD
from input layer y to output layer z, we compute each layer's b(*)
(Definition.3) and a® (Definition.2). For layer 0, the output
layer: (The element-wise multiplication is highlighted by e)

£ = ail((w =—(z-b@)eg'(a®) (13)
Reversely compute (%) of each layer, form = 0 — 1,0 — 2, ... 2:
£m) — ((X(m))"g(mn)) og'(z™) (14)
Partial derivative of each layer is computed as

VK = em+D(pm)" (15)
V.mK = em+D (16)

For learning, we allocated tags to the revised and untreated D and
OD tests, respectively. The training aims to broaden the spacing
between two DBN outputs for D and minimize the spread
between DBN1 and DBN2 outcomes for OD.

The parameter was updated adversely for the D training sample
and positively for the OD training samples.

Since we have reduced the output variance of two DBNs it is
good for training samples of the same class:
For unaltered training samples{(y®,z), ..., (y°%), z(o®)}

by = L2 (j = 1, ... 0d) a7
In case of altered training samples{(y®,zV), ..., (y@), z(@)}

by =—m=8 (j=1,..d) (18)
€max—€min .

The subsequent update attributes have been incorporated in the

revised BP:

For every tiers: AX(™) = 0, Ac(™ := 0

If j=(,..0d), then it is necessary to calculate
VymK,V.mK, b;

AX™ = AXT™ + bV, K (19)

Act™ = Act™ + b,V K (20)

If k=(1,..d), then it 1is necessary to calculate
Vi K,V K, by

AX(™ = AX™ — bV, K @1

Ac™ = Ac™ — b,V K (22)

Revised attribute: Here 8 is mentioned as the learning rate while
u is represented as the parameter for weight decay.

o 2 [ ) 2
T ) o

Keep carrying out this until the final results converge and fulfill
the necessary degree of standards [14].

Evaluating the accuracy of image categorization

The moment an image classification operation has been
completed and depends on actual circumstances, it is commonly
referred to as reliability measurement for the image
categorization. The information for evidence is accumulated to
measure the precision of the image identification. Furthermore,
the fault matrix's cells and sections can be evaluated to analyze
the precision of the client and manufacturer. The precision
evaluation adopted for this investigation will be additionally
defined in the chapters that follow. The precision measurement
conclusions drawn from the error matrix were investigated in this
project; the matrix will be analyzed with the upcoming error
diagnostic measurements. The producer's exactness is computed
by splitting the number of correctly categorized substances by the
entire amount of elements offered, formulating the probability
that the reference specimen (the photo-interpreted land cover
category in this project) will be correctly plotted and evaluating
the errors of failure. The producer's exactness is deemed by
misidentifying reference information that are associated to a real
momentum and calculating the amount of land discussed.
Producer’s accuracy is considered as

Producer's accuracy = ZY;" X 100% (25)

Jj+
In this equation Y}; indicates the j-th column and j-th row of the
error matrix; Y Y;, denotes the aggregate of first column

elements.
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This accuracy demonstrates that ground-trusted statistics can be
properly organized when a technique for classification is
implemented, which is similar to omission error; omission is the
specification of a known category that was removed and split into
other classifications; the mathematical equation is OE=1-—
producer’s accuracy (PA).

User Precision: The percentage of distinct covered areas that,
following categorizing, equaled the actual field reference
information is known as precision. That is, by every
classification, the diagonal scores are broken down by the
average of the column metrics, ending in the percentage.

user accuracy = Zy;i X 100% (26)
+j

wherein }Y,; symbolizes the total amount of the first row
element and Yj; suggests the error matrix belonging to the j th
column of the k th row.

Following the cloaked land is categorized, user accuracy implies
the fraction of accurately categorized land; commission error, on
the contrary hand, communicates the fraction of incorrectly
classified land.

Commission error (CE) = 1 — user accuracy (UA) is its
goal.

Aggregated accuracy

It is the total amount of all the diagonal coefficients in the
erroneous matrix segmented by the sample proportions,
generating the proportion. It represents the resulting percentage
of checkpoints divided by the total number of checkpoints drawn
subsequent classification.

Consider

o
Xi=1Yjj

Aggregated accuracy = S so v
j=1&j=1Yjj

x 100% 27

Kappa Statistic

It is probable to develop statistical indicators from the error
matrix to further demonstrate the entire picture's dividing error. In
order to highlight how much better the results of categorization
are than random labeling, it furthermore takes into consideration
commission and omission blunders [15].

Consider
Ko — Aggregated accuracy—expected accuracy _
hat 1—-expected accuracy
0%, Y)j=%0-1(¥j+Y+))
02-39_,(Yj+¥4))

(28)

Image processing steps

The block architecture of the procedure employed to categorize
instances of images is displayed in Figure 3.3. Employing Otsu's
methodology, the grayscale threshold level for the scanned
pictures was initially determined. The edge recognition procedure
implemented by Canny for photo boundary monitoring uses this
threshold configuration. MATLAB 7 was used for programming
to retrieve and archive the three different morphological and hue
characteristics from the edge-detected photograph. The collected
feature set was refined by utilizing basic component analysis to
minimize its size. The key elements that accounted for fewer than
one percent of the data set's whole variation were omitted. A back
propagation neural network containing four layers was put into
use to categorize diverse photographs. The procedure for
extraction of characteristics, enhancement, and segmentation was
detailed in the section that ensued [16].

Input scanned

Image

Feature
extraction

Optimization of
feature set

Classification using
Back propagation

Fig. 3.3. Steps for image processing using back propagation

4. Implementation and Results

Multiple assessment requirements are obtainable for image
encryption, permitting method validation. There are a maximum
of five assessment standards for the recommended technique. A
significant number of examinations in this problem emphasize
indeterminacy and resistance to threats; connectivity within the
image as well as within its pixels is significant. Earlier data is
sent to the beneficiary, verification is carried out on behalf of the
sender using data retrieved from both plain and scrambled
imagery. As indicated in the diagram, the original picture is
encrypted and handled using credentials that are identical to those
obtained at the receiving end of the technique, but backward.
While generating a normal photo, the technique of encryption
begins with the data included in the key, generates a cipher
image, and delivers it to the opposite side to wrap up the task on
the other side. The indicated strategy's secure communication can
be used on photos from a standard dataset that is employed for
comparative analysis and evaluation, as well as color and
monochrome pictures.

Table 4.1 integrates the preferred random variable with a Henon
map and further employs white Gaussian noise to determine the
submitted method's volatility dependent on the logistic map's
formulation. An enhancement in the volatility of an arbitrary key
generated via the recommended technique is symbolized in the
table by the P value with an equal share of the frequency of the
pixels inside the image. The methodology, consisting of three
different types of randomness with increment as the key space,
achieved the conclusions that are mentioned. When the system is
put into behavior, the correlation between the pixel values can
also be examined. 5000 pixels were chosen arbitrarily by
executing the correlation coefficient methodology, and the
resulting pixels are investigated by the neural network algorithm
over multiple rounds in an approach that incorporates into
account their eight neighbors—vertical, horizontal, and
longitudinal. The table suggests that the significant relationship
can be related to the minimal variance between the pixel value
and a comparable companion. This is the effortless region, and as
it approached the curved domain, its distinction grew. The smooth
section of an image is bigger than the spiky zone, in accordance
with the information contained in the table. The histogram's
uniformity becomes the foundation for the ultimate evaluation.
The exact location of the pixels in the picture will fluctuate via
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encryption, but the information underlying each pixel's value FFT 0.53 0.98
stays identical. The histogram holds an abundance of data Non-overlapping 0.92 0.98
concerning the photograph, and an advantageous method is to template
seek to rpake the histogram's maximum .sm'flller than a uniform Overlapping 0.86 0.98
straight line. As a result, the primary objective of each research template
investigation is to get high outcomes, the proposed strategy Universal 0.98 0,98
yielded outstanding results that will point out its value. - - - -
Hopefully. in th . . tizations int oding will Linear complexity 0.80 0.99
pefully, in the coming years, investigations into encoding = 0.85 0.98
yield error-free outcomes [17]. Serial _ : :
Approximate 0.96 0.98
Table 4.1. Randomness measurement of proposed method entropy
Statistical P-value Proportion Cusum 0.63 0.98
Frequency 0.97 0.98 Random excursions 0.94 0.98
Block frequency 0.72 0.99 Random excursions | 0.95 0.98
Runs 0.95 0.98 variant
Longest run 0.61 0.98
Binary matrix run 0.97 0.98
1.2
H Frequency
1 m Block frequency

0.8

0.6

0.4

0.2

P-value

Proportion

B Runs

B Longest runs

B Binary matrix run

B FFT

B Non-overlapping template
W Overlapping template

1 Universal

M Linear complexity

m Serial

W Approximate entropy

Fig. 4.1. Graph for randomness measurement

Evaluation of images are used for gathering conclusions once the
neural network has been instructed, and Matlab 2018b is the
framework used to do so. The outcomes are examined using three
distinct classifier formats, which comprises SVM, BPNN, and
KNN. The precision, Sensitivity, and Scope are used to
produce the parameters, and the confusion matrix is utilized to
analyze the efficacy of the three classifiers demonstrated in Table
4.2. The research presented here argues that the greatest degree of
precision may be accomplished with BPNN, which is 91%
successful with KNN, 86% fair with SVM, and 85% genuine
overall.

Table 4.2. Comparison of performances

BPNN KNN SVM
Sensitivity 90 87 85
Specificity 92 89 87
Accuracy 91 86 85

Figure.4.2 is the pictorial portrayal of capabilities of predictors
where it is illustrating how productivity with BPNN is displayed
to be the best contrasting to the other 2 categories [18].
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5. Conclusion [8] Li, L. (2022). Predicting the Investment Risk in Supply Chain
. . . Management Using BPNN and Machine Learning. Wireless
This paper portrays the Str?tegy of encryptclng ap h9t0 with a deep Communications and Mobile Computing, 2022.
neural petwork .and an arbltrary key. The increase in values in the [9] Zhang, H., & Mu, J. H. (2021). A back propagation neural
unpredlctable image was triggered by the three unplanned network-based  method  for intelligent
variables: the logistic map, the Henon map, and the key field of making. Complexity, 2021, 1-11.
instability. Two tasks have been successfully carried out with [10] AL-Allaf, O. N. A. (2011, November). Fast Backpropagation
encryption: initially, it has been employed to modify the image's Neural Network algorithm for reducing convergence time of
pixel spots; next, it has been leveraged to change the interaction BPNN image compression. In ICIMU 2011: Proceedings of
between a pixel and its adjacent ones. The deep neural network is jtl}/lle l5 th ";lter z’””"lmg) Ci%’gg ence on Information Technology &
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