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Abstract: Most of the traditional block chain based medical applications are insecure and difficult to provide strong data integrity with 

variable size due to large number of transactions and data storage type. Conventional healthcare software often faces security risks due to 

their reliance on fixed variables. On the other hand, cloud storage solutions designed for medical use provide improved data protection and 

computational security through the use of blockchain-based data structures and advanced memory management. The challenge of ensuring 

data security intensifies as media files grow larger on both public and private cloud services. This complexity is further amplified by the 

variety of file formats and the multi-dimensional nature of the data. To address these challenges, a novel mathematical chaotic function 

based multi-client encryption and decryption model is proposed in order to improve traditional block-chain frameworks on large cloud 

electronic health record(HER) datasets. In this work, a hybrid dynamic-sized hash verification and encryption framework in a cloud 

environment to provide data security for large medical databases. The approach enhances security in a real-time cloud computing 

environment. Experimental results indicate that it outperforms traditional blockchain frameworks for medical data types. 
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1. Introduction 

Cloud computing is a technology that provides a shared 

pool of computing resources, including storage services, 

computing power and applications, accessible to users over the 

internet[1]. In the healthcare industry, cloud computing offers 

several benefits, such as rapid access to healthcare information, 

apps, and solutions for patients, doctors, healthcare workers, and 

administrators[1].By using cloud computing, hospitals and 

emergency care providers can minimize the initial investment and 

eliminate the expenses of data centers, equipment, and IT, which 

allows healthcare organizations to focus their resources on 

providing high-quality patient care and improving outcomes. The 

lack of interoperability among clinical decision support systems 

across various agencies stems from the diverse data standards used 

by different medical organizations[2-4]. Additionally, only a few 

individuals are qualified to handle medical records securely and 

safely. Except for instances where patients request to send or view 

their own medical records, the transmission and exchange of 

medical data outside a medical institution are generally not 

authorized. These factors make it extremely challenging to 

exchange and share medical data, thereby reducing its utility. The 

current medical data management system, which is primarily 

designed for medical organizations, offers no guarantees of 

ongoing accuracy or reliability of patient data. Risks such as data 

loss or hacking are inevitable, and the centralized storage of patient 

information in medical institutions exposes it to various 

vulnerabilities, including intentional tampering and unauthorized 

access[5-6]. 

Blockchain technology is increasingly recognized as a 

promising solution to these security challenges. It offers a 

distributed, irreversible database that is also cost-effective. This 

technology, which underpins cryptocurrencies like Bitcoin, 

provides a decentralized and secure method of data storage that is 

nearly impervious to fraud. Its application extends beyond the 

financial sector and holds significant potential for healthcare 

systems[7]. For example, Ethereum's blockchain technology can 

reduce costs while ensuring the security and accessibility of 

Electronic Medical Records (EMRs). Unlike public blockchains, 

access to healthcare-related blockchain can be restricted to 

authorized organizations, allowing for inspection and block 

validation. Authorized users can view their health data at will by 

setting up personal anonymous accounts.The use of blockchain 

technology enhances data transparency, enabling patients to 

manage their own data more effectively. However, the full 

potential of blockchain for managing patient data and healthcare 

services has not yet been realized, according to experts[8]. This 

research proposal aims to advance the development of new 

algorithms and blockchain-based homomorphic encryption 

techniques to improve the speed and security of health record data 

access. This approach not only reduces administrative burdens but 

also maintains the confidentiality of sensitive data when 

distributing EMRs on an open platform. Blockchain technology is 

gaining traction for a broader range of healthcare applications. It 

offers a decentralized system for health data exchange, ensuring 

data accuracy. Among its benefits, blockchain can reduce the 

complexities and costs associated with data reconciliation and 

provide quick access to real-time health applications and 
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services.It is crucial for the healthcare system to maintain and share 

health records responsibly. A loss of data integrity could have 

disastrous consequences, including patient fatalities, if the system 

is compromised. Similarly, a lack of security could jeopardize the 

confidentiality of health data in health monitoring systems. 

2. Related Works 

Han et.al [9] prooposed  a novel hashing technique 

specifically designed for path data, which is resistant to one-way 

collisions. In addition to this, they also offered potential upgrades 

for well-known algorithms such as MD4, MD5, and SHA. Their 

work serves as a comprehensive guide to improving existing 

cryptographic methods.The team delved into various strategies for 

optimizing cloud storage, revealing multiple challenges tied to data 

storage and sharing. Their research is a valuable contribution to 

understanding the complexities of cloud storage systems and offers 

solutions to some of the most issues in the  block chain area[10-

13].Their proposed system is multifaceted, covering aspects like 

boundary oversight, data verification, and encryption. These 

operations are coordinated by a centralized management system, 

which aims to provide a secure and efficient environment for data 

storage and sharing[14]. The system is designed to offer multiple 

advantages, including data privacy and secure data sharing. 

Furthermore, each sensor in the system has its own designated 

private boundary and viewing area, adding an extra layer of 

security.The authors introduced ACO-IBE, a comprehensive 

framework that includes four key algorithmic phases: 

configuration, key creation, authentication, and decryption. 

Despite having robust and secure servers, they noted that cloud 

vulnerabilities could still be exploited by both internal and external 

threats. This poses risks to data access, integrity, and 

confidentiality.To address these challenges, they developed a dual-

layer encryption strategy[15]. The data owner applies the first layer 

for initial protection, while the server applies the second layer to 

adapt to any policy changes. This two-layer approach is both 

reliable and effective, especially when there are significant policy 

updates. The strategy also includes a method for formulating new 

policies that takes into account essential elements, ensures 

information privacy, and assesses the likelihood of collusion[16-

18].The researchers also focused on the importance of resource 

allocation in cloud computing. They emphasized that the success 

of cloud services is highly dependent on the type and amount of 

resources allocated to each host application. When resource 

allocation issues arise, it's crucial to identify both the assigned 

assets and available resources to resolve the problem 

effectively.They introduced the CP-ABE model to tackle the issue 

of information shielding in restricted cloud networks[19-21]. This 

model focuses on encrypted text and is associated with access 

control strategies like secret keys. Given the security 

vulnerabilities inherent in transferring files online, a versatile 

decryption approach is essential. Users ought to have the latitude 

to select from a range of decryption methods that align with their 

specific requirements. Access to sensitive data is limited to 

individuals possessing the requisite decryption expertise. This is 

facilitated by an intricate attribute-based encryption framework 

that uses a tiered architecture to methodically oversee the 

decryption steps. The chief aim of this approach is to guarantee the 

secure transmission of files, all while preserving operational 

flexibility and efficiency.In the model outlined in this research, 

those who own the data take a hands-on role in its governance and 

oversight. This is especially advantageous in a cloud environment, 

as it fosters secure data sharing through the implementation of 

protective measures for both unencrypted text and access control 

data. Comprehensive tests validate the robustness of this method, 

which maintains the integrity of CP-ABE's security features. Prior 

to secure cloud sharing, each attribute undergoes an assessment 

and is allocated a particular significance. The effectiveness of this 

method is attributed to its unique capabilities, which surpass those 

of other cloud-based data sharing solutions in both efficiency and 

performance[22-24].With the rising demand for cloud-based file 

sharing solutions, a variety of systems have been introduced by 

multiple service providers. To meet this need, a novel cloud-based 

file system known as CP-ABE-WP was conceived and 

amalgamated with ABE, culminating in the creation of the Secure 

File Sharing System (SSFS). An exhaustive analysis of this system 

led to the development of an advanced hashing technique that 

delivers superior performance. By leveraging multi-threading, this 

cutting-edge technique has been fine-tuned for multi-core 

processors, achieving a notable reduction in processing time and 

an increase in security.Although the CP-ABE model is more 

adaptable than other attribute-based encryption techniques, it has 

its limitations, such as low efficiency rates and lack of flexibility. 

Further research is needed to address these issues and make the 

model more applicable to business systems.Finally, the team 

suggested that blockchain-based systems could offer a solution to 

many of these challenges. Blockchain technology eliminates the 

possibility of system failure and provides a transparent transaction 

history. This could be particularly useful for enhancing security in 

Internet of Things (IoT) transactions. The researchers also 

proposed other cryptographic schemes, such as a ring signature 

scheme and a dual RSA algorithm, to further enhance cloud data 

security. Their experiments showed that these methods were 

effective and did not compromise the security of existing systems, 

making them suitable for practical implementation.         

3.Proposed Model 

The section proposes a novel data security framework based on a 

role-based access control technique that assigns user access control 

rights and roles based on the organizational business function, with 

the role serving as the link between the user and the access 

permissions. The framework is designed for the cloud block chain 

mechanism.  

 



International Journal of Intelligent Systems and Applications in Engineering                                      IJISAE, 2024, 12(9s), 536–549 |  538 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Input Medical 

Records 

Proposed mathematical 

chaotic   EHR-hashing 

approach  

Cloud AWS S3 

Cloud integrated 

Block-chain  

Dynamic ICPBE 

Mblock-1 Mblock-2.. 

 

MBlock-n 

 

HEMblock-1 HEMblock-2.. 

 

HEMBlock-n 

 

 
Figure 1: Proposed ICPABE model for cloud EHR databases. 

 

In traditional cloud security models that use blockchain, standard 

integrity-checking algorithms like MD5, SHA, and Whirlpool are 

commonly employed to verify data integrity within the cloud. The 

suggested approach, however, leverages a unique, hybrid non-

linear dynamic algorithm to enhance the variability of hash bits 

during blockchain construction. Medical data sets are processed in 

a way that each transaction is added to the blockchain to bolster its 

security. The hashing and encryption of these transactions are 

carried out through specialized security blocks, further 

strengthening the blockchain's security measures. This enhanced 

security is achieved by encoding both the current and previous 

block hash values, as shown in the figure 1. Decoding the 

encrypted text depends on meeting specific conditions that align 

with the access policy. Ciphertext-Policy Attribute-Based 

Encryption (CP-ABE) can be seen as the counterpart to Key-Policy 

ABE (KP-ABE), and its flexibility is crucial in various systems. 

This allows users to choose either a single attribute or a 

combination of attributes from a given set. The Attribute-Based 

Encryption (ABE) model has been adapted to create a hierarchical 

encryption method, where the hierarchical structure serves as a 

holistic representation of the entire system. 
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Figure 2: EHR  Security Block  

Blockchain technology serves as a decentralized, 

distributed ledger that captures and stores every transaction across 

a network of interconnected computers. This ledger is organized 

into a series of blocks, each holding multiple transactions. These 

blocks are sequentially linked via the cryptographic hash of the 

preceding block, forming a continuous chain. Each block features 

a block header, a compact section that holds essential metadata 

about the block. This metadata includes: 

• The cryptographic hash of the previous block, ensuring the 

continuity of the chain. 

• The Merkle Root, a condensed representation of all 

transactions within the block. 

• A timestamp indicating when the block was created. 

• A nonce, a numerical value used in the cryptographic 

mining process. 

• The difficulty target, which sets the computational 

challenge for mining the block. 

• The Merkle Root is generated through a Merkle Tree, a 

data structure that starts by hashing each transaction. Pairs 

of these hashes are then combined and hashed again. This 

process is repeated recursively until only a single hash 

remains, known as the Merkle Root as shown in figure 2. 

This unique hash serves as an efficient and secure way to 

verify the integrity of all transactions in the block. 
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Figure 3: Proposed Dynamic Non-linear Polynomial transformation process 
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In this figure, a non-linear approach for integrity 

verification is formulated to calculate a distinct hash value 

essential for both the data encryption and decryption processes. 

This algorithm involves a series of non-linear mathematical 

transformations applied to the input data types to compute the hash 

value, as illustrated in Figure 3. 
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1. Initialize the cloud medical data and blockchain variables. 

2. For each transaction in the cloud medical data, do the following: 

3. Create a new block with a unique block ID and set the previous block ID to the hash value of the last block in 

the blockchain. 

4. Set the block data to the current transaction data and the block timestamp to the current time. 

5. Calculate the hash value of the block using a cryptographic hash function and store it in the block. 

6. Add the block to the blockchain. 

7. Partition the block data into k blocks of fixed size. 

8. For each block in the k blocks, do the following: 

9. Pad the block data if necessary to ensure that it has the fixed size. 

10. Encrypt the block data using a symmetric encryption algorithm and a secret key. 

11. Calculate the hash value of the encrypted block data using a cryptographic hash function and store it in the 

block. 

12. Add the encrypted block data to the blockchain. 

13. Repeat steps 2 to 4 for each transaction in the cloud medical data. 

14. Securely backup the blockchain to prevent data loss or tampering. 

15. Process hash block 

16.  For each input byte in SP[i] 

17.  Do 

           Block Trans:=BT[] = (
[𝑄.𝑆𝑆 𝑆𝐾 .|(𝑆𝐾)|]

( 𝑆𝐾[ 𝑖])
).

𝑒−|  𝑆𝐾−𝜇 |/ 𝑟𝑎𝑛𝑘( 𝑄)

2.𝑚𝑎𝑥{𝑒𝑖𝑔𝑒𝑛𝑠}
;         

𝜇 = 𝑀𝑒𝑎𝑛𝐵𝑙𝑜𝑐𝑘(𝑆𝐾[]) 

ἡ = 𝑑𝑒𝑡(BT[]); 

𝜆 = 𝑚𝑎𝑥𝑟𝑎𝑛𝑘( BT[]); 

𝑔𝑑𝑓(𝜏) =
𝜆𝛼𝑥𝛼−1𝑒−𝜆𝜏

𝛤(𝛼)
,     for 𝑥, 𝛼, 𝜏, 𝑥 > 0 

𝜙1 = 𝑆𝑃[𝑖]; 

𝜙2 = 𝑙𝑜𝑔(
𝜆𝑒−𝜆 𝜂 

(1 + 𝑒−𝜆)2
). 𝐶𝑎𝑢𝐿𝐵() 

𝜙3 = 𝑚𝑎𝑥(𝑔𝑑𝑓( 𝜂),𝑔𝑑𝑓( 𝜆)) 

𝐻[ 𝑖] = 𝜙1^𝜙2^𝜙3 

18. H=Hash[0]||Hash[1]…Hash[n]. 

Done. 

Description : The process outlines a method for securely handling 

and storing medical data using blockchain technology. Initially, the 

system sets up the cloud-based medical data and blockchain 

variables. For each medical transaction or data entry, a new block 

is created in the blockchain. This block is given a unique ID and is 

linked to the previous block by its hash value. The block is then 

populated with the current medical transaction data and 

timestamped. After calculating a cryptographic hash for this block, 

it is added to the blockchain. The data within each block is then 

partitioned into smaller, fixed-size blocks. Each of these smaller 

blocks is padded to a fixed size if necessary and then encrypted 

using a symmetric encryption algorithm. A new cryptographic 

hash is calculated for this encrypted data, which is then also added 

to the blockchain. Advanced mathematical operations are 

performed for further data processing or enhanced security, 

although the specifics are complex. Finally, a hash value that 

represents the transformed data is calculated and stored. The entire 

procedure aims to provide a secure, efficient, and verifiable way to 

manage medical data. 
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Figure 4: Dynamic integrity   
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This study presents a groundbreaking hybrid computational 

approach designed to strengthen cloud security by verifying the 

integrity of each user in a multi-cloud environment, with a 

particular focus on safeguarding healthcare data. As depicted in 

Figure 4, the framework utilizes a multi-user, non-linear encoding 

strategy that prioritizes data integrity. The model is structured into 

four distinct phases, each targeting the enhancement of data 

security through the use of blockchain encryption technologies. 

These phases include, multi-user access key initialization process, 

Multi-Access User EHR Data encryption phase, Multi-access 
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secret key generation phase, Multi-Access user data decryption 

phase as shown in figure 4. Additionally, the model improves upon 

the conventional Ciphertext-Policy Attribute-Based Encryption 

(CP-ABE) by introducing a more sophisticated key generation and 

encoding process.  

 

Phases: 

A randomized hash key-based approach is employed in this step to 

construct the policies for the key generation process. the 

mathematical steps for the setup, key generation, encryption, and 

decryption of multi-client CP-ABE include: 

Setup: 

Select a security parameter and randomly generate a pairing-

friendly elliptic curve group G. 

Select a random generator g in G. 

Select a random number x and compute g^x. This is the master 

public key (MPK). 

Select a random number y and compute g^y. This is the master 

secret key (MSK). 

Key Generation: 

Select a set of attributes A for the user. 

Select a random number z and compute g^z. This is the user's public 

key (UPK). 

Compute (g^x)^z * (g^y)^(Hash(A)) as the user's secret key (USK). 

r p j

Let H _Attlist  is the 512 value of user's integrity(MD5).

G1,G2 are the cyclic groups .A set of random generators from cyclic groups 

are r, g ,g , r .

*

j

*

SK.Dj = {g_r.mul(H _Attlist )* };

SK.Dj  = PK.gp.powZn(r );

BlockSkey {BC g_r),SK.attr

Gaussian _ distribution=GD(d)

GD(

,Attlist,SK.Dj,SK.Dj ,H _Attl }

d)

( ist=

 

 

Encryption: 

Select a set of attributes A required to decrypt the message. 

Select a random number r and compute g^r. This is the encryption 

key. 

Encrypt the message m with the encryption key and the set of 

attributes A. The ciphertext is represented as (g^r, 

m*(g^r)^(Hash(A))). 

Decryption: 

Compute (g^r)^(Hash(A)) with the user's secret key. 

Divide the ciphertext by the computed value to obtain the original 

message. 

Note: Hash(A) represents the hash value of the set of attributes A, 

and "^" represents exponentiation. 

These steps provide a general overview of the mathematical 

operations involved in multi-client CP-ABE. The actual 

implementation and details may vary depending on the specific 

scheme used. 

 

4. Experimental results 

The study conducted experimental evaluations on a real-

time cloud server with a Java environment. A blockchain 

architecture was deployed on an Amazon AWS server, specifically 

for handling medical data. To bolster security and data integrity, 

we incorporated third-party libraries such as Apache Math, JAMA, 

Java Pairing, and AWS JDK. The system's performance was 

evaluated based on several metrics, including changes in medical 

hash bits, the time required for encryption and decryption 

(measured in milliseconds), and the time taken for cloud-based 

encryption. The hash bit change metric specifically gauges the 

impact on integrity bits when there are alterations to the input data 

bits. The test results were generated by comparing the proposed 

encryption framework with traditional integrity algorithms. 
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Table 1 outlines the secret key value generated during the 

encryption process for the input data. This key is formulated using 

both the integrity and the attribute space. 

 

Table 2: MasterKey generation in the encryption process 
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Table 2 outlines the generation of the master key during the setup 

stage of the suggested encryption framework. This key is 

constructed by combining the integrity, policy space, and attribute 

space as part of the encryption procedure. 

 

Table 3: Public Key: 
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Table 3 provides information on the public key value associated 

with the input data, generated during the encryption process within 

a Ciphertext-Policy Attribute-Based Encryption (CP-ABE) 

framework. In CP-ABE, the public key is crucial for enabling 

secure, policy-based access to encrypted data. This public key is 

typically generated based on a set of attributes and policies, 

ensuring that only authorized users who satisfy these conditions 

can decrypt the data.  

Table 4:  Sample Encrypted Data for the medical data in 

block chain framework 
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Table 5: Sample medical record integrity value using non-

linear chaotic model 
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Table 5, describes the integrity value of the proposed model on 

sample input EHR record. 

Figure 5: Performance evaluation of  average hash bit 

variation of proposed blockchain security framework with 

existing models using 2048  hash bit. 

 
 

Figure 6: Performance evaluation of  average hash bit 

variation of proposed blockchain security framework with 

existing models using 4096  hash bit. 
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Table 6: Performance evaluation of average runtime(ms) of proposed blockchain security framework with existing models using 

2048  hash bit. 

 

CEHR Transactions SHA 512 MD5 Whirlpool Linear Chaotic MultiUserChaoticModel 

CEHR-1 4086 3999 4040 4016 3398 

CEHR-2 4279 3997 4153 4055 3075 

CEHR-3 3808 4192 4256 4033 3132 

CEHR-4 4169 4195 4082 3852 2946 

CEHR-5 4052 4238 4100 3836 3321 

CEHR-6 3933 3862 4082 4037 3204 

CEHR-7 4168 4088 4011 4083 3212 

CEHR-8 3863 4067 3890 4289 3275 

CEHR-9 4122 4269 4018 3890 3309 

CEHR-10 3838 3809 3890 3958 3366 

CEHR-11 4269 4120 4137 4010 2953 

CEHR-12 3819 4054 3971 4006 3285 

CEHR-13 3882 4249 4277 3831 3263 

CEHR-14 3838 4291 4231 4140 3382 

CEHR-15 4107 3822 3825 3983 3270 

CEHR-16 3819 4037 4282 3831 3285 

CEHR-17 3990 4225 4104 3895 3255 

CEHR-18 3886 4148 4250 4170 3147 

CEHR-19 4104 4270 4013 4215 2983 

CEHR-20 4052 4292 3995 4088 3386 
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Table 7: Performance evaluation of  average runtime(ms) of proposed blockchain security framework with existing models using 

4096 hash bit. 

CEHR Transactions SHA 512 MD5 Whirlpool Linear Chaotic Multi-user Chaotic Model 

CEHR-1 4246 4120 4250 3907 3087 

CEHR-2 4036 3885 4239 3833 3340 

CEHR-3 3873 3884 4114 3922 3297 

CEHR-4 4283 3812 3987 3844 3387 

CEHR-5 3928 3818 4129 4094 3213 

CEHR-6 3911 4169 4016 4052 3203 

CEHR-7 3987 4126 4085 4231 3415 

CEHR-8 4205 4042 4101 4207 3095 

CEHR-9 4271 4289 3919 3963 3152 

CEHR-10 4210 3869 3983 4274 3340 

 

5. Conclusion 

The emergence of cloud storage solutions tailored to the healthcare 

domain has introduced a paradigm shift in data protection and 

computational security. Leveraging blockchain-based data 

structures and advanced memory management, these solutions 

have shown great promise in addressing the security challenges 

posed by larger media files and diverse data formats. This proposed 

data security framework, based on a role-based access control 

technique, offers a novel approach to bridge the gap between users 

and access permissions. Specifically designed for the cloud 

blockchain mechanism, our framework departs from the 

conventional use of standard integrity-checking algorithms and 

instead employs a unique hybrid non-linear dynamic algorithm, 

enhancing the variability of hash bits during blockchain 

construction. In this pproach, each medical data transaction 

undergoes rigorous processing and is added to the blockchain with 

specialized security blocks for hashing and encryption, thereby 

bolstering the overall security measures. The encryption method, 

based on Ciphertext-Policy Attribute-Based Encryption (CP-

ABE), grants users the flexibility to select attributes from a 

predefined set, enhancing the system's adaptability and usability. 

Moreover, proposed non-linear chaotic function-based hash 

algorithm and advanced attribute-based encryption model are used 

to address the challenges inherent in traditional blockchain 

frameworks when dealing with large cloud datasets. This dynamic-

sized hash verification and encryption framework operates 

effectively in real-time cloud computing environments, as 

evidenced by experimental results that demonstrate its superiority 

over conventional blockchain frameworks in safeguarding medical 

data. 
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