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Abstract: Numerous individuals use cloud - based applications to store and analyse data for a variety of purposes. Because 

of the untrustworthy verification procedure of data integrity, the user that uploads information to a public cloud has less 

security. Data authentication, in particular, is critical in storing outsourced digital material and protecting it from tampering 

by internal or external enemies.  The scheme must be equipped with cryptographic algorithms to encrypt data in order to 

offer privacy features like information confidentiality and authentication. This research provides a blockchain-based secured 

data management and trusted payment submission framework for the end users. This paper proposed a new form of merkle 

tree with the name Bi-Quad merkle tree with Moulded RSA and DES (MRDES) encryption algorithm. The proposed model   

reduces the computation overhead and time complexity of the transactions management process.  The proposed model 

generates a block, which depends on its spatial and temporal information instead of   number of transactions per block 

threshold. This concept helps the concern to localize the tampered or modified block easily. The data integrity is effectively 

achieved by the Moulded RSA and DES (MRDES) encryption algorithm. The performance of this proposed blockchain 

scheme is analgised with the help job card details and the results shows that the proposed scheme is significantly better in 

terms of latency, computation overhead. The proposed merkle tree generations verification time is compared to the 

traditional merkle tree based blockchain scheme. 
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1. Introduction 

Data storage on the cloud is becoming 

more and more popular. Clients those outsource 

their data can get a variety of advantages, including 

a reduction in costs for personnel upkeep and hefty 

storage management, unfettered access at anytime, 

anywhere. However, putting data on the cloud may 

result in a customer losing control over the 

management of the data, increasing security issues. 

Data loss or corruption in cloud servers commonly 

occurs due to a range of factors, including 

malicious attacks, internal security breaches, 

hardware failures, and human errors [1-3]. These 

elements underscore the importance of cloud users 

routinely employing effective methods for 

conducting data integrity audits on their outsourced 

data. Blockchain technology's integration with 

cloud computing [4], [5], [6], as well as employing 

the blockchain's security system to enhance the 

cloud's secure data storage and computation 

performance, is a promising study area. 

Blockchain serves as a mechanism for 

securely maintaining data, rendering system 

alterations, hacking, and cheating either impossible 

or challenging [7]. A blockchain is a network of 

interconnected computers that replicates and shares 

a digital record of transactions across the entire 

network [8, 9]. It functions as a distributed, 

decentralized, and transparent digital ledger 

employed for recording transactions across 

numerous computers, ensuring that retroactive 

modifications cannot occur without affecting all 

previous blocks and the consensus of the network 

[10–14].  

Blockchain offers a higher level of 

security for consumer electronics data sharing and 

secure payments compared to traditional methods 

of storing data on external computers or servers, 

often controlled by a single authority. Users can 

conduct transactions instantly without the need for 

approval from banks or credit card companies. The 

decentralized nature of blockchain enhances its 
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resilience against attacks and ensures that once data 

is stored, it remains immutable. Furthermore, there 

is no single point of failure. Blockchain is 

commonly employed for secure data sharing 

because it enables multiple parties to exchange data 

without relying on a central authority. This makes 

it an ideal platform for data exchange due to its 

security, transparency, and immutability. 

Blockchain technology stands as a top 

choice for managing and securing digital 

interactions, maintaining a comprehensive and 

transparent record of assets while upholding a 

decentralized, shared ledger system. Notably, 

'Smart Contracts' on a blockchain are commendable 

for automating digital transactions and interactions 

[15], wherein automatic payments are executed 

through a smart contract once parties mutually 

agree that their conditions have been met. 

The blockchain consists of a sequence of 

blocks resembling linked lists, each containing 

information such as timestamps and transaction 

data, along with the encrypted hash value of the 

preceding block within the network. To form a 

chain of connected blocks, the hash value of the 

previous block is written onto the next block, 

establishing a link between them. This process is 

repeated in sequential order, verifying the integrity 

of each subsequent block up to the genesis block. 

The SHA-256 technique is employed to derive the 

hash value of each block from its contained data, 

generating a unique code specific to that block. 

Any modification to the data within a block results 

in a change in its hash value. Consequently, 

altering the data in any past block necessitates 

modifying the hash values of all subsequent blocks, 

making it infeasible to tamper with the data history. 

Cryptography is a technology to prevent 

unauthorised access of data.  Cryptography plays a 

pivotal role in safeguarding transactions between 

two nodes within a blockchain network [16]. The 

foundation of blockchain rests on two fundamental 

concepts: cryptography and hashing A type of data 

organisation utilised in computer science is the 

Merkle tree [17]. As a result, a Merkle tree appears 

to be a successful illustration of a blockchain 

contribution system. In this type of system, each 

tree node is thought of as a commitment, and each 

leaf node has the potential to be exposed and 

shown to be a part of the initial commitment. The 

majority of hash tree methods are binary, meaning 

each node typically has two child nodes, but they 

can have more child nodes if needed.  

In the field of computer science, a 

common type of data structure is the Merkle tree, 

also known as the binary hash tree [18]. It is a 

logical data structure that aggregates hashes from 

multiple data blocks to create a comprehensive list 

of all transactions occurring within a block [19]. 

While the Merkle tree structure offers numerous 

advantages, its linear format and the numerous hash 

operations it requires can lead to suboptimal 

processing speed. Moreover, the need to store 

values for each node in the binary tree structure 

results in significant storage overhead. 

Consequently, this paper introduces an efficient 

data sharing and secure payment system utilizing 

Blockchain and an enhanced Merkle tree with 

alternating binary and quad layers, coupled with the 

Moulded RSA and DES (MRDES) encryption 

algorithm. Figure 1 illustrates the block diagram for 

the blockchain-based data sharing and secure 

payment system. 

 
 

Fig 1:  Secured Payment and Data Sharing via Bi-Quad Merkle Tree with Moulded RSA and DES (MRDES) 

based Blockchain Technology (Bi-QuadMT_MRDES) 
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2. Related Works 

The advancement of blockchain 

technology has enabled the transition from the 

'Internet of Information' to the 'Internet of Value,' 

giving rise to a genuine peer-to-peer sharing 

economy [20], [21]. As per a survey report from 

the World Economic Forum (WEF) [22], it is 

anticipated that by 2027, approximately 10% of the 

global Gross Domestic Product (GDP) will be 

stored on blockchain. Blockchain technology offers 

a seamless decentralized platform for securely 

recording, tracking, and managing data related to 

insurance, ownership documentation, patents, 

repairs, maintenance, and both physical and 

intangible assets, all while considering the potential 

within the automotive ecosystem. Maintaining 

ledger integrity is a pivotal concern when 

conducting transactions among stakeholders in the 

automotive sector. 

Users commonly employ various strategies to 

assess the security of data handling and storage, 

ensuring the availability and integrity of outsourced 

data. Ren et al. [23] introduced the Identity-Based 

Proxy Aggregation Signature (IBPAS) approach to 

enhance signature verification efficiency and 

reduce storage and communication bandwidth 

requirements. Additionally, Ren et al. [24] 

proposed the innovative Dual Combination Bloom 

filter (DCOMB) technique, which leverages mining 

hash computation to establish a blockchain-based 

query model for Internet of Things (IoT) data. This 

approach improves data interoperability and 

generality in IoT database systems. To safeguard 

the privacy of IoT information systems, Zhao et al. 

[25] recommended a remote data integrity 

verification technique based on blockchain 

technology. Notably, this technique eliminates the 

need for a third party during the remote data 

integrity verification phase, making it more suitable 

for practical implementations in data management 

systems. Yu et al. [26] have developed an IoT 

framework that integrates blockchain technology to 

address privacy and security concerns in IoT 

devices. This framework offers a number of 

benefits, including the assurance of data transfer, 

desirable scalability with authentication, and 

decentralised payment methods. The authors have 

presented multiple solutions employing Ethereum 

software to exemplify the application of blockchain 

technology in the Internet of Things (IoT) domain, 

substantiating their proposed hypotheses. 

Wang et al. [27] developed the inaugural 

secure and efficient Provable Data Possession 

(PDP) model based on blockchain technology for 

cloud data integrity verification. This model tightly 

integrates blockchain with the PDP scheme. 

Blockchain technology was suggested as part of an 

integration model by Wei et al. [28]. To provide 

dependable data storage, monitoring, and 

verification, they deployed a distributed VM 

(Virtual Machine) agent architecture on the cloud 

using mobile agent technology. All of the 

investigations mentioned above use blockchain 

technology to verify data integrity. 

The majority of lodging providers typically 

speak with guests via a centralised aggregator 

website [29,30].  The implementation of blockchain 

can change these perceptions. For example, 

because of the promise of blockchain technology, 

travel companies are coming up with creative ways 

to connect travellers and hotels. As opposed to 

using a central booking site, they may now trade 

easily, securely, and dependably using blockchain 

[31].  Blockchain is a more effective and secure 

means to monitor activities, maintain data 

consistency, and archive data history [32]. In 

complex scenarios, blockchain can eliminate delays 

and simplify connections, while a traditional 

database may help in monitoring trades between 

two parties [33–36]. For instance, in the supply 

chain industry, certain private blockchain networks 

link numerous partners and clients, ensuring secure 

blockchain consensus for data exchange and secure 

payments [37]. Blockchain technology has the 

potential to benefit the hotel industry by facilitating 

increased hotel inventory booking, secure 

transactions, reducing the role of intermediaries, 

and mitigating fraud [38]. 

Many businesses are currently 

implementing various identity verification methods 

utilising blockchain technology. These recently 

created frameworks are far safer than the traditional 

ones. The personal data can be kept in a Blockchain 

identification document using ShoCard [39]. The 

document is hashed and encrypted when the owner 

digitally signs it. The decentralised application then 

produces a public and a private key against the 

document after sending it to the blockchain 

network. The system-generated public key may be 

used to verify a person's identification, but 

changing personal information needs a private key. 

Jiang et al. [40] introduced a smart contract-

based access control system for access verification, 
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enabling the sharing of Electronic Health Records 

(EHRs). This system combines data acquisition and 

sharing processes to facilitate the delivery of e-

medical services through cloud and blockchain 

technologies. Medical data is collected by IoT 

devices, transmitted to nearby edge workers for 

data management and protection, and subsequently 

exchanged using a blockchain. 

Amir et al. [41] introduced a smart contract-

based framework using Remix IDE (Integrated 

Development Environment) for a blockchain-based 

healthcare system. This innovation promises to 

transform the healthcare sector's perception of 

blockchain technology by leveraging the concepts 

and tools of a public ledger. Health-related 

information, including medical records, laboratory 

test results, physician opinions, and precise 

healthcare data, can be decentralized into blocks, 

forming transactions. These blocks, aligned with 

the sequence of events, are integrated into a 

blockchain as distributed ledgers. The framework is 

implemented as an Ethereum-based application and 

evaluated within a hospital setting to assess its 

maturity. Employing this blockchain approach has 

the potential to enhance the efficiency of patient 

care. 

Shaikh et al. [42] provided a system for 

processing transactions that offers safe transactions 

for online shopping as well as a model that guards 

against Denial of Service (DoS) attacks. The 

development of the transaction processing system 

incorporates blockchain technology, zero-

knowledge proofs, and enhanced elliptic curve 

cryptography. These components collectively 

enhance the security of typical E-commerce 

transactions by providing privacy and integrity 

services. 

One of the key tactics for decentralised 

cryptocurrency systems has emerged: blockchain. 

Academic and professional communities have both 

expressed a great deal of interest. However, the 

majority of modern blockchain-based systems 

exclusively deal with interparty transactions [43–

45]. In many real-world situations, a transaction 

may involve multiple entities, and if these 

organizations adhere to the traditional blockchain 

rules, communication costs can escalate. This 

introduces a secure peer-to-peer multiparty 

transaction system built on blockchain technology. 

Through a mechanism for sharing encrypted 

information, multiple users can participate in a 

single transaction concurrently [46,47]. Besides, 

blockchain technology can protect forgery attacks 

and IP spoofing [48]. Furthermore, blockchain 

technology can assist certificate authorities and 

initiatives like Google's Certificate Transparency in 

preventing the issuance of fraudulent certificates 

[49,50]. 

In general, the greater security of a 

decentralised system makes blockchain ideal for 

transactions [51-53]. The data remains safeguarded 

against accidental destruction or tampering by any 

party, providing users with the advantage of 

possessing both a historical and continuously 

updated record [54]. There is no doubt that 

consumer electronics benefit greatly from 

blockchain technology. Blockchain enhances 

security in consumer electronics, data sharing, and 

secure payments [55]. Users can conduct 

transactions without relying on approvals from 

banks or credit card companies. Decentralisation of 

the blockchain provides no weakness and increases 

its resistance to attacks; in addition, information 

contributed to the blockchain cannot be changed 

[56,57]. 

 

3. Methodology 

3.1 Blockchain with Merkle Tree 

Blockchain often utilize hash functions 

like SHA-256 because they are simple to verify but 

very difficult to counterfeit, enabling the formation 

of digital signature that blockchain users require to 

validate themself or their data transfers in front of 

others. When a user sends a secure communication, 

a hash of the message is created, encrypted, and 

delivered along with the message. After the signal 

is received, the sender decrypts the contents and 

hash value. The receiver then generates other 

hashes from the received message. If the hashes 

match, the communication was secure. This 

procedure guarantees that an unauthorized end user 

does not modify the message. 

Blockchain connect their blocks using 

hash algorithms. These blocks are interconnected 

chronologically, with each block containing the 

hash of the preceding block. Lastly, hash functions 

are employed in blockchain to generate user 

addresses or to reduce the size of public addresses. 

The SHA-256 algorithm is the cryptography hash 

function used by Bitcoin. Secure Hashing 

Algorithm (SHA) output is always 256 bits long. 

Merkle trees in cryptocurrency store and ultimately 

prune transactions in each block. They are built 
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from the ground up, using hashes of specific 

transactions. 

Figure 2 illustrates the general structure of 

merkle hash tree. A block contains sixteen 

transactions such as JBC1, JBC2,….JBC16 and its 

corresponding hashing outcome is h1, h2,….h16.  The 

hashing of h1 and h2 yields h12   then hashing of h3 

and h4 yields h34.  The two hashes are then hashed 

one again to get the foundation hash. This approach 

is often used on bigger data sets as well as 

subsequent transactions are frequently hashed until 

there is only one node at the highest level. Hashing 

is usually done using the SHA-2 cryptographic 

hash function, although other algorithms may be 

used as well. The merkle root summarizes all of the 

information included in the associated transactions 

and is placed in the block header. It preserves the 

data's integrity. A merkle tree may be used to 

quickly and easily determine whether or not a 

certain transaction is included in the collection. 

 

 
Fig 2:  Merkle Hash Tree's Organizational Framework 

 

The hash of non-leaf nodes is referred to 

as the 'path hash,' whereas leaf nodes' hash 

represents the actual data. When transmitting data 

from A to B, ensuring data integrity involves a 

simple check: comparing the root nodes of the 

Merkle trees constructed on A and B. If they 

match, the data remains unaltered during 

transmission. If not, it indicates data tampering 

during transmission. Additionally, identifying the 

tampered node within the Merkle tree is a straight 

forward process. 

 

3.2 Proposed Blockchain Bi-QuadMT_MRDES 

Model 

The traditional Merkle tree offers 

numerous advantages, but it requires a substantial 

amount of hashing processing when dealing with a 

large number of transactions.  It definitely affects 

the speed of process for huge collection of payment 

enrolling process.  Merkle tree is based on the 

binary tree concept, hence it reduces the amount of 

the transaction’s computation into half.  Hence this 

paper proposes an alternate level of enhanced 

merkle tree to do the tree concept. In this model, at 

the odd level, the hashing is performed as like the 

traditional binary mode, in the even level, the 

hashing is performed as quad mode.  This 

alternative Bi-Quad mode of the Merkle tree 

enhances performance in terms of computational 

efficiency and conserves storage space. The search 

time complexity of a quad tree is O(log2N). In this 

work a novel merkle tree was introduced, the 

alternate binary and quad mode of merkle tree is 

represented as Bi_QuadMT. Its complexity is 

(O(log2N) + O(lo2N))/2.  

 



International Journal of Intelligent Systems and Applications in Engineering                   IJISAE, 2024, 12(12s), 304–328 |  319 

 
 

Fig 3: Structure of Bi-QuadMT  

 

 This Bi-Quad Merkle Tree reduces the 

complexity of intermediate node generation and 

hash calculations.  The following example 

illustrates the operational process of the proposed 

Bi-Quad Merkle Tree using 16 transactions, as 

depicted in Figure 3. First, the transactions undergo 

encryption with the Moulded RSA and DES 

(MRDES) [62] encryption algorithm, as shown in 

Figure 4. Subsequently, the SHA-256 algorithm is 

employed for the hash function within the Bi-Quad 

Merkle Tree.   

A block contains sixteen transactions such 

as JCT1, JCT2,.. JTC16 and its corresponding 

encrypted form with the help of MRDES is 

represented as   EJCT1, EJCT2,…EJTC16 and its 

corresponding hashing outcome is h1,h2,… h16.  The 

hash of h1 and h2 results in h1-2, and the hash of h3 

and h4 results in h3-4. Similarly, at the odd level of 

the first level of the tree, h5-6, h7-8, h9-10, h11-12, h13-14, 

h15-16 and h17-18 are generated in the same manner. 

Then in the second level which is even 

level, the hashing is done in the accumulated for 

four hash outputs from its previous level. The 

hashing of h1-2, h3-4, h5-6, h7-8 produce the first output 

from the second level as h1-8. Similarly, the output 

h9-16 is generated as second output in the second 

level. The third level has an odd depth, and as a 

result, the traditional binary mode is employed to 

generate the ultimate output, which serves as the 

root of the tree. This root is then placed in the block 

header. 

A quad Merkle tree processes 16 input 

data points and consists of only 4 layers, requiring 

27 hash operations. In the case of merkle tree, the 

structure constructed with 6 layers and 31 hashing 

functions. As a result of this reduction, the 

proposed Bi-Quad Merkle Tree model offers lower 

storage space requirements and computational 

complexity compared to the standard Merkle tree. 

The overall overhead is reduced by this alternate 

model. 
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Fig 4:  System Model of Bi-Quad Merkle hash tree and MRDES 

 

3.2.1 System Model 

As depicted in Figure 4, the system model 

for blockchain-based cloud storage for job card 

payment encompasses four key entities: the 

customer, the first-level security facilitated by 

MRDES [62], the cloud, and the blockchain with 

Bi-quad Merkle Tree. 

1) Customer: The customer refers to the 

data owner, who is going to do the secured 

payment for the posted job card details of very big 

vehicle servicing network.   Job card details from 

several service centers of the company are 

maintained by this system. The sample job card 

details are shown in the following Figure 5.  It has 

corresponding service department number from 

various area along with the transaction entry date 

information along general and cost oriented details.   

2) Data Security Panel: In this framework 

the two level of security is maintained by 

blockchain based and data encryption module. In 

this data encryption module, all the incoming job 

card details in the form of transactions are 

encrypted with the help of the Moulded RSA and 

DES encryption algorithm.  In this algorithm, key 

generation is carried out by the RSA algorithm due 

to its good key generation ability. The encryption is 

carried out by the DES algorithm because of its low 

power consumption.  The performance of MRDES 

algorithm provides better security to data by setting 

high key value is clearly stated in the previous 

work [62]. 

3) Cloud: The cloud server is maintained 

by the service provider to manage extensive storage 

and resources. The blockchain based data are 

properly managed by the cloud and provide highly 

verification and integrity of those job card data to 

the vehicle service-based organization owners.    

Encrypted Job Card Transactions 

Hashing using SHA 256 

Root of Bi-Quad Merkle Tree 
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Fig 5: Sample Dataset of Job Card Details 

 

4) Blockchain with Bi_Quad Merkle Tree: 

In this approach, the blockchain concept involves 

storing the encrypted root of the proposed Merkle 

tree derived from the customer's job card 

transactions. This facilitates data verification and 

ensures data integrity. In this model two Bi_Quad 

merkle trees are constructed separately for general 

meta data information and cost details information 

which is already in encrypted form.   

In this work the blocks are maintained 

based on the spatial information.  In the traditional 

approach, a new block is generated when the length 

of transactions in the current block reaches a 

predefined threshold. First it will check the 

incoming transactions information such as location 

and time stamp based on that it will add the 

corresponding encrypted transactions into the 

specified spatial and temporal matching block. This 

concept is introduced in this proposed system 

model which has the ability to localize the tampers 

on particular branch of the company.  This 

approach also uses SHA-256 hash algorithm to 

connect the blocks.  Finally, it forwards the root, 

along with the encrypted data, to the cloud for 

secure storage.  

When the concern seeks to access the data, it 

initiates a request to the cloud server, which 

subsequently sends this information to the 

blockchain module, accompanied by its spatial and 

temporal key-related information. The blockchain 

utilizes the information forwarded by the cloud to 

compute the new Bi_Quad Merkle hash tree root. It 

then compares this newly computed root with the 

root stored in the block header to validate the data's 

integrity. The spatial and temporal blockchain 

hashing based   system can identify whether any 

data is tempered or altered by the malicious user or 

attacker and can localize in which service branch it 

happened and its corresponding ledger date of 

entry.  With the help of Bi-Quad Merkle Tree proof 

verification this proposed model can identify which 

transaction fall in alteration or tampered.  

The following algorithm 1 and 2 shows 

the process of proposed Bi-Quad Merkle tree 

Blockchain process with MRDES and its 

corresponding verification process. 

 

 

 

 

 

 

 

 

 

 

 

Algorithm 1:  Bi-Quad Merkle Tree Blockchain with MRDES 

Input: Job Card Transaction JCT with N number of transaction 

Output: Bi-Quad Merkle tree (M) 

1. Fetch each transaction JCTi where (i = 1 to N) and find its corresponding block based on its spatial 

location and time period 

2. Encrypt JCTi by  𝐽𝐶𝑇𝑖
𝑒=MRDESEk(JCTi) 

3. Generate Bi-Quad Merkle tree M by taking 𝐽𝐶𝑇𝑖
𝑒 as the leaf node of   tree 

4. Store 𝐽𝐶𝑇𝑖
𝑒  and the Bi-Quad Merkle Root of M in the blockchain 
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4. Experiment Analysis 

This section evaluates the performance of 

the proposed B-Quad Merkle Tree based 

blockchain with MRDES encryption algorithm 

with various state arts of approaches in terms of 

latency, throughput, Bi-QuadMT generation time 

and audit verification time. The latency is measured 

by the time difference from the Task Completion 

time (TC) and actual Deployment Time (DT) as 

(TC-DT) in seconds.  

The throughput is measured in terms of 

number of successful transactions per second. The 

mean or average latency means it is an average 

latency of all transactions in the job card datasets. 

Whereas the   average throughput is measured by 

the average of throughput over the entire 

simulation or execution time. In this work, the 

entire simulation is conducted using Python 

libraries. The data utilized for the simulation is 

sourced from a vehicle service concern 

encompassing various units. The system is 

evaluated with the different size of data 

transactions up to 1GB.  

The following Figure 6 shows the 

performance of the latency versus workload 

represented with different size of transactions.  The 

estimated latency of the proposed Bi-

QuadMT_MRDES is significantly improved than 

existing MT_MRDES approach latency in all size 

of workload.  The average latency of the proposed 

Bi-QuadMT_MRDES is 1.33 seconds faster than 

the MT_MRDES. 

 
Fig 6:   Latency vs Work Load (Transactions Size) Analysis 
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Algorithm 2:  Job Card Details Verification 

Input: Unverified Job Card Transaction JCT 

Output:  Assign Tampered Block vector   TBi=(tr1,tr2,….,trN), 

tri{
0,
1,

𝑎𝑡𝑡𝑎𝑐𝑘 𝑓𝑟𝑒𝑒 𝑏𝑙𝑜𝑐𝑘
𝑡𝑎𝑚𝑝𝑒𝑟𝑒𝑑 𝑏𝑙𝑜𝑐𝑘.

 

1. Generate Merkle tree Mnew of JCT by using the Bi-Quad Merkle tree 

2. Find the block from which details has to be extract using the spatial(location) and time period data. Extract 

the Bi-Quad merkle tree Mret from the identified block. 

3. Verify the size of the two trees Mnew ( Merkle Tree generated) and Mret (returned from the block)  are same,  if 

so do the following steps for transaction verification otherwise there may be some data missing, hence return 

the block based output as tampered as tri to 1 and stop the further progress 

4. The proper comparison is done in recursive mode for both   Mnew and Mret 

5. Initial checking is done from the root to the left of the tree and checks the hash values are same,  then forward 

the checking from root to the right side and do the same progress recursively 

6. If the node does not match, then   set the tampered block vector tri to 1 and stop the process. 

7. If the hash values are matched form root to end leave nodes means, then it is attack free information and 

traverse the same progress for child node until all nodes hash values are analyzed. 

8. Go to Step 4, until all nodes have been checked. 
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Fig 7: Analysis on Throughput with different Transactions size   

 

 Figure 7 shows the throughput analysis on 

different transactions size.   Normally the query 

process in blockchain method is somewhat more 

than the normal data storing approach. When 

compared to blockchain-based data sharing, the 

proposed enhanced Merkle tree approach 

demonstrates a significantly higher throughput, 

allowing for the processing of a greater number of 

transactions per second in contrast to the existing 

model. The average throughput of the proposed 

approach with different transactions size is 0.201 

million of instructions per second better than the 

average    throughput   of the MT_MRDES. 

 
Fig 8:   Verification phase time vs Number of data blocks 

 

The Figure 8 shows the verification phase 

overhead with respect to number of blocks. From 

the figure 8, it is clear that the verification time (in 

ms) of the proposed model is 100 ms less than the 

general merkle tree based blockchain as well as 200 

ms less than the scheme described in [61]. When 

compared with other schemes, the scheme [60] is 

less than the scheme [59] and scheme [58]. 

 

 

 

100B 1KB 10KB 100KB 1MB 10MB
100MB 1GB

572 1277 1892 9266 18583 49228 198347

2856934989 2452 3128 12973 23848 59473 245874
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Table 1: Analysis on Computation time (in milliseconds) for Tree generation and Sibling path generation with 

different size of transactions 

  Merkle Tree Generation Sibling path Generation 

  MT_MRDES Bi-

QuadMT_MRDES 

MT_MRDES Bi-QuadMT_MRDES 

100B 0.033 0.011 0.002 0.002 

1KB 0.012 0.003 0.003 0.002 

10KB 0.15 0.08 0.052 0.047 

100KB 0.88 0.12 0.06 0.046 

1MB 10.72 6.22 0.083 0.062 

10MB 111.6 86.87 0.114 0.0953 

100MB 1120 792.76 0.138 0.0991 

1GB 10,743.40 6,834.82 0.173 0.131 

 

 

 
Fig 9: Average computation time for generating Merkle trees in MT_MRDES and Bi-QuadMT_MRDES 

 

Figure 9 illustrates the total tree 

generation time for the proposed scheme utilizing 

the default Merkle tree concept. From the table 1 

and figure 8, it is clear that the proposed approach 

attains less tree generation time compared to 

merkle tree based blockchain algorithm. When the 

transactions size is 1GB, for MT_MRDES the tree 

generation time is 10743.40(ms) whereas for Bi-

QuadMT_MRDES the tree generation time is 

8834.82(ms). The sibling path generation time is 

average of 0.173 for MT_MRDES and 0.131 for 

Bi-QuadMT_MRDES on 1GB.   

 

5. Conclusion 

Due to the tremendous increase in 

information sharing and financial transactions in 

digital form, it needs a specialized   framework to 

protect those transactions and maintain it in   

secured form. In this paper a new enhanced form of 

merkle tree is proposed along with the spatial and 

temporal based block construction to handle the job 

card   details and its corresponding transactions.  

The proposed alternate mode of tree construction 

(Bi-QuadMT) leads a model with less 

computational overhead than the traditional merkle 

tree generation.  The information confidentiality 

and data integrity are properly handled by the Bi-

QuadMT and the data protection is maintained by 

the Moulded RSA and DES algorithm.  The 

blockchain hashing helps to identify where the 

tamper had occurred and the Bi-QuadMT proof 

checking helps find the exact transactions.  With 

the help Bi-Quad merkle tree and MRDES it attains 

the data integrity and security for the job card 

transactions process, which helps the customer and 

the car servicing owners to make secured payment 

without any alteration in transaction amount. The 

assessment of the proposed framework's 

performance focused on factors such as latency and 

overhead, particularly concerning tree generation 

and proof verification time. The outcome reveals 

that the proposed approach incurs lower 

computational overhead compared to conventional 

blockchain-based secure digital transformations. 
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This model holds potential for future 

enhancements, where lightweight cryptography 

based on block contents can be integrated to further 

reduce complexity and enhance resilience against 

security threats. 
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