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Abstract: A structure known as a Mobile Ad-Hoc Network (MANET) is formed when mobile nodes come together to
communicate with each other, offering a broad spectrum of applications. MANET, characterized by its lack of a central
monitoring authority and absence of a fixed infrastructure, gains popularity due to its ubiquitous nature. However, the openness
of MANET introduces security challenges that require detection and resolution. One prevalent issue is the Packet Drop Attack,
wherein an intruder falsely claims to possess the shortest route to the destination, dropping all packets without forwarding
them. This paper addresses the mitigation of this problem, focusing on the optimal solution for the Blackhole Attack.
Researchers employ various techniques, such as Opinion-based, Trust-based, Intrusion Detection, Crypto-based, and
Destination Sequence Number (DSN) based methods. The proposed method specifically employs DSN, where the attacker
lures packets by sending a forged RREP message to the source node. To thwart this, the DSN in the proposed method is

compared to a threshold value, allowing the rejection of forged RREP messages.
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Introduction

Mobile ad hoc networks (MANETS) have gained
popularity due to their cost-effectiveness and flexible
network access services for various portable devices,
including PDAs, laptops, mobile phones, notepads, etc.
These devices play a pivotal role in transitioning from
the personal computer age to the ubiquitous computing
age. Leveraging wireless communication, they have
spurred research activities in wireless networking
technology over the last decade. With applications in
crucial sectors like finance, healthcare, retail,

transportation, and data transmission relying on the
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Internet, these devices have become integral to daily
life. However, the increasing prevalence of malicious
anomalies introduced by various attackers has
prompted a surge in the popularity of network security,
offering mechanisms to protect and safeguard networks
from security attacks. Computer networks are broadly
categorized into wired and wireless, with wireless
networks featuring mobile nodes without physical
connections. These networks utilize radio frequency
for communication, offering advantages such as
mobility, cost efficiency, and easy installation. The key
conveniences provided by wireless networks include:

Mobility: Wireless networks allow mobile users to
easily join and use network resources while on the
move.

Flexibility: Unlike wired connections, wireless
networks can cover areas inaccessible to wires,
enabling connectivity while driving or roaming.

Simplicity: Wireless networks are easy to install as
they lack a fixed infrastructure, allowing nodes to be
present anywhere within the network’s range.

Routing Mechanism in MANET: MANET routing
protocols are categorized into four types based on their
use, as outlined by Agrawal et al. (2011):

Proactive Routing Protocol: This type involves every
mobile node maintaining complete  network
information to expedite the route discovery process.
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However, the high mobility of nodes can result in the
dissemination of invalid information. Examples of
proactive routing protocols include Destination
Sequenced Distance Vector (Perkins et al., 1994),
Topology Broadcast based on Reverse Path
Forwarding (Ogier et al., 2004), Optimized Link State
Routing (Thomson et al., 2001), and Cluster-head
Gateway Switch Routing (Chinang et al., 1997).

Reactive Routing Protocol: In this category, a mobile
node seeks to discover a route to a destination only
when necessary. Examples of reactive routing
protocols encompass Dynamic Source Routing
(Johnson et al., 1996), Ad-hoc On-Demand Distance
Vector (Perkins et al., 2003), Temporally Ordered
Routing Algorithm (Park et al., 1997), and Dynamic
MANET On Demand (Chakeres et al., 2006).

Hybrid Routing Protocol: This protocol type
combines proactive and reactive routing features.
Noteworthy examples of hybrid routing protocols
include Zone-based Hierarchical Link State Routing
Protocol (Joa-Ng and Lu, 1999), Cluster-head Gateway
Switch Routing (Chinang et al., 1997), Order One
MANET Routing Protocol (Macker, 1999), and Zone
Routing Protocol (Haas, 1997).

Hierarchical Routing Protocol: In hierarchical
routing protocols, mobile nodes can select either
proactive or reactive routing protocols based on a
hierarchy label. Examples of hierarchical routing
protocols include Cluster-Based Routing Protocol
(Roth, 2011), Fisheye State Routing Protocol (lwata et
al., 1999), and Zone-based Hierarchical Link State
Routing Protocol (Joa-Ng and Lu, 1999).

Related work

Numerous studies have addressed the security
concerns, particularly the Blackhole attack, in
MANET. These investigations predominantly focus on
the reactive routing protocol, such as Ad-hoc On-
Demand Distance Vector (AODV), where a Blackhole
attack disrupts the MANET performance. Attackers
send forged RREP messages to the source with
elevated destination sequence numbers and lower hop
counts. Exploiting the route selection criteria of the
source node, which prioritizes lower hop counts and
higher destination sequence numbers, the attacker
successfully diverts data packets through a path of their
choosing. This malicious strategy, known as a packet
drop attack, has prompted the development of various
preventive solutions. Researchers have proposed
different methods, including sequence number-based,
intrusion detection-based, cryptography-based, and

trust-based solutions. Each solution, however, comes
with its own set of challenges, such as computation
overhead, time delay, routing overhead, and
cooperative Blackhole problems. For instance, Deng et
al. (2002) introduced an algorithm to prevent AODV
networks from Blackhole attacks, crosschecking RREP
packets with the next node on the route for an alternate
path.

Ghosh et al. (2004) incorporated a trust field in RREQ
messages, allowing the source node to select a path
with the highest trust value.

Tamilselvan and Sankaranarayanan (2007) proposed a
timer-based approach to identify repeated next nodes
in RREP messages.

Sachan and Khilar (2011) employed cryptographic
methods using HMAC for fast message verification.
Gajera and Sowmya (2012) used a threshold and
cryptographic mechanisms to thwart Blackhole attacks.

Jaiswal and Kumar (2012) focused on the sequence
numbers of destination and source nodes, while
Maheshwar and Singh (2012) introduced an intrusion
prevention system acknowledging misbehaving nodes.
Singh and Singh (2013) collected RREP messages,
discarding those with high DSN compared to SSN.
Varshney et al. (2014) proposed the WAODV protocol,
incorporating watchdogs to confirm proper packet
forwarding.

Aware and Bhandari (2014) introduced an approach to
ignore the first RREP, using SHA-1 hash function for
data packet verification. Gurung et al. (29) introduced
dynamic threshold values for destination sequence
numbers to mitigate Blackhole attacks, outperforming
existing approaches.

Shukla et al. (30) used ECC to mitigate Blackhole and
wormhole attacks, showing superior performance in
terms of packet delivery ratio, energy consumption,
and end-to-end delay.

Talukdar et al. (31) presented three approaches,
utilizing IDS and encryption to detect and prevent
Blackhole  attacks, = demonstrating  improved
performance metrics in simulations conducted using

Proposed Work

In AODV routing protocol source node broadcast the
RREQ message to all its neighbors, when it wants to
transmit data. Route finding is based on ring search
algorithm. Figure 1 shows the RREQ and RREP in
AODV protocol. This RREQ message has following
structure.
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<S$,D,10,120,,0 >

This RREQ has source S, destination D, broadcast id

A
A—

<5, D0, 10,120, 0=

——3 RREQ

............ } DATA

10, SSN 120 and hop count 0. This RREQ is broadcast
to all the neighbors.

-

f _u-*'#‘
~" D, 5,193, 0, 5>

Fig 1: RREQ and RREP messages in AODV

After getting the RREQ message form any node,
mobile node compares the DSN of RREQ with the
DSN of its own routing table. If the DSN of routing
table is greater than the RREQ DSN then it unicast
the RREP, otherwise broadcast the RREQ to all to
its neighbours. When RREQ reached to the
destination, destination unicasts a RREP with
sequence number with an incremented value [32-
35].

In Figure 1 shows that destination node D, generate
a RREP message after getting RREQ from the
source node. This RREP have the following:

<D,S5,193,0,5 >

When destination node sending the RREP then is
works as a source node. So, RREP works as a source
node and S works as a destination node. This REEP
has DSN 193 and number of hop count is 0. When
this RREP traverses from intermediate nodes, hop
count is incremented by 1.

In this RREP packet last field is TTL of the message.
Sequence number has minimum value 0 and
maximum value is 32 bits arithmetic (2%%). If the

reaches to its maximum value, then it reset to zero.
DSNpin =0
DSN,par = 4294967295

In case of Blackhole attack, when attacker gets the
RREQ message, it immediately generates a
fabricated RREP message with very high sequence
number and lower hop count. In Figure 2 attacker
node E generates the RREP with sequence number
of 32 bit arithmetic. When this fabricated message
reached to the source node, it will be considered as
a fresh route to the destination and the source node
starts the transmission of the through that route and
malicious node drops all the data packets
[36][37][38].

In order to prevent the above describe problem, we
propose a new mechanism to prevent the attack. This
new mechanism prevents the Blackhole attack as
well as maintains the data integrity during the
transmission of data to use identity-based signature
scheme. Identity based signature scheme maintains
data integrity, authentication and non- repudiation
(Kumar and Kumar, 2016).
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Fig 2: Blackhole Attack Mechanism

A. Calculation of Threshold

As we studied above that sequence number has
minimum value 0 and maximum value is 32 bit
arithmetic (2%2).

DSNmin =0
DSN,,,, = 5294967295

In the proposed approach, we are defining a
threshold value for the elimination of malicious
node. As we studied that malicious node send very
high sequence number, nearer to the DSNmax. So
we are defining the threshold by the calculation of
following formula [39][40][41].

T, = DSNpy * 97%

Where T, is the defined threshold. By defining this
threshold, actually we are eliminating 3% of
maximum sequence number, because attacker used
sequence number nearer to maximum sequence
number.

Flow Diagram for Additional Process:

Once threshold is defined, RREP message is verified

by using that threshold value. When source node
gets RREP message for the RREQ message which
the source node generates it verify those RREP
messages. Figure 6 shows the processing flow chart
at the source node [42][43][44].

In case of Blackhole attack, when attacker gets the
RREQ message, it immediately generates a
fabricated RREP message with very high sequence
number and lower hop count. In Figure 4 attacker
node E generates the RREP with sequence number
of 32 bit arithmetic. When this fabricated message
reached to the source node, it will be considered as
a fresh route to the destination and the source node
starts the transmission of the through that route and
malicious node drops all the data packets. We
propose a new mechanism to prevent MANET from
the blackhole attack. This hew mechanism prevents
the Blackhole attack as well as maintains the data
integrity during the transmission of data to use
identity-based signature scheme. Identity based
signature scheme maintains data integrity,
authentication and non- repudiation (Kumar and
Kumar, 2016).
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Fig 3: Flow Diagram for Additional Process

Calculation of Threshold: As we know higher value
of sequence number is 232 while lower value is 0.

DSNypin, = 0
DSNpax = 4294967295

In the proposed approach, we are defining a
threshold value to elimination of the malicious node.

Analysis of Improved Mechanism: Improved
mechanism based on DNS. It checks the received
RREP message whether it came from destination,
genuine node or from the attacker node. Suppose
source node sends DSN 120 when broadcast RREQ
message. Attacker node gets this RREQ message
and generates a forged RREP message with DSN
4294967280 and hope count 0. When source node
get this forged RREP messages this checks this hope
count and DSN which pretend that this node has
fresh and optimal route to the destination, then
source node establishes a route through this node to

transmit data to destination node and also attacker
node drops all the receive packets without
forwarding it to destination. When improved AODV
mechanism is used, it does not forward data
immediately. Firstly, it calculates the threshold
value for comparing the DSN received in RREP
message [45][46][47].

DSN, ., = 5294967280
T, = DSNpay * 97% = 4166118276

It compares the DSN of received RREP, which is
greater than the threshold value, then it discards the
received RREP and wait for other RREP message.

Results and Discussion

Performance evaluation of our proposed scheme has
been carried out using network simulator(ns2). The
performance here is measured by analyzing the node
mobility. All the simulation parameters has been
presented in Table 1.

Table 1: Simulation Parameters

Constraint Value

Simulator ns2

No. of Nodes 10-90

Routing Protocols SAODV, AODV
Speed 2-9 m/s
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Packet Size 512 bytes
MAC Protocol IEEE 802.11
Simulation Time 100 Seconds
Traffic Model CBR

Terrain Area

1000m x 1000m

No. of Malicious node 1
Speed of traffic agent 15 m/s
Pause time 6 s
Transmission range 250 m

Used mobility Model

Random waypoint

Simulation Results: A comparison graph between
standard AODV protocol in presence of blackhole
node, Singh et al. (2016) scheme and proposed
scheme using packet delivery ratio (PDR) metric is
presented in Figure 4. From our result analysis

proposed scheme has 98.15% where AODV with
Blackhole attack has 4% PDR and Singh et al.
(2016) scheme having 98% for average packet
delivery ratio (PDR) metric.

Packet delivery ratio (%)

" . W A0DV with single Blackhole Attack
Packet delivery ratio vs Number of nodes B Singh <t 31, (2018)
[ Our Scheme
100 i R i e B— =
10 28 42 58 T4 20

Mumkber of nodes

Fig 4: PDR with single Blackhole Attack

End to end delay vs Number of nodes

Lii]

W AODV with single Blackhole attack
[ singh et al. (2016}
B Cur Scheme

——

End to end delay

42

58 74 20

Mumber of nodes

Fig 5: End-to-end delay with single Blackhole Attack
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A comparison graph between proposed and existing
schemes in terms average end-to-end delay metric is
depicted in Figure 5. It shows that maximum end to
end delay in standard AODV is lower than proposed

scheme. Standard AODV have end to end delay
12.02ms and Singh et al. and proposed scheme
having maximum end to end delay 50.36
milliseconds.

Throughput vs Number of nodes

[l AODV with single Blackhole sttack
[l Singh et al. {2018)
[l Cur scheme

Throughput

-
e

o —
N~ e

Number of ncdes

Fig 6: Average Throughput with single Blackhole Attack

Figure 6 shows the average throughput of the
network in presence of single Blackhole node. It
clearly shown in graph that average throughput of
standard AODV is 10.01 and Singh et al. (2016)
scheme having throughput 12.48 while our proposed
scheme having throughput 13.57. It clearly shows
that proposed scheme having better throughout in
comparison to other two schemes.

Conclusion and future wok

We introduced a novel approach in this paper to
counteract the blackhole attack using a certificate-
less signature scheme. Our proposed scheme not
only thwarts single blackhole attacks but also
cooperative blackhole attacks. According to
simulation results, our scheme achieves a 98.15%
Packet Delivery Ratio (PDR), while the standard
AODV yields a 4% PDR, and the approach by Singh
et al. (2016) achieves a 98% PDR in the case of a
single blackhole attack. For cooperative blackhole
attacks, our scheme attains a 98.12% PDR, whereas
the standard AODV, Tamilselvan et al. (2008), and
Singh et al. (2016) approaches achieve 3%, 97%,
and 98.04% PDR, respectively.

Regarding throughput, our proposed scheme
achieves a throughput of 13.57, while the standard
AODV and Singh et al. (2016) schemes achieve
10.01 and 12.48, respectively, in the case of a single
blackhole attack. In the case of cooperative
blackhole attacks, our scheme attains a throughput

of 13.10, whereas the standard AODV achieves
10.01, and the Singh et al. (2016) scheme achieves
12.48 throughput. Considering maximum end-to-
end delay, our scheme exhibits a delay of 50.36 ms,
while the standard AODV and Singh et al. (2016)
demonstrate delays of 12.02 ms and 50.36 ms,
respectively, in the case of a single blackhole attack.
In the case of cooperative blackhole attacks, our
scheme incurs a delay of 50.16 ms, while the
standard AODV, Tamilselvan et al., and Singh et al.
(2016) schemes exhibit delays of [insert values for
Tamilselvan et al.] milliseconds. (2008) and Singh
et al. (2016) has delay 12.02ms, 50.36ms and
50.36ms respectively.
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