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Abstract: The Data sharing is becoming more popular as a network technology. The management of electronic healthcare 

data has advanced in healthcare information systems. The information can be accessed at any time and from any location 

with patient-centric data. More social benefits, better healthcare, and fewer medical errors are all provided by e-healthcare. 

The global advancement of health and medical services is greatly impacted by the integration of blockchain technology and 

smart healthcare. Decentralization and quicker information access will make the medical system more effective. In this 

paper, we demonstrate how blockchain technology is being applied to the management and security of electronic health 

records in the healthcare sector. Secure healthcare systems have been established using a smart contract. On the ethereum 

blockchain, a smart contract has been developed to build secure healthcare systems. We conduct experiments in 

Interplanetary File System (IPFS) storage environments for a fully decentralized system that manages key generation for 

EHRs efficiently on the blockchain. 
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1.Introduction 

Blockchain technology opens up a world of 

possibilities for addressing difficulties in the 

healthcare industry. Blockchain technology could 

be one of the best methods for keeping track of 

electronic medical records (EMR) [1]. It assures 

that the patient records are authentic. When sharing 

healthcare data, the blockchain provides data 

integrity and patient privacy. Behind the patient-

centric paradigm, the blockchain provides a trusted 

layer [2]. When blockchain records are employed 

in clinical research, the results will be precise and 

up to par. Blockchain technology would also be a 

good solution for money transactions such as 

insurance claims and bills. It aids in the elimination 

of important concerns such as claim duplications, 

manual errors, and pattern recognition. The 

Blockchain allows for the processing of financial 

data via smart contracts, which eliminate 

redundancies and inefficiencies in insurance claim 

administration [3]. Blockchain technology helps 

individuals, healthcare institutions, and healthcare 

providers overcome interoperability difficulties in 

the healthcare system. The public blockchain is 

used to regulate access to medical records. It offers 

scalability, data privacy, and access security. Every 

individual in the distributed healthcare blockchain 

network has access to a copy of everyone’s record. 

As a result, an index is kept that contains 

information about records, such as their position 

and metadata. The process is simplified by the 

user’s unique identity and access to the records [4]. 

Sharing data between healthcare organizations is 

difficult due to security and privacy concerns. 

Blockchain technology is frequently selected and 

used to secure data security and privacy efficiently. 

Data privacy has become a major topic of study as 

the extent of data exchange grows. Furthermore, 

when data is shared, it is often maintained by 

numerous parties, posing significant issues for 

protecting the privacy of this multi-party data. We 

employ blockchain to prohibit tampering with 

shared data, and the suggested approach allows for 

the trading of shared data while protecting 

transaction information. The fundamental goal is to 

ensure that data shared by various parties is kept 

private. 

The amount of personal data is continually 

increasing as network technology advances [5]. 

The scalability and mobility of the cloud-based 

environment can provide several benefits [6-8], but 

there are some challenges to overcome [9]. Abuse, 

leakage, loss, or theft of EHR in cloud-based 

management systems can be exposed [10]. Health 

insurance and electronic health records are closely 
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linked. Several cryptographic methods have been 

proposed to ensure the security of EHRs [11-14]. 

Data for e-Health systems can come from a variety 

of places, including clinics, hospitals, and 

pathologies. All patient data is maintained on a 

distributed ledger. Smart contracts, a core idea in 

blockchain, enable trustless features across 

multiple entities in the HER administration system 

[15].  In this paper, compared to traditional 

systems, blockchain technology uses a different 

platform. 

Contribution of this work: The following 

contribution of this work: 

(1)  A novel architecture for integrating blockchain 

with IPFS-based EHR management systems has 

been proposed. Each component in the proposed 

architecture is discussed in terms of its 

functionality. 

(2)  We used an off chain scaling method that stores 

the data to address the scalability issue. 

(3)  EHR combined with ethereum blockchain 

platform, smart contract. To demonstrate the 

blockchain integration with IPFS-based EHR 

management systems, a prototype is created using 

the ethereum public blockchain. 

(4)  Front-end platform design and implementation for 

the EHR web portal. 

Paper organization: The remainder of the paper is 

organized as follows: In the second section, a full 

analysis and discussion of the linked work of 

blockchain in healthcare are discussed. In Section 

3, some preliminary concepts are introduced. 

Section 4 describes our proposed system design. 

The implementation details are presented in 

Section 5. The experimental outputs are discussed 

in section 6. This paper finishes with Section 7. 

 

2. A Review of Blockchain Healthcare 

Applications  

 

The research on blockchain-based techniques in 

healthcare is discussed in this section. Blockchain 

technology will reduce paperwork, costs, wait 

times, and overheads by delivering medical records 

that can be accessed from anywhere [16]. 

The MedRec [17] system does not keep track of 

patient’s medical records. To store the record's 

signature, the system employs blockchain 

technology. The signature ensures that an original 

copy of the record is obtained. 

Some scholars have proposed some solutions to 

overcome the problem of blockchain storage 

capacity. Zhang et al. [10] describe a blockchain-

based safe and privacy-preserving PHI sharing 

(BSPP) approach for e-Health system diagnosis 

improvements. The PHI is stored on a private 

blockchain, while the safe indexes of the PHI are 

kept on a consortium blockchain. 

Xia et al. [18] proposed Medshare as a solution to 

the problem of exchanging medical data. By 

utilizing blockchain technology for transaction 

authentication and verification, this startup aims to 

empower patients to have complete ownership over 

their data. 

Yue et al. suggest a three-layered system [19], with 

a data usage layer, a data management layer, and a 

data storage layer. The private blockchain, 

according to this research, serves as a cloud. 

The paper [20] uses a Merkle tree-based structure 

for blocks, which is comparable to Bitcoin’s 

technique. They used Uniform Resource Locators 

(URLs) to refer to Fast Healthcare Interoperability 

Resources (FHIR). 

[21] Proposes a key negotiation for blockchain key 

management methods. It creates a lightweight 

backup and recovery mechanism for health 

blockchain keys using body sensor networks. 

The authors of [22] describe a patient-centric 

healthcare data management system that enforces 

privacy by using blockchain as storage. This 

research employs cryptographic methods to protect 

patient data and achieve pseudonymity. 

MedChain is a technique proposed by Shen et al. 

[23] for sharing medical data using blockchain. 

They created this system to collect patient data 

from IoT sensors.  

In Zhang et al.’s [24] work, they took some initial 

steps towards adopting blockchain technology for 

various healthcare use cases, as well as pointing out 

some of the challenges associated with its 

implementation. 

Another article [25] describes Ethereum and 

blockchain as secure platforms for handling all 

types of sensitive data. A smart contract is a secure 

method of preventing third-party disruption.  

The cloud services scenario is used by Xueping 

Liang et al. [26]. According to performance 

evaluation results, ProvChain provides security 

features for cloud storage systems, such as 

misleading provenance, consumer privacy, and 

minimal overhead reliability. 

According to Mackey et al. [27], blockchain is 

being intensively investigated in the healthcare 

industry by several business stakeholders. It 



 

International Journal of Intelligent Systems and Applications in Engineering                                 IJISAE, 2024, 12(13s), 288–301 |  290 

reduces expenses and standardizes the entire 

process. They conducted a poll of several 

practitioners to learn more about blockchain 

conceptualization and application in healthcare 

facilities. 

Blockchain technology has shown some promise in 

the healthcare field as a way to solve problems with 

data security, sharing, privacy, and storage [28, 

29].  

Ancile is a blockchain-based architecture for EHR 

management that employs smart contracts to offer 

patients ownership and control of their medical 

records. It securely limits document access. 

The paper [30] presented another permissioned 

blockchain system for exchanging and maintaining 

cancer patients’ medical records. A 

username/password method was used in the design 

of a membership service to authenticate registered 

users. Blockchain was used for EHRs, but it failed 

to satisfy expectations [31]. It was discovered that 

EHR systems had issues with reliability and user 

friendliness [32]. 

 

3. Preliminaries 

The preliminary steps employed in the proposed 

architecture are formally described in this section. 

3.1 Blockchain 

The concept of blockchain was born on October 31, 

2008, when Nakamoto published a white paper 

[33]. The blockchain establishes trust relationships 

among distributed nodes. Decentration, data 

timeliness, collaborative maintenance, 

programmability, security, and trust are all 

characteristics of blockchain [34]. Users can utilize 

the blockchain to develop powerful smart contracts 

and decentralized applications. For transactions to 

be completed and computed, blockchain 

technology in general follows specific consensus 

norms. The consensus algorithm adds the new 

block to the blockchain. Consensus techniques are 

chosen based on the application’s requirements 

[35]. Blockchain offers a powerful abstraction for 

developing distributed protocols. To encrypt data, 

blockchain uses the asymmetric cryptography 

principle. Users can decipher the encrypted data. 

The cloud delivers encrypted data. The cloud can 

write and read data from the blockchain. 

3.2 Ethereum 

Ethereum is more than just a digital asset. Using 

smart contracts, it is a distributed platform that 

makes it easier to create decentralized applications. 

Turing-complete smart contracts are supported. It is 

extremely well-liked for developing decentralized 

apps based on smart contracts, like medical 

applications. It allows programmers to customize 

their blockchain [36]. When it comes to 

establishing a medical blockchain, it's important to 

estimate the cost involved. Gas is consumed during 

an EVM process. EVM Gas is an ether-based 

virtual fuel that drives the EVM. The gas needed 

for a transaction is a charge for running the 

transaction's code. The gas used during transaction 

execution is added to a miner's account. The 

ethereum blockchain charges some fees. The 

network miners determine the precise price of gas. 

They may refuse to accept the transaction. All of 

these actions on the EVM require gas for creation, 

deployment, and storage. Medical smart contracts 

have been compiled. Gas is a cost associated with 

running an operation on the ethereum network. 

Ethereum became a fully distributed and 

decentralized computational system with the 

Ethereum Virtual Machine (EVM). It involves 

computing and data storage processes. The 

processing power used to execute transaction code, 

such as that for the cryptocurrency ether, is 

rewarded by miners [37, 38]. 

3.3 Smart Contract 

The phrase “Smart Contracts” was coined for the 

first time by Nick Szabo [39]. They are computer 

programs that execute on their own when particular 

conditions in the system are met. They're utilized to 

transfer any form of value between peers in a 

blockchain without the need for a trusted third 

party [40, 41]. A smart contract is a contract with 

computerized computational logic. After fulfilling 

the program's logic, it automatically initiates 

transactions between parties. Smart contracts are 

designed to help with management and 

administration [42-44]. Clinical trials normally 

consist of a series of dependent phases that must be 

completed to obtain certain results. It will be 

invoked once network nodes have reached 

consensus [45, 46]. As a result, smart contracts 

may be able to keep track of and be transparent 

while giving people complete control over the 

processes involved. 

Smart contracts are a set of instructions written in 

the Solidity, Go, or Vyper programming languages 

that are used to complete a specific task in the 

blockchain network. These little scripts are kept on 

each blockchain network’s ledger and are called 

when a transaction or function needs to be 
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committed. As a result, the patient’s information is 

kept secure. 

3.4 Interplanatery File System (IPFS) 

The IPFS protocol is a good option for storing 

important and sensitive data because of its safe 

storage technique. It is unique and is used for the 

identification of stored data files on the IPFS [47, 

48]. IPFS makes use of cryptographic hashes that 

are kept in a decentralized manner via a peer-to-

peer network. The created cryptographic hash 

could be stored on the decentralized application, 

reducing the number of computational processes on 

the blockchain. The IPFS protocol works as 

follows: 

• IPFS files are assigned a unique cryptographic 

hash. 

• On the IPFS network, duplicate files are not 

permitted. 

• A network node stores the node’s content and 

index information. 

 

4. System Design of the Proposed 

Architecture 
This section focuses on the framework aspects that 

determine how technology is used in healthcare. 

The proposed framework is implemented using 

three layers: the user layer, the blockchain layer, 

and the implementation layer, as shown in Figure 

1.  

 
 

Fig 1 General System Design of the Proposed Framework 

 

Users include patients, doctors, labs, and insurers. 

A user can be identified in the system by his role. 

A user can communicate with a blockchain-based 

DApp via the method included in the blockchain 

layer. The smart contract was used to implement 

the system. The processing of smart contracts is 

shown by an algorithm below. 
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Our proposed architecture for an EHR management 

system based on blockchain is shown in Figure 2. 

We specify the entities and activities to be 

performed in our blockchain-based storage. The 

administrator and User are the two main entities in 

the system. For our suggested structure, users are 

further separated into three categories: Doctor, 

Patient, and Insurer. The system administrator, who 

is a member of the hospital’s administrative staff, 

assigns roles to these users. The suggested 

framework or system contains different modules. 

Our system will continue to function when these 

components are merged. Additional concepts that 

must be understood in these modules are described 

below. 
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Fig 2 System Design of the Proposed Architecture 

4.1 The Actor’s Role: 

The application logic for the framework is divided 

into three roles. The three are: 

The Patient Role: A user who is registered as a 

patient has all their respective EHRs saved in IPFS. 

The user will be able to view their EHRs and can 

decide to share any of them with the doctor, 

healthcare provider, or insurer. Every user will also 

have the utility to ‘unshare’ their EHRs, essentially 

meaning that they will be able to remove the 

doctor's or insurer’s access to their EHRs whenever 

necessary. 

The Doctor/Healthcare Services Role: Users who 

register themselves as doctors can either send or 

receive EHRs from their patients. This would mean 

that the doctor role enables the users to issue EHRs 

or review the EHRs that are shared by the patient 

role user. 

The Insurer Role: The insurer role enables users to 

view the EHRs shared by patients with them. They 

can decide whether or not they should provide 

insurance as per the request of the ‘patients’ based 

on their shared EHR. The insurer will also be 

shown a list of all pending requests through the 

EHRs that have not been reviewed. 

4.2 System Architecture 

The system focuses on the establishment of 

blockchain, user interfaces, and smart contracts. As 

shown in Figure 2, the research framework was 

built in three stages: login, different actor roles, and 

the logout stage. The first stage begins with the 

login module. The second stage involves 

categorizing and separating the different roles of 

healthcare providers that influence the use of 

blockchain in healthcare systems. In the final stage, 

all the users log out with the help of the logout 

module. 

Figure 2 shows our system architecture. Entities in 

our architecture are as follows: 

Login/Register: The architecture of the framework 

begins with the login module. This module is 

responsible for differentiating the various roles 

users may want to log into the system. The roles 

would include patient, doctor, lab/health service, 

and insurer. All roles are discussed in the previous 

section. All user registries are linked to the user’s 

Metamask account. 

The Patient Portal: This part of the architecture 

handles the following modules: 

(a) The EHR Module: This module is used to 

access the user’s (here, patient's) EHRs from the 

IPFS. This would allow the users to view their 

history of EHRs that were issued to them and 

stored in the IPFS. 

(b) The Share Record Module: This module allows 

users to share their EHRs for review with doctors 

or healthcare services. It also facilitates the storage 

of records in IPFS and the addition of the generated 

hash values through IPFS to the blockchain. The 

blockchain transaction is then handled by 

Metamask. 

(c) The Request Insurance Module: This module 

lets the user request insurance from the insurer. 

When a request is made, the selected EHR is sent 

to the insurer for review. 

(d) The Access Permission Module: The user can 

share their EHRs with doctors, healthcare services, 

or insurers via the ‘Share Request’ and ‘Request 
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Insurance’ modules. This module will let the user 

(here: the patient) revoke the permission of doctors, 

healthcare services, or insurers to view their EHRs. 

The Doctor/Healthcare Portal: This part of the 

architecture lets the Doctor and Healthcare Service 

roles access their modules, which include: 

(a) The Share Record Module: The same module as 

the patient portal. Let the user share EHRs with the 

selected patient, which are then stored in the IPFS. 

The hash value generated by IPFS is added to the 

blockchain. This blockchain transaction will be 

handled by Metamask. 

(b) The Accessible EHR module: This allows the 

user (in this case, doctors or healthcare services) to 

view all of the EHRs that patients have shared with 

them and that are accessible to them. 

The Insurer Portal: This part of the architecture lets 

the users who have the role of ‘insurer’ access their 

modules, which include: 

(a) The Pending Request module: This module 

would allow the user (here: insurer) to view all the 

insurance requests made by the patients, which will 

remain pending unless the insurer decides to take 

action (i.e., decides to provide insurance or not) for 

the particular request or until the patient decides to 

revoke the insurer’s access to the EHR. 

(b) The Accessible EHR Module: When a patient 

files a request for insurance with an insurer, the 

patient is required to provide their EHR to the 

insurer. The EHR shared by the patient with the 

insurer will be accessible to the insurer through this 

module. 

Logout: Users from all roles, with the help of the 

Logout functionality, will be able to log out of the 

blockchain network after finishing a session. This 

will reset the login credentials and require the user 

to log in again to use the services and connect to 

the blockchain network. 

 

5. Implementation Details 

The blockchain smart contract system has been 

used to create and implement several medical 

workflows. In contrast to other alternatives, our 

proposed framework uses the IPFS scaling 

technique to overcome the scalability challenge. 

Furthermore, Ethereum is employed to implement 

the proposed framework in its entirety. 

5.1 Flow of the Application 

A flow diagram of the application of doctor, 

insurer, and patient is shown in Figures 3, 4, and 5. 

 

 
Fig 3 Flowchart of the doctor 
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Fig 4 Flowchart of the Insurer dashboard. 

 

 
Fig 5 Flowchart of the patient 

 

Our project consists of three parts: a client 

application, a blockchain, and a cloud-based EHR 

management system. The public blockchain 

platform we’re using is ethereum. In place of the 

live blockchain, we use a local version of ethereum 

called Ganache. We use Windows 10 for 

configuring Ganache. We use web3js to interface 

with Ganache, which is a set of libraries for 

interacting with Ganache. To communicate with 

Ganache, Web3JS uses an HTTP or IPC 



 

International Journal of Intelligent Systems and Applications in Engineering                                 IJISAE, 2024, 12(13s), 288–301 |  296 

connection. Our smart contracts were built in 

Solidity, a programming language designed to 

work with the ethereum platform. Solidity is a 

computer language similar to JavaScript. Remix, an 

online text editor for Solidity, is used to write and 

compile smart contracts. The Metamask, a Google 

Chrome extension that should be enabled on the 

client system to communicate with the ethereum 

platform, is used to simulate the ethereum network. 

We use HTML5 and JavaScript to create client 

applications. Java is used to create the cloud-based 

EHR management system. We have used IPFS for 

storage as our cloud database. Through the Web3 

provider, HTML functions are linked to Solidity 

functions. The Web3 provider will be connected to 

an external ethereum node. In solidity, the contract 

is created and assembled. The user-supplied 

parameters are provided to the solidity function. 

The value can be retrieved and sent using Solidity’s 

functions. The prerequisite environment must be 

selected before the contract produced in Solidity 

can be deployed. In the HTML program, the 

deployment address of the solidity file is added. As 

a result, a connection is made. An Application 

Binary Interface (ABI) is created by default for 

each contract generated in Solidity. As a result, the 

HTML software understands the structure of the 

contract. There are default accounts available in 

Solidity. It is also possible to create new accounts. 

Each account has a unique account address. An 

HTML application can be used to assign a specific 

account address. Only authorized doctors will be 

able to get information from the patient in this 

manner. Any other individual attempting to retrieve 

the content will be denied access since the address 

does not match. 

An end-to-end transaction occurs if the connections 

are successful. No one in the middle could 

intercede and collect the contents. The blocks are 

constructed by default, and the remix IDE keeps 

track of transaction details. The details of the 

transaction are now visible in the user interface. 

 

 6. Output 

This section shares implementation steps and a few 

screen scraps as shown in Figure 6-10. We are 

using the ethereum blockchain tool and a solidity-

written smart contract to store information. Figure 

2 depicts the overall workflow of our prototype 

development. Figure 6 shows the contract creation 

on the Ganache platform.  

 

 
 

Fig 6 Contract Creation on the Ganache Platform 
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Fig 7 Ganache Interaction of Patient and Doctor with Metamask 

 

 
Fig 8 Ganache Interaction of Lab Person and Insurer with Metamask 

 

 
Fig 9  Blockchain transaction details in ethereum 

 

On the DApp browser, users can view the entire proposed framework. 
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Fig 10: Web app index page loading 

 

7. Conclusion 

Patients find it difficult to obtain their medical 

records in traditional healthcare systems. The goal 

of new healthcare information technologies is to 

provide a pathway for the health industry. In the 

healthcare industry, data handling inefficiencies 

have been a problem. Many patients and healthcare 

practitioners are dissatisfied with the multiple 

obstacles that must be overcome to acquire current, 

real-time patient data. Patients frequently require 

their medical records to be updated. On the other 

hand, data privacy and security are in grave danger. 

To address this issue, a secure blockchain network 

has been established, to which only approved 

doctors and patients have access.  

We present a novel approach to medical record 

management that uses smart contracts. Based on 

the needs from a medical perspective, we created a 

system for data management and sharing. This 

study gives a workable solution and implements it. 

This paper on code deployment is comprehensive 

and covers every part of the method and result. 

Finally, blockchain may be a viable option for 

safeguarding patient health information. This 

approach might be developed further in the future 

to create a complete blockchain-based healthcare 

system with more healthcare stakeholders. 
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