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Abstract: Since the emergence of Big Data, data mining has changed for the better. We now have unprecedented opportunities to discover
new knowledge and support decision-making. While Big Data methods are gaining traction, privacy is becoming a major concern. In order
to overcome these difficulties, we employ new data perturbation approaches based on random translation and random projections, as well
as additive noise. In addition, we assess the performance of different data perturbation modes and their corresponding attack modes using
input-output maximum a posteriori (MAP) attacks. Firstly, we evaluate random projections for online classifications. Two data perturbation
modalities are assessed: random translation (RT) and random projection (R). Independent noise (RPIN), or cumulative noise (RCPN) are
also assessed. Our results show that a combination of 2 MAP attacks (MAX (A-RT, A-RCPN-1)) vs. RPCN method is the most efficient.
As the data record moves away from the known data record, the attack becomes less efficient, indicating that over time, RPCN gradually
improves data privacy. Thanks to our work, we can apply these perturbation techniques to more than just classification tasks. We can apply
them to cluster, anomaly detection and regression, which opens up new research directions. We are also exploring privacy preservation

techniques that are tailored to the streaming nature of real-world data sets to improve privacy for nominal data.
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1. Introduction

Big Data has popularized the field of data mining, which has
led to the discovery of new knowledge and the provision of
decision support. However, there are many challenges in the
implementation of big data methods that need to be
addressed before these methods can be applied to real-world
situations. An important concern for users is privacy
protection in data mining. A majority of users are hesitant
to share private information which restricts the useful data
to be available for mining purposes. The Netflix Prize
dataset, which proved that users may be recognized using
their publicly available movie ratings submitted on the
Internet Movie Database, is an example of placing
insufficient importance to privacy on data exchange
platforms [26].

To avoid such issues in the future, the community of data
mining developed several methods for PPDM [22] using
which privacy of users was protected while using their data
for analysis purposes. PPDM relates to privacy preservation
during data mining, whereas PPDP generates a clean dataset
which can be used and shared without exposing sensitive
information of users. These methods convert sensitive
information to a format that protects users’ privacy and that
can be used to build models having an accuracy which is
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comparable to that of models built using the original
information.

There are many limitations of data streams, including
humongous information arising from continuously
generated and transmitted data, and pressing require to
quickly build models to analyze this data by recognizing
underlying patterns. In such a fast-paced data generation
environment, any privacy-preservation method will need to
make sure that the method is capable of handling the speed
at which data is generated and can perform efficiently.
When data streams have high data generation rates, the
overheads responsible for privacy preservation should be
minimal so that transformations are implemented before the
next data arrives; otherwise, it might lead to load shedding
and loss of information. If this data is useful only for specific
time following its arrival, then the method should be able to
exert a high level of computation to ensure that sensitive
record is not exposed in that time frame.

Several PPDM and PPDP methods have high overheads for
implementation of privacy preservation protocols and are
therefore not suitable for data mining [17]. As a result, this
has led to the development of specific privacy preservation
strategies for data stream mining. An important
consideration for privacy preservation methods is that there
needs to be a balance between data privacy and utility. The
greater the data privacy, the lesser it’s utility for analysis
thereby lowring the accuracy of the model. Despite this, it
is extremely important to ensure privacy when highly
sensitive data is being handled. The accuracy of the model
is useful only if it ensures privacy of data. Therefore, current
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research in this field is concerned with optimizing the
balance between data privacy and utility. Also, newly
developed privacy preservation methods are constantly
under attack [27]. In our study, we have explored a
combination of various mechanisms of data perturbation for
either PPDM or PPDP for classifying data streams online
with the objective of striking a balance between model
accuracy and data privacy. The main contributions of our
study are:

We applied relatively novel data perturbation methods that
utilize the concepts of randomized translation, randomized
projection, and two kinds of added noise. We modified the
input-output Maxim on randomized basis for addition of
mixed noise and randomized translation. We have evaluated
the various data perturbation methods along with their
corresponding attack methods. First to examine the
performance of randomized projection for the aim of web-
based author classification.

2. Literature Review

Privacy is defined as concealing the data pertaining to a
person’s usage of a website or an application as it may have
negative consequences for that person [12]. As a result,
privacy preservation refers to the implementation of
strategies that protects the browsing data of people from
access by unauthorized persons. Several studies have
focused on this aspect and many efforts have been made in
the field of PPDM. Perturbation algorithm was proposed for
a distributed scenario known as DISTPAB for privacy
preservation of data partitioned horizontally [2, 3]. In this
method, the asymmetrical patterns of resources are used for
distributing the privacy preservation tasks and removing the
computational hurdles. It is suitable for both resource-
constraint devices as well as high-performing systems. An
approach for privacy preservation based on distance matrix
was developed to protect shared data among different
organizations [7]. The original data’s distance matrix was
calculated using the shared data and this distance matrix was
shared among organizations to mimic the original data.

The Reversible Privacy Contrast Mapping (RPCM)
algorithm was suggested that distorts and restores data using
reversible strategies for concealing data [27]. Experiments
have indicated that RPCM does not lead to data loss when
distorting data. Shan et al. (2020) used range noise to
propose a novel random perturbation strategy known as the
Range Noise Perturbation (RNP) method. This method
performs data perturbation by: (1) selecting a set of data
characteristics, (2) selecting a value for range noise, (3)
selecting the noise after calculating the range, and (4)
updating the dataset with the help of the perturbed data
characteristics.

A data perturbation strategy based on a Bayesian model was
discussed [21]. This method does not use an algorithm and

is best for classification. This shows that the classification
algorithms that are currently in use can directly use the
perturbed data ensuring privacy preservation. A clustering
algorithm based on semi-supervised schema was proposed
for privacy preservation that makes use of small supervised
information [16]. This algorithm first computes the metric
for cluster recognition with the help of convex optimization.
Following this, the learned metric is used to impose a
multiplicative alternation on actual data set which is used to
alter the dimensionality of actual data set. This not only aids
privacy preservation but also ensures that the original
features of the data are conserved.

A framework for spatial data transformation was proposed
which was known as rotation-based transformation [28]. In
this method, operations of mathematical foundation,
clustering, and other CPU-intensive operations were
performed efficiently. A method for data perturbation using
min-max normalization has been suggested [20]. It involves
the selection of sensitive characteristics from the dataset
after which the min-max normalization is applied on the
selected characteristics for perturbation. These perturbed
features are then used for analysis purposes following
integration with the original dataset. A method based on 3D
rotation transformation was discussed that performs the
rotation of data characteristics in groups of three each [8].
The angle of rotation is chosen based on the variance of the
characteristics that threshold to a bias factor was described
[21]. A technique has been developed that is based on
rotation and condensation and it is also known as the P? RoC
Al. This algorithm uses the condensation and rotation
characteristics to preserve the privacy and it maintains the
actual features of the data in data streams. PABIDOT, a non-
reversible method was developed for data perturbation,
which is based on optimal geometric transformations [2, 3].
It is useful for privacy preservation of big data. It functions
by using multi-dimensional geometrical alternations,
translations, reflections, and rotations for perturbing data
following which, the data is subjected to random data set
generation along with random tuple shift out. Two methods
have been developed to compute the data perturbation that
leads to the privacy preservation in mining [10]. These two
methods are based on random translation, random
projection, and there is a couple of techniques for noise
integration, one of which is independent and generated for
individual purposes and the other is accumulative and
generated across the data’s lifespan.

SEAL, an efficient and secure method was proposed for data
perturbation, which is based on local differential privacy
[6]. This method was developed using Chebyshev
interpolation and Laplacian noise. There is an ideal for
method for privacy preservation in data mining which is
generated through smart cyber-physical systems. A 2-stage
schema was proposed that is based on RG (Repeated
Gompertz) + RP (Random Projection) [25]. RG is a non-
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linear function that is used in the first step for making
changes to the data. Then, the RP matrix is used to reduce
the data dimensions while preserving distances. RG is
designed such that it prevents MAP estimation attacks and
RP prevents ICA attacks thereby confirming clustering
performance.

Data perturbation using a fuzzy data transformation
approach is performed [7]. In this, the fuzzifier is used to
convert the crisp values into linguistic values and an
inference engine is used to compare these values with the
fuzzy rules previously defined. Then, a defuzzifier is used
to convert the linguistic values back into the crisp values
which are used as the data which has been perturbed.

3. Models of Data Perturbation

This section describes the models of data perturbation,
specifically the foundational model that is based on
translation and RP, the model with cumulative additive
noise, and the model with independent additive noise. For
all models, the features of the data and columns represent
the records. When a data perturbation method is applied, X
is converted into a perturbed dataset which is represented as
k x n matrix Y. It should be noted that the number of columns
remains the same between the two matrices while the
number of rows may decrease (k <m).

3.1. Random Projection Techniques

This model can be represented as:

1
Y = —RX 1)

Where, Y is the matrix multiplication,
R =k x m (matrix).

When the projection is multiplied byﬁ, the values in the

columns are preserved when horizontally-arranged values in
datasets are perturbed using the same R. These datasets
typically represent different records of data having the same
features. This is not mandatory when only one dataset is
available because when the scale of the dataset is changed,
it will not have any effect on data mining.

An approach was discussed on the basis of RP [18],

according to which it is possible to reduce a dataset having

logs

s records to O(—-) dimensions while maintaining the

82
pairwise distances intact (e represents error). As a result, RP
perturbs data while maintaining distances. With a reduction
in k, there is a corresponding exponential increase in the
error of pairwise distances [5, 6]; however, the resistance of

the system to attacks also increases [16].

3.1.1. Using random translation for resisting rotation
centre attacks

The reduction in dimensionality brought about by RP may
reduce the vulnerability of the data to attacks; however,

further reduction of the vulnerability may be brought about
by applying random translation during the modification
process. Therefore, the modified model can be extended to
the following equation:

Y = V_kLUrRX +o )
Where every column of ¢ is the same. Furthermore, every
element in each of the rows may be a positive or a negative
number that is extracted from value (feature range F;) and
max value of translation (equal to twice the value of the
range).

Qi = @up1l<i<j<n ?3)

¢ =Y = p(—1,1) x u(R(F),2R(F)) (@)
Where, R(Fi) represents the properties range

In general, most data mining tasks are not affected by
applying constant random translation to the data records.
Despite this, it is still useful because attackers can only
account for this translation by sacrificing a pair of input-
output records.

Therefore, this foundational model of data perturbation
involves both RP as well as random translation.

3.2. Random projection combined with independent
noise

The RP method can be further strengthened by using
additive noise in two different forms to balance between
privacy preservation and accuracy. One of the ways in
which this can be done to add a noise to each entry in the
records that has undergone perturbation. In this way, the
foundational model can be extended by including
independent noise which is known as RPIN. It is important
that the variance of this independent noise is proportional to
each feature’s (Fi) range and is represented as follows:

1
Y = \/—k_(rrRX + Q@ + A (5)
A= @) = N(0,6Z-R(F)) (6)
kxn e t

3.3. Random projection combined with cumulative noise

This approach is especially suited for data mining and
represents a modification of RPIN, where cumulative noise
is used instead of independent noise and the model is called
RPCN. Similar to RPIN, each data record is integrated with
Gaussian values and every subsequent data record is
integrated with a random value (y;;) in such a way that the
noise accumulates in the dataset. This can be denoted by:

1

Y =%

RX+¢@+T )

r=0) = N(O'O-JE'R(FL')> j=1

(8)
fexm N(o,ayz-R(f«“i))+yw-_1 j>1
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Where, i represents the data feature, and j represents the
index of the data record.

As shown in Figure 1, the successive values that are present
in each row of the noise (I') is in the form of a Gaussian
random walk which is important to protect the data against
input-output attacks. When attackers try to access data that
is far away from the known data, they will encounter a
progressive increase in noise levels. Also, cumulative noise
with a small value of ¢, is almost the same as independent
noise with a large value of o;. So, when a small value of o,
is used, it has a minimal effect on the pairwise distances
between the records of the data stream which increases the
accuracy of data mining. The Gaussian random walk starts
to exhibit a sustained gradual motion over time which can
represent concept drift, a phenomenon that a lot of data
mining algorithms tend to adapt to with time [1]. As a result,
the privacy benefit of RPCN is similar to that of RPIN;
however, it has a reduced impact on the accuracy of the
algorithms.

3.4. Comparison between noise and

cumulative noise

independent

To compare independent and cumulative noise, it is
important to first establish the relation among parameters of
os in the same levels of noise. We can represent this
relationship in the form of simple equations by assuming
R(Fi) = 1, which indicates that the features of the dataset are
min-max normalized. Thus, the Gaussian distribution
defined by y;; can be simplified to N(0, ¢,?) and the Gaussian
distribution defined by &j; can be simplified to N(0, 55).

The following half-normal distribution:

IN(0,0})]

Cumulative noise, y;
11

o o o o o
N - o Ll N
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Record index (j)
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o
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Mean absolute value of
cumulative noise, |yi|
o
o
»

0 20 40 60 80 100
Record index (j)
Fig 1: Random walks of cumulative noise (50
simulations); top - o, = 0.01, bottom — average values of
the absolute noise across simulations

The average of the above equation can be expressed as:

2
e |=
d T
Hence, an estimate of the independent noise value (E;)
which is integrated with n number of records can be
expressed as:

Es =Y 1(0os '\/%) )

E(gzn-a,g-\/% (10)

Similarly, we can calculate the cumulative noise (E,) which
is integrated with n number of records; however, we must
consider that the variance of the cumulative noise that is
integrated with each data record increases proportionally for
all subsequent data records as follows:

B = YT B 1)

B = TG0y B 12)
E, = oy '\E'Z?ﬂ\ﬁ (13)

Thus, from above equations

E(g = E-y (14)

n-ag-\[g=0},-\/§- Vi (15)

n-os = 0y Z:l=1\/z
(16)

n
0y = 0s " —Z?=1‘/z (17)
This relationship has been shown in Figure 2 where the
expected noise value added to each data record o5 = 0.11
becomes equivalent to noise (o5~ 0.0047) is represented as
a graph.

0.125

o
=
o
o

0.025

Independent noise
Cumulative noise

Expected noise value
added to record

0.000

0 200 400 600 800 1000

Record index (j)

Fig 2: A graph comparing different noise when both are
equal
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3.5. Interpolation of cumulative noise between known
data points

Consider that cumulative noise is integrated with two data
records — ya and y.. Then, we can represent the cumulative
noise that is integrated with a data record between these two
records as y,, where a < b < c. We can estimate this
cumulative noise by multiplying as follows:

P(ypl¥a) = N(¥a, (b — @)o} (18)
P(yplve) = N(ye, (c = b)ay) (19)
P(yplvaye) = N(u, 0?) (20)

_ Ya(c—b)og+yc(b—a)of

T (c-b)oZ+(b-a)oZ (21)
©= W (22)

5 _ (b—a)af(c-b)af
- (b—a)a§+(c—b)af

(23)

o2 = (b—a)(c-b)o} (24)

c—a
It must be noted that as the value of b becomes closer to the
value of ¢ or a, there is a decrease in the effective variance,
because when b = % then the value of (b — a)(c — b)

becomes maximum.

They may not be able to determine the value of the
cumulative noise. Consider that the perturbation applied on
the data perfectly preserves the pairwise distance between
the data records such that |x, — x,| = |y. — y,| (because
pairwise distance is preserved by RP), then represented as:

”yc - ya” = |(||yc - ya” - ”xc - xa”)l (25)

However, the difference vector y, — y, cannot be computed.
3.6. Efficiency of data perturbation

The performance is not significantly affected by extra
operations that are implemented for additive noise and
random translation. For RPIN, the noise that is generated
and the random translation need to be added to each data
feature (K) that is present in the projected data record in a
way that the total computational complexity is proportional
to O(km). In case of RPCN, the noise that is generated can
be integrated with the random translation following which it
is integrated with the records providing the same
computational complexity as provided by the noise.

4. Known Input-Output Attacks

There are several input-output attacks that can cross the
barrier of the perturbation methods that have been described
above. However, the prerequisite for these attacks is that the
attacker should know a subset of the input data records along
with their corresponding perturbed data records. This is
possible when every data record represents an individual so

that a privacy breach of other data records presents in the
stream.

Let us consider that the input data stream is X, and the
known data (p) present in columns is represented as Xp.
Similarly, consider that the output data stream is Y, and the
corresponding columns of this stream are represented as Y.
The known data will be used by the attacker to breach the

privacy of other data (y; € YL) so that data record (x;) is
14

generated. According to existing conventions proposed by
[19], itis likely that the data perturbation method applied to
the input record is known to the attacker along with the
variances (0%, 63, and 62). The attacker may either reveal
this information or it may be shared by external
organizations that use the same approach for perturbation to
share and merge data. As stated previously, we consider that
the features have undergone min-max normalization so that
the expressions of privacy attacks can be simplified.

4.1. Notations

The following notations will be followed in the rest of the
paper:

e [A, a] stands for the matrix that is generated by
integrating a vector (a) with the matrix (A) as a new
column. We consider that the columns in the matrix
are sorted based on their order of addition especially
when they are related to the data records.

e A stands for the matrix that is generated by combining
all columns of the matrix m x n such that they form a
single column vector having length mn.

e §; is the independent noise vector and y; is the
cumulative noise vector, both of which form a part of
the modified data record (y;).

4.2 Input-output MAP attack on RP

This MAP attack can perform a privacy breach of datasets
having known pairs of inputs and outputs that have
undergone RP. For this attack, X, needs to have a complete
column rank, meaning that all the columns need to be
linearly independent of each other. Furthermore, the target
Xi also needs to be linearly independent of all the columns
of X,. Therefore, the value of p must be lower than that of
m.

In order to carry out an attack, X, is estimated as X in order
to maximize the probability of an RP of [X,, £] resulting in
[Y ,yi].

%, = arg* P 0.([Y,x))

(26)

Where, @, and ¥ € R™L.i.X, denote the probability

density function of the RP (Yp) which is represented as
follows:
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[Yp' vl = R[X X] 27

@, is distributed as a Gaussian distribution comprising of
dimensions having a block-diagonal covariance matrix and
a zero mean vector represented as follows:

To, = I ® 11X,

It is not feasible to find analytic solutions for problems of
maximization; however, approximate solutions can be
found numerically through optimization [22]. To perform
this type of attack, the computational complexity is
immense mainly due to O(m(p+1)) multiplication of the
matrix X"X along with the Cholesky decomposition.

X1 [Xp, 2] (28)

4.3 Extended MAP attack for random translation

The previous section described the attack on RP which does
not take into account extra random translation that is applied
in RP method. The application of random translation
extends the perturbation model as follows:

1 TTv =1 . .
[Ypiyl] = \/E—E,-R[Xp’x] + 4
(29)

Despite this, it is possible to account for random translation
by carrying out the translation of both [X,, 2] and [Y,, ;]
such that at least one input-output record pair is aligned at
the zero vector or the origin. This pair would represent the
result of an RP without translation because the vector itself

(ﬁ%m = 0). As the zero vector shows linear dependence
on the other vectors, we cannot use that pair for performing
an attack on RP. Also, we cannot use the first column of the
matrix, which also represents a zero vector. Therefore, this

alignment operation can be defined as a function as follows:

al’l a1’1 alln
amyl amlz amln

12 — Q11 . Q1n— Q11
(30)

Am2 —Ama1 - Amn — Ama

We consider that a(4) = a(4 + ¢) for a matrix A with
translation ¢.

Using a, we can make changes to the equations for MAP
attack to account for the random translation as follows:

% =arg®? 0, @(Von])  (3D)
So, = I ® >alX, 2] a[X,, 7] (32)

This equation accounts for both RP as well as random
translation.

4.4 Improved MAP attack(Independent noise)

This section describes the A-RPIN attack, which extends the
A-RP by including independent noise as follows:

V.31 = 7 R Xp 2|+ ¢ +[8,,6]  (33)

In this attack, two stages are involved and each stage has its
own problem of optimization. In the first stage, the presence
of noise (a(Y, —A,)) that have resulted from RP
implemented on known input data records as follows:

@, (a([v, — 8,]) + £ 05(8,)) (34)

sup 1
Ap kp+1

A,= arg

Where, ¢s and A, € R*? refer to independent noise which
is represented as (N(0, 057)).

The inclusion of ﬁ in the equation helps generate

resultant attacks like A-RP. Furthermore, X has not been
included in the equation and so, the covariance matrix for ¢,
can be represented as follows:

o, = I ® yalX,]"alX,] (35)

In the second stage of this attack, an optimization of the
estimated data record %; along with the implemented
independent noise §; is carried out. In order to carry out this
optimization, Ep from the first stage is used which balances
out the probability of giving rise to the presence of
noise(a(Y,, y;) — (8,,8)) are the result of an RP on the
input records as follows:

%,8; = arg 12~ (@,(@(Y, 3) — (B, 8) + 12 05(8))

Where, £ € R™ [.i.X, and § € R¥.

Here, all the mean densities of ¢s are given equal
importance. It was seen that when the densities were
balanced with attack was enhanced.

When p =1, itis considered to be a special case as all a (X))
is converted into a null matrix. To account for this, the
distribution variance @5 (8) is increased to two times to 207,
which takes care of the independent noise in both the known
and unknown data records.

4.5 Extended MAP attack for cumulative noise

To account for cumulative noise in the perturbation model,
we can modify A-RPIN to A-RPCN as follows:

W yd = o R, 2]+ 0 + [T 7] (37)

Hence, column of T}, is the sum of all columns leading up to
the corresponding column of Q.

_ (wip)
a, = i (38)
isp
wl,l i<21 (‘)11 Zl 1(‘)11
L= | . = o (39)
W1 =1 Wi - Zl 1 Wk,i
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1
kp+1

@, (a([Y, = 5]) + 2 0, (@) (40)

A sup
Q, = arg O
Where, 0, € R*P.

The most significant difference lies in using the probability
density function based on variations in cumulative noise
between different known data records which is represented
as follows:

@,~ N(O, (i — h)a?)

h denotes the most recent data before the data record i
present in Xp.

Both these stream indexes denote the record positions in the
complete data stream, and not just in Xp. Let’s consider that
in X,, i represents the first column, h is undefined, and the
noise is represented by a zero. Therefore, when p = 1, no
special considerations are necessary as was the case in A-
RPIN.

For the second stage, we can derive fp from (’l; and thereby
simultaneously optimize X, and 7, as follows:

%, 7 = arg 32~ @r(@(Yy, 1) — (5, 7) + 28, (7))
(41)

Where, £ e R™ l.i.X,and 7 € R¥ are used for arriving at the
probability the formula known as:

0~ N(u,0%)
_ ?h(]'_i?"'?j(i_h) (42)
j—h
NN a2
0_2 — @ h).(.l i)oy (43)
j—h

Where, h denotes index record before i in Xp, and j denotes
the stream index of the data record after i in Xp.

If i is the first record of Xp, then:
@,~ N7, (G —Doy)
Similarly, if i is the last record of X, then:
@y~ N (@, (i — B)oy)

The matrix operations that result in the complexity of the A-
RPIN and A-RPCN are the same, and so, the complexity of
computation of the alterations carried out for numerical
optimization can be represented as O(mp+(kp)®).

4.6 Numerical Optimization

It is an unconstrained and non-linear algorithm for
numerical optimization. This method requires the
optimization of the seeds for all the variables. Therefore, for
the variables §, @ and 7 we generated random values based
on their respective Gaussian distributions @5, @, and @, .
The values of £ were initially generated randomly from a
uniform distribution which had a range which was the same
as the range of each data feature that was present at the

median value (values were input data records of Xp). Our
optimization runs for each of the attacks were carried out
using three attacks.

While carrying out the optimization runs, a matrix of inputs
(a([X,,2])) may be generated wherein all the columns may
not show linear independence and the matrix may lack a full
column rank. Such combinations of variables were
penalized by resulting in the generation of a negative
infinity value of the log-probability-density by the objective
function.

4.7 Attacks when p>m

The attacks that have been described above have the
requirement of a full column rank of [X,,, x;]; therefore, they
can only be used when the number of known data records is
less than the features. When the pairs is at least m for a
dataset on which RP has been implemented, then any data
record x; must show linear dependence on X,, such that a
linear combination of X,, can enable us to recover x; [8, 9].
However, the relation between ranks of [Y,, y;] and [X,,, x;]
is disrupted by noise which might affect the possibility of
recovering x; through a linear combination ofX,.
Therefore, when p > m, more complex attacks need to be
considered against RPCN and RPIN.

5. Result and Discussion

We carried out experimental assessment on RP, RPIN, and
RPCN. We also evaluated the effects of cumulative noise on
privacy and accuracy over a data stream’s lifetime. We
compared our perturbation methods with other methods.

5.1 Experimental Setup

The efficacy of the methods of privacy-preservation was
evaluated by using e-privacy and relative error [23, 24]. The
level of success reached in an attempt at record recovery is
known as relative error. It represents x; as follows:

llx; — %l
Il

When the privacy of SD is evaluated, known input-output
pairs are not taken into consideration as known input-output
attacks have not been proposed for SD. Therefore, a naive
attack is used to assess the privacy of SD assuming that the
output record that has undergone perturbation is
record(X, = y;). As each sensitive value in the data record
is subjected to perturbation, it is influenced by only a small
set of nearby data records with no participation of the other
data records, and so, known input-output attacks will not be
effective against SD. In order to carry out an attack, the
attacker will need access to the specific set of records that
are involved in the perturbation of the target data records
which is an unlikely scenario as compared to accessing
input-output pairs present in any part of the data stream as
in attacks on RP.
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The value of o was set to 1 and data dimensionality was not capable of removing random translation from the
decreased (k = m). The impact of random translation was perturbation methods.
not assessed because all the known input-output attacks are 59 Data Set
Table 1: Datasets chosen for our experiment
Dataset Features Classes Records Real-world?  Stream? Private?
SEA 3 2 1,00,000 No Yes No
RBF 10 5 50,000 No Yes No
ELEC 8 2 45,312 Yes Yes No
WFR 4 4 5,456 Yes Yes No
AREM 6 32 35,999 Yes Interleaved Individual’stream
TAXI 7 3 50,000 Yes Yes Stream of individuals
POWUSG 10 3 19,735 Yes Yes Individual’stream
P2PLNS 10 2 12,682 Yes Yes Stream of individuals
PREG 5 2 4,082 Yes Yes Stream of individuals
BRCNCR 9 2 10,000 Yes No Stream of individuals
ADULT 6 2 32,561 Yes No Stream of individuals
HTRU2 8 2 17,898 Yes No No

Among our datasets, eight were from the real-world and
included ELEC (electricity) [13], WFR eight datasets are
considered to be data streams because it is possible to
chronologically order their data records; however, we do not
have knowledge of the concept drift that might exist in these
datasets.

For the datasets POWUSG, TAXI, PREG, and P2PLNS, the
sets of data features were decreased to a subset comprising
of only numerical features. For POWUSG (amount of power
usage) and TAXI (duration of trips), a 3-class classification
target was generated using equal-frequency binning for
specific target features. PREG (live births versus still-births
and miscarriages) and P2PLNS (completed versus defaulted
and charged-off loans) were sub-sampled without replacing
any feature so that balance was achieved between the classes
and classification accuracy could be used as an effective
measure of performance. The initial 50,000 data records
from TAXI were used for evaluating the efficiency. All the
values belonging to the parity feature in PREG were reduced
to 1 so that the pregnancy outcome could be erased from the
dataset.

The UCI machine learning repository was used to retrieve
AREM, BRCNCR, HTRU2, WFR, POWUSG, and ADULT
datasets [11].

A lot of these datasets possess sensitive information, which
may either be individuals’ personal information (P2PLNS,

BRCNCR, TAXI, and PREG) or the data stream may belong
to a sensor that monitors individuals (POWUSG and
AREM). For instance, in case of TAXI, each data record
possesses information about individual taxi trips which
includes the time the trip started and checks origin point,
which may represent sensitive information such as the home
address and/or a personal trip to a health facility (for
example). In addition, the information in the dataset may
also be confidential for the taxi company as it may provide
insights into the operational behavior of the company which
may prove hazardous if leaked. Despite this, agency may
willingly share their company data so that they can enhance
their models for predicting the duration of the trip and
assigning prices.

5.3 Comparison of attack type

This will enable us to use the best attack type for comparing
the privacy that results from the perturbation methods.
Naive attack is the only attack that is applicable for the SD
method and so, an attack type comparison was not
performed for this method. In the same way, the ARP attack
is the only attack type applicable for the RP method and an
attack type comparison was not performed for this method
as well. On the other hand, for RPIN and RPCN methods,
several attack types are possible. One approach for
comparison is to compare attack types separately for RPIN
and RPCN. Another approach is to use A-RP in the presence
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of additive noise because the expected mean value becomes
zero. However, contrary to our expectations, we
encountered relative error in the data records that were
recovered by RPCN and RPIN which increased with an
increase in the pairs. The reason for this may be that in the
first stage of both these attacks, the number of variables
increases rapidly in the problems of optimization with an
increase in O(kp). Hence, variations of the original attack
types with just one known input-output pair. When there
was more than one known input-output pair, the data record
that was nearest to the unknown data record was used.

Table 2: Attack types that were assessed

Perturb Type of attack

ation

method O . . <> A
MAX(A  MAX(A

RPIN. A;DR A;EP A;\IRT RP,A- RP,A-
RPIN)  RPIN-1)
MAX(A  MAX(A

RPCN. AI;R A(\:IT\IP CAI\ITPl RP,A- RP,A-
RPCN)  RPCN-1)

We compared the attack types by assessing the effectiveness
with which the original data records were recovered from
the perturbed TAXI dataset (we achieve similar results with
the other datasets and therefore, they have been omitted
from this discussion). Three perturbed versions of the
dataset were generated for each perturbation method, each
having varying noise levels. In case of independent noise,
we implemented the three different noise levels by using
three different values of o5 — 0.05, 0.1, and 0.25. Similarly,
for cumulative noise, we adjusted the g, values such that we
were able to achieve noise levels depending on records.
Furthermore, we used varying numbers of known input-

output pairs — 1, 4([?]), and 6(m-1). For each combination

of known input-output pair, noise level, and attack type, we
simulated 500 attacks. All attack types had similar
performance when only one known input-output pair was
used (as can be seen through overlapping points in the
graphs). This is because when there is just one data record,
then there is no difference in A-RPCN-1 and A-RPIN-1.
Also, only attacks that take additive noise into consideration
are important in a combined attack because A-RP results in
reduced values of probability density. As the effectiveness
of the attacks also increases at first, but then decreases when
the pairs become maximum.
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Fig 3: Comparison of different attack types on the RPIN
perturbation method at three different noise levels using
the TAXI dataset
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Fig 4: Comparison of different attack types on the RPCN
perturbation method at three different noise levels using
the TAXI dataset

5.3.1  Comparison of execution time of the attacks

The complexity of computation of the attack types depends
on the number of iterations during optimizations and so, the
time of execution of the individual attack types were also
assessed experimentally. The mean duration of time for 500
attacks across the attack types is shown in figure 5 and the
time either increases exponentially or polynomially with an
increase in the input output pairs attack types where only
one known input-output pair was considered. Hence, even if
a greater number of input-output pairs are known to an
attacker, it may not enhance the effectiveness of the attack
aimed at breaching data privacy where the data is valuable
only for a certain duration after it is generated.

5.4 Comparison of Perturbation method

Once the benchmark attacks on privacy were established,
we compared the four different perturbation methods across
the 12
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Datasets. We used three different pairs for RP, RPIN, and
RPCN, but not for SD because naive attacks pair numbers.
The values used

- AP A-RPIN/A-RPCN  wm A-RPIN-1/A-RPCN-1

] i H ) 4 ) 1
Known reconds Known receeds. Krown reco

{a) Attacks on RP (b} Attacks on RPIN ) Attacks on RPCN

Fig 5: Comparison based on execution time

for pairs were 1, [?] and m — 1, with m representing the

number of features of a dataset). Three levels of independent
and cumulative noise were used for RPIN and RPCN as
mentioned above. In case of the SD perturbation method,
parameters used for our experiment were the ones reported.
The size of the s-window was maintained constant at 3000
data records because only the z-score normalization is
affected by this parameter and it does not have a significant
effect on privacy. On the other hand, the sizes of the user
windows were tested using three different values — 10, 30,
and 50. We also varied the SD values to achieve three
different levels of noise. SD-30 was tested with 3%, 5%, and
10% SD values, whereas SD-10 and SD-50 were tested with
5% SD value. These variations, however, were not able to
result in a level of privacy that was comparable to the other
perturbation methods. As a result, we tested the SD method
with SD-100 size of user window at 100% SD value
representing noise level 4.

The accuracy of the model in learning from the perturbed
TAXI dataset is presented in Figure 6, and the legend for the
figure is given in Table 3. Perturbation methods that have
higher privacy and accuracy are represented by points
located nearer to the origin. Therefore, we can see that with
an increase in the size of the user window for SD and the
levels of noise, there is an improvement in privacy but not
in accuracy. These results are significant as they provide
insights into the perturbation method’s robustness. Also,
when the pairs was one, the privacy was reduced (as seen in
Figure 6). The figure also indicates that RPCN performed
better than RPIN in terms of the trade-off between accuracy
and privacy. For any level of privacy, RPCN had a higher
accuracy than RPIN which could be attributed to its gradual
implementation of noise unlike RPIN.

We performed analysis so that significant differences
between the perturbation methods’ performance could be
identified at various levels of noise. These analyses were
performed using methods similar to that used for performing
comparisons of accuracy and privacy [Privacy-Accuracy

Magnitude (PAM)] was assessed by comparing the
probability of a breach of e-privacy and classification error
as follows:

P—Pmin_\* e—emin_)?
pam = (22mn ) (_emin )T 4y

Pmax~Pmin emax—€min

Where, p represents P(e-privacy breach) and e represents
error.

Table 3: Legend for figure 6

Noise |RP RPIN RPCN SD-100 SD-30 SD-50 SD-100
None | @
Level 1

0
Level 2 A A A
Level 3 O

Level 4 ¢

P> @
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Implementation of sum-of-squares favors method and min-
max normalization can generate a balance between accuracy
and privacy without compromising either of them. We
assessed attacks at a e value of 0.2, which is the highest
possible value and the most difficult situation for privacy
preservation.

Tables 4 and 5 provide the results for privacy and accuracy
for all the perturbation methods and the method which
resulted in the lowest PAM. Results observed in Figure 6.
Among the RPCN variants, RPCN-2 is seen to be the most
efficient. Among RPIN variants, RPIN-1 is seen to generate
the best accuracy at a reasonable level of privacy. However,
for the SD perturbation method is quite sharp. We placed
the best perturbation method as we considered privacy to be
more important before considering accuracy. Therefore,
among the SD variants, we found SD-100-4 to be the most
efficient. For the final statistical comparison, we chose
RPCN-2, RPIN-1, RP, and SD-100-4 to evaluate differences
in the trade-offs between privacy and accuracy among these
methods.
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Fig 6: Representation of trade-off among data privacy and
accuracy
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This hypothesis was rejected at a confidence level of 99%.
We then evaluated statistically significant differences
among these perturbation methods using the Nemenyi post-
hoc analysis. We found a ~1.35 critical difference as seen in
Figure 7. Our results revealed between privacy was
demonstrated by RPCN-2 with a significant improvement
over the other methods tested. Therefore, RPCN-2 is the
best performing method for striking a balance between
accuracy and privacy.

Table 4: Classification errors for the various perturbation
methods on five different datasets.

Method oW mepk PRE BRCN
XI.  USG. Ns. G.  CR
RP 8'45 0310 035 0381 0.014
RPIN-1 8'61 0452 0361 0407 0026
RPIN-2 2'63 0498 0377 0439 0041
RPIN-3 2'65 0552 0411  0.471 0.106
TPCN' 8'52 0307 0350 0380 0.018
EPCN' 2'53 0306 0353 0389 0.024
NN 2% 0a10 03ee 0413 0032
O 0% 0s00 03 0433 003
fD'3O' 8'45 0313 0375 0449 0.034
2030' 2'47 0314 0381 0453 0.034
2030' 2'49 0317 0379 0461 0.035
09 0% om0 039 04s1 003
f(I)Do-4 8'55 0360 0395 0466 0.037

Method '~ POW P2PL PRE BRCN
XI. USG. NS. G. CR.
RP 2'79 0.738  0.840  0.322 0.306
RPIN-1 2'13 0254 0112 0052 0.006
RPIN-2 2.11 0224 0112 0016 0.002
RPIN-3 8'12 0224 0108 0.016 0.006
TPCN- 2.35 vss oios o180 007
2RPCN- 2.13 s ot 007 001
?PCN- 2.11 I
gD_lo_ 2'31 0574 0398 0302 0414
fDeO_ (2)'31 0.574 0388  0.280 0.332
gD_BO_ 8'31 0574 0370  0.246 0.254
gD'BO' 2'30 0.574 0344 0162 0.154
iD'SO' 2'29 0574 0358 0.180 0.176
ic?o A (2)'26 0562 0.184 0018 0.002

The numbers in the perturbation methods indicate the noise
levels. The numbers in bold indicate the minimum PAM
value that was generated by a method for that particular
dataset.

Table 5: Probability of breach of e-privacy (¢ = 0.2, input
output pairs = m — 1) for the various perturbation methods
on five different datasets.

The numbers in bold indicate the minimum PAM value that
was generated by a method for that particular dataset.

1 2 3 &

RP L RPCN-2

SD-100-4 RPIN-1

Fig 7: Critical difference for the evaluation of tradeoff
between different methods

5.5 Analysis of trends for perturbation of cumulative
noise

For the RPCN method, the cumulative noise keeps
increasing and therefore, privacy and accuracy may be
affected over time. These trends are given in Figure 8 for
TAXI, RBF, and ELEC datasets. As the trends were similar
across all datasets, they have been eliminated from this
discussion.
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Figure 8: Trends in privacy and accuracy over time for
datasets perturbed using the RPCN method

This indicates that, over time, the value of input output will
decrease as the privacy level of RPCN increases. It should
be noted that when cumulative noise is present, the accuracy
remains stable over time and it does not decrease even when
the noise level increases. This trend was specifically seen in
the case of the RBF dataset which demonstrates continuous
drift. Hence, according to these results, the ARF classifier
can not only adapt to increasing noise levels but also to
concept drift.

Figure 9 demonstrates how accuracy may be maintained by
plotting a line which determines each tree’s depth in the
ARF ensemble over time for the TAXI dataset perturbed
using the various methods based on RP at a noise level of 3.
The mean depth of the tree was calculated for every 100 data
records.

Therefore, the analysis of trends demonstrated that the
presence of cumulative noise could improve privacy over
time and the gradual addition of noise could be considered
as concept drift by the ARF classifier to maintain accuracy
at a stable level.

Fig 9: Changes in trends of depth of tree generated by the
ARF classifier for the TAXI dataset perturbed by RPCN,
RPIN, and RP

6. Conclusion and Future Work

In this work we used combined techniques such as random
translation and random projection (RP), and independent
noise (for RPIN) for (RPCN). We also developed variations
of the MAP attacks that we implemented against the
perturbation methods. We also showed that the best attack
against the RPCN method was a combination of two
attacks— one which accounted for cumulative noise and the
other which did not account for cumulative noise. This
attack was not as effective for records farther away from the
known data records as compared to records that were nearer
to the known data records indicating that with the RPCN
method, the privacy of data gradually increased over time.
Our findings have a lot of scope for future research. We have
concentrated on tasks related to classification; however, the
perturbation methods can also be used for other tasks such
as clustering, detection of anomalies, and regression. Our

proposed method can be used for numerical data by
considering them to be integer; however, if someone knows
that the data is numerical, then the privacy becomes
compromised [1, 3]. Therefore, our method needs to be
improved to ensure a higher level of privacy for nominal
data.
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