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Abstract: Software security is becoming complex under projects development phase. It has challenges for assessment of security type and
level with cost-effective solutions. Agile Software Development (ASD) is significantly associated with self-management. Thus, product
development team and the owners expects to manage security prioritization. This paper is addressing a framework that influences the
priority given to security under Agile Software Development through support & interactions of teams rather than fixed priorities and
activities. To perform this task effectively it is desired to understand the factors that supports or hinders in decision of prioritizing the
security. Based on the deep study of vast number of literature an insight of strategy applied for influencing the priority of security by
security professional is framed under environment of agile software development process. The result are helpful in influencing the process
of finding factors under priority during security framework design using approach of Fuzzy Analytic Hierarchy Process (FAHP) that helps

to understand the key features for security system design.
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1. Introduction

Agile methodologies are not only applied for traditional
projects, but also in development of modern systems where
regulations and standards are very important driving
prerequisites [1], [2]. Organizations forcing to deal the
competition in market to satisfy customer demands that goes
through rapid evolution and rapid changes. Agile
environment created due to customer-centric focus based
process development [3]. Hence, to shorten the life-cycles
of development and to keep a simple design, organizations
selects the process associated with adaptation cycles with
use of early feedback.

Challenges that are frequently focused the achieving the
compliance with standards security norms for approaches
under

agile software development (ASD) process. Previous
studies on conventional and modern schemes that are
existing on the common approach of following compliance
in ASD with security norms, contributions are in isolation:
either factors are analyzed independently [4] or security
aspects are considered from specific

standards of security [5]. This violates the clear
understanding of modes for achieve security under agile
development process.
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2. Related Work

Presently, software development is important as well as
integrated part all organizations related to infrastructures of
critical application of daily life. It is getting very essential
that software must inherent security at adequate level. The
word "adequate security™ varies depending on the type of
software project, and even during development, time and
needs are negotiated [6].Furthermore, the selection of
relevant methods for reaching the given security level is
often determined by the organization and the design
approach used in the development process. Clarity
regarding security decisions and priorities is required during
the development process of software projects in an agile
setting. The problem of prioritizing security aspects is
critical and frequently necessary in both traditional
development techniques and ASD [7, 8]. ASD is more
prevalent in current software development processes; hence
there is a need to address the issues related with ASD. From
a security aspect, many frameworks expressed doubt
towards ASD [9], and discussed about various challenges in
context of quality and security aspects under ASD [10, 11,
12, 13, 14, 15]. Challenges to prioritize the factors on which
security depends are including implicit and missing
requirements of agile process [12, 14], incentives lack for
considering for security under early proposed systems of
project development in agile conditions [11, 14] and
security issues neglected as a part of agile environment [11]
— all of these aspects lead to negligence of maintenance of
secure system process [10, 11, 14, 15]. ASD helps in
bringing positive aspects in setting security priority by
supporting security requirements iterations [9] , and the
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security incompatibility [16]. Several approaches used in
agile environment like Scrum [17] do not have activities or
roles related to security. Due to this deficiency,
enhancements to Scrum and other agile frameworks have
been proposed for incorporating security into agile system
development [18, 19, 16, 20, 21]. However, Scrum has not
been shown to be sufficiently capable of specifying how to
execute work development (including software security).
Rather, it is a management framework used to create an
environment that assists in structuring development teams
and assigning job responsibility to the appropriate amount
during the project development process [9]. ASD assists
individuals in dealing with procedures and tools, as well as
trained and motivated software teams in completing their
tasks effectively [7]. Thus, in ASD, the difficulty of gaining
insight into security variables should be addressed through
team interactions rather by prescribing techniques for
software security and prioritizing [9, 22].There is demand
for understanding the factors that supports and hinders the
process of achieving security standards.

The software applications cannot be made fully secure [2].
There are always certain security issues that are not
addressed throughout the development process due to time
restrictions or other reasons [4]. Flaws are addressed,
prioritized, and repaired. Maintenance is ongoing and will
continue until a software program is totally taken over in
real time. Maintaining security is expensive and time-
consuming, hence it is a critical component that should be
optimized [5].Development of safe software applications is
critical for assuring lifespan [4]. Integrating security
durability into early stages of software development is both
profitable and cost-effective for enterprises [4], [5]. The
selection of a wide range of durability-security properties is
based on expert decisions from many research and academic
sectors. As a result, the concerns under consideration
become apparent. The Analytic Hierarchy Process (AHP) is
well-known decision-making tools that may assist solve
amorphous situations [6]. AHP is employed in a variety of
information technology applications, including network
security, information security, and computer security [6, 7].
The outcomes of the evaluation assist decision-makers in
making meaningful and relevant decisions. Decision-
makers must identify the variables that contribute to long-
term security, as well as the most useful and justified
considerations for making proper decisions. Recent research
has focused on the Fuzzy analytic hierarchy process (FAHP)
technique, which incorporates the Technique for Order of
Preference by Similarity to Ideal Solution (TOPSIS), to
examine the longevity of security methods. The study
investigation was conducted to test the recommended
methodologies on a software application in order to
determine the framework's efficiency. The examination of
security-related variables using effective approaches is
extremely desirable for increasing the quality of the agile

software development process [8].Furthermore, the
assessment and selection of security variables in agile
software development applications raises decision-making
concerns [4]. This paper utilizes a Fuzzy AHP-based
method [9]. This strategy is useful for attaining the best
outcomes. Several experts can incorporate fuzzy logic in
AHP [7] but specific recommendations are not provided for
guantitative assignment of qualitative weights of qualities.
The approach FAHP systematically assists decision-makers
in weighing qualities, hence eliminating ambiguities and
uncertainties in the evaluation. Pair-wise comparisons and
fuzzy numbers are used to derive factor consistent weights.
The Fuzzy-AHP is efficient since it includes repetitious
computations with a small number of possibilities to
compare. As a result, the authors advocate that the Fuzzy
AHP technique be used to examine the effect of options in
a quick and straightforward manner [22 -25].

3. Results

v

i — —

Some Common Mistakes

(a) AHP based conventional approach

Table 1.Criteria (level 1) based paired comparison matrix
w.r.t overall adjective

CRITER | = c
= > 2 o
[ > | 3 = >l Y| =
2|5 | 2|2 |t 13
OClE ||| & <]
Confident | 1 03]03[03 (01|40 | Amax=
iality 3 3 3 3 4.15
Cl=
0.05
Integrity 3 1 3 1 0.3 |42 | RI=
7 1 0.9
Availabili | 3 031 03 (01|41 ]|CR=0
ty 3 3 7 3 .05
Authentic | 3 1 3 1 0.3 ]4.2
ity 7 1
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Table 2.1: Pairwise comparison matrix of factors (level 2)

for Confidentiality using AHP

Table 2.2: Pairwise comparison matrix of factors (level 2)

for Integrity using AHP

Iterat [Fa [Visibi |Adapt|Flexibi|Prior [, [Results Iterat [Fa [Visibi |Adaot|Flexibi|Prior [, [Results
Iterativel 1 03[ 0331014 5 10.09[5.3Mmax= Iterative] 1 0.5 3 0.14 5 10.16 [5.4max=

Fast 3 11 3 0.33 5 0.2415.35 36 8 5.41
Visibilit] 3 1031 1 0.33 3 10144
Adantiv] 7 [3[ 3 | 1 [ o Jossls4ci= Fast | 2 |11 3 033} 3 10.20 5,'27CI =0.1
Flexibilil 0.2 10,21 0.33 [ 0.11 1 1004151

£x1hil nna Visibilit| 0.33[0.3] 1 |033| 5 |012[a.9R =

Adaptiv| 7 |3| 3 | 1 | 9 |o49f.7l12
e 1{CR=
Flexibili| 0.2 10.2] 0.2 |0.11| 1 |0.04[5.14 9
ty 41
Table 2.3: Pairwise comparison matrix of factors (level 2) for Availability using AHP.

CRITERIA Iterative Fast Visibility |Adaptive [Flexibility Priority [|A Results
Iterative 1 0.2 3 0.33 3 0.13 5.44  [Amax=5.36
Fast 5 1 7 3 5 0.49 5.57 |c1=0.09
Visibility 0.33 0.14 1 0.33 3 0.08 5.14
Adaptive 3 0.33 3 1 5 024 51 [RI=112
Flexibility 0.33 0.2 0.33 0.2 1 0.05 5.13 |CR=0.08

Table 2.4: Pairwise comparison matrix of factors (level 2) for Authenticity using AHP
CRITERIA Iterative | Fast | Visibility Adaptive Flexibility Priority A |Results
Iterative 1 0.2 3 0.33 3 0.13 548 [Amax=5.4
Fast 5 1 5 3 5 0.46 566 [CI=0.1
Visibility 0.33 0.2 1 0.2 3 0.09 507 [RI=112
Adaptive 3 0.33 5 1 5 0.27 5.63 [CR=0.09
Flexibility 0.33 0.2 0.33 0.2 1 0.05 5.16 (Acceptable)
Table 3: Overall composite weights for the factors
Criteria Confidentiality Integrity Availability Authenticity | Composite Weight=(sum | Rank
Factor |Criteria 0.1 0.37 0.17 0.37 of all row values)/4
Weight
Iterative 0.09 0.16 0.13 0.13 0.13 3
Fast 0.24 0.2 0.49 0.46 0.35 2
Visibility 0.14 012 0.08 0.09 011 4
Adaptive 0.48 0.49 0.24 0.27 0.37 1
Elexibility 0.04 0.04 0.05 0.05 0.05 5

Combined CR= YW Cl i/ YWiRIi =(1 *0.05 + 0.10 * 0.09 + 0.37 *0.10 + 0.17 * 0.09 + 0.37 * 0.10) / (1* 0.9 + 0.10 *

1.12 +0.37*%1.12 + 0.17 * 1.12 + 0.37 * 1.12)

=0.07

Combined CR = 0.07 < 0.10, shows that results were consistent with evaluations.
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(b) Proposed FAHP based approach:

Table 4: Criteria (level 1) based paired comparison matrix with respect to overall objective

GEOMETRIC Relative fuzz
CRITERI Confidential Intearit Availabili Authenticity MEAN vvtofeachy
A ity gty ty =(V1*V2*V3)N( o
1/4) criteria Ml | NW
Confidentia 29 |34 39|04 |061|08
lity 1|11 (|4|5/6|3(4|5|6]|7]|S8 1 4 4 ” 0 5 0.63 | 0.60
Integrit
oy 1 1 1 1111 1 1 1123 | 4 0.5 107 1 00101702 0.14 | 0.13
6 |5 |4 312 8 4 8 3 1
Availability | 1 |1 |1 08 11|14 |01|01]03|0.20]0.19
stz (3 [ Y213 234 o a 11|90l 7 7
Authenticit 1 1 1 1 1 1 ol3lalil1]1 03 (03|04 |00|00]0.0]|0.06]|0.06
y 8 [5 |6 3|2 0 5 5 4 6 9 8 5
45 | 56 | 6.8 1.05 | 1.00
SUM 9 4 0 2 0
0.2 | 0101
REVERSE 1 7 4
ASCENDI 01 ]01] 0.2
NG 4 7 1
Table 5.1: Pairwise comparison matrix of factors (level 2) for Confidentiality using FAHP
GEOMETRIC RELATIVE
Alterna | Iterativ Fast Visibili | Adaptiv Flexibilit MEAN FUZZY WT. Ml N
tives e ty e y =(V1*V2*V3)» OF EACH w
(1/5) CRITERIA
Iterative | 1| 1|1 l l 1 1 1 1 1 1 1 1 1 1 02| 03|/ 03|00|00|00|00] 0.0
6/5(419[19|9|4(3|2]4]|3 2 50| 01| 70| 35| 47| 68| 50| 48
Fast 4/5(6|1(1]1 1 1 1 2131419 9 9 17| 21| 25| 02| 03| 04| 03] 0.3
41212 83| 41| 51| 39| 34| 72| 48| 36
Visibilit | 919(9(2|3|4|1|1|1|4|5]|6 1 1 1 15| 18| 20| 02| 02| 03] 02] 0.2
y 8|7 6 52| 07| 48| 08| 82| 79| 90| 80
Adaptiv | 2| 3| 4 l 1 l 1 1 1 111(1 1 1 1 04| 05| 06| 00| 00|01|00] 0.0
e 4(312]6|5]|4 6|5 4 25| 25| 60| 57| 82| 22| 87| 84
Flexibili [ 2| 3] 4 1 1 1 6(7(8|4|5(6|1]| 1 1 13|16| 18| 01| 02| 03| 02] 0.2
ity 9(9]9 98| 35| 44| 87| 55| 41| 61| 52
SUM 54| 64| 74 1.0] 1.0
17| 09| 73 36 | 00

REVERS | 0.1 | 01| 0.1
E 85| 56| 34

ASCEND | 01| 01| 0.1
ING 34| 56| 85
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Table 5.2: Pairwise comparison matrix of factors (level 2) for Integrity using FAHP

GEOMETRIC RELATIVE
. Visibilit | Adapti T MEAN FUZZY WT. N
Alternati | 'eraive | Fast y ve | DO 1 raoevgnas | oFeacH | M| w
ves 5) CRITERIA
lterative |1 |1|1|1(1 1f1}1}1 145/ 61 (1 |1 1045|051 060 |006]|00]|01|0.08]00
6[5|4]19[9]9 4 (3 |2 0 83 |16 |6 83
Fast 4 (5/6|1|1|1 l 1 l 213149 |9 9 (178|214 |255|023|03]04]035 /0.3
41 3|2 9 43 | 87 |6 42
Visibility [9 |9|9[2]3|4f1{1/1 (1}1}1f7 18 |9 |199|235|276|0.26|03|05]|039]03
4132 7 76 |28 |1 75
Adaptive |1 |1} 1)1/ 1f1f24344 j1|1|1|1 1 |1 1046|058 |0.75]|006]|00]|01|010]00
6 |5|4|4]|3(|2 4 |3 2 2 93 |45 |0 96
Flexibiliit |2 |3|4|1[1{1[1|1|1 |2|3[4f1 [1 |1 |054|066|0.76|007|0.1]0.1]010]|01
y 9191919 8|7 3| 06| 45 8| 04
104 | 1.0
SUM 5231 6.25| 7.44 1| 00
REVE
RSE 0.19 | 0.16 | 0.13
ASCE
NDIN
G 0.13 | 0.16 | 0.19
Table 5.3: Pairwise comparison matrix of factors (level 2) for Availability using AHP
RELATIVE
Alterna . Visibilit | Adaptiv | Flexibil GEOMETRIC FUZZY WT. N
. Iterative Fast .. MEAN Ml
tives y e lity —(VI*V2*V3)A(1/5) OF EACH w
CRITERIA
lterativ [ 1]1/1 [2|3[4|1|1[1]2[3]4 069 [090 | 114 [01]01 [02 [01 |01
e 6|54 111119 3 9 01 |63 |57 |74 |64
4 | 3 | 5
4
Fast 10101 [a|2[1|2[1][1/2]3[4/9/9|9[102 [124 [155 01|02 [03 |02 |02
4132 4132 4 6 2 48 | 24 48 |40 | 26
Visibilit | 4| 5| 6 2131411111 1 1 1 718(9(169 |[209 |25 (02|03 |05 |03 |03
y 41312 5 1 1 46 | 76 71 |98 | 74
Adaptiv [ 1|11 11[1[1|2f3/4|1|{1|1/1[1]1/ 050 |064 |0.87 00|01 |01 |01 |01
e 4132 4132 413|2(0 4 1 73 | 16 95 |28 |20
Flexibil {2134 |1/1]1}1/1/112/3/4|1|1|1/054 |066 |076 00|01 |01 |01 |01
ity 91919|9|8]|7 8 0 0 79 |19 70 |23 |16
SuU 446 | 554 | 6.88 10| 1.0
M 6 4 3 62 | 00
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RE
VE
RS 022 | 0.18 | 0.14

AS
CE
ND
IN 0.14 | 0.18 | 0.22

Table 5.4: Pairwise comparison matrix of factors (level 2) for Authenticity using AHP

RELATIVE
lterativ Visibil | Adapti o GEOMETRIC MEAN | FUZZYWT. | M | N
Alter
e | © Fast ity ve Flexibiliity | _\jeyo*vayyas) | OFEACH | 1 | w
. CRITERIA
lterati | 1] 1] L 1[4[56 0450 | 0517 | 0608 |0. 0. |0 |0 |o.
ve 11)1f1f1f9 111 04 | 06 | 08 | 06 | 06
6/5|2[9|9 4|32 9 |5 |9 |8 |6
Fast | 4|5|6|1] 1|1 AEREERE 1783 | 2141 | 2551 |0. 0. |0 |oO. |o.

19 |27 | 37 | 28 | 27
0 |5 |0 |2

YN
W
N |
N

Visibi [ 919]19]2]|3|4 3.764 | 4324 | 4816 | 0. |0. |0. [0. |O.
lity 41 | 54 | 70 | 55 | 53
0 (5 |8 |4 |9

s
N
-
o
~
©
~
©
©

Adapt 1 1111 0.265 | 0.316 | 0.401 | O. 0. 0. 0. 0.
ive |6/ 1/1)1f11111f111 1111 02 | 04 | 05 | 04 | 04
5| 4| 4| 3]|2|8|7|6 41 3] 2 9 |0 [9 |3 |1
Flexib | 2| 3| 4| 1[ 1| 1f1]1f |2|3[4[1|1]1 0.548 | 0.660 |0.760 [ 0. [0. |0. |0. |O.
iliity 9(919]|9| 8 1 06 |08 |11 |08 | 08
7 0 3 2 5 2
1. 1.
02 | 00
SUM 6.810 | 7.958 | 9.136 9 0
REVE
RSE 0.147 | 0.126 | 0.109
ASCE
NDIN
G 0.109 | 0.126 | 0.147
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Table 6: Comparing Agile Characteristic [SECURITY CONSTRAINTS: Confidentiality, Integrity, Availability, and

Authenticity]
Criteria AHP FUZZY AHP
Factor | Criteria Weight [Composite Weight Rank Composite Weight Rank

lterative 0.13 3 0.077 5
Fast 0.35 2 0311 2
Visibility 011 4 0.328 1
Adaptive 0.37 1 0.090 4
Elexibility 0.05 5 0,194 3

Regression Model Analysis: Project under group A considers web application for online shopping system it has 7 sub-
modules R1 to R7 as shown in table 7.1.

Table 7.1: Project group A

Sr No Project Iterative Fast Visibility Adaptability Flexibility Calculated
1. P1 0.2660 0.45200 0.4020 0.263 0.256 0.73444
2. P2 0.2369 0.22300 0.5630 0.214 0.124 0.48098
3. P3 0.5890 0.56900 0.2580 0.260 0.369 0.91538
4, P4 0.8960 0.25400 0.1560 0.412 0.478 0.94525
5. P5 0.2570 0.45600 0.4120 0.456 0.149 0.77996
6. P6 0.6320 0.23140 0.2580 0.178 0.256 0.70247
7. P7 0.2580 0.11100 0.4360 0.650 0.458 0.78443
8. P8 0.6970 0.78900 0.1480 0.145 0.369 1.03260
9. P9 0.2540 0.42300 0.4720 0.502 0.456 0.83793
10. P10 0.1260 0.23600 0.2314 0.625 0.745 1.02355
11. P11 0.2570 0.43600 0.4220 0.456 0.149 0.76539

Regression Equation Development:

Table 7.2: Project group B

Standard Confidentiality = 0.465 - 0.0118 *lterative + 0.542 *Fast + 0.609 *Visibility + 0.073 *Adaptability - 0.185

*Flexibility
S. No. Project | Standard Iterative Fast Visibility | Adaptability | Flexibility
1. R1 0.874 0.320 0.44200 | 0.236 0.320 0.210
2. R2 0.982 0.560 0.51000 | 0.562 0.360 0.789
3. R3 0.761 2.600 0.26900 | 0.290 0.450 0.145
4, R4 0.930 0.890 0.41000 | 0.459 0.780 0.442
5. R5 0.870 0.260 0.38889 | 0.480 0.360 0.478
6. R6 0.810 0.360 0.56000 | 0.202 0.269 0.359
7. R7 0.556 0.236 0.12300 | 0.102 0.441 0.369
Table 7.3: Correlations Matrix for Group A & B projects
Confidentiality |[lterative Fast Visibility |Adaptability Flexibility
Confidentiality 1.000 -.333 597 554 -.319 -.707
Group A
Iterative -.333 1.000 266 |-.737 -.511 .041
Fast 597 .266 1.000 |-.315 -.491 -.195
Visibility .554 -.737 -.315 [1.000 .200 -.497
Pearson Adaptability -.319 -.511 -.491 1.200 1.000 .527
Correlation  [Flexibility -.707 .041 -.195 |-.497 527 1.000
Group B
Iterative 159 1.000 .215 005 .054 .452
Fast .026 .215 1.000 173 .063 .283
Visibility .039 .005 173  [1.000 277 .060
Adaptability 169 .054 .063 277 1.000 .048
Flexibility .007 .452 .283  .060 .048 1.000
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Table 8.1: Model Summary

Model

R

R Square

Adjusted R Square

Std. Error of the Estimate

.9992

999

.998

.00634

a. Predictors: (Constant), Flexibility, Iterative, Fast, Adaptability, Visibility

Integrity Model
Model development
Standard Integrity=0.756 + 0.0761* Iterative + 0.152 *Fast + 0.077* Visibility - 0.120 *Adaptability + 0.014* Flexibility

Table 8.2 a: Descriptive Statistics for integrity model for Group A projects

Mean Std. Deviation
Integrity .8295 0.04911
Iterative 406264 0.2500700
Fast .380036 0.1935590
Visibility .341673 0.1371321
Adaptability .378273 0.1766426
Flexibility .346273 0.1858570

Table 8.2 b: Correlation matrix for integrity model for Group A & B projects

Integrity | lterative Fast Visibility | Adaptability Flexibility
Intearity 1.000 .593 .852 -.360 -.830 -.372
Group A
lterative .593 1.000 .266 -.737 -.511 .041
Fast .852 .266 1.000 -.315 -.491 -.195
Visibility -.360 -737 -.315 1.000 .200 -.497
Pearson Adaptability -.830 -.511 -.491 .200 1.000 527
Correlation FleXIbIlltV -.372 .041 -.195 -.497 527 1.000
Group B
Iterative .027 1.000 215 .005 .054 452
Fast .000 .215 1.000 173 .063 .283
Visibility 139 .005 173 1.000 277 .060
Adaptability .001 .054 .063 277 1.000 .048
Flexibility 130 452 .283 .060 .048
Table 8.2 c: Model Summary for integrity model for Group A projects
Model R R Square Adjusted R Square Std. Error of the Estimate
1 .9992 .998 .996 .00295

a. Predictors: (Constant), Flexibility, Iterative, Fast, Adaptability, Visibility

Availability Model

Standard Availability = 0.573 + 0.0465 Iterative + 0.439 Fast - 0.579 Visibility + 0.418 Adaptability + 0.287 Flexibility

Table 8.3 a: Descriptive Statistics for integrity Availability for Group A projects

Mean Std. Deviation
Availability .8148 .16056
Iterative 406264 .2500700
Fast .380036 1935590
Visibility .341673 1371321
Adaptability .378273 1766426
Flexibility .346273 .1858570
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Table 8.3 b: Correlation matrix for availability model for Group A & B projects

Availability |Iterative  |Fast Visibility |Adaptability [Flexibility

Availability [1.000 371 449 -.805 .201 .706
Iterative 371 1.000 .266 -.737 -.511 .041
Fast 449 .266 1.000 -.315 -.491 -.195
Visibility -.805 -.737 -.315 1.000 .200 -.497

. Adaptability [.201 -.511 -.491 .200 1.000 527
Pearson Correlation  |Fjoyibility 706 041 (195 497 527 1.000
Iterative 131 1.000 215 .005 .054 452
Fast .083 215 1.000 173 .063 .283
Visibility .001 .005 173 1.000 277 .060
Adaptability |.277 .054 .063 277 1.000 .048
Flexibility .008 .452 .283 .060 .048 1.000

Table 8.3 ¢c: Model Summary for availability model for Group A projects
R

Model R Square Adjusted R Square

1 .9982 .996 993
a. Predictors: (Constant), Flexibility, Iterative, Fast, Adaptability, Visibility

Std. Error of the

.01353

Authentication Model:

Standard Authentication = 0.312 - 0.0610 *Iterative + 0.099 *Fast - 0.695* Visibility + 0.938 *Adaptability + 0.355
*Flexibility

Table 8.4 b: Correlation matrix for authentication model for Group A and Group B projects

Authentication |[lterative |Fast Visibility |Adaptability |Flexibility

Authentication |1.000 -.088 -.196 -.417 .783 .875
Group A

Iterative -.088 1.000 .266 -.737 -.511 .041

Fast -.196 .266 1.000 -.315 -.491 -.195

\Visibility -.417 -.737 -.315 1.000 .200 -.497

Pearson Correlation Adaptgbilitv .783 -.511 -.491 .200 1.000 527

Flexibility .875 .041 -.195 -.497 527 1.000
Group B

Iterative .399 1.000 215 .005 .054 452

Fast .282 .215 1.000 173 .063 .283

\Visibility 101 .005 173 1.000 277 .060

Adaptability .002 .054 .063 277 1.000 .048

Flexibility .000 452 .283 .060 .048 1.000

Table 8.4 c: Model Summary for authentication model

Model Type
Regression

R Square IAdjusted R Square
.9992 .998 .996
a. Predictors: (Constant), Flexibility, Iterative, Fast, Adaptability, Visibility

Std. Error of the Estimate
.01353

4, Conclusion drawn from a real time projects related to agile environment
that facilitate ideas & activities for software security during
development process. It has been observed that Adaptibility,
Visibility and Fast Delivery has significant impact among
all other agile characteristics on the basis of chosen security
criteria both through AHP and Fuzzy AHP technique. In
future, security estimation may be performed with other
factors concerned to security. Different methodologies may
also be considered based on latest statistics based or soft

computing based approach that may be further applied for

The latest applications are including development that
associates attention towards security by designers &
researchers. This articles giving the assessment of security
under agile software development process. This method
focuses on the factors that impact security in agile
environment. It is helpful in recommending attributes that
act as dependent factor for security that should be
considered in initial stages of for software applications
development. The proposed methodology presents results
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evaluation of security analysis in agile software
development.

Acknowledgements

Manuscript ~ Communication ~ Number  (MCN):

IU/R&D/2024-MCNO0002412 Office of Research and
Development, Integral University, Lucknow.

This research was supported by Integral University. We
thank our colleagues from Babu Banarasi Das Engineerig
College who provided insight and expertise that greatly
assisted the research, although they may not agree with all
of the interpretations/conclusions of this paper.

We thank Dr. Mohd. Haroon & Dr. Anshul Mishra for
assistance with FAHP technique, methodology, and Mr.
Anurag Banoudha for comments that greatly improved the
manuscript.

Author contributions

Ms. Sangeeta Mishra: Conceptualization, Methodology,
Software, Field study Dr. Mohd. Haroon: Data creation,
Writing-Original draft preparation, Software, Validation,
Field study Mr. Anurag Banoudha: Visualization,
Investigation, Writing-Reviewing and Editing.

References

[1] F. Moyon, K. Beckers, S. Klepper, P. Lachberger, and
B. Bruegge,“Towards continuous security compliance
in agile software development at scale,” in 4th
International Workshop RCoSE. Sweden: ACM, 2018.

[2] J. Wayrynen, M. Bod “en, and G. Bostr * om, “Security
Engineering and eXtreme Programming: An
Impossible Marriage?” in Extreme Programming and
Agile  Methods-XP/Agile  Universe.  Germany:
Springer, 2004.

[3] K. Rindell, S. Hyrynsalmi, and V. Leppanen, “A
comparison of security ™ assurance support of agile
software development methods,” in Proceedings of the
16th International on CompSysTech. Ireland: ACM,
2015.

[4] K. Rindell, S. Hyrynsalmi, and V. Leppanen, “Case
Study of Security Development in an Agile
Environment: Building Identity Management for a
Government Agency,” in 11th ARES. Austria: IEEE,
2016.

[5] S. Dannart, F. Moy ~ on, and K. Beckers, “An
Assessment Model for = Continuous Security
Compliance in Large Scale Agile Environments:
Exploratory Paper,” in Advanced Information Systems
Engineering. Switzerland: Springer, 2019.

[6] Tondel, I.A., Cruzes, D.S., Jaatun, M.G., 2020a.
Achieving" Good Enough" software security: the role
of objectivity. In: EASE ’20: Proceedings of the

[7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

(18]

[16]

[17]

Evaluation and Assessment in Software Engineering,
pp. 360-365. doi:10.1145/3383219. 3383267.

K. Beck, M. Beedle, A. Van Bennekum, A. Cockburn,
W. Cunningham, M. Fowler, J. Grenning, J.
Highsmith, A. Hunt, R. Jeffries (2001) Manifesto for
agile software development.
https://agilemanifesto.org/

Blaine, J.D., Cleland-Huang, J., 2008. Software
quality requirements: how to balance competing
priorities. IEEE  Softw. 25 (2), 22-24.
doi:10.1109/MS.2008.46.

S. Turpe, A. Poller (2017) Managing security work in
scrum: tensions and challenges. SecSE@ ESORICS
2017:34-49.

Inayat, I., Salim, S.S., Marczak, S., Daneva, M.,
Shamshirband, S., 2015. A systematic literature review
on agile requirements engineering practices and
challenges. Comput. Hum. Behav. 51, 915-929.
d0i:10.1016/j.chb.2014.10.046.

Oueslati, H., Rahman, M.M., Lb, O., 2015. Literature
Review of the challenges of developing secure
software using the agile approach. In: Proceedings of
the 10th International Conference on Awvailability,
Reliability and Security, pp. 540-547.
doi:10.1109/ares.2015.69 24-27 Aug. 2015.

Khaim, R., Naz, S., Abbas, F., Igbal, N., Hamayun, M.,
2016. A review of security integration technique in
agile software development. Int. J. Softw. Eng. Appl.
7, 49-68 IJSEA3.

Alsagaf, W., Daneva, M., Wieringa, R., 2019. Quality
requirements challenges in the context of large-scale
distributed agile: an empirical study. Inf. Softw.
Technol.110, 39-55. doi:10.1016/j.infsof.2019.01.009
Behutiye, W., Karhapé4, P., Lépez, L., Burgues, X.,
Martinez-Ferndndez, S., Vollmer, A.M., Rodriguez,
P., Franch, X., Oivo, M., 2020. Management of quality
requirements in agile and rapid software development:
a systematic mapping study. Inf. Softw. Technol. 123,
106225. doi:10.1016/j.infsof.2019.106225.
Jarzebowicz, , A., Weichbroth, P., Przybylek, A,
Miler, J., Poth, A., Riel, A., 2021. A Systematic
literature review on implementing non-functional
requirements in agile software development: issues
and facilitating practices. In: Lean and Agile Software
Development, LASD 2021, 408. Springer, Cham, pp.
91-110. doi:10.1007/ 978-3-030-67084-9_6.

Rindell, K., Hyrynsalmi, S., Leppénen, V., 2017.
Busting a myth: review of agile security engineering
methods. In: ARES ’17: Proceedings of the 12th
International Conference on Availability, Reliability
and Security, pp. 1-10. doi:10.1145/
3098954.3103170.

Schwaber, K., 2004. Agile Project Management with
Scrum. Microsoft press.

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2024, 12(18s), 292302 | 301



[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

Williams, L., Meneely, A., Shipley, G., 2010.
Protection poker: the new software security "Game".
IEEE Secur. Priv. 14-20. doi:10.1109/msp.2010.58,
8.3.

Pohl, C., Hof, H.J., 2015. Secure scrum: development
of secure software with scrum. arXiv Prepr.
arXiv:1507.02992.

Ko¢, G., Aydos, M., 2017. Trustworthy scrum:
development of secure software with scrum. In;
Proceedings of the International Conference on
Computer Science and Engineering (UBMK), IEEE.
Baldassarre, M.T., Barletta, V.S., Caivano, D.,
Piccinno, A., 2021. Integrating Security and Privacy in
HCD-Scrum. In: Proceedings of the 14th Biannual
Conference of the Italian SIGCHI Chapter. Bolzano,
Italy, p. 37. d0i:10.1145/3464385.3464746.

Weir, C., Rashid, A., Noble, J., 2020b. Challenging
software developers: dialectic as a foundation for
security assurance techniques. J. Cybersecur. 6 (1).
doi:10.1093/ cybsec/tyaa007.

Siddiqui, Z. A., & Haroon, M. (2023). Research on
significant factors affecting adoption of blockchain
technology for enterprise distributed applications
based on integrated MCDM FCEM-MULTIMOORA-
FG method. Engineering Applications of Artificial
Intelligence, 118, 105699.

Khan, M., &Haroon, M. (2023, August). Artificial
Neural Network-based Intrusion Detection in Cloud
Computing using CSE-CIC-IDS2018 Datasets. In
2023 3rd Asian Conference on Innovation in
Technology (ASIANCON) (pp. 1-4). IEEE.

Siddiqui, Z. A., &Haroon, M. (2023). Research on
significant factors affecting adoption of blockchain
technology for enterprise distributed applications
based on integrated MCDM FCEM-MULTIMOORA-
FG method. Engineering Applications of Artificial
Intelligence, 118, 105699.

International Journal of Intelligent Systems and Applications in Engineering

IJISAE, 2024, 12(18s), 292302 | 302



