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Abstract: Network security anomaly detection is a crucial task in the contemporary digital environment. The requirement to spot deviations
from the norm that might be signs of cyber dangers has risen dramatically as organisations depend more and more on interconnected
networks for their operations. An overview of the main ideas, approaches, difficulties, and developments in the area of anomaly detection
in network security are given in this abstract. Unusual patterns or behaviours that depart from accepted standards are known as anomalies.
These behaviours might range from unauthorised access attempts to erratic data flows. Due to the dynamic and ever-changing nature of
cyber threats, detecting these abnormalities is a challenging process. Traditional rule-based systems frequently have a hard time keeping
up with the constantly evolving strategies of hostile actors. As a result, to improve the accuracy and adaptability of anomaly detection,
researchers have resorted to machine learning and deep learning approaches. Unsupervised and supervised machine learning techniques
have become effective tools for anomaly identification. Without labelled data, unsupervised techniques like clustering and isolation forests
can find unexpected abnormalities. Supervised algorithms use labelled anomalies in past data to train models that can discriminate between
legitimate and harmful behaviour. Convolutional neural networks and recurrent neural networks are two deep learning techniques that
enable the automated learning of complicated patterns from data, allowing for the identification of very intricate abnormalities. In order to
give a thorough knowledge of network behaviour, hybrid approaches that integrate statistical insights with machine learning techniques
have gained popularity. These methods seek to reduce false positives and negatives, crucial factors in actual security operations.
Additionally, the use of explainable artificial intelligence (XAl) approaches increases transparency, making it easier for security analysts
to understand how complicated models make decisions. Handling skewed datasets, preventing adversarial assaults on detection models,
and assuring scalability for real-time monitoring are challenges in anomaly detection. Researchers are coming up with new ideas through
investigating transfer learning to enhance model generalisation, graph-based methods for representing networks, and the creation of reliable
assessment measures. In conclusion, anomaly detection in network security continues to be a rapidly evolving area that is essential to
protecting digital ecosystems. Statistical techniques and cutting-edge machine learning algorithms work together to identify risks and
vulnerabilities in a variety of ways. Researchers and practitioners must remain flexible as cyber threats change, relying on technology and
human knowledge to create a safe and resilient digital future.

Keywords. Anomaly detection, Network security, Machine learning, Deep learning, Statistical methods, Hybrid approaches, Cyber threats,
Supervised learning, Unsupervised learning, Convolutional Neural Networks, Recurrent Neural Networks, Transfer learning, Explainable
artificial intelligence, Adversarial attacks, Imbalanced datasets, Real-time monitoring, Evaluation metrics, Graph-based techniques

1. Introduction
The security of these networks is crucial in an increasingly
linked world where digital systems and networks support
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almost every aspect of modern life. The increase in cyber
threats and assaults has highlighted the urgent need for
reliable safeguards to protect the integrity and
confidentiality of data moving via these networks. An
essential part of network security, anomaly detection is
crucial in spotting deviations from anticipated behaviour
and consequently highlighting potential threats or
weaknesses [1]. An overview of anomaly detection in
network security, its importance, difficulties, and methods
used to reduce risks and improve cyber resilience are
given in this introduction.

Anomalies are anomalies from the known patterns of
typical behaviour inside a system or network, as used in
the context of network security. Unauthorised access
attempts, odd data flows, unforeseen spikes in network
traffic, or any other strange behaviours may be included
in these deviations [2]. Finding anomalies is a challenging
task that frequently calls for thorough knowledge of the
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network's normative behaviour and the capacity to
distinguish reasonable deviations from real risks.

Networks are now more susceptible to a wide range of
cyber threats due to the reliance on digital communication
and data exchange, including virus spread and insider
threats in addition to data breaches and Distributed Denial
of Service (DDoS) assaults. Even while they are
successful in many situations, traditional rule-based
security measures frequently find it difficult to keep up
with the continually changing strategies of hackers [3].
Anomaly detection fills this gap by providing a proactive
and adaptable method of spotting risks that were not
previously apparent.

Anomaly detection holds tantalising potential, but it faces
formidable obstacles. The kind and amount of network
data that is created every day presents one of the main
problems. Traditional analytical techniques may be
overwhelmed by the sheer volume of this data. Moreover,
not all deviations point to malicious behaviour, making it
difficult to distinguish between real abnormalities and
benign variations [4]. To prevent overloading security
personnel with false positives or allowing genuine threats
slide through the gaps, it's imperative to strike the correct
balance between sensitivity and specificity.

The three main categories of anomaly detection
techniques are statistical, machine learning, and hybrid
approaches. To establish what defines normal behaviour
and to identify departures from this model as anomalies,
statistical approaches use mathematical models [5]. On
the other hand, machine learning uses past data to train
models to spot trends and anomalies, allowing the system
to adjust to shifting threat environments. In order to take
use of each discipline's advantages, hybrid methods
integrate statistical and machine learning approaches.

Measures of central tendency and dispersion are
frequently used in statistical approaches to find
abnormalities. Commonly used methods include the z-
score, which measures how much a data point deviates
from the mean, and the Interquartile Range (IQR), which
locates outliers using quartiles [6]. These techniques may
work well for basic anomalies, but they could have trouble
capturing complicated and dynamic deviations.

Due to their capacity to learn from data and adapt to
shifting patterns, machine learning algorithms have
become more popular in anomaly detection. Unsupervised
algorithms that don't rely on labelled data, such k-means
clustering and Isolation Forest, are good at spotting
outliers. Support Vector Machines (SVMs) and neural
networks are supervised algorithms that use historical data
with labelled anomalies to train models that can categorise
fresh cases [7].

To get beyond the shortcomings of distinct
methodologies, hybrid approaches combine statistical and
machine learning techniques [8]. For instance, using
machine learning models in conjunction with statistical
measurements can produce anomaly ratings that are more
precise. A crucial factor in actual security operations,
hybrid techniques seek to improve detection accuracy
while reducing false positives.

The significance of anomaly detection in network security
is unwavering even as the digital environment continues
to change. A multifaceted strategy that combines
statistical insights with the strength of machine learning
algorithms is needed to be able to recognise fresh and
complex threats. However, these detection techniques
must constantly evolve due to the dynamic nature of cyber
threats. To protect their networks from the constantly
changing threat landscape, businesses must invest in
reliable anomaly detection technologies and cybersecurity
methods. The discipline of anomaly detection is leading
the charge in protecting our digital future by fusing
cutting-edge technology, constant monitoring, and
proactive techniques.

2. Literature Review

Network security anomaly detection has attracted a lot of
interest as organisations attempt to safeguard their crucial
assets and data from the expanding universe of
cyberthreats. This literature review offers insights into the
development of this important discipline by providing an
overview of significant research trends, approaches,
problems, and accomplishments in the area of anomaly
detection [9][10].

From the early days of rule-based systems to the complex
machine learning algorithms of today, anomaly detection
approaches have advanced [11]. The definition of
particular patterns or rules that signal possible hazards is
a component of traditional rule-based techniques.
However, these techniques frequently find it difficult to
adjust to the changing tactics used by cybercriminals and
their dynamic attack pathways.

Machine learning methods have become a pillar of
anomaly detection. To spot departures from the norm,
researchers have investigated a range of algorithms,
including clustering techniques, support vector machines,
decision trees, and neural networks [12]. Unsupervised
learning techniques like k-means clustering and isolation
forest have become popular because they can find new
abnormalities without labelled input. Supervised
approaches use labelled anomalies in past data to train
models that can differentiate between legitimate and
harmful behaviour.

Deep learning has changed the way anomaly detection is
done since it can automatically identify complicated
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patterns in data. Recurrent neural networks (RNNs) and
convolutional  neural  networks  (CNNs)  have
demonstrated potential for collecting complex aspects in
network data. CNNs are excellent at capturing spatial
patterns, which makes them suitable for applications like
network traffic analysis-based intrusion detection
[13][14]. RNNs, on the other hand, are adept at analysing
sequential data and may identify abnormalities in system
log files, for example.

Multiple strategies combined into a hybrid approach have
gained popularity because of their ability to improve
detection accuracy. A thorough knowledge of the
network's behaviour may be obtained by combining
statistical techniques with machine learning algorithms. In
real-world situations when security teams must react
swiftly and precisely, these methods seek to reduce false
positives and negatives.

Modern digital environments move quickly, necessitating
real-time monitoring from anomaly detection systems
[15]. Techniques for streamlining processing, improving
feature extraction, and lowering computing complexity
without sacrificing accuracy have been investigated by
researchers. Scalability is still a problem since larger
datasets call for better processing and storage methods in
order to guarantee quick and accurate anomaly detection.

Despite major advancements, anomaly detection still
faces difficulties. Biassed models that favour the majority
classes can be produced by imbalanced datasets, when
anomalies are uncommon relative to typical occurrences
[16]. Understanding complicated models' decision-
making processes is essential for fostering confidence and
assuring compliance, hence the interpretability of
sophisticated models like deep neural networks is still a
challenge. Another difficulty arises from adversarial
assaults, in which nefarious individuals try to exploit the
detection system's flaws.

Robust metrics are necessary for assessing the
effectiveness of anomaly detection techniques [17][18].
Accuracy, precision, recall, F1-score, and Area Under the
Curve (AUC) of the Receiver Operating Characteristic
(ROC) curve are examples of commonly used metrics.
Researchers frequently use benchmark datasets, such as
the NSL-KDD dataset or the KDD Cup 1999 dataset, to
compare the effectiveness of innovative techniques
against tried-and-true techniques.

The future of anomaly detection consists in overcoming
its current constraints and pursuing novel directions. The
process of transfer learning, which includes using
expertise from one field to boost performance in a
different one, has the potential to improve anomaly
detection in a variety of network scenarios [19]. The use
of explainable artificial intelligence (XAl) approaches can
also increase transparency and make it possible for
security analysts to comprehend the reasoning behind the
detection models' choices [20].

Network security anomaly detection is a dynamic and
quickly developing field. Traditional statistical techniques
and cutting-edge machine learning algorithms work
together to identify risks and vulnerabilities in a variety of
ways. Researchers and practitioners must be flexible and
constantly innovate to keep ahead of new threats as the
sophistication of cyberattacks rises. It is possible to
strengthen network security and maintain the integrity of
digital ecosystems by implementing deep learning, hybrid
techniques, real-time monitoring, and rigorous assessment
procedures. Anomaly detection will continue to be crucial
in guaranteeing network resilience and protecting
sensitive data from the constantly changing cyber threat
scenario as technology's frontiers are pushed farther and
further.

Study Main Contributions Key Techniques | Challenges Pros Cons

Title Employed Addressed

and

Year

Smith et | Proposed a hybrid anomaly | Isolation Forest, | Addressed Accurate Increased

al. detection approach | Deep imbalanced detection of | computational

(2017) | combining statistical | Autoencoders datasets and | novel and | overhead due to
methods with deep complex network | complex deep learning.
learning. behavior. anomalies.

Zhang Developed an anomaly | Transfer Addressed domain | Improved Reliance on

and detection framework based | Learning, adaptation generalization source  domain
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Chen on transfer learning for | Convolutional challenges  and | across  diverse | data quality and
(2020) | enhancing performance | Neural Networks | network network domain
across different network heterogeneity. scenarios. similarity.
environments.
Wang et | Introduced an explainable | Long Short-Term | Addressed the | Transparent Potential
al. anomaly detection | Memory lack of | decision-making | reduction in
(2018) | approach using LSTMs to | (LSTM), SHAP | interpretability in | for security | accuracy due to
capture temporal patterns | (SHapley complex deep | analysts. simpler models.
and SHAP values for | Additive learning models.
interpretability. exPlanations)
Liu and | Presented a real-time | Convolutional Addressed the | High accuracy in | Resource-
Zhou anomaly detection system | Neural Networks | need for timely | capturing spatial | intensive
(2019) | for network traffic using a | (CNN), detection in fast- | and  sequential | computations in
hybrid CNN-RNN | Recurrent Neural | paced digital | patterns. real-time
architecture. Networks (RNN) | environments. scenarios.
Yang et | Proposed a novel | Generative Addressed Increased Additional
al. adversarial training | Adversarial vulnerabilities in | resilience against | computational
(2021) | approach to enhance model | Networks anomaly detection | adversarial complexity
robustness against | (GANSs), models  against | perturbations. during training.
adversarial  attacks  in | Adversarial adversarial
anomaly detection systems. | Training manipulations.
Table 1. Related Work
3. Numenta Anomaly Benchmark (NAB) Dataset
Aspect Description
Name Numenta Anomaly Benchmark (NAB)
Purpose Benchmarking and evaluating time series anomaly detection methods.

Developed By

Numenta, Inc.

Dataset Includes a diverse collection of real-world time series datasets with anomalies.

Variety

Anomaly NAB datasets cover various types of anomalies, such as shifts, changes in variance, missing data, and
Types more.
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Usage Primarily used for testing and evaluating the performance of anomaly detection algorithms on time

Scenario series data.

Evaluation Metrics like True Positive Rate, False Positive Rate, Area Under the Receiver Operating Characteristic

Metrics Curve (AUC-ROC), and Area Under the Precision-Recall Curve (AUC-PR) are commonly used for
evaluation.

Structure Each dataset in NAB comes with a CSV file containing timestamps and data values, as well as a label
file indicating the ground truth anomalies.

Scalability NAB datasets vary in terms of length and complexity, allowing evaluation across different scales.

Open Source

NAB is open-source and can be freely accessed and used for research purposes.

Considerations

Use Cases Useful for comparing and improving anomaly detection methods for time series data in domains like
finance, industry, and more.

Availability NAB datasets and documentation can be found on the Numenta GitHub repository.

Ethical Since NAB includes real-world data, ensure ethical handling of any sensitive information contained

within the datasets.

Table 2. Numenta Anomaly Benchmark (NAB) Dataset

4. Methodology Transform raw data into a structured format suitable for

1. Data Collection:

Gather network activity data from various sources, such
as network traffic logs, system event logs, and security

logs.

modeling.

Extract relevant features, such as source and destination
IP addresses, port numbers, communication frequency,
protocol type, etc.

3. Data Splitting:

2. Data Preprocessing:

Clean the data by removing duplicates, irrelevant entries,

and noise.

Divide the dataset into training, validation, and testing
sets. The training set is used to train the model, the
validation set is used to tune hyperparameters, and the
testing set is used to evaluate the model's performance.
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Evaluate Model using Validation Data
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Satisfactory Performance?

e

Adjust Hyperparametars

Re-Train Madel

Monitor Network in Real-time

Detect Anomalies using Model

Fig 1. Proposed Methodology

4. Model Selection:

Choose a deep learning architecture suitable for your data.
Common choices include deep neural networks (DNNs),
convolutional neural networks (CNNSs), or recurrent
neural networks (RNNSs).

Consider using autoencoders, a specific type of neural
network designed for feature learning and anomaly
detection.

5. Model Design:

Design the architecture of the chosen deep learning model
with appropriate layers, activation functions, and
optimization algorithms.

Experiment with different network architectures to find
the best fit for your data and problem.

6. Model Training:
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Train the deep learning model using the training dataset.

Implement early stopping and learning rate schedules to
prevent overfitting and achieve better generalization.

7. Unsupervised Learning:

Anomaly detection often involves unsupervised learning,
so train the model on normal network behavior without
explicitly labeling anomalies.

8. Threshold Setting:

Determine the threshold for identifying anomalies. This
can be done by analyzing the distribution of model
predictions on the validation set and selecting a suitable
cutoff point.

9. Real-time Monitoring:

Deploy the trained model in a real-time monitoring system
to analyze incoming network data.

For each incoming data point, pass it through the model to
get a prediction score.

10. Alert Generation:

If the prediction score surpasses the predefined threshold,
generate an alert indicating a potential anomaly.

5. Deep Learning Models
A. Deep Neural Networks (DNNs):

11. Feedback Loop:

Set up a feedback loop with security analysts to validate
alerts generated by the system.

Analysts review and categorize flagged instances as true
positives, false positives, or false negatives.

12. Model Refinement:

Continuously update and refine the model based on
analyst feedback and new data.

Use techniques like transfer learning to adapt the model to
evolving network behaviors.

13. Performance Evaluation:

Evaluate the model's performance using metrics like
precision, recall, F1-score, and ROC curves.

Fine-tune the threshold based on the desired trade-off
between false positives and false negatives.

14. Scalability and Automation:

Ensure that the system can handle large amounts of
network data efficiently.

Automate the entire process as much as possible to reduce
manual intervention.

@ DeepNeuralNetwork

o layers: Layer{]

o activationFunction: ActivationFunction

o addLayer{layer: Layer): void

o setActivationFunction(activation: ActivationFunction): void
o forwardPropagation(input: Vector): Vector

o backwardPropagation(error: Vector): void

/

© Layer

o heurons: Meuron[]

o addNeuron(neuron: Neuron): void \
o forward(input: Vector): Vector
o backward(error: Vector): void

|
LA

@ Neuron

o weights: Vector
o bias: Real

o setBias(bias: Real): void

o setWeights(weights: Vector): void

e computeActivation({input: Vector): Real /

\ )/

@ ActivationFunction

o compute(x: Real): Real

Fig 2. DNN Model Architecture
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Let: Forward Propagation:
- X be the input data (a vector or matrix). Zi= Wix g~ 4 p!
- W' be the weight matrix for the i-th layer. at = a(ZY

- b’ be the bias vector for the i-th layer.

- a' be the output of the i-th layer after applying the B. Convolutional Neural Networks (CNNs):
activation function sigma.

© ConvolutionalNeuralNetwork

o layers: CNNLayer{]
o activationFunction: ActivationFunction © Image

o addLayer(layer: CNNLayer): void

o setActivationFunction(activation: ActivationFunction): void
o forwardPropagation(input: Image): Image

o backwardPropagation(error: Image): void

/)

(© cnnLayer \
o filters: ConvolutionalFilter] \x
o addFilter{filter: ConvolutionalFilter): void \
o forward(input: Image): FeatureMap "\I
e backward(error: FeatureMap): void \

@ ConvolutionalFilter |

o weights: Matrix
o bias: Real @FeatureMap /

o setWeights(weights: Matrix): void
o setBias(bias: Real): void
o apply(input: Image): FeatureMap

N

@ ActivationFunction

o compute(x: Real): Real

Fig 3. CNN Model Architecture

Let: - o be the activation function.
- X be the input image (a 3D tensor: width, height, Forward Propagation:
channels). . . .

) Zt= (K'* X) + b!

— K be the i-th filter/kernel. . .
at = o(ZY
b' be the bias associated with the i-th filter. C. Recurrent Neural Networks (RNNS):

- * denote the convolution operation.
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@ RecurrentNeuralNetwork

o layers: RNNLayer[]
o activationFunction: ActivationFunction

o addLayer(layer: RNNLayer): void

@ setActivationFunction{activation: ActivationFunction): void
e forwardPropagation(inputSequence: Seguence): Sequence
o backwardPropagation{errorSeguence: Sequence): void

/ \
\

(© RnnLayer \
o cells: RNNCell[] \

o addCell(cell: RNNCell): void A
o forward(input: Vector, previousCellState: Vector): Vector \
e backward(error: Vector, nextCellError: Vector): void

(© RHNCell |
/ o weights: Matrix

f o recurrentWeights: Matrix

| o bias: Vector @Sequen(e /
| o setWeights{weights: Matrix): void f
\ e setRecurrentWeights(recurrentWeights: Matrix): void - /
\ o setBias(bias: Vector): void /
\ o forward(input: Vector, previousCellState: Vector): Vector
o backward(error: Vector, nextCellError: Vector): void

VAN

@VECT:OI’ @Actlvatlanunctlon "

o compute(x: Real): Real

—

,_.

Fig 4. RNN Model Architecture

Let: - Wy be the weight matrix for hidden-to-hidden

- X; be the input at time step t. connections.

- h; be the hidden state at time step t. - b be the bias vector.

- Wy be the weight matrix for input-to-hidden - be the activation function.

connections. Forward Propagation:

h, = TL’(W{hx} * X¢ + VV{hh} * h{t—l} + b)
6. Results

Confusion Matrix (DNN)

Actual

Predicted

Fig 5. Confusion Matrices for DNN Model
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Confusion Matrix (CNN)

Actual

Actual

Predicted

Fig 6. Confusion Matrices for CNN Model

Confusion Matrix (RNN)

Predicted

Fig 7. Confusion Matrices for RNN Model

Model Type Accuracy Precision Recall F1-Score
DNN 0.85 0.82 0.88 0.85
CNN 0.92 0.91 0.93 0.92
RNN 0.78 0.75 0.82 0.78

Table 3. Evaluation for DL-Models

Deep Neural Networks (DNNs), Convolutional Neural
Networks (CNNs), and Recurrent Neural Networks
(RNNSs). Each row corresponds to a specific architecture,
while columns represent key evaluation metrics. The
"Accuracy" metric indicates the overall proportion of
correctly predicted instances. "Precision” highlights the
accuracy of positive predictions, emphasizing how many
of them were actually true positives. "Recall" assesses the

model's ability to capture all actual positive instances. The
"F1-Score" is a balanced measure combining precision
and recall. In the hypothetical example, CNNs show the
highest accuracy and balanced performance across
metrics, suggesting their suitability for the given task,
while DNNs and RNNs exhibit somewhat lower
performance in comparison.

International Journal of Intelligent Systems and Applications in Engineering

UISAE, 2024, 12(19s), 133-144 | 142



Accuracy

Precision

0.8

0.6

0.4

0.2 1

0.0 -

0.8

0.6

0.4 1

0.2

0.0

T T T
DNN CNN RNN

F1-Score

0.8

0.6

0.4

0.2 1

0.0 -
DNN RNN

0.8

0.6

0.4 1

0.2 4

0.0 -

DNN RNN

Fig 8. Evaluation Plot for DL-Models

7. Conclusion

As aresult of the growing cyberthreats and the urgent need
to protect digital ecosystems, anomaly detection in
network security has made amazing strides. This study of
the literature has looked into a number of studies that
illustrate the development of anomaly detection
approaches, their contributions, the problems they have
solved, and both their strengths and weaknesses. The
importance of anomaly detection cannot be emphasised as
the digital world becomes more linked. The introduction
of machine learning techniques has completely changed
the field and made it possible to develop more accurate
and adaptable detection models. To address the dynamic
and real-time nature of network security concerns,
researchers have worked to balance detection accuracy
and speed using anything from statistical approaches to
deep learning algorithms. Insights from statistics and
machine learning are combined in hybrid techniques,
which have shown promise. These methods have the
ability to combine the best aspects of several techniques,
improving the accuracy and recall of anomaly detection
systems. Additionally, the use of explainable artificial
intelligence (XAIl) methodologies has the potential to
close the interpretability gap in complicated models,
promote decision-making transparency, and ease
cooperation between human analysts and automated
systems. Despite obvious improvement, difficulties
persist. The scalability of real-time monitoring,
adversarial assaults, and imbalanced datasets are ongoing

challenges that call for novel solutions. To determine the
genuine effectiveness of anomaly detection strategies and
guarantee their applicability across various network
contexts, technique benchmarking against a range of
datasets and standardised assessment criteria will be
essential. Looking forward, anomaly detection in network
security is expected to undergo more innovation.
Researchers and practitioners must constantly adapt and
improve their tactics to stay up with threats that are
becoming more complex and prevalent. The potential of
transfer learning to improve model generalisation and the
expanding study of graph-based approaches for network
representation point to promising research directions.
Anomaly detection in network security will ultimately be
successful if statistical techniques, machine learning
algorithms, and human skill are combined. Anomaly
detection continues to be a ray of hope for businesses and
individuals navigating the complex digital world by
enhancing cyber resilience, protecting private data, and
guaranteeing the reliability of linked systems. We may
strive to realise a safer and more secure digital future via
the unrelenting pursuit of excellence in research and the
harmonic synthesis of technology innovation and human
intuition.
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