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Abstract: Skin cancer is one of the most prevalent types of cancer in the world, and prompt detection is essential to the effectiveness 

of therapy. The visual assessment made by dermatologists is a major component of conventional diagnostic approaches, which 

introduces subjectivity and the possibility of inaccuracy. Machine learning (ML) and deep learning (DL) techniques have emerged as 

promising tools to enhance the accuracy and efficiency of skin cancer detection. This survey paper provides a comprehensive 

overview of the recent advancements in the application of ML and DL for skin cancer detection. We analyze the commonly employed 

ML algorithms, including support vector machines (SVMs), decision trees, and random forests, as well as their performance in skin 

cancer classification tasks. We then focus on the transformational impact of DL, in analyzing dermoscopic and photographic images 

for skin lesion identification and segmentation. We systematically review the state-of-the-art ML and DL models, evaluating their 

accuracy, sensitivity, specificity, and computational efficiency and discuss the critical factors influencing model performance, such as 

dataset quality, feature engineering strategies, and hyper parameter optimization. Additionally, we address the challenges and 

limitations of current ML and DL approaches, including issues of data scarcity, model interpretability, and clinical validation. The 

paper concludes by identifying promising future research directions, emphasizing the need for larger and more diverse datasets, the 

development of explainable AI models, and the integration of ML and DL systems into clinical workflows to facilitate early and 

accurate skin identification of skin cancer, ultimately leading to better patient outcomes. 

Keywords: Skin Cancer Detection, Machine Learning, Deep Learning, Convolutional Neural Networks, Dermoscopy, Image 

Analysis, Feature Engineering, Model Evaluation, Clinical Translation 

1. Introduction 

Skin cancer, exacerbated by prolonged exposure to 

harmful UV rays, climate change, and depletion of the 

ozone layer,, has experienced a notable increase in recent 

decades, making it the most prevalent cancer globally. In 

2023, 97,160 Americans received a diagnosis of skin 

cancer, representing 5.0% of all cancer cases in the 

United States. Furthermore, 7,990 individuals lost their 

lives to skin cancer, comprising 1.3% of the total cancer-

related deaths in the United States [1]. Skin cancer 

encompasses Non-Melanoma and Melanoma types, with 

Melanoma accounting for 132,000 cases in 2018 and 

Non-Melanoma exceeding a million cases. Roughly one 

in three cancer cases is categorized as skin cancer, and 

according to the World Health Organization, one in five 

Americans is expected to experience skin cancer during 

their lifetime. There could be a global increase in 4,500 

occurrences of melanoma and 300,000 cases of non-

melanoma skin cancer with every 10% reduction in 

Earth's ozone layer [2]. Since Melanoma is accountable 

for 75 percent of all skin cancer deaths, early detection 

becomes imperative.  

Current diagnostic methods rely on manual inspection, 

underscoring the importance of early-stage detection for 

cost and complexity reduction. The incorporation of a 

deep convolutional neural network (CNN), an Artificial 

Intelligence tool, presents a more efficient approach to 

analyzing and classifying skin cancer types, ensuring 

swift and accurate assessment of skin lesions [3,4]. 

Recent research has delved into the computational 

analysis of dermoscopic images for skin lesion diagnosis. 

While initially challenging and limited in accuracy [5-8], 

advancements in machine learning (ML) and deep 

learning (DL) have reignited interest in these diagnostic 

tools [9-14]. Studies leverage pre-processing and 

segmentation techniques to extract geometric 

information, such as size and shape, for skin cancer 

image classification [15]. Challenges like segmentation 

accuracy persist, and pixel value analysis for tumor 

nature prediction is increasingly implemented through 

deep learning algorithms, particularly Convolutional 

Neural Network (CNN) models known for capturing 

fine-grained variability in skin lesion images [16-18]. 

Ongoing work focuses on addressing challenges, 

including optimization algorithms [19] for multi-class 
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skin lesion image segmentation and classification using 

interpretable machine learning techniques [20]. 

With an emphasis on their use in medical image analysis, 

this paper explores the revolutionary potential of ML and 

DL in the context of skin cancer detection. The goal of 

this study is to clarify the advantages of incorporating 

cutting-edge computational tools and add to the 

continuing discussion on skin cancer screening methods. 

We uncover gaps and limitations in current research by 

synthesizing ideas from the literature, which paves the 

way for a fresh and impactful method. Our study makes 

use of state-of-the-art ML and DL algorithms designed 

specifically for medical picture analysis, along with a 

carefully selected dataset. The literature review, methods, 

experimental results, and thorough discussions on the 

implications of our findings are covered in full in the 

following sections of this study. The rest of the work is 

set up like this: A survey of the literature is provided in 

Section II, and the results and conclusions from the 

literature survey are covered in Section III. Section IV 

provides future directions for the paper's conclusion. 

2. Literature Survey 

Machine-learning systems leveraging dermoscopic 

images have become increasingly prominent in recent 

decades. They play a crucial role in supporting 

dermatologists in clinical decision-making and identifying 

highly suspicious cases. These intelligent systems serve 

as valuable supplementary tools, particularly for less-

experienced clinicians, offering initial assessments and 

contributing to an improved patient follow-up process 

[21, 22]. The systems can be generally classified into two 

primary classes according to how well dermoscopic 

images are used to extract significant characteristics. 

One class involves medical procedures for diagnosis, 

automatically extracting features such as symmetry, 

various colors, and atypical differential structures. The 

other class makes use of machine learning to find 

statistical patterns in texture and color aspects of images 

[23]. Numerous works have concentrated on advancing 

machine learning techniques with sophisticated feature 

extraction, incorporating methods like the ABCD rule and 

a 3-point check-list. Deep Convolutional Neural 

Networks (DCNNs) have emerged as a pivotal tool for 

directly generating features from images. 

Saba et al. [14] introduce an automated approach utilizing 

a DCNN for skin lesion detection and recognition, 

attaining high accuracies of 98.4%, 95.1%, and 94.8% on 

various datasets. A Wiener filter and adaptive histogram 

equalization are used as pre-processing steps in a method 

by Ramya et al. [24] before active contour segmentation. 

Using an SVM classifier, features extracted using GLCM 

are identified with 90% sensitivity, 95% accuracy, and 

85% specificity. Using methods for image enhancement 

and segmentation such as median filtering, Contrast 

Limited Adaptive Histogram Equalization, and 

Normalised Otsu's Segmentation, Premaladha and 

Ravichandran [25] present an intelligent system for 

melanoma classification. The system achieves a 

classification accuracy of 93% using deep learning-based 

neural networks and hybrid AdaBoost SVM. Bareiro 

Paniagua et al. [26] present a technique involving 

preprocessing, lesion segmentation, feature extraction 

based on the ABCD rule, and lesion classification using 

SVM. Using a dataset of 104 dermoscopy pictures, the 

suggested technique achieves 90.63% accuracy, 95% 

sensitivity, and 83.33% specificity. 

Using CNN on dermoscopic pictures, Khan et al. [27] 

achieve an accuracy of 74.76% for early-stage melanoma 

skin cancer detection. This is in contrast to typical 

handmade characteristics. They use texture and color 

features. Dai et al. [28] introduce a CNN model pre-

trained on 10,015 smart phone images, reducing latency, 

conserving power, and enhancing privacy with a model 

accuracy of 75.2%.  

Methods based on Deep learning: 

Majtner et al. [29] used a novel CNN approach to 

improve classification results by pre-processing and 

extracting features using CNN techniques. The ISIC 

dataset was utilized, which included 379 test samples of 

benign and malignant tumors and 900 training samples. 

The technique, which used AlexNet for feature 

extraction, down sampling, and grayscale conversion, 

produced the best accuracy (86%) and specificity 

(99.9%) when KNN was used as the classifier. With the 

intention of minimizing mistakes and expediting the 

diagnosis of melanoma, Vipin et al. [30] offered a two-

phase process for segmentation and classification. The 

system made use of the 13,000 picture ISIC dataset, 

which was cleaned up to 7,353 images. Segmentation 

was performed using symmetric U-Net, and 88.7% 

accuracy and 91% recall were obtained with a deep 

residual network that included CNN and recurrent neural 

network approaches.  

Using a dataset of 170 non-dermoscopic pictures, Nasr-

Esfahani et al. [31] created a CNN for preprocessing, 

feature extraction, and classification. Convolutional and 

max-pooling layers were integrated in the CNN design, 

which led to 81% accuracy and 80% specificity in the 

classification of nevus and melanoma. FCN and SegNet 

were combined in a completely CNN with auto encoder-

decoder designs by Attia et al. [32]. Their model, which 

was tested on 375 photos from the ISBI 2016 challenge 

and trained on 900 lesion images, had an amazing 98% 

accuracy and 94% specificity.  
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The CNN Malignant Lesion Detection (CMLD) 

architecture was presented by Mukherjee et al. [33], 

utilizing a combination of datasets from Dermofit and 

MEDNODE. Accuracy values for the model were 90.14% 

and 90.58% for the separate datasets, and 83.07% for the 

combined dataset. In an effort to identify skin cancer 

early on, Sanketh et al. [34] suggested a CNN with two 

convolutional layers and two max-pool layers. Their 

model, which was trained on 2,719 photos, produced an 

ideal result of 98%. Using a dataset of 2,967 images a 

CNN model with different strides and max-pooling layers 

was published by Rahi et al. [35], and it attained an 

accuracy of 84.76%. Using the PH2 dataset, Gulati et al. 

[36] used pre-trained networks (AlexNet and VGG16) 

for feature extraction and transfer learning. The most 

successful model was VGG16, which achieved 97.5% 

accuracy and 96.87% specificity. Using an ISIC dataset, 

Daghrir et al. [37] presented a hybrid approach that 

combines CNN with traditional machine learning 

methods (KNN and SVM). With nine layers in its 

architecture, CNN offered the highest accuracy rate per 

individual at 85.5%., while the hybrid approach yielded 

an accuracy of 88.4%.  

Comparative analysis 

Table 1. Comparative Analysis of Skin Cancer detection methods 

Methodology Datasets Performance Metrics 

DCNN[14] PH2, ISBI 2016, ISBI 2017 

98.4% (PH2), 95.1% (ISBI 

2016),  

94.8% (ISBI 2017) 

Active Contour Segmentation, GLCM,  

SVM[24] 
ISIC 

95% (Accuracy),  90% 

(Sensitivity),  

85% (Specificity) 

Median Filtering, CLAHE, Normalized 

Otsu’s,  

Neural Networks, AdaBoost SVM[25] 

Skin Cancer and  

Benign Tumor Image Atlas 

91.7% (Accuracy), 94.1% 

(Sensitivity),  

88.7% (Specificity), 0.83 

(Kappa) 

Otsu's Segmentation Normalised + 

Hybrid  

Adaboost-SVM[25] 

 

Various repositories (992 images) 91.70% (Accuracy) 

ABCD Rule, SVM[26] PH2 

90.63% (Accuracy), 95% 

(Sensitivity),  

83.33% (Specificity) 

CNN[28] Multi-Source Dermatoscopic Images 
75.2% (Accuracy), 0.71 

(Validation Loss) 

FCRN[38] ISIC 

0.857% (Accuracy), 0.490% 

(Sensitivity),  

0.961% (Specificity), 

0.729% (Avg Precision) 

ANN[39] ISIC 
74.76% (Accuracy), 57.56% 

(Validation Loss) 

SVM [40] 
ISIC 

(5341 images) 
96.90%  (Accuracy) 

GrabCut technique for 

segmentation[41] 

Dermquest 

(80 images) 
80.00% (Accuracy) 

Mobile net model [42] PH2 92.67%(Accuracy) 
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Otsu threshold for 

segmentation[43] 
Dataset of 1000 images 92.70%(Accuracy) 

GLCM and fuzzy mutual information  

are used for feature extraction [44] 

Database from the Royal Prince Alfred Hospital's 

Sydney Melanoma Diagnostic Centre. 
89% (Accuracy) 

DCNN [45] 
PH2 

ISIC 2017 

95.00% (Accuracy) 

95.00% (Accuracy) 

FCNs built using GoogleNet and 

VGG16[46] 

ISBI 2016 

 
88.92% (Accuracy) 

Fuzzy C-Mean Clustering with Deep 

RCNN [47] 
ISBI 2016 94.20% (Accuracy) 

3. Discussion 

The comparative analysis highlights the advantages and 

disadvantages of various ML and DL techniques while 

illuminating the heterogeneous landscape of skin cancer 

detection techniques. High accuracy rates, as those 

attained by SVMs and DCNNs, highlight how these 

technologies might improve diagnostic accuracy. 

Nonetheless, there are still obstacles that must be 

resolved, such as the requirement for bigger and more 

varied datasets and the necessity of addressing model 

interpretability and clinical validation concerns. The 

differences in outcomes between datasets also highlight 

how crucial benchmark datasets and established 

assessment measures are to ensuring fair comparisons. 

Additionally, the examination of various segmentation 

strategies, pre-processing techniques, and hybrid 

approaches emphasizes the continuous work to improve 

and enhance skin cancer detection models. 

4. Conclusion and Future Work 

In conclusion, this survey study thoroughly investigates 

the landscape of skin cancer detection utilizing ML & DL 

methodologies. The shift from conventional diagnostic 

techniques to advanced computational methods is 

indicative of the increasing role that technology plays in 

the early diagnosis of cancer. While deep learning 

advances, particularly with CNN architectures, offer 

encouraging results, the area still confronts obstacles that 

call for cooperation between the machine learning and 

medical communities. The critical evaluation of current 

models, datasets, and techniques highlights the necessity 

of ongoing system enhancement and development for the 

detection of skin cancer. Incorporating this cutting-edge 

technology into clinical workflows ultimately has the 

potential to have a major effect on patient outcomes. 
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