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Abstract: Introduction: Wireless Sensor Network (WSN) is evolved as one amidst the supremely valuable technologies aimed at the
forthcoming future.

Objectives: Nodes prevalent inside a WSN are exposed to diverse attacks largely as a reason of their nature of utilizations, like restricted
storage and as well less-power of sensor nodes (SNs).

Methods: Therefore, providing security aimed at the network becomes a big challenge. The active research areas aimed at WSN security
comes with several topics, namely secure routing, secured authentication, key management (KM), intrusion detection (ID) frameworks,
trust mechanisms, and secured data aggregation (cluster-centred routing). Diverse methodologies are established in the topics above aimed
at providing WSN security. However, it is tough to choose which scheme is best in an explicit WSN application.

Results: So, this work proffers an assessment of current research methods developed for WSN security in the above-mentioned schemes.
The latest research topics’ review for WSN’s security is presented with the methodologies utilized, advantages, and limitations that can
facilitate the researchers to acquire the finest security solutions aimed at the particular application of WSN.

Conclusion: Finally, the study identifies diverse open research difficulties that should be examined in the forthcoming future.

Key words: Wireless Sensor Network (WSN), WSN security, Authentication, Trust based WSN security, Cryptographic algorithms, Key
management, secure routing.

1. Introduction extensively utilized in numerous fields, namely industrial
work monitoring and also control, wildlife monitoring,
medical applications, home automation, defense applica-
tions, etcetera (Fan Wu et al. 2017). WSN suffers as of
challenges, namely energy and data security management.
They include attacks as of intruders that are a portion of
the network and also outside (Ashok Kumar Das, 2016).
There exist diverse possible attack kinds on WSN, namely
routing attacks, Sybil attacks, and also denial of service
(DoS), etcetera. Fig-1 exhibits the diverse likelihoods of
attacks prevalent in WSN. A malevolent node declines
randomly aimed at dropping the packets or else forward-
ing the communications. There exists no necessity aimed
at fixing those nodes’ positions since the SNs are applica-
ble for the high-risk field.

WSNs (Vinita Daiya et al. 2019; Alexey G Finogeev and
Anton A. Finogeev, 2017) comprises numerous SNs
(GhasemFarjamni et al. 2019) scattered. A distributed
group of sensors prevalent in these networks creates a net-
work interconnected via the wireless communication
links, and every sensor function as an information source
sensing and also gathering data as of its environment and
transmitted them onto a base station (BS) (SatheesBabu S
and BalasubadraK, 2019) or sink in a multi-hop fashion
(Abdul HamidMd and JehadSarkarAM, 2012). The
WSN’s features are restricted power supply, less band-
width, lesser memory sizes, and also restricted energy
consumption (EC) (llango P, 2015). The WSN comprising
heterogeneity has an extensive view in life and is
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Fig 1: Attacks in WSN

Hence, there exists no security aimed at majority of the
WSNs that evades the simple intrusions on the SNs
(Deepak C Mehetre et al. 2019). This directs towards a
situation of attacks that causes false traffic inside the net-
work (Suryaprabha E and SaravanakKumarNM, 2019).
Henceforth, security has become one amidst the prime
concerns whilst there exist potential attacks towards sen-
sor networks. Security permits WSN to be utilized with
guarantee. With no security, the WSN’s utilization in
whichever application region would yield unwanted con-
sequences (Sunil Gupta et al. 2014). A few studies recom-
mend that the encryption methodologies can repel attacks
as of outside however usually is powerless whilst attacks
are thrown by nodes inside the network (Xiang Gu et al.
2017). 1D systems (IDSs) are employed in WSN aimed at
detecting the nodes’ malevolent behavior inside the WSN.
IDS-centred systems are much efficient aimed at finding
the irregular actions of the networks’ inner nodes, averting
the total network as of diverse malevolent attack types
(Gautam M Borkar et al. 2019). Likewise, trust-centred
approaches are available that can find the malevolent be-
haviors prevalent inside the network in lieu of the conven-
tional security techniques. Moreover, the protocols cen-
tred upon the information security principles, namely in-
tegrity, confidentiality, non-repudiation, authentication,
and also obtainability, have been built for the security

weaknesses (AykutKarakaya, and SedatAkleylek, 2018).
Fig-2 exhibits WSN’s security solutions.

SECURITY
SOLUTION

Secure Data

aggregation
\' - ) / ‘l Secure Routing

Fig 2: Security solutions to WSN

Until now, a surfeit of security resolutions and also au-
thentication techniques are recommended by researchers
over the past ‘2’ years (BhawnaNarwal, and Amar Kumar
Mohapatra, 2020). It is tough to choose which scheme
prevalent in a certain WSN application apt best. This work
proffers an assessment on what way the assets of diverse
trust management (TM), authentication, routing, KM, and
also intrusion methodologies are employed aimed at par-
ticular WSN applications. Centred on this review, the
techniques, advantages, and restrictions of the previously
proposed authentication, KM, TM, routing mechanism,
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and also intrusion-centred security techniques are prof-
fered, also pointed future research directions to look for
the novel security solutions.

2. Literature Review

Herein, the security-centred on authentication techniques,
KM, TM, routing schemes, and also intrusion methodolo-
gies are systematically examined and reviewed. This work
briefly explicates the research development on WSN net-
work security centred on the above ‘5 aspects via sum-
marizing and also observing these outcomes, their pros as
well as cons, and as well pointed restriction future re-
search’s direction aimed at searching the advanced secu-
rity solutions. This paper’s remaining part is systematized
as: section 2.1 explicates diverse security solutions cen-
tred on authentication methodologies; section 2.2 re-
viewed the KM techniques aimed at WSN security; sec-
tion 2.3 surveyed the diverse trust models; section 2.4
studies the diverse secure routing methodologies preva-
lent in WSN; section 2.5 elucidates the diverse 1D centred
secured techniques aimed at WSN; section 2.6 presented
the results' analogy of the diverse studied techniques
aimed at WSN security; section 3 concludes a few chal-
lenges and also opportunities prevalent within this field,
and detects the possible future directions.

2.1 Authentication Schemes

During past years, diverse authentication methodologies
are recommended aimed at overcoming the security fee-
bleness of the data’s capturing and accessing procedure by
the WSN. The authentication technique functions as a
needed part aimed at inquiring and spreading the WSNs’
real-time data securely via diverse cryptography method-
ologies, namely RSA, hashing protocols, and also ECC.
This section offers the diverse authentication schemes’ re-
views that are recently proffered aimed at defeating the
WSN’s common attacks.

Rosheen Qazi et al. (2020) presented a security protocol
utilizing the ECC algorithm aimed at offering authentica-
tion on every single node such that just the authenticated
nodes could converse with one another. The model of-
fered security aimed at the node-to-node communication
network and also hoarded memory space prevalent on
nodes utilizing Elliptic Curve Digital Signature (ECDSA)
technique. The Algorithm aimed at Wireless Secure Com-
munication (ASCW) provided KM utilizing acceptable
key length. Also, it decremented the security intimidations
and cost of risk on the network utilizing an authentication
methodology. Results signified that ASCW was one
amidst the apt approaches aimed at securing the data on
nodes during the communication in WSN. However, the
network’s deployment time could significantly distress
the keys’ formation on the nodes.

Vaniprabha. A and Poongodi. P (2019) presented an
augmented lightweight security protocol utilizing an ac-
cess control design aimed at wireless medical sensor net-
works. First, an attack model was constructed aimed at the
wormhole, Sybil, and also sinkhole attacks and identified
those attacks underneath diverse constraints. Second, an
effective weighted product design was developed that
transmitted the patients' sensed data centred upon their
emergency. Then, enhanced ECC permitted data access
aimed at the authorized users. The attack model attained
97% PDR and the security design spent 2.4s and also
0.96s time aimed at secret key’s generation time and se-
cret key’s exchange procedure. However, in a few circum-
stances, as a reason of the location’s restriction, the pa-
tient's data can’t be accessed by the technicians.

Chandra Sekhar et al. (2017) designed a smart card-cen-
tred authentication protocol aimed at ensuring secured and
authorized communication inside the WSN. The scheme
comprised diverse security features and also friendliness
nurturing usable features. The security assessment of
every key’s security feature in the designed techniques
had been analyzed. The design was simulated aimed at the
proper security verification utilizing the extensively-ac-
cepted Automated Validation of Internet Security Proto-
cols and Applications (AVISPA) tool. The results exhib-
ited that the technique was safeguarded from the passive
and also active attacks comprising the replay and also
man-in-the-middle attacks. Nevertheless, the technique
was exposed to diverse practical attacks, which might di-
rect towards unplanned consequences.

Huei-Wen Fern and Nguyen Minh Khoa (2017) pre-
sented a security protocol termed DSEDA aimed at ensur-
ing end-to-end data authentication (DA) in cluster-centred
WSN. DSEDA employed CH aimed at verifying the re-
port at the reported lifetime’s very beginning so the bogus
report could be plunged as early as possible. Centred on
the digital signature, an en-route filtering technique was
executed utilizing DSEDA aimed at evading intermediate
nodes as of forgery or else untruthful information. As of
the examination outcomes, it was validated that the
DSEDA considerably outshined LEDS regarding the se-
curity strength and also the performance. But DSEDA’s
performance was little poor under the selective forward-
ing attack.

Dheerendra Mishra et al. (2019) presented a robust au-
thentication technique utilizing a smartcard aimed at re-
solving the security complications in loT-enabled WSN.
The proof of mutual authentication’s perfection was exe-
cuted utilizing the BAN logic design. Moreover, the addi-
tional security examination claimed tough protection
against the well-known security attacks. The protocol was
assessed widely and analogized against identical method-
ologies and the outcomes exhibit that it is proficient and
tough analogized to the earlier protocols. However, the
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protocol’s complexity was slightly greater analogized to
the existent techniques.

Qi Jiang et al. (2019) presented an improved ‘2’-factor
authentication technique with unlink-ability aimed at
WSN. The scheme cut the computation’s cost. Hence, the
technique not just solves its security errors nevertheless
also boosted its performance. The scheme provided rela-
tively added security attributes, namely flexibility of fee-
ble stolen smart card attacks, user’s anonymity, and un-
link-ability, with not producing excessive overhead. The
model was prone to several routing attacks.

Mostafa H. Dahshan (2019) presented a robust DA tech-
nique aimed at shielding the data’s integrity and as well
its availability inside the unattended WSN. The technique
presented combined security against data’s modification
and DoS attacks comprising traffic and also storage effi-
cacy. A detailed comparative analysis was performed with
‘4’ related technique and exhibited that the technique per-
formed close or better analogized to all these protocols on
the ‘4’ mentioned metrics.

Lina Yang et al. (2019) presented a Hierarchical Hash
Tree technique with less overhead aimed at boosting the
protocols’ security. The scheme comprised 2’ layers of
Merkle Tree centred on the concepts of hierarchy and also
aggregation. The scheme was utilized aimed at imple-
menting the Sreluge protocol’s page authentication that
was a representative reprogramming procedure centred
upon arbitrary linear codes. The scheme cut the authenti-
cation overhead by 43 % Merkle Tree and also other over-
heads were decremented prominently with the code im-
age’s growing size. TheMerkle trees” drawback (against
other tree types) included higher CPU usage and memory
footprints. Table-1 explicates the diverse authentication
scheme’s types aimed at WSN’s security with their bene-
fits and also their disadvantages.

Table 1: Various authentication mechanisms for WSNs

security
Author Tech- Tool Ad- Disad-
nique used vantage | vantage
used S S
Haitao Secu- BAN Secured Con-
Yuand | rity-im- logic against sumed
Liejun proved | analysis | almost | slightly
Wang mutual tool known more
(2019) | authen- attacks | compu-
tication tational
tech- time
nique analo-
centred gized to
on the other
smart tech-
card niques.

Fan Wu Two- | Proverif Pre- When
et al. factor | protocol | vented worked
(2017) | authen- | analysis | the net- | with re-
tication | tool for | workas | source-
tech- formal | ofanin- con-
nique | verifica- | sider at- | strained
aimed tion tack, 10T sen-
at WSN user for- sors,
centred gery at- ECC
on ECC tack, of- | scalar
fline multipli-
guessing | cation
attack, spends
etc. the
greatest
extent
of time.
Hong Yu | End-to- Not i) Pro- The ex-
etal. end se- used tected peri-
(2013) cure any the ments
com- tool. user’s weren’t
muni- Here, privacy exe-
cation | qualita- | and also cuted
(utiliz- tive key ne- | aimed at
ing analysis | gotiation | validat-
asym- is per- materi- ing the
metric | formed als. ii) out-
authen- | regard- | Blocked | comes
tication ing DoS at- in real
and compu- | tacksat | applica-
KM) tation, WSN’s tions.
tech- | commu- en-
nique | nication | trance.
for storage
Wis- and la-
dom tency.
Web of
Things
(W2T)
in
WSN
Bo Sung En- AVISP ESMR ESMR
Kimand | ergy- A tool met was just
JooSeok | effec- MWSN’ em-
Song tive and S Secu- ployed
(2019) | also se- rity ne- | inasin-
cured cessities | gle-hop
mobile and can | commu-
node avert the | nication
reau- related | environ-
thenti- security ment
cation attacks. | and had
(ESMR consid-
) tech- erably
nique
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aimed incre-
at Mo- mented
bile the total
WSN EC.
Jangi- Bio- BAN Satisfies The
rala Srini | metric- logic | desirable | method-
vas etal. | centred security ology
(2018) | authen- attacks | doesn’t
tication aimed at | facilitate
and the au- | the bio-
also thentica- | metric
key tion update
agree- method- | process.
ment ology.
meth-
odol-
ogy
Jangi- Sym- AVISP | Reached | Failed
rala Srini | metric | Atool | the high- | to pre-
vas et al. key- level of serve
(2017) | centred security | user’s
authen- necessi- ano-
tication tiesand | nymity,
proce- aswell | man-in-
dure had ap- | the-mid-
aimed propriate | dle at-
at perfor- tack,
WMSN mance forgery
cost. attack,
and also
imper-
sonation
attack.
Amir Light- BAN- Suited The
Hosein et | weight logic for re- light-
al. and source- weight
(2019) also con- tech-
anony- strained niques
mous SNs. gener-
‘3’-fac- Attained ally
tor au- lowest have
thenti- EC of signifi-
cation the SN, | cant se-
and commu- curity
also ac- nication weak-
cess cost,and | nesses.
control also run-
tech- ning
nique time.

Jian-Jun Pro- GNY Provides The
Yuan gressed logic non-re- | scheme
(2014) two- pudia- | was sus-

factor tion, ceptible
user protec- | to infor-
tion mation

authen- against | leakage
tication the at- attacks
in tack as a and
WSN reason lacked
of the forward
lost security.
smart
card,
and en-
sured
mutual
authenti-
cation
betwixt
the GW-
node
and the
user

2.2 Key Management Schemes

Aimed at authenticating a node's identity or else its infor-
mation, concerning cryptography, a key function as an ex-
tremely vital part. An apt-key generation methodology is
necessary for the WSN’s security. Key generation proto-
cols are symmetric or else asymmetric natured. The key
generation’s symmetric mode is appropriate for the SNs’
efficient working since they spend lesser time and power
(Alma E Guerrero-Sanchez et al. 2020). This section sur-
veys diverse KM techniques recently for providing WSN
security.

T. Lalitha and S. Jayaprabha (2016) presented a mobil-
ity management methodology for WSN’s keying tech-
nique. Firstly, the clusters were formed and the CH was
selected centred on some requirements. Then, the cluster
keys and also pair-wise keys were produced by the sink
via exclusion basis systems. The mobility-centred KM
methodology was triggered each time a node shifts as of a
presently connected cluster to the other prevalent inside
the network. A key organization protocol ensured the
nodes’ forward and backward secrecy. The technique at-
tained the finest results regarding EC. Here, the data’s col-
lection was performed by CH. This might yield unwanted
data that wastes the sensor’s power.

S. Soderi (2020) described the employment of the water-
mark-centred blind physical layer security (WBPLSec)
towards acoustic communications as a progressive wire-
less link. It combined watermarking and also jamming
methodologies over sound-waves aimed at creating a se-
cured area nearby the legitimate receiver. The scheme ad-
dressed counter-measures against confidentiality attacks
on short-range wireless communications. The outcomes
explicated that this methodology was a treasured tech-
nique aimed at employing physical layer security by
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generating a secured area around the receiver up to 2m.
The prime problem was—if the respective chip flip posi-
tions were erroneous, then the watermark signal won’t be
discovered and the frame might be dropped.

Khaled Hamouid et al. (2020) presented a light-weight
and secured tree-centred routing technique (LSTR) aimed
at WSN. The data routing’s security as of SNs to the BS
was achieved centred on an effective ID-centred authenti-
cated key-agreement methodology. The procedure signif-
icantly decremented the communication overheads by 70—
90% in analogy to PMMTK, DKMM, and also SEHKM
techniques. Additionally, the storage requirements and
EC were considerably reduced. But, the methodology
comprises diverse demerits, like replay attack, user’s an-
onymity, no effective password/biometric update proce-
dure.

Yanrong Lu et al. (2019) proffered an anonymous ‘3’-
factor key agreement utilizing ECC for WSN. The mutual
authentication properties were ensured by employing the
Burrows—Abadi—Needham logic. The security examina-
tion exhibited that the protocol resists the diverse attacks.
However, the design suffered from recognized session-
specific temporary information attacks that directed to-
wards the session keys’ disclosure in other sessions.
Moreover, the model was weak to track attacks and also
fails aimed at satisfying the user’s intractability.

Mohammad Sadegh Yousefpoor and Hamid Barati
(2020) presented a smart dynamic KM system for WSN
that utilized fuzzy logic aimed at path key generation and
aimed at involving new nodes into the network. The fuzzy
logic’s utilization in the KM system resulted in incre-
mented accuracy in decision making and also contributed
towards its smartification. Analogized to other KM sys-
tems, the scheme presented was much effective regarding
communication overload, requisite memory space, and
also EC. The system elucidated suitable resilience and
also resistance towards cryptanalysis attacks. But setting
exact fuzzy rules and membership functions is a tough
task.

2.3 Trust Models for Network Security

This section reviews diverse trust-centred secure proto-
cols aimed at WSN’s support. A few methodologies iden-
tified are examined here.

Tianshu Wang et al. (2019) presented a trust enhance-
ment protocol aimed at cluster-centred WSN, where net-
work time was split to numerous rounds. Every round
comprised a setup stage and a steady-state stage. In the
setup stage, clusters were created and also the mutual
trusted relationships betwixt the cluster nodes were built
via Setup nTESLA and SET-SCHNORR. In the steady-
state segment, physical data collected were conveyed via
the STEADY-uTESLA methodology. The protocol

performs effectively in repelling attacks like these as data
integrity attacks, data confidentiality attacks, and also ne-
gotiation the node attacks. But, the TPM wasn’t applied
on a real SN of the real WSN in the industry.

Tong Zhang et al. (2018) presented a trust evaluation
methodology aimed at the clustered WSN centred on a
cloud design that implemented the conversion betwixt
qualitative and quantitative of SNs’ trust metrics aimed at
attaining efficient trust evaluation. The methodology
could identify polytype malevolent attacks that include
bad-mouth attack, black hole attack, selfish behavior at-
tack, on-off attack, Sybil attack analyzed as of attack
types, and also involves faked ID attack, communication
link attack, data attack and also energy attack analyzed as
of attack targets. But the model did not perform any rout-
ing mechanism that makes the network liable to routing
attack varieties.

Xueqgiang Yin and Shining Li (2019) presented a trust
evaluation design utilizing entropy-centred weight assign-
ment aimed at malevolent node’s detection within WSNs.
Aimed at boosting the trust quantification’s validity and
ensuring the evaluation’s objectivity, the entropy weight
methodology was implemented aimed at determining the
proper weight’s value. Analogized with the prevalent
methodologies, the design could decrement the malicious
nodes’ impact much efficiently. However, the methodol-
ogy didn’t perform any clustering procedure for proficient
data transmission that led to high EC, high bandwidth de-
mand, and also quality of service (QoS) provisioning.

S. Ramesh and C. Yaashuwanth (2020) presented a
light-weight trust decision-making methodology aimed at
QoS clustering for offering secured routing within inter-
cluster and also intra-cluster communication. The
LEACH protocol was adapted aimed at the group for-
mation and as well aimed at the trust values’ exchange
amidst the member nodes, master nodes, and also BS. This
system was as well lightweighted as it required just the
simple arithmetic computation and consumed fewer num-
ber resources. The negatives of utilizing LEACH was that
aimed at any reason CH dies, the cluster will become un-
usable since the data gathered via the cluster nodes would
never attain its destination (i.e.) BS.

Osama Al Farraj et al.(2018) presented an activation
function-centred trusted neighbor selection (AF-TNS)
aimed at resource-constrained WSN aimed at boosting the
network’s security. AF-TNS technique guaranteed mini-
mal delay (8.5 s), higher throughput (149 kbs), minimal
energy (8.53 J), and also greater network’s lifetime (390
s), and as well comprised lesser false detective rate (1.5%)
whilst communicating the network’s information. Alt-
hough, the AF-TNS methodology offered trust in the
wireless network, the network comprised limitations
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whilst administering the trust and also related routing
points.

Table 2: Survey of different trust-based models

Author Description and Drawbacks
M. S. Sumalath and | Presented a cross-layer secu-
V. Nandalal (2020) | rity-centred fuzzy trust calcu-
lation mechanism
(CLS-FTCM) aimed at detect-
ing malevolent nodes in WSN.
But the model doesn’t safe-
guard the network as of the at-
tacks, namely impersonation
attack, Sybil attack, wormhole
attack, and also man-in-the-
middle attack.
A. Ranjith Kumar | Proffered a Fuzzy-logic system
and A. Sivagami aimed at malevolent node’s de-

(2020) tection, which calculated the
trust score aimed at each SN
prevalent inside the network.
For data security, Improved El-
liptic Curve Cryptography
(IECC) was presented. But the
computation complication had
been increased as a reason of
the hybrid techniques’ presen-
tation.
V. R. SarmaDhuli- | Presented a heuristic tech-
palaet al. (2013) nique-centred trustworthy ar-
chitecture aimed at WSN. The
work wasn’t tested with more
attributes, like accuracy, scala-
bility, and fault tolerance.
P. N. Renjith (2020) | Presented a  Trust-centred
Routing solution with the em-
ployment of ANFIS and NN
utilizing the Trust algorithm.
But, ANFIS suffers as of the
restrictions that halt applica-
tions in difficulties with large
inputs, like, the curse of di-
mensionality and also compu-
tational expense.

2.4 Routing Schemes

Diverse routing procedures are proffered aimed at secured
routing centred upon trust evaluation, EC, and also secu-
rity. These ‘3’ elements are much essential for reliable
communication betwixt nodes prevalent inside the net-
work. This section examines diverse secured routing
methodologies that were put forward earlier aimed at
WSN’s support.

S. Vidhya and T. Sasilatha (2018) presented a multi-
layer security protocol (MLSP) utilizing energy power

consumption ad-hoc on-demand distance vector (EPC
AODV) routing methodology aimed at the secured data
transfer in WSN. The shortest route attained in EPC
AODV offered reliability. The advanced encryption
standard (AES) algorithm was applied on the EPC AODV
to code and decode the data. The layer-by-layer interpre-
tation was executed by the MLSP. The MLSP attained a
95% PDR, 90% throughput, and also 0.29 ms end-to-end
delay within the network. Nevertheless, the coding and
decoding of data using AES in the counter mode were
complex to deploy in the software by pondering both per-
formance and security.

M. Yuvaraju and K. A. Pranesh (2020) presented an en-
ergy proficient hybrid secure scheme (EPHSS) aimed at
providing secured and also energy-proficient data trans-
missions within WSN. The system utilized two-tier hybrid
security designs (ECC and AES) that generated graded co-
prime keys aimed at public and also private keys as well
as aimed at the node verification procedure. Clustering
was performed that decremented redundant energy wast-
ing in node communication. The scheme’s efficacy was
enumerated by implementing delivery rates of packets
that yielded 18% efficiency analogized to the existent
scheme. However, the utilization of a hybrid security sys-
tem (ECC and AES) attained quite intricate computation
cost that caused this system’s restriction.

Jie Cui et al .(2018) presented a secure energy-saving
data aggregation technique built aimed at large-scale
WSN. The Okamoto-Uchiyama homomaorphic encryption
technique was utilized aimed at end-to-end data's confi-
dentiality, and the homomorphic MAC methodology was
employed to attain end-to-end data integrity. The scheme
attained efficient performance in decrementing EC and
also particularly decryption delay on the BS was very
short. But the model’s significant demerit was that homo-
morphic encryption required either application modifica-
tions or dedicated and specialized client-server applica-
tions for getting it to work functionally.

Hiren Kumar Deva Sarma et al.(2016) developed a Se-
cure Hierarchical and Role-centred Routing Protocol
(SHaRP) aimed at Mobile WSN. In SHaRP, the sensor
field was split to a few logical clusters and every cluster
comprised nodes with diverse roles. Diverse keys were
utilized by the nodes comprising diverse roles aimed at
message encryption as well as message decryption. The
SHaRP attained the finest results regarding throughput,
EC, security overhead, and lifetime whilst analogized
with DEESR. Nevertheless, nodes died early if nodes
move at a greater speed. Greater speed led to frequent to-
pology variations that consecutively instigated more re-
transmissions of diverse packet types. As a reason of re-
transmissions, added energy is utilized and the nodes’
early deaths happen.
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R. S. Raghav et al.(2020) presented a bio-inspired-cen-
tred secure routing methodology with the bee algorithms’
aid inside the WSN. The routing protocol included pri-
mary scout bee and secondary scout bee aimed at execut-
ing routing and also security technique. ‘3’ routing attack
kinds were utilized to inspect the protocol, namely food
attacks, spoof attacks, and also Sybil attacks. The scheme
produced an efficient result, wherein it attained the lowest
values for an end-to-end delay and also the packet loss. It
improved the network’s lifetime with a greater packet de-
livery ratio (PDR) and as well the scheme’s path efficacy
was high. The primary and also secondary scout bees’ us-
age forwarded the data with no attackers’ interference.
However, bee algorithms were suffered from improper ex-
ploitation in solving complicated problems.

Michele Tortelli et al. (2018) addressed the security, con-
gestion control, and also privacy requirements prevalent
within WSN dealing with multimedia data (i.e., images).
The S? DCC was implemented aimed at making the net-
work tough against the malevolent nodes’ presence, and
to assure the sensed data’s secrecy, or else any other sen-
sitive information communicated onto the sink. However,
the method failed to detect the malevolent nodes when an
error notification message was received.

Jayanthi Ramasamy and John Singh Kumaresan
(2020) presented image encryption and cluster-centred
protocol aimed at secured image transmission in WSNs.
Elliptic Curve-centred key selection and Hill Cipher-cen-
tred encryption methodology were presented, wherein the
keys were permuted aimed at incrementing the key’s size
for suiting the image matrix’s size directing to a secured
transmission by the images’ proficient encryption that was
conveyed via WSN. Lastly, a secured transmission proto-
col utilizing clusters was presented aimed at building the
secure routing methodology termed Elliptic curve Hill ci-
pher and Cluster-centred Encrypted Routing procedure to
be much efficient with a corresponding increment in the
security’s decrementation in delay and increment in PDR.
However, hill cipher’s prime drawback was that it en-
crypted the identical plaintext blocks to identical cipher-
text blocks and can’t encrypt images that comprise big
single-colour regions.

P. Brindha et al.(2019) concentrated on the conception of
implementing the encryption techniques on multi-hop
routing procedures in WSN. Aimed at attaining a higher
security level, ‘2’ encryption methodologies, like light-
weight encryption algorithm (LEA), and then two-phase
hybrid cryptography algorithm (THCA), were utilized
centred upon the data’s reliability. The LEA is utilized
aimed at transmitting proactive data and the significant re-
active data is encrypted via THCA. Aimed at the routing
objectives, Augmented Tree-centred Routing (ATR) is
employed. The methodology exhibited improved perfor-
mance regarding control overhead, throughput, and also

network’s lifetime although there existed a few misbehav-
ing nodes prevalent inside the network. However, the net-
work was vulnerable to the side-channel analysis attack
due to LEA ciphers’ consumed electric power.

2.5 Intrusion Detection Frameworks

Aimed at protecting WSNs’ security, IDS are extensively
employed in a wireless environment like this. Herein, an
in-depth review of a few recent IDS in WSN is offered.

Ashfaq Hussain Farooqi et al.(2013) presented an ID
framework for securing WSN as of routing attacks. The
system worked in a distributed environment aimed at de-
tecting intrusions by cooperating with the adjacent nodes.
It worked in ‘2’ modes: online prevention allowed protec-
tion as of those unusual nodes that already were affirmed
as malevolent whilst offline detection discovers those
nodes that were being negotiated via an adversary in the
subsequent time-period. The results exhibited that the
specification-centred detection methodology attained a
higher detection rate and acquired a low false-positive
rate. However, the methodology wasn’t tested on the clus-
tering-centred hierarchical routing protocol.

Xin Xiao and Ruirui Zhang (2017) improved the den-
dritic cell algorithm termed DCA-RT that applied the dis-
tributed deployment and executed the real-time ID in
WSN. The design abstracted the dendritic cell information
fusion procedure, defined the external signals’ meanings
and its functions, which were applied to WSNS, and de-
termined the dendritic cells’ mathematical evolution de-
sign. The design achieved good detection performance
and attained advantages regarding the system’s EC. But
the design was centred upon the simulation; there existed
no verification on the theoretical results in real WSN.

T. K. Thivakaran and T. Sakthivel (2020)presented
GUARD, an ID protocol that proficiently identifying the
active routing attacks with a significant decrementation in
EC. The GUARD utilized non-cooperative game model
and exploited the Fuzzy g-learning’s advantage aimed at
determining the malevolent activity. The methodology
decremented the NN’s overhead, and thus, makes the sys-
tem lightweight and to function easily. However, the only
consideration is the node’s mobility and density. How-
ever, this consideration will not change the NN structure
other than the inputted parameters.

C. Umarani and S. Kannan (2020) presented a Hybrid
Anomaly Detection Systems (HADS) termed Artificial
Immune System in WSNs. The methodology developed
an ID technique utilizing Hybrid Tissue Growing Algo-
rithm (HTGA) aimed at finding the anomalies presence
cell and also the communication tissue structure to trans-
mit the data-packets. The HADS protocol attained effi-
cient performance regarding EC, packet delivery fraction,
routing overhead, throughput, and also end-to-end
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delay.However, only restricted performance metrics were
explored. It overlooked a few imperative performance
metrics in exploring clustered methodologies, like com-
munication cost. Table-3 explicates the examination of di-
verse techniques developed recently to administer the di-
verse attack types prevalent in WSN.

Table 3: Various frameworks for attack detection and

security in WSN

Author Tech- At- Results
nique tacks | achieved
used pre-

vente
d

M. S. Sumalath an | Thecon- | Mali- | Attained
d V. Nan- volutional | cious | minimal
dalal(2020) technique | attacks | packet

(CT) us- over-

ing con- head,
volutional and also
codes packet

loss.

A. Ranjith Kumar | Hamming | Mali- En-
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WSN’s amidst
security the
improve- nodes,
ment and de-
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the rival
nodes
easily.
V. R. SarmaDhuli- | Effectual The Achieve
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cation | tational
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and as
well
worm-
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Localiza- | attack | the num-
tion Al- ber of
gorithm beacon
centred nodes is
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energy
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distrib- 99.8% 2.6 Results and Discussion
uted algo- accurac . . .
rithng and y Herein, the outcomes of diverse trust-centred and routing
centred 0.008% protocols built aimed at attaining WSN’s security are pre-
upon Re- false de- sented. The outcomes are offered centred on a few met-
cgived tection rics. Fig-3 exhibits the outcomes attained by the diverse
Signal rate. trust-centred protocols regarding EC and also lifetime.
Strgngth The protocols engaged aimed at analogy are TM Scheme
Indicator ;
- (Swaminathan Ramesh, and Yaashuwanth C, 2020),
G. Keerthanaetal. | Sequen- | Spoof- | Attained .
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energy, malevolent nodes as of 10 to 50. The FSAMR (Ranjith
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Fig 4: PER and detection accuracy of diverse techniques

Fig-4 (a) exhibits the packet error rate (PER) of the di-
verse routing protocols, like MLSP (Vidhya S, and Sasi-
latha T, 2018), EPHSS (YuvarajuM, and Pranesh K. A,
2020), and Secured Data Discovery and Dissemination
centred upon Hash Tree (SDDDH) [71]. The EPHSS
method achieved the lowest PER compared to SDDDH

and MLSP. Whilst the technique’s PER was less, which
yields a decrementation of retransmission of error rate that
instantaneously conserves nodal energy. Fig-4(b) exhibits
the detection’s accuracy of diverse techniques: MLSP,
EPHSS, and also SDDDH. The ‘3’ methodologies are as-
sessed aimed at their capability and also potentiality of
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finding the insecure or else attacker nodes. Herein, the
SDDDH achieved the highest detection accuracy whilst
analogized to EPHSS and MLSP.

3. Conclusion and Discussion

Herein, recent methodologies’ review aimed at WSN’s se-
curity is offered. The protocols are surveyed centred on
protocols utilized, outcomes achieved, advantages and de-
merits faced by the protocol developed. Wholly the survey
of 5’ diverse research subjects is offered: KM, authenti-
cation, trust, routing, and also ID-centred security tech-
niques aimed at WSN. These topics’ survey aids in the ap-
propriate protocol’s selection regarding their WSN appli-
cation. However, there exist a few open problems aimed
at proffering an effective security system (i.e.): i) provid-
ing a trust-centred solution aimed at every attack isn’t pos-
sible. It as well suffers as of a greater cost, ii) a few re-
strictions of the KM procedure have overhead as of gen-
erating and also distributing keys after a little delay, prob-
able message delay, iii) Availability and dependability are
another prime concerns to the determined security solu-
tion that is centred on KM, authentication, and also TM,
and iv) Cryptographic methodology suffers as of slow
speed and is expensive within the resource constraint en-
vironment. So, there exists a future necessity to build a
system aimed at security provisioning by pondering the
limitations above. There exists a necessity aimed at an in-
telligent system comprising the mitigation of diverse at-
tacks prevalent inside WSN, and also TM inside an unse-
cured environment utilizing stabilities, scalability, and as
well overhead examination.
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