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Abstract: An Intrusion Detection System (IDS) is used to monitor and analyze data to identify any intrusions that have been made into a
system or network. Because of the large capacity of network data with redundant and irrelevant features, accurate and precise intrusion
detection is challenging. To overcome this problem, this research proposed the Deep Learning (DL) approach of ResNet50 and 3D
Convolutional Neural Network (CNN) with Black Widow Optimization (BWO) for detecting the network attacks in IDS. Initially, the
input data is acquired from three public datasets named CICDD0S2019, NSL-KDD, and UNSW-NB15 datasets. The collected data is then
pre-processed to preserve the redundancy using normalization. The pre-processed output is then provided to the feature selection process
for compiling the optimum features by using Principal Component Analysis (PCA). The network weights are optimized using BWO to
obtain the optimum solution for identifying intruders. According to the findings, the proposed method is more efficient and it achieves
accuracy of 0.93, 0.96 and 0.99 on CICDD0S2019, UNSW-NB15 and NSL-KDD datasets when compared to existing methods like Deep

Feed Forward Neural Network (DFNN), CNN and Generative Adversarial Network (GAN).
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1. Introduction

There has been a substantial growth in the Internet's
importance to modern life. In today's world, internet-based
information processing systems are vulnerable to a wide
range of attacks that may cause damage in different ways.
Thus, the value of information security is rapidly increasing
[1]1[2]. The primary objective of information security is to
design foolproof information systems that cannot be
penetrated, modified, or destroyed by outside forces. As a
bonus, information security helps reduce threats to privacy,
authenticity, and accessibility-the three pillars of
information security [3][4]. Many anti-Internet-based attack
technologies have been developed for efficient detection of
intrusions over the years. IDS are the most crucial activities
for security infrastructure in network environments and are
majorly utilized for preventing threats [5][6]. Moreover,
IDSs provide a barrier against the assault of online computer
systems. In case when a standard firewall is ineffective, IDS
might be used to monitor network traffic and user activity
on computer systems for the identification of malicious
activity [7][8]. The principle behind intrusion detection is
the idea that unauthorized users' actions will be
distinguished from those of authorized ones. It is possible to
identify intrusions into any information system by using a
method called "Intrusion Detection.” Intrusions are actions
taken against a system that breaches and violates its security

policy [9][10].
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One of the most significant kinds of security software that
has been utilized to deal with intrusions is known as an IDS.
The data security system must have many different types of
systems, one of which is an IDS [11][12]. IDS is utilized for
the detection, monitoring, and analysis of the susceptibilities
of hardware and software running in a network [13][14].
IDS can also look for any violation of network security
policies. An information system has been said to have been
"introduced" when it has been subjected to any kind of
illegal action that leads to data corruption [15][16]. On the
other hand, an intrusion is defined as any assault that can
compromise the information’s integrity as well as its
secrecy [17]. The IDS can be categorized into two parts such
as host-based and network-based as per the system
deployment strategies. As a result, having IDS in place that
can identify a variety of assaults is of the utmost significance
[18]. So, an efficient IDS tool is required to safeguard
significant data without any further damage. The techniques
of detecting intrusions in the computer have captured the
interest of a significant number of researchers [19][20]. The
major contributions of this research are as follows: The IDS
can be categorized into two parts such as host-based and
network-based as per their deployment strategies

e This research mainly focuses on detecting DDoS
attacks and enhancing the efficiency of IDS by
utilizing the ResNet-50 and 3D CNN with the Black
Widow Optimization (BWO) approach.

e ResNet-50 and 3D CNN are utilized for the
classification process and it classifies the attacks into
normal or anomaly.

e The proposed method’s effectiveness is calculated
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with various assessment metrics such as accuracy,
precision, recall, and Fl1-score, by utilizing the
benchmark datasets.

The rest of the paper is arranged as follows: Section 2
provides the literature survey. Section 3 presents the
proposed methodology. Section 4 provides the results and
discussion and Section 5 presents the conclusion of this
research paper.

2. Literature Survey

Zohre Majidian et al. [21] introduced the vast variety of
network infrastructure technologies and devices that may be
compromised by a Denial of Service (DoS) attack. The
suggested approach identified a way to use ECOC based
hybrid classifiers to deal with the problem of the huge
number of classes in the IDS. Features are extracted using
principal component analysis (PCA) and then classified
using a hybrid of Error-Correcting Output Codes (ECOC)
as well as an Adaptive Neuro-Fuzzy Inference System
(ANFIS). An ANFIS structure was optimized by the Particle
Swarm Optimization (PSO) method to attain optimal
performance in this classification model. The findings also
reveal that the suggested strategy was far more accurate than
the old one at detecting the various forms of DoS assaults.
However, the suggested approach easily fell into local
optima in high-dimensional space as well as a low
convergence rate.

Abdullah Alzagebah et al. [22] implemented a Grey Wolf
Optimization algorithm (GWO), a tweaked bio-inspired
algorithm designed to enhance the IDS's capacity to detect
anomalies in network data. A smart initialization phase
combined filter as well as wrapper techniques to guarantee
that an informative characteristic was involved in prior
iterations. Furthermore, the approach employed the
Modified GWO to fine-tune the settings of the high-speed
Extreme Learning Machine (ELM) classification algorithm.
The suggested approach aimed to detect the generic attacks
in network traffic which was the most significant attack.
However, the balance between exploitation as well as
exploration was being trapped in local optima.

Shubhra Dwivedi et al. [23] developed the combination of
Ensemble Feature Selection with Grasshopper Optimization
Algorithm known as EFSGOA. Initially, the EFS approach
was used to grade characteristics in preparation for
identifying the most important aspects. The EFS approach
generated a reduced characteristics set that was then fed into
GOA to help find key traits that may help identify the attack
type. The GOA utilized the Support Vector Machine (SVM)
as the fitness function to acquire important features as well
as to optimize the penalty factor, kernel parameter as well
as tube size parameters for enhanced classification
performance. However, the suggested approach required a
larger training time as well as low detection accuracy.

Smitha Rajagopal et al. [24] presented the meta-
classification approach that utilized the decision jungle to
perform the binary as well as multiclass classification. The
suggested approach established robustness through an
organization of optimal hyper-parameter sets associated
with relevant feature subsets. The characteristic capability
of the suggested approach was performed in its diplomacy
to efficiently detect the 33 modern attack types. The
suggested approach performed the statistical significance
tests to compare the classifiers' performance involved in that
approach. However, the suggested approach performance
was not too efficient when compared to multiclass Logistic
Regression (LR) as well as Decision Forest (DF).

Juan Fernando Canola Garcia and Gabriel Enrique Taborda
Blandon [25] implemented the DL approach to design the
IDS/Intrusion Prevention System (IPS) known as Dique,
which could detect as well as prevent DoS attacks. The
ID/IPS utilized the multi-layered Deep Feed Forward
Neural Network (DFNN) approach and classified incoming
packets to the web server into two classes such as benign as
well as malicious. Dique had a Graphical User Interface
(GUI) where “real life” can show textually as well as
graphically the captured data as well as classify the packets,
which permitted to move among IDS as well as IPS mode
of the system operation. However, the suggested method
required multiple lightweight intrusion detection systems
for efficient classification.

Mahalakshmi G et al. [26] introduced the DL approach of
CNN to solve the problem of intrusion identification in the
network. The data had been normalized as well and
categorical features were converted into numerical data
from the data encoding approach for the data pre-processing
approach. The UNSW-NB standard dataset was utilized for
the CNN training process and the dataset involves binary
classes of 0 and 1 for normal and attacks. However, the
features of the dataset generated do not represent the
network behavior in a diverse environment.

BC Preethi et al. [27] presented the Cycle-consistent
Generative Adversarial Network (CCGAN) optimized by
Water Strider Optimization (WSO) adopted IDS for
protected Cloud Computing (CC) background (IDS-CC-
CCGAN-WSOA). A CCGAN approach did not express the
variation of optimization plans to measure optimal variables
as well as guarantee suitable intruder detection in CC. The
data was characterized as normal as well as anomalous data
through the support of CCGAN. However, the results of the
sensitivity as well as specificity were essential to improve
the performance.

From the overall analysis, the existing methods have
limitations such as enhanced training time of learning
approaches, which resulted from the ANFIS approach
through PSO. The balance between exploitation as well as
exploration was being trapped in local optima. The features
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of the dataset generated do not represent the network
behavior in a diverse environment. To overcome these
limitations, this research proposes the ML-based
classification algorithm with BWO to enhance the
performance as well as accuracy results.

3. Proposed Methodology

The ML approach is utilized to identify the attacks in DDoS,
which aids in the model's improvement to learn
automatically. The proposed method involves four
important blocks such as dataset collection, pre-processing,
feature selection and classification. Fig. 1 depicts the block
diagram for the proposed methodology.

Dataset
(CICDD0S2019, NSL-
KDD & UNSW-NB15)

i

Pre-processing
(Normalization)

!

Feature Selection

(Principal Component
Analysis)
Black Widow

Optimization (BWO)

Classification
(ResNet-50 and 3D

CNN)

l—‘—l

‘ Normal | ‘ Anomaly |

Fig 1. Block diagram of the proposed method
3.1. Dataset

The initial stage of the proposed method focuses on the
dataset, which is utilized for the method pre-processing. An
Intrusion Detection System (IDS) has used the three datasets
to test ML methods in the classification of attacks of
distributed Denial of Service (DDoS). The datasets utilized
for the research of detecting the DDoS attacks in IDS are the
CICDD0S2019, Network Socket Layer—-Knowledge
Discovery in Databases (NSL-KDD) and UNSW-NB15
datasets. The detailed explanation of these two datasets is
described below.

3.1.1. CICDD0S2019

The CICDD0S2019 [28] subset is selected for this proposed
work, which provides two variant detection schemes such as
intrusion labels of four or two (normal and attack). The
DDOS attacks are divided into 11 subtypes and every record
is described by 86 features. This dataset is split into binary
stages such as connections of training for 80% (539579) as
well as testing 20% (134884) respectively.

3.1.2. NSL-KDD

NSL-KDD [29] is introduced to overcome the problem in
the KDDCUP99 dataset. This data is built for the training
(1,25,973) and testing (22,544) data samples. The advantage

of this dataset is that it removes the redundant data from a
train. This dataset contains 5 classes such as normal and four
forms of attacks like DoS attack, probe, R2L, and U2R and
also contains the 41 attributes.

3.1.3. UNSW-NB-15

The UNSW-NB15 [30] dataset is the raw network packet,
which is acquired from IXIA Perfect-Storm tool for Cyber
Security to produce real-time modern activities and
behaviors of the attack. In training the dataset, 175,341
records are used and it decreases to 82,332 records in testing
the dataset. This dataset contains nine different attack types
Analysis, Worms, Backdoors Reconnaissance, Generic,
Fuzzers, Shellcode, and DoS, Exploits.

The description of CICDD0S2019, NSL-KDD as well as
UNSW-NB15 datasets are analyzed and these datasets are
then provided to the pre-processing step and must be utilized
to facilitate the categorization process.

3.2. Pre-processing

The pre-processing step utilized a collected intrusion dataset
as the input. The pre-processing of data is an important part
of cleaning text data which helps to examine the attacks in
Distributed Denial of Service (DDoS). The purpose of pre-
processing is to convert the rough data into a pattern, which
is more effective to the ML method as well as improves
model quality. The data will be normalized and the features
of the category are converted into the numerical method by
utilizing the method of encoding data.

3.2.1. Normalization

The normalization [31] is the pre-processing method, that
is mainly utilized in the preparation of data part for the
models of ML. The normalization aims to regulate the
numerical data values in the dataset (i.e., Oand 1) by
utilizing the basic scale without the pervert variation in the
original value ranges or else losing data. The normalization
can be utilized by designing a new value that can control the
basic distribution and the resource data ratios to protect the
values in that the scale is adapted to all numeric columns
utilized in the model. The attributes are normalized in the
range based on the succeeding (1) as

min(x) .
Zmax = Z — max(p) MmN (2) (1)
Where, min (z), max (z) — minimum, maximum values of
an attribute Z; Z — the original feature value of Z and Z,,,,,,

—normalized feature value of Z.

In this step, the preprocessing stage designs each jobless
data and reduces the variance of the data, and then
normalized data is forwarded to the feature selection
process.
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3.3. Feature Selection

The pre-processed output is provided as the input for the
process of feature selection and it is also known as the
selection of attribute. It is the process of selecting the most
important features from the pre-processed data to enhance
the model performance. The selection of features reduces
the training time as well as eliminates the computational
complexity. The feature selection technique is a
dimensionality reduction process, that can be utilized to
eliminate the non-applicable attributes in larger dimensional
data named information of Intrusion Detection System
(IDS). This method used the analysis of principal
components for the process of feature selection.

3.3.1. Principal Component Analysis (PCA)

The Principal Component Analysis (PCA) [32] is largely
utilized in an unsupervised approach for the selection of
features. This PCA aims to minimize the dimensionality by
protecting the important attributes data in the collection of
datasets as well as selecting the significant feature subset in
the dataset for clarification. This method utilized the PCA
to reduce the space of the dataset of CICDD0S2019. The
first element values are expressed in (2) as

Y, = Lb,
(2)

Where, L — observation matrix with a zero mean and b —
vector with the larger variance (y).

3.4. Black Widow Optimization

The BWOA [33] is a bio-inspired meta-heuristic
optimization technique. By using BWOA, the search area is
ensured to be investigated and used by modeling the
numerous movement strategies utilized by spiders
throughout the courtship and mating processes. Fig. 2 shows
the workflow of the BWOA algorithm. The first generation
of spiders tries to have babies by mating with itself. The
female black widow eats the male in processing or after
mating. The male then transports the sperm in its sperm
membranes to the egg sacs. There is evidence of
cannibalism among siblings when they are forced to share
the accommodations of the maternal web in 11 days.

Randomly

Start ]
[ ar select parents

Generate 1mitial
population
\’/ Cannibalism
Evaluate the
fitness of -
individuals
Yes ,\L - No
” Update

population

{ End |% ./ STC')P .7.‘..7"'2"—-—
T __condition _—"

Fig 2. Workflow of BWO

3.4.1. Initial population

The initial black widow spider population in the black
widow optimization is generated at random and consists of
both male and female black widow spiders. Using an
assessment of the fitness function f at a widow, determining
the widow fitness for a given black widow spider
population, which is expressed in (3) and (4) as.

xl,l xl‘z x1‘3 ...... xl’d

Xna = |%21 X22  Xz3.menXzg (3)
xN'l xN‘Z xN‘S aen -----xN'd

Ib < X, <ub 4

Where, [b is the population lower bound, Xy 4 is the black
widow spider’s population, N is the number of populations,
and ub is the population upper bound, and d- decision
variables numbers of the problem. To minimize or
maximize a value of an objective function shown in
Equation 2, the possible solution populations are employed
in (5) as.

Objective function = (Xy 4) (5)
3.4.2. Procreate

As the couples are independent of one another, they may
begin mating simultaneously to generate offspring. In
nature, however, each pair of spiders mates alone in its web.
A real-life spider couple may expect to generate about a
thousand eggs, but only the hardiest of the offspring will
make it. The algorithm's offspring are formed by plugging a
long array containing random integers into an existing array
named widow and multiplying by using p. Here, x1 and x2
are the parents, while y1 and y2 are the offspring, which are
expressed in (6) and (7) as.

yl = pux x1 + (1 — p) X x2 (6)
y2 = puxx2+ (1 - p xx1 @)

Where y1 and y2 are the offspring of the spider colony, i
and j are random integers from 1 to N, p and is a random
value between 0 and 1.

3.4.3. Cannibalism

There are three types of cannibalism in action here: The first
is a kind of cannibalism that occurs during processing or
after mating when a female black widow consumes her
spouse. With this technique, gender is determined only by
fitness metrics. The powerful spider lings will eat their
siblings at processing or after mating. By assigning a
cannibalism rating (CR) in this system, predicting how
many people will make it. One common example of another
kind of cannibalism is the young spiders eat their parents. A
fitness value is utilized for separating the powerful spider
lings from the weak ones.
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3.4.4. Mutation

At this point, choose a random Mute pop number from the
population of individual forms. Each of the optimal answers
shown in Fig. 3 involves a random swap of two items of the
array. Mutation frequency is used to estimate the mutated
population size.

3.4.5. Convergence

When using an evolutionary algorithm, it is possible to
choose between three distinct termination criteria: (1) a
predefined number of iterations. (2) The best widow's
fitness level has been stable across several iterations and (3)
Obtaining the desired level of accuracy.

3.5. Classification

The eventual aim of the classification approach is to attain
the greatest probable classification accuracy. In this
research, the DL approach of the ResNet50 and 3D CNN
algorithm is used for the classification process.

3.5.1. ResNet50

The ResNet50 is a combination of 48 convolutional layers
with one average pool and one max pool layer. The
ResNet50 can increase the training speed, maximize the
network depth without the need for any parameters, and
minimize the vanishing gradient problems effect. This
ResNet50 contains five stages.
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Fig 3. Resnet50 architecture

Fig. 3 depicts the general ResNet50 architecture. The input
stage is the initial stage, which contains only one
convolutional layer with batch normalization and the initial
feature map is generated by using the activation function.
The remaining states have identity blocks and convolutional
blocks. These two blocks contain a convolutional layer with
activation functions and additional batch normalization. To
increase the residuals of the convolutional blocks, the input
layer has an extra bridge to the output layer. The residual
block on Resnet-50 is represented in (8) as,

y=F(W+x) (8)

Where, x and y represent the input and output layer
respectively, F - residual map. The residual block on the
Resnet-50 is proficient when the input data is
indistinguishable from the output data.

3.5.2. 3D Convolutional Neural Network (3D CNN)

The 3D CNN [34][35] is a learning model, that is utilized
for the IDS classification. The 3D CNN is made up of a
variety of neurons with learning weights and biases. It is a
feed-forward neural network in which, the artificial neurons
can react to the surrounding units, as well as it will achieve
the best results in the classification of image as well as

recognition. This 3D CNN majorly includes the three
structures such as,

e A convolutional layer for feature extraction.

e Apooling layer is utilized for the reduction of feature
dimensionality.

o A fully connected layer (FC) is majorly used for the
process of classification.

The data features are taken out along the convolutional layer
after the dimensionality is reduced by the pooling layer
features. The 3D CNN eliminates the risk of over-fitting, as
well as improves the method’s accuracy and fault tolerance.
The features are acquired by the convolution and pooling
layers are classified in the fully connected layer. The
3DCNN receives a greater number of inputs carry the
weighted sum of inputs and issue them to the activation
function to the given output. The 3D CNN will train on the
3D tensors acquired from reconstructed phase space
representation. In dissimilarity to traditional pattern
recognition systems, the CHH has generally attached the
feature selection as well as classification levels in an end-to-
end approach. Therefore, 3D CNN has been examined using
the architecture that trains 3D tensor features are a new
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depiction of the input data. After, it gives weights to an
outcome of filters to highlight or eliminate the revealing or
jobless features correspondingly. The weights are
implemented by the training process by reducing the loss
function trying to connect the input data to a target class
outcome. Fig. 4. Shows the general architecture of 3D CNN.

_—

m ;
Pooling

Flattening
Convolution

ol iy
[ Vi |

| | |
Convolution Pooling

Input Fully Connected

Fig 4. Architecture of 3D CNN

An input is a 3D tensor with a 256 X 256 X 256 size.
Though a smaller input size can minimize a resolution as
well as subsequently cause data loss, the data in a larger size
can create complex computations. The 3D CNN approach
involves 5 convolutional layers by 64, 128, 256, 512 as well
as 512 3D filters. A kernel size of convolutional layers
is 3 x 3 x 3 with stride 1 and max pooling with the size
of 2 x 2 x 2 as well as stride size of 2 every convolutional
layer and it also minimizes the dimensions of the features.
Eventually, a destruction as well as two fully connected
layers are placed later. The destruction layer exchanges the
3D tensor as a vector. An initial FC (FC1) involves 1000
neurons as well as final FC (FC2) is a classification layer.
Every FC layer utilizes the Rectified Linear Unit (ReLU)
activation function to develop nonlinearity into the model.
The Rectified Linear Unit (ReLU) activation function is
expressed in (9) as:

x;x; =0

ReLU(x;)) = {0 % <0 ©)

Where, x; - ith input to convolutional layer; the SoftMax
activation function is performed in (10) as;

eZi

softmax(z;) = K o7
j=1

(10)
Where, z; and K — values as well as neuron numbers from
the final layer. After the selection of efficient features, the
classification approach has been trained to identify the
intrusions from traffic areas. In this research, the DL-based
classification algorithm has efficiently classified the IDS
attacks into normal or anomaly

4. Experimental Results

Implementation as well as estimation of the proposed model
are performed by MATLAB on an Intel core i5 processor,
windows 10 OS, 6GB GPU, and 1TB SSD. The
performance of the proposed method has been estimated
utilizing DDoS attack illustrations of CICDD0S2019,
NSLKDD and UNSW-NB15 datasets. Every data record in
datasets involves 42 attributes. Utilizing PCA, the data
dimensions of every data is minimized to 10 features. The
appropriate  number of features is acquired for
experimenting by using various performance metrics. The
number of PCs which leads to greater classification
accuracy, was examined for various features. The various
performance matrices have been performed to evaluate the
proposed method’s performance as well as effectiveness.
The mathematical expressions of performance metrics such
as accuracy, specificity, precision, recall, F1-score, Mean
Absolute Error (MSE) as well as Mean Square Error (MSE),
are provided in (11) to (17) as:

Accuracy = S L — (11)

FP+TP+FN+TN
P TN

Specificity = TP (12)

Precision = —— (13)
FP+TP

Recall = —=~ (14)

FN+TP
F1 - score = — (15)
2TP+FP+FN
1 ~
MSE = — ¥, (i = 90 (16)

MAE

JEzm- a7

Where, TP, TN, FP and FN are True Positive, True
Negative, False Positive and False Negative. n - number of
points; y; - predicted value obtained from the neural
network; y; - the real value and y- mean of the real value.

4.1. Performance Analysis

This section represents the quantitative and qualitative
analysis of the proposed BWO-based SVM approach about
accuracy, precision, recall, F1-score, MSE, and MAE. Table
1 depicts the classification results using the CICDD0S2019
dataset. Table 2 denotes the classification results using the
NSL-KDD dataset. Table 3 denotes the classification results
utilizing the UNSW-NB15 dataset.
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Table 1. Classification results using the CICDD0S2019 dataset

Method Accuracy Precision Recall F1-score MSE MAE
ResNet50 0.8623 0.8303 0.8368 0.8098 0.14 0.16
CNN 0.8878 0.8619 0.8419 0.8322 0.12 0.14
2D CNN 0.9175 0.8688 0.8682 0.8684 0.12 0.11
3D CNN 0.9287 0.8897 0.8794 0.9056 0.09 0.09
ResNet50-3D 0.9321 0.9456 0.9623 0.9527 0.08 0.08
CNN
1.2
1
0.8
% 0.6
-
0.4
0.2
0 |I N ll "
Accuracy Precision Recall Fl-score
Metrices

mResNetS0 mCNN 2D CNN = 3D CNN = ResNet50-3D CNN

Fig 5. Graphical representation of performance analysis using CICDD0S2019 dataset

Table 1 and Fig. 5 represent the performance analysis of the the proposed ResNet50-3D CNN method. The proposed
proposed method using the CICDD0S2019 dataset. The ResNet50-3D CNN method achieves the classification of
performance of existing methods like ResNet50, CNN, 2D 0.9321, precision of 0.9321, recall of 0.9623, F1-score of
CNN as well as 3D CNN are measured and compared with 0.9527, MSE of 0.08, and MAE of 0.08 respectively.

Table 2. Classification results using NSL-KDD dataset

Method Accuracy Precision Recall F1-score MSE MSE

ResNet50 0.9012 0.8587 0.8489 0.8137 0.22 0.23

CNN 0.9122 0.8711 0.8521 0.8509 0.17 0.21

2D CNN 0.9323 0.8738 0.8738 0.8948 0.9 1.10

3D CNN 0.9512 0.8917 0.8934 0.9146 0.07 0.08

ResNet50-3D CNN  0.9912 0.9934 0.9912 0.9912 0.06 0.05
1.2

Values
=}
(=) )

(]

0.8

0.4

0. I
0 I

Accuracy Precision Recall Fl-score
Metrices

EResNet50 mCNN =2D CNN ©3D CNN =ResNet50-3D CNN

Fig 6. Graphical representation of performance analysis using the NSL-KDD dataset
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Table 2 and Fig. 6 represent the performance analysis of the
proposed method using the NSL-KDD dataset. The
performance of existing methods like ResNet50, CNN, 2D
CNN as well as 3D CNN are measured and compared with

the proposed ResNet50-3D CNN method. The proposed
ResNet50-3D CNN method achieves the classification of
0.9912, precision of 0.9934, recall of 0.9912, F1-score of
0.06 MSE of 0.06, and MAE of 0.05 respectively.

Table 3. Classification results using the UNSW-NB15 dataset

Method Accuracy Precision Recall F1-score MSE MAE
ResNet50 0.8756 0.8329 0.8198 0.8098 0.14 0.12
CNN 0.8911 0.8598 0.8321 0.8439 0.12 0.11
2D CNN 0.9146 0.8657 0.8648 0.8826 0.09 0.09
3D CNN 0.9412 0.8829 0.8745 0.9046 0.08 0.08
ResNet50-3D  0.9634 0.9523 0.9622 0.9633 0.07 0.07
CNN
1.2
0.8
= 0.6
-
0.4
0.2
0 |
Accuracy Precision Recall Fl-score
Metrices
EResNet50 mCNN m2D CNN ©3D CNN = ResNet50-3D CNN

Fig 7. Graphical representation of performance analysis using the UNSW-NB15 dataset

Table 3 and Fig. 7 depict the performance analysis of the
proposed method with regard to using the UNSW-NB15
dataset. The performance of existing methods like
ResNet50, CNN, 2D CNN as well as 3D CNN are measured
and compared with the proposed ResNet50-3D CNN

method. The proposed ResNet50-3D CNN method achieves
the classification of 0.9634, precision of 0.9523, recall of
0.9622, F1-score of 0.9633, MSE of 0.07 and MAE of 0.07
respectively.

Table 4. Overall performance Analysis of classification results

Method Accuracy Precision Recall
BWO-NB 0.8836 0.8539 0.8290
BWO-LR 0.9045 0.8731 0.8419
BWO-SVM 0.9367 0.8855 0.8858
BWO-AdaBoost 0.9528 0.8936 0.8946
BWO- ResNet50- 0.9737 0.9218 0.9038

3D CNN

F1-score MSE MAE
0.88347 0.18 0.18
0.8548 0.14 0.17
0.8933 0.12 0.15
0.9157 0.09 0.13
0.9239 0.08 0.09
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Fig 8. Graphical representation of overall performance analysis

Table 4 and Fig. 8 depicts the overall performance analysis
of the proposed method. The performance of existing
methods like ResNet50, CNN, 2D CNN as well as 3D CNN
are measured and compared with the proposed ResNet50-
3D CNN method. The proposed ResNet50-3D CNN method
achieves the classification of 0.9737, precision of 0.9218,
recall of 0.9038, F1-score of 0.9239, MSE of 0.08 and MAE

of 0.09 respectively.

4.2. Comparative Analysis

Table 5 shows the comparison results of the proposed
method. The proposed method’s performance is evaluated
by utilizing evaluation metrics like accuracy, precision,

recall, F1-score, MAE, and MSE.

Table 5. Comparison of the proposed method with existing methods

Method Dataset Accuracy

DFNN [20] CICDD0S2019 0.91

CNN [21] UNSW -NB15  0.95

IDS-CC-HDLNN-WSOA NSL-KDD 0.98

[22]

Proposed Resnet50-3D  CICDD0S2019 0.9321

CNN- BWO UNSW -NB15 0.9634
NSL-KDD 0.9912

Precision Recall Fl-score MAE MSE
0.93 0.9579 0.9464 N/A N/A
N/A N/A N/A 0.09 0.09
0.98 0.98 0.98 N/A N/A
0.9456 0.9623 0.9527 0.08 0.08
0.9523 0.9622 0.9633 0.07 0.07
0.9934 0.9912 0.9912 0.06 0.05

4.3. Discussion

This section provides the information on limitations of the
existing methods and the advantages of the proposed
method. The limitations are the DFNN [20] requires
multiple lightweight intrusion detection systems for
efficient classification. In CNN [21], the generated features
do not represent the network behavior in various
environments. In IDS-CC-HDLNN-WSOA [22], the
balancing between exploitation and exploration was trapped
in local optima in high dimensional data. The proposed ML-
based classification with BWO outperforms these existing
model limitations. The BWO is good for both local
exploitation and global exploration. The BWO obtains a
better balance between exploration as well as exploitation,
improving convergence speed. The proposed method
depicted the significant outcomes with almost 99%
accuracy. The proposed method is quantified for the specific
type of attacks as well and it achieves more than 90%
accuracy by utilizing the 17 features and it depicted faster
convergence compared to the standard BWO.

5. Conclusion

IDS have emerged as a crucial component of modern
information security measures because the number of
attacks has skyrocketed with the expansion of the internet.
The suggested approach that recognizes intrusion detection
is separated into normal and abnormal labels. According to
the findings, the proposed method is more efficient and
shows better performance in accuracy, precision, recall, and
Fl-score compared to existing methods. In subsequent
research, the primary attention may shift to the formulation
and validation of alternative alterations to improve meta-
heuristic methods to feature selection issues in general and
the intrusion detection system in particular. In further
development, the proposed method will extend to evaluate
the system by using original network data. Real-time data
may be created and gathered with the assistance of many
attack simulation tools, which can cover a variety of newly
emerging assaults. In the future, approaches including deep
learning may be used to manage real-time attacks.
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