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Abstract: Mobile Ad Hoc Networks (MANET) are crucial for the next generation of computing in the Internet of Things (loT). All
devices in a MANET can transfer from one location to another in any direction. Data processing and resource management can be
implemented in all components by providing cloud services to users in MANET to access smart devices within the 10T framework.
However, security is a major challenge for the growth of Cloud Computing (CC). Establishing a secure network connection takes time
and effort. Nevertheless, embracing CC includes frequent outages, improper management, lack of resources, interoperability issues,
privacy concerns, and reliability problems. Therefore, to solve this problem, they initially selected the Cluster Head (CH) to calculate the
parameters of a mobility and energy node using a weighted metric. Furthermore, the Load Balancing Cluster Head (LBCH) algorithm
can reduce the delay in sending and receiving packets through CH. In addition, the variation between the communication workload of
each mobile node can be assessed. Then, the Velocity of the 10T node can be calculated using the Cloud Data Transfer Rate (CDTR)
approach at the base of the cloud-maintained IoT integration. Finally, the proposed technique can detect the new positions using a Smart
Device-Machine-To-Machine (SD-M2M) approach and enhance communication network security. Implementing the proposed method
can enhance secure communication in MANET's 10T structure systematically and efficiently. Simulation results evaluate the algorithm's
performance regarding channel number, throughput, data transmission rate, energy consumption, energy efficiency, network security and

packet delivery rate. The proposed method attains a throughput performance of 79% and security performance of 83% in MANET..

Keywords: 10T, MANET, Cloud Computing, Security, CH, LBCH, SD-M2M, CDTR, network security, and data transmission rate

1. Introduction

The 10T is an emerging technology growing rapidly, and the
number of devices linked to the 10T has reached around 22
billion. The MANET platform can connect to the CC, data
processing, and resource allocation, providing customers with
cloud-based services through smart 10T devices. 10T devices can
be centralized without depending on nearby systems to form
networks with other devices. MANET operates without a central
management team or fixed infrastructure of wireless nodes.
Furthermore, MANET can communicate 10T devices with each
other in an infrastructure-free environment within an loT system.
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These 10T nodes can interactively connect, transmit and share
knowledge between multiple nodes. 10T can gather vast amounts
of diverse data from various networks to provide essential
services to healthcare, manufacturing, and utility networks. Smart
environs should be compatible with Wireless Sensor Networks
(WSNs) and MANETS to ensure successful 1oT implementation
and attract end users economically [1-2].

loT systems are inviting targets for attackers as manufacturers
focus on price, size, and ease of use when developing loT
devices. At the same time, the security and forensics elements are
often ignored. The 10T has the potential to provide a wealth of
valuable data evidence. However, forensics experts need to be
familiar with everything, from non-standard formats and
disparate 10T devices to multi-tenant cloud infrastructure and the
cases that come from it. We deal with various issues [3]. Due to
the lack of bandwidth and resources, the increasing number of
loT devices and their data traffic at the network edge will
pressure the complex centralized Cloud Computing (CC)
paradigm. In addition, 10T devices are now more advanced and
can function in complex environments due to their complex
computing, processing, and sensing capabilities [4].

Despite its significance, data security is still an overlooked and
critical concern. In addition, the large number of mobile devices
and overloaded edge servers can lead to increased latency and
disrupted performance. The computing power of these devices
creates new challenges in building applications that meet the
required Quality of Service (QoS). However, high loads and
limited latency on edge servers and mobile devices have delayed
implementation [5].
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This section introduces an innovative approach that utilizes
selected weights to calculate the parameters of motion and energy
nodes, referred to as CH. Additionally, The LBCH algorithm can
minimize packet delay in sending and receiving through mobile
nodes in CH. By integrating cloud and 10T, the CDTR method
can calculate the Velocity of 10T nodes. This proposed
technology implements the MANET communication model
through the SD-M2M approach to detect new positions.
Furthermore, security communication is very useful for
improving energy efficiency and communication. The proposed
technique also improve network security communication by
implementing relevant and effective analysis in the IloT
architecture of MANETs. The algorithm's performance was
assessed through simulation results, including the number of
channels, data transfer rate, energy consumption, energy
efficiency, load balancing, and packet delivery ratio.
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Fig. 1. Architecture Diagram for Cloud-MANET loT Framework

Figure 1 introduced the Cloud-MANET-IoT framework, allowing
information transmission to all connected devices. Additionally,
smart devices can exchange data with each other.

1.1 Contribution of this research

This section illustrates the contribution of the paper as follows.

e In this novel main contribution is to enhancing
communication in MANET using loT and cloud.

e This paper carries out the Smart Device-Machine-To-
Machine (SD-M2M) approach and enhance communication
network security.

e The proposed system efficiently elect the CH based on node
weight factors.

e Then use of Load Balancing Cluster Head (LBCH) algorithm
can reduce the delay in sending and receiving packets through
CH.

e Next, Cloud Data Transfer Rate (CDTR) method for efficient
transmission in 10T and cloud.

e Finally, the proposed improve network security in MANET
using 10T and cloud.

2. Literature Survey

The author proposed a mobile framework for MANETS
leveraging CC to deliver a secure communique between loT
devices. However, there are many challenges to achieving secure
transmission across established networks [6]. The author
presented that loT architectures allow users to access and provide
cloud services through smart devices. Additionally, they exhibit

computing, data processing, and resource management [7]. The
novel proposed that 10T and CC can be implemented to test cloud
compatibility issues and computing [8]. The author proposed
establishing reliable communication between physical objects at
the Transmission Control Protocol (TCP) layer. Reliable
communication between smart devices requires the TCP layer to
detect errors, correct errors, and provide confirmation for
information transfer [9]. The author proposed a routing solution
for l1oT systems that combines MANET protocol and WSN
routing code. But at the same time, new problems have also
emerged on the network side [10].To improve the network
lifetime in Software Defined MANET, Cluster Head Gateway
Switch routing protocol along with Particle Swarm Optimization
technique is proposed[11].

The author proposed to implement design and test data for mobile
CC for classes of loT-connected devices and employ them
regarding measurable security, energy consumption, delay
metrics, and packet loss rates [12]. The author proposed to create
a maximum number of routes between pairs of nodes to ensure
correct and accurate packet delivery. The future key is
conditioned on the routing capability with minimum bandwidth
consumption [13]. The author proposed and developed a
defective node identification system based on the Adaptive
Neural Fuzzy Inference System (AFIS) classifier. However,
intensity reduction becomes a complex problem as reliable nodes
have similar characteristics in the sensing region [14]. The author
proposed that an intelligent and creative security architecture can
secure 10T networks by implementing the Vectorization Boosted
Quantization Network (VBQ-Net) technique. However, loT
systems require continuous development and technological
progress [15]. The author proposed an accurate inverse carry
selective add (IRCSLA) method with inverse carry propagation.
Backward carry propagation technique for 16-bit carry-select
adder with Ripple Carry Adder (RCA) Design [16].

The author proposed a load-balancing algorithm to efficiently
redistribute Mobile Device Users (MDUs) among Small Base
Stations (SBS) [17]. The author proposed that an evaluation
framework for cloud service security and reliability can be
enforced to combine reputation-based trust assessment
approaches to secure cloud-based 10T environments [18]. The
author proposed that a hierarchical architecture of 10T networks
can be realized to test the manners of 10T requests in a fog
computing paradigm. However, unique characteristics pose
challenges to standard real-time security [19]. The author
mentioned that homomorphic multiplications can be computed
without obtaining useful information about the encrypted data
using a new method for optimizing semi-trusted servers [20]. The
author proposed that the security service architecture can be
implemented with the power to adapt to 10T cloud environments.
In addition, security mechanisms have been implemented to be
effective in such environments [21].

The author proposed a mobile cloud-based infrastructure that
opportunistically uses communication opportunities to facilitate
efficient data exchange and secure process management [22]. The
novel proposed to loT improve the capabilities of cloud services.
Deploy service parameter templates in the cloud and find service
analysis templates on edge platforms [23]. The author proposed a
novel approach that establishes a secure way for private 10T data
to move between sensor nodes with different amounts of
available power using the multipath link routing protocol and
improved blow fish model (MLRP-IBFM)[24]. The novel
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suggested that healthcare data privacy in 10T can be protected 10T [26]. The author suggested combining cloud/fog computing
using S-Alexnet Convolutional Neural Network and Dynamic and loT to enable universal sensing services and robust
Game Theory (SCNN-DGT) [25]. The author proposed processing capabilities [27]. Table 1 explains various methods
combining the advantages of common characteristics of CC and and their advantages and disadvantages.

Table 1. 10T Network Security for MANET

Author Name Previous Update Methods Advantages Disadvantages
I. A. Elgendy [28] 2020 Mobile edge computing Multi-user and multi-task Evaluating offload strategies brings
(MEC) computing offloading model in an up resource allocation and security
efficient and secure operation. challenges.
Hemanand, D [29] 2022 Cuckoo Search Greedy The NSL-KDD and UNSW-NB15 Nevertheless, it has some
Optimization (CSGO) datasets are widely used to drawbacks, including high
validate network models. processing time, delayed response,

G. V. Reddy [30]

Satyanarayana [31]

X. Wang [32]

S.C. Y. Ng [33]

W. M. H. Ahmad Azamuddin
[34]

decreased efficiency, and incorrect
output classification.

2022 Difference of Gaussian Enables the DoG filter to extract ~ Analyzing human activities now
(DoG) scale-invariant features. requires the crucial and essential
step of recognizing behaviour.
2023 Modified Updating Harris ~ An Enhanced Key Management  To incorporate smart environments
Hawks Optimization Scheme Using Confusion in MANETS, developing new
Algorithm (MU-HHO) Diagram. protocols for connecting devices to

the internet is necessary.

2020 Fuzzy Petri Net (FPN) Assess the reliability of the node. However, the network topology is
distributed, it frequently varies
dynamically and lacks an entire
control center.

2016 Network Traffic Noise To find the advanced persistent ~ However, the offered method
Pattern attack in doesn’t improve communication in
the network
2016 Traffic Policing To enhance QoS service The suggested method doesn’t
performance analysis the energy efficient

transmission in the network.

Khalil F Ramadan [35] 2017 energy-efficient MAC To reduce energy consumption Efficient communication is
protocol challenging task.

Tavanam Venkata Rao, V [36] 2023 Trust Aware Energy To enhance the high security in It reduces packet delivery ratio
Efficient Routing Protocol MANET performance.

(TAE2RP), and Secure Surf-
Channel Multicast Routing
Protocol (SSCMRP)

Ahmed Mohamed Anwar [37] 2023 ECC33 Improves the QoS performance in  The offered method produced high

mobile networks energy consumption

Table 2. MANET based on Cloud Computing Framework

Author Year Techniques Benefit Drawback
Alam, Tanweer [38] 2017 MANET Easily determine proximate devices and Another smart device connectivity
establish connections without activating issue in wireless networks is a
central infrastructure. distributed system.
Alam T [39] 2018 Cloud-Internet framework To ensure secure communication There are several issues regarding the
between networks of smart devices. security of communication within
networks of smart devices.
RM SP [40] 2020 Energy  Efficient  Cloud-Based Used to deliver valuable services to end There is a strong demand for data
Internet of Everything (EECloudloE) operators. storage.
Kaur I [41] 2017 key management scheme (KMS) Reduce mobility overhead and improve Performance and safety are the main
network security issues.
Bharany S[42] 2022 Fault Tolerance Techniques (FTT)  Exploring the connection between Dealing with failures is the biggest
disability and energy cost challenge when working in the cloud.
Gopalakrishnan 2021 Adaptive Neuro Fuzzy Inference This study efficiently identify the However, this method didn’t elect

Subburayalu [43]

System (ANFIS) malicious node in the network. CH.

S.Gopalakrishnan [44] 2021 Multi-Agent-Based Zone Routing Nodes that communicate and leaders of However, this method didn’t focus

(MAZR) zones are responsible for creating the security for transmission.
backbone of the network, which
facilitates the routing of multicast
messages.
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Table 2 carried out cloud computing secure communication
techniques of benefits and drawbacks.

3. Proposed Methodology

In this section, Internet security communication can be improved
through appropriate and effective analysis of the 10T architecture
of MANETs. Initially, the selected CH weights can be
implemented to estimate the parameters of mobility and energy
nodes. Moreover, The LBCH algorithm can minimize packet
delay in sending and receiving through mobile nodes in CH.

Cloud
Computing

gy

Then, based on cloud and I0T integration, the CDTR method can
calculate the Velocity of 10T nodes. Finally, implementing the
MANET communication model between smart devices using the
proposed SD-M2M network technology can save energy and
efficiency and discover a new position. The accuracy can be
obtained by evaluating the algorithm performance through the
simulation results and improving the network security

communication.

Fig. 2. The Proposed Architecture Diagram for SD-M2M

Figure 2 illustrates the Proposed Architecture Diagram for SD-
M2M. Based on these, network security communication can be
enhanced through appropriate and effective analysis of the loT
architecture of MANETs using CH, LBCH, CDTR, and SD-
M2M network technology.

3.1 Cluster Head (CH) Selection

In this category, CH weight metrics are selected to estimate the
parameters of the mobility and energy nodes. The clustering
technique reduces energy consumption, communication
transportation, and overhead while enhancing network stability.
Additionally, thresholds can be established for different
parameters in designed dynamic staging environments. Thus, in
such a condition, the node movement functions unconstrained. A
weight-based CH method can utilize the best energy and mobility
parameters to select. Furthermore, it can be enforced based on the
application that uses the network to allocate appropriate weights
to these parameters. Energy requirements for the transmission
and reception of data vary for each node. A stable cluster can be
formed by creating a continuous link between less mobile nodes
and CHs. The node with the highest weight among neighbouring
nodes can be selected as the main CH to form a cluster, and all
node’s weight values can be estimated.

Estimate the weight of each node as described in Equation 1.
Let’s assume, z-weight, X-parameter, c-node, a-value.

Z(cy) = 2 zc * x.(cq) 1)
The node is evaluated by considering the energy and mobility
parameters, as shown in Equation 2. Where, E-energy, M-
mobility.

Z(cy) = 71 * E(ep) + 22 * My @
Calculate the time essential for the data transmission at the node
as shown in Equation 3. Let’s assume By —band width, y-bits.

IE:send(ca) = Csend(cy) * y/BZ (cg) * tatal(Bz) (3)
As shown in Equations 4 and 5, estimate the energy required to
transmit one bit and the available bandwidth. Where s-time,

Dy —data transfer, m;, —data rate, x. —packet size, a, -initial
energy.

B,(ca) = a(u,,) * (/) *s @
€sena(Ca) = sumqyr(s)/totaly Q)
Calculate the energy time the single node motion expended as
shown in Equation 6.

Exne(Ca) = @xnr(cq) * R/BZ (cq) * total(p, (6)
Calculate the total power time of the node as shown in equation
7.

Etotar) (ca) = Esenalca) + Egnr(ca) Q)
Estimate the time to calculate the residual energy, as shown in
Equation 8. Where & — remaining energy.

kSF(ca) = [E(ca) - lE(total) (ca) (8)
Equation 9 shows the estimation of the velocity time of the
mobile node. Let’s assume F; and F,_;- Velocity of node, s, s-1-
two-time instances, a —level of dependency degree, ¢ —standard
deviation, u —Asymptotic mean.

FE=axFo i +(A-a)*xpt+oxy(I—axi)*z, ©
In this category, the CHs of each node group are selected using a
weighted method such that the speed of the moving nodes should
be time-dependent and expressed as a CH model.
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3.2 Load Balancing Cluster Heads (LBCH)

The LBCH algorithm can be implemented in this category to
reduce the delay in sending and receiving data packets over CH.
To ensure effective communication between LBCH nodes, the
CHs are occasionally overloaded for extended periods. However,
using LBCA can help alleviate the resulting performance delays.
LBCA can reduce delays in sending and receiving packets
through the CH and improve the burden on any CH. Throughput
slots on a CH can be increased to prevent serving all active nodes
in the cluster. Furthermore, LBCH can create an unloaded CH
when operating the LBCH algorithm, diverting down the network
throughput. The presented LBCH algorithm can improve the
performance by distributing the load between CHs. Based on
them, LBCH can ensure high energy and low mobility within all
clusters. Thus, CHs become an important energy source in
MANETs and can implement more energy than conventional
nodes. An end-LBCH algorithm can be sent to neighboring CHs
based on the successful loading of the LBCH, allowing the
transmission to continue under normal conditions.

Calculate the neighbors of each node within the transmission
range, as shown in Equation 10. Let’s assume z-node and
s, —transmission range.

Nz = B2 # 21, D(z2,) = Sp} (10)
Equation 11 estimates the total distance between all neighbours.
C; = Zzec M(z,2,) (11)

The average Velocity of each node is calculated as a function of
the motion magnitude, as shown in Equation 12. Where (p(s) —

2 2 .
Pis-1) + (q(s) —q(s-1))  —bandwidth node.

d, = §Z§=1J(P(s) ~ps-n) + (4) — ds-1) 12)
Calculate the Energy Consumed (EC) by the nodes in the network
as described in Equation 13. Let’s assume a, b- node, dp)-
energy packet send, u, —energy consumed, u,-position by the
node.

Up = ZZ:l,b:z d(ab) + Uy (13)
Calculate the position of the node in the network as shown in
Equation 14. Let’s assume u; —residual energy, u, —total power
of node.

U = Ug — Uy (14)
Calculate the current load of the election function node, as shown
in Equation 15. Where ng —cluster node, uv, —election function.

(RyXug) (15)

T RoxMy)+(Ryxd)+(Ryxng)
Calculate each load CH at present, as shown in Equation 16.
Where o, —load cluster head, ng(,-current load of the node, d-
CH members.

Och = Zzed No(z) (16)
In this section, loaded and unloaded CHs can identify new
transmission thresholds by downloading the LBCH algorithm to
transmit sufficient energy. Furthermore, the latency of data
collection can be reduced.

uv,

3.3 Cloud Data Transfer Rate (CDTR)

In this category, the Velocity of an 10T node can be estimated
using the CDTR approach based on cloud-managed IloT
integration. MANET functionality depends on cluster mobility,
resource connectivity, storage, and energy efficiency. In addition,
cloud service operators can provide versatile, high-performance
warehouses and mobile applications to maintain communication

infrastructure. CDTR metric is used to calculate 10T node speed

in Cloud-MANET-IoT architecture. The CDTR algorithm allows

smart devices to send session reports to the cloud and improve

communication with other cloud devices. The offered CDTR

approach can efficiently transmit and receive information

whenever a smart device evaluates the communication lifetime

between MANET and the cloud. Smart devices can connect

directly to heterogeneous cloud storage services through

MANETSs. The entropy of each symbol is used to distinguish

probability density functions for smart device locations.

Algorithm

Input: The total number of 10T nodes o, (2)

Output: The speed of the 10T node.

Start

Counter (c) =0

Speed (v) =0.

Step 1: Choose all the 10T nodes in every direction.

Step 2: Use directions to calculate communication sessions.

Where, Cg —communicate session, ¢ —life, oo —infinity,

a —Alpha, uk,, —expression function, E-Computational value.
(o] 2 UC ko) s

(@)-@ues(1085)+v25)
Step 3: Calculate the Velocity and direction. Let’s assume

& —random degree velocity, s-period smart device, H-Gauss
Markov utility system, S-multifaceted function, nt-cloud storage

(17)

service, si —transmission, ag —data, Xx-inverse data, «

—proportional data,

Tts) = 8Ty + 1 =T +/(1 — 6D)TH, (18)

]DJ(S) = 5@(5_1) +(1- 5)]1_)) +J@0- 62)]]))?_1 (19)

S =nt, X sgp X ag

Xp o< — (20)
ar

Step 4: Estimate the value of the transfer function. Where
6 —delta,
xg (T, len, ag,sg) =1 —

© 52 c c
e dy< /(12__5) ST—R /1_%.25> Where§ =1  (21)

Step 5: Compute the entropy of each symbol for all smart devices

in 3D locations. Let’s assume € —Epsilon variant,
& (g,TC.y) —chi square distribution method.
Gase =
o L g S
Yp=0,4=0,2=0 [pr-qu-sz logs o 'sz] ap-1&; (a ,Te. y)
(22)

Step 6: Discover the baud rate in®/s. Where %/, — bits by
seconds.

Step 7: Discovery the Speed (V) in® / 8

Step 8: c=c+1;

If counter! = Approximately the number of systems, otherwise,
go to step 2.

Stop

3.4 Smart Device-Machine-To-Machine (SD-M2M)

In this section, the SD-M2M algorithm is proposed to improve
network communication security by detecting new states in the
MANET communication model—security ~communication
performance. The proposed method significantly benefits SD-
M2M communication, as multiple devices are close to SD-M2M
networks. This approach enhances the overall performance of
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mobile communication between devices and expands the
communication range while minimizing energy consumption
through direct communication. SD-M2M communication in the
Cloud MANET framework for 10T is a new method for locating
and securing nearby smart devices without depending on a
centralized approach. Using the MANET model to enable
communication between SD-M2M devices is highly efficient,
leading to energy savings and improved performance. SD-M2M
devices are interconnected through a cloud-maintenance measure,
which forms a self-organizing network and vigorously connects
to access the cloud. To ensure the optimal performance of smart
devices within a MANET, they must be registered in the cloud.
Once the MANET is set up, real-time cloud services are activated
for SD-M2M communication and services within the network.
The smart device then retrieves a reference session from the
cloud. The proposed SD-M2M approach can detect new positions
and smart devices within MANETS.

Algorithm

Input: Velocity and direction (V)

Output: Find the new position

Start

Step 1: Locate the smart device in MANET p;, g4

Step 2: Find the current speed (Cg) of mobile devices in
MANET.

Step 3: Distance and time can be used based on the speed
process.

velocity(s) = (distp|times) (23)
Step 4: When 0 is negative, the smart device's new location
estimate can be used to predict time and angle.

P2 =p1+T*S*cosy, (24)
qy =qq + T * S * sing) (25)
#2=p1— T *5*cosy) (26)
qz =qq — T xS * sing) 27)

Step 5: Estimate the smart device's real location. Let's assume o-
location, Ng —new location, s, — smart device location, and Np-
new point.

0 loc = get No(Np(s,)) (28)
0= (1) (29)
Step 6: Get a theoretical position at the smart device.

M= \/(472 —p1)*—(qz — qu)? (30)

Step 7: Find the smart device's random position on the triangle's
diagonal. Where mm,. —math random location.

» =m,(M.get?()) (31)
q = m, (M. get?()) (32)
Step 8: A smart device can get its true location when it is above
the triangle diagonal.

p=pt+op (33)
q=q+dq (34)
Else

p=p-—op (35)
q=q-4q (36)
Return Ng- p and g.

Stop

4. Result and Discussion

In this fragment, we evaluate the implementation of the existing
and proposed algorithms using diverse parameters, including
packet delivery rate, throughput, energy consumption, energy
efficiency, data transfer rate, and network security. The approach

presented here allows for a relevant and effective analysis of loT
architectures in MANETS and the development of new levels of
secure communication within the network. To evaluate
performance analysis, the simulation work implies using specific
methods. This involves running multiple simulations on a 1000m
X 1000m grid with varying network sizes of 100 to 400 mobile
nodes, transmission ranges from 1 to 255m, and node speeds
from 700 to 3000m/s. The performance of the presented method
was assessed by employing the simulation constraints in Table 3.

Table 3. Simulation Parameters

Parameter Variable

Tool Network Simulator version 2
Number of nodes 100-400

Size of Network 1000m*1000m
Transmission assortment 1m-255m

Node velocity 700-3000 m/s
Data traffic CBR (Constant Bit Rate)
Payload Data 215 bytes
Data Rate 4 Packets
No bandwidth node 2Mbps
Run Time 100s
Throughput
100
g /
S 50 ?
e
]
E o
< 100 200 300 400
o No of Nodes

=@ FPN e CSGO MEC e=@==SD-M2M

Fig. 3. Analysis for Throughput

In this section, based on the generative approach, the proposed
method can be evaluated compared to other methods, as shown in
Figure 3. The proposed SD-M2M algorithm improves
performance efficiency by 79% compared to other methods in the
literature. However, another method scored 41% lower.
Therefore, the algorithm will discover new stations and improve
network communication security.

Data Transmission Rate

S 100 "
£
: 1
= 0
IS 100 200 300 400
8
]
o
No of Nodes
s MEC mFPN CSGO = SD-M2M

Fig. 4. Analysis of Data Transmission Rate

In this section, we can compare the proposed method with other
generation methods. This is illustrated in Figure 4. The algorithm
is designed to discover new locations and enhance network
communication security, increasing data transmission rates. The
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proposed SD-M2M algorithm is found to be 77% more accurate
than other methods mentioned in the literature. However, in
another study, MEC, CSGO, and FPN scored 49% lower.

Energy Efficiency

400
300
200
100

No of Nodes

0 20 40 60 80 100
Performance in %

uSD-M2M ®=FPN =MEC mCSGO

Fig. 5. Analysis for Energy Efficiency

The proposed algorithm, depicted in Figure 5, can be compared to
various methods for accurately estimating energy efficiency.
Accordingly, the algorithm will locate new positions and improve
network communication security for energy efficiency. However,
another FPN, CSGO, and MEC method scored 53% less.
Furthermore, the accuracy of the proposed SD-M2M algorithm is
improved by 80% compared to other methods obtained in the
literature.

Energy Consumption

¥ 100

£

(5]

g 50

«©

£

€ o0

& 100 200 300 400

No of Nodes
mCSGO m®mFPN MEC mSD-M2M

Fig. 6. Analysis of Energy Consumption

Figure 6 describes their low accuracy in comparing the proposed
algorithm with different methods to estimate energy
consumption. The proposed method makes low latency-based
transmission. Therefore, energy consumption is decreased.
Consequently, the algorithm will locate new positions and
enhance network communication security for energy
consumption. Furthermore, the accuracy of the proposed SD-
M2M algorithm is lesser by 79% compared to other methods
obtained in the literature. However, other CSGO, FPN and MEC
methods achieved a 79% improvement.

Packet Delivery Ratio

(=]
S ——FPN —8—CSGO MEC = SD-M2M
3
g 100
© —
£ —
£ 50 — '
[l
o

0
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Fig. 7. Analysis of Packet Delivery Ratio

Comparing the proposed algorithm with the methods obtained
from the literature to estimate the packet delivery rate, their
accuracy is described in Figure 7. The algorithm works to
identify new locations to enhance network communication
security and decrease the packet delivery ratio. Moreover,
compared to other methods found in the literature, the proposed
SD-M2M algorithm has an 81% improvement in accuracy.
However, the MEC, FPN, and CSGO methods have a low
success rate of only 55%.

Network Security
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Fig. 8. Analysis for Network Security

As shown in Figure 8, the proposed SD-M2M algorithm
improves network security assessment compared to methods
obtained from the literature. Furthermore, the value of the
proposed SD-M2M algorithm increases to 89%.

Table 3: Overall performance

Parameters Performance
Throughput 79%
Transmission 7%

Energy efficiency 80%
Packet Delivery Ratio 81%
Security performance 83%
Table 3 explains the overall performance for secure

communication numerical results presented.

5. Conclusion

In this segment, we will deliberate the secure exchange of data
between 10T nodes using the Cloud MANET-IoT framework.
Furthermore, a terminal connected to the cloud can initiate the
sharing of connections and information exchange, creating a
cloud-MANET mobility model. The primary benefit of this
model is that it enhances network communication speed and
efficiency in both the cloud and MANET. The first selected CH
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uses weighted metrics to calculate mobility and power node
parameters. The LBCH algorithm can also reduce the delay in
sending and receiving data packets in the CH. Furthermore, it can
evaluate the differences in communication workload among the
mobile nodes. Regarding cloud management loT integration
basics, the CDTR method estimates the speed of IoT nodes.
Finally, the SD-M2M approach can be employed to detect new
locations and improve the security of communication networks.
By implementing this proposed technique, the secure
communication of loT architectures in MANETs can be
improved systematically and effectively. The simulation results
evaluate the algorithm's performance based on various factors
such as channel number, throughput, data transfer rate, power
consumption, energy efficiency, network security, and packet
delivery rate. Performance analysis was conducted using various
indicators to evaluate current techniques and compare them to the
proposed method for effectiveness. The proposed SD-M2M
algorithm has achieved an 89% increase in accuracy compared to
literature methods. This allows for improved network security
communication and the detection of new positions. We found that
the proposed framework outperforms other techniques. In future
work, the use of the shortest path technique for quick
transmission to the destination. Also, it will improve the security
performance by employing the authentication key in the MANET
network.
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